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ABSTRACT

In this paper, we present the notion of recipient-revocable
identity-based broadcast encryption scheme. In this notion,
a content provider will produce encrypted content and send
them to a third party (which is a broadcaster). This third
party will be able to revoke some identities from the cipher-
text. We present a security model to capture these require-
ments, as well as a concrete construction. The ciphertext
consists of k 4+ 3 group elements, assuming that the max-
imum number of revocation identities is k. That is, the
ciphertext size is linear in the maximal size of R, where R
is the revocation identity set. However, we say that the ad-
ditional elements compared to that from an IBBE scheme
are only for the revocation but not for decryption. There-
fore, the ciphertext sent to the users for decryption will be
of constant size (i.e.,3 group elements). Finally, we present
the proof of security of our construction.

Categories and Subject Descriptors
E.3 [Data Encryption]: Public Key Cryptosystems

Keywords

Identity-based Broadcast Encryption, Recipients, Revoca-
tion, Constant Size

1. INTRODUCTION

In this paper, we develop a new cryptographic primitive
called a recipient revocable identity-based broadcast encryp-
tion (RR-IBBE) scheme. This is an extension of the identity-
based broadcast encryption scheme, in the case where a third
party can remove some of the receivers from the set of re-
ceivers stated in the original ciphertext. The third party
cannot decrypt the content of the ciphertext, but rather,
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this third party can only revoke some of the recipients of the
original ciphertext. Consider the following example where
this primitive is useful.

MOTIVATING STORY. Consider the case where a major
telco provider, such as Verizon, collaborates with a big con-
tent provider such as Netflix. In order to win the competi-
tion in the market, Verizon offers its subscribers free access
to Netflix’s movies database. Nevertheless, obviously Netflix
does not want to offer this service for an unlimited number
of users due to the copyright issue, and hence, there is a
need to know the total number of users that may receive the
content. Additionally, Netflix cannot provide the content in
clear to Verizon as by doing this way, Netflix will no longer
have any control on the number of recipients. Due to the col-
laboration, it is evident that Netflix and Verizon must share
the information about the subscribers. From Netflix’s point
of view, the total number of users is important and Netflix is
not interested to know which user will eventually be able to
retrieve the content, as this will be decided by Verizon. On
the other hand, Verizon would like to send the content to
as many subscribers as possible, since when the subscribers
receive the content, then they will have to use Verizon’s net-
work, and hence, this will provide income to Verizon as Ver-
izon can charge its users. When we consider the recipient’s
point of view, some recipient (or subscriber) may not like
to receive the content (for example, a subscriber has seen a
particular movie). As such, this particular recipient will tell
Verizon to not send the movie to him/her. In this situation,
then Verizon must have the ability to revoke this person’s
access so that he/she can no longer access the encrypted
content provided by Netflix, and therefore, no charge to this
user. The complication happens since Netflix will provide
the encrypted content to Verizon, rather than its plaintext
form. Hence, it is required that Verizon can only revoke
the users who opt-out for this particular content, without
the need to decrypt and re-encrypt the content. We need to
highlight that Verizon cannot provide the information about
which recipients would like to view the encrypted content a
priori, since Verizon does not know whether any particular
recipient will opt-out from viewing a particular movie. The
situation is illustrated in Figure 1. We need to highlight that
the ciphertext sent by Netflix to Verizon is via a secure chan-
nel, as this ciphertext is solely created for Verizon. On the
other hand, Verizon can use a public channel to broadcast
the “modified” ciphertext to its subscribers.



Compute CT" for &,
where 8’ = § — R.
‘R is a revocation identity set.

—_—

Secure channel

R ={ID;,-- ,IDy}
Public channel

Figure 1: RR-IBBE

TRIVIAL SOLUTION. Omne may think that the above sce-
nario can be solved trivially via an identity-based encryp-
tion scheme. The way it works is as follows. The content
provider (i.e. Netflix) will encrypt the content for each of
the individual identities, and then send these ciphertexts to
the telco provider (i.e. Verizon). Then, the telco provider
has the liberty whether to transmit the ciphertext to each
individual subscriber one by one. This solution is depicted in
Figure 2. We note that this solution is very impractical and
therefore, unusable, since the number of ciphertexts is linear
to the number of users. Hence, a clear requirement for this
kind of situation is the need for a constant size ciphertext.

One may think that this scenario can be easily solved by
incorporating a proxy re-encryption scheme. The idea is as
follows. A proxy re-encryption scheme allows one to change
the encryption for ID to ID’. Since our goal is to revoke
ID, then we can use the re-encryption scheme to change
the encryption to a random 1D, where nobody can in fact
decrypt this. Nevertheless, this solution is less desirable as
the third party applies and maintains a lot of keys. Fur-
thermore, to date, there exists no identity-based broadcast
encryption that supports re-encryption.

The last trivial solution is the adoption of double encryp-
tion. That is, the telco provider sets C'T" as a message and
runs another broadcast encryption on the message C'T' for
the new identity set S’. This solution is trivial because the
second encryption will increase the ciphertext size and the
receivers know who have been revoked from two different
identity sets S and S’.

1.1 Related Work

The notion of broadcast encryption was put forth by Berkovits

[2] to enable senders to efficiently broadcast ciphertexts to
a large set of receivers such that only this chosen receivers
can decrypt them. The formal analysis was later provided
by Fiat and Naor in [12]. Since then, there have been many
schemes that have been proposed in the literature (such as
[1, 6, 16, 15, 14]) with various aims to offer improvements on
private key size, ciphertext size, public key size, and com-
putational costs for encryption and decryption. The idea of
identity-based broadcast encryption (IBBE) was firstly pro-
posed in [20] to avoid the necessity of a PKI setting. This
allows the broadcaster to merely uses the identity of the
recipients rather than their public keys. The construction
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Secure channel

Public channel

Figure 2: Trivial Solution

with constant size ciphertext and private keys was proposed
in [11].

Sahai and Waters extended this notion to construct a
fuzzy identity-based encryption [19], which makes use of the
similar identity to allow decryption, where the similarity is
measured based on the hamming distance. This notion has
been thoroughly studied under the banner of attribute-based
encryption [13, 17, 22, 3], which is a very popular notion due
to its fine-grain access control mechanism.

While identity-based cryptographic notion offers nice fea-
tures, such as the unnecessity of public key certification, it
has the drawback on having the difficulty to revoke the user’s
private key. The issue of efficient revocation mechanism has
been studied in the seminal study by Boneh and Franklin
in [8], where they represent an identity as ID||T', where I.D
is the real identity and T is a current time, but it is ineffi-
cient and not scalable because of the requirement of secure
channels between the center and all users. Subsequently, a
scalable revocable identity-based encryption was proposed
in [4]. In the case of attribute-based encryption, the notion
of dynamic credential and ciphertext delegation have been
proposed in [18].

1.2 Our Contributions

We present the notion of recipient-revocable identity-based
broadcast encryption, to answer the above aforementioned
motivation. In our setting, the content provider (i.e. the en-
cryptor) will produce encrypted content and send them to a
third party, which is the broadcaster. Whilst this third party
can broadcast the encrypted content to its subscribers, this
third party will also be able to revoke some identities from
the ciphertext, even without the ability of decrypting it. We
present a security model to capture these requirements, to-
gether with a concrete construction. In our construction, the
ciphertext consists of k + 3 group elements, assuming that
the maximum number of revocation identities is k. That is,
the ciphertext size is linear in the maximal size of R, where
R is the revocation identity set. However, we say that the
additional elements compared to that from an IBBE scheme
are only for the revocation but not for decryption. There-
fore, the ciphertext sent to the user for decryption will be
of constant size (i.e.,3 group elements). We also present the
proof of security of our construction.



2. RECIPIENT-REVOCABLE IBBE

In this section, we define Recipient-Revocable Identity-
Based Broadcast Encryption (RR-IBBE) and its security
model.

2.1 Definition

Roughly speaking, an RR-IBBE scheme is based on the
Identity-Based Broadcast Encryption (IBBE) with a new
functionality, i.e., recipient revocation. Formally, an RR-
IBBE scheme RR-IBBE with security parameter 1* and
maximum size N of the broadcast set, is composed of algo-
rithms RR-ZBBE = (Setup, KeyGen, Encrypt, Revoke, Decrypt)
defined as follows:

Setup(1>‘, N). Takes as input the security parameter 1* and
an integer N the maximum size of the set of receivers for
one encryption, and outputs a master public key mpk and a
master secret key msk;

KeyGen(ID, mpk, msk). Takes as input a user identity ID and
the master key pair (mpk, msk), and generates a user private
key skip;

Encrypt(S, k, M, mpk). Takes as input a set of identities S =
{ID1, 1Dy, - -+ ,ID, } (n < N), a maximum revocation number
k < n, a message M and the master public key mpk, the
algorithm encrypts M and outputs the ciphertext C'T" for
the receivers S;

Revoke(S, CT, R, mpk). Takes as input a ciphertext CT, a
revocation identity set R = {ID1,1D2, --- ,ID;} C S (I < k)
and the master public key mpk, the revocation algorithm
outputs a new ciphertext CT’ for the receivers S’ = S — R;

Decrypt(S’, CT’, mpk, skip). Takes as input a ciphertext CT"
for &', the master public key mpk and the private key skip,
and outputs M if ID € S’.

Correctness. It is required that for any message M, and
Encrypt(S, k, M, mpk) = CT, Revoke(S, CT, R, mpk) = CT"
we have

Decrypt(S, CT, mpk, skip) = M

Decrypt(S’, CT’, mpk, skip) = M
when ID € S and ID € §’, where ' =S — R.

In the definition of the encryption algorithm, we allow
the encryptor to select the identity set S and the maximum
revocation number k. The number k is smaller than n and
its size is dependent on the real applications. If kK = 0, it
means the encryptor does not allow the third party to revoke
any identity. If kK = n, it means the third party can revoke
all identities in the identity set.

2.2 Security Models

The security of an RR-IBBE scheme requires indistin-
guishability of encrypted message without a valid private
key. Let CT be the original ciphertext for receiver S and
CT' be the ciphertext after revocation for receiver S’. The
security requires that

e The message in the ciphertext C'T" cannot be distin-
guished without a private key associated with an iden-
tity ID € S.
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e The message in the ciphertext CT’ cannot be distin-
guished without a private key associated with an iden-
tity ID € S’. Mostly important, the adversary is al-
lowed to have a private key associated with an identity
in the revocation set R.

We define the selective-ID semantic security (weaker than
full security) for the RR-IBBE system. We use one security
model to capture two different attacks. Our definition is
similar to the notion of IND-sID-CPA for an IBBE scheme.

Init : The adversary A outputs a set S* = {ID7f,...,ID}
(s* < n) of target identities.

Setup : The challenger runs Setup(1*,n) to obtain the mas-
ter public key mpk and gives it to the adversary A.

Extraction Query | : The adversary A adaptively issues key
extraction query for any identity ID under the restriction
that ID ¢ S*. The challenger runs KeyGen on ID and
forwards the resulting private key to the adversary.

Challenge : Once A decides that extraction query I is over, it
outputs two equal length plaintexts My, M; and a revocation
identity set R*. The only constraint is that any identity in
R* cannot be the target identity in S*. Let |R*| = k,S =
R*+S8*. The challenger picks a bit b € {0,1} and generates
the challenge ciphertext CT™ as follows:

CT = Encrypt(S, k, My, mpk)

CT' = Revoke(S, CT,R*, mpk).

The adversary A is then given the challenge ciphertext CT™*
CT' when R* # (), otherwise it is given CT* = CT as the
challenge ciphertext.

Extraction Query Il : The adversary A continues to issue ex-
traction query, as in Extraction Query I.

Guess : Finally, the adversary A outputs a guess b’ € {0,1}
and wins the game if b =b’.

The total number of extraction queries issued by the ad-
versary during the game is denoted by ¢. We then define the
advantage of A in winning the above game as

Sorrsse (t,n, A) = Prlb=b] —1/2.

AdvrrIzBBE
The probability is over the random coins of A, the challenger
and all probabilistic algorithms run by the challenger.

DEFINITION 1. A recipient-revocable identity-based broad-
cast encryption scheme RR-IBBE is (t,n)-semantically se-
cure if Advir —rpge (t,n) = negl(\) where Advisr -rpge (t,n) =
maxa Advr -rsie (t,n, A) for all probabilistic polynomial
time adversary A.

Remark. It is worth noting that our defined model considers
two different types of attackers as follows.

1. When R* = (). In this case, no revocation is involved
and the adversary is given the ciphertext C'T', which is
directly generated for the target identity set S*. This
model guarantees that an adversary who has no de-
cryption key (i.e, any private key of the recipient iden-
tity) learns nothing about the plaintext given the cor-
responding ciphertext. It is exactly the property of
IND-sID-CPA security for an IBBE scheme.



2. When R* # (. In this case, the challenge first encrypts
M, for the identity set S = R* +S™ to get the original
ciphertext CT and then revoke the identity set R* in
CT to output the final challenge ciphertext CT”. This
model guarantees that a revoked recipient cannot learn
any information about the plaintext given the revoca-
tion ciphertext even though he has the decryption key
for the original ciphertext (the one before revoked).

One may consider a stronger security notion of chosen ci-
phertext security by allowing the adversary to access the de-
cryption oracle. However, we emphasize that any RR-IBBE
scheme cannot meet such a security requirement, where the
adversary is allowed to launch decryption queries on any ci-
phertext different from the challenge ciphertext. Essentially,
the functionality of an RR-IBBE scheme requires that the
encryption should be rerandomizable. This property allows
the adversary to rerandomize the challenge ciphertext and
query it to the decryption oracle to reveal the chosen chal-
lenge plaintext Mp.

3. THE PROPOSED RR-IBBE SCHEME

In this section, we present our concrete construction of
the RR-IBBE system.

3.1 Overview

Let G, Gr be two groups of order p and g € G be the gen-
erator of G. Our RR-IBBE system makes use of a bilinear
map e : GxG — Gr which satisfies the following properties:

e For all u,v € G and a,b € Z,, we have

e(u®,v") = e(u,v)™.

®c(g,9) #1;

A bilinear group BG = (G, Gr, e, p) is composed of objects
as described above. We impose all group operations as well
as the bilinear map e to be efficiently computable.

The central idea of our construction is to utilize the tricky
role of the randomness used in the encryption. Roughly
speaking, we revoke an identity from the ciphertext by trans-
ferring its “identity” role in the ciphertext to be part of the
“new” randomness. Let g be a group element, r be a ran-
dom number from Z,, o € Z, be the master secret key and
1Dy, ID> from Z, be the identities. Suppose the ciphertext
comprises of the following group element

r(a+ID a+ID

g (a+ID1)(a+ID2)

This encryption can be seen as an encryption for I Dy, 1D2
because 1D and IDs play the same role in the ciphertext.
Let r* = r(a+ ID1). We have the above element changed
to the element

r*(a+ID
g (a+ID2)

The corresponding ciphertext then is encrypted for I D5 only
if given such a ciphertext after transformation, anyone can-
not change it back to the original one. To make sure this
transformation is one-way, the random number r will be
computed in other group elements to stop the adversary
from changing it back. Our scheme construction is modified
from an IBBE scheme proposed in [11]. More precisely, in
comparison with [11], we add group elements Co, Cs, -+ -, Ci41
in the ciphertext which are used for revoking users. All these

elements will be removed after the revocation. The structure
of the final ciphertext is the same as the original ciphertext
before revocation, which is equal to the ciphertext in [11].

3.2 Construction

Our concrete construction is as follows.

Setup(1*,N) Given a security parameter 1* and an in-
teger N, the algorithm generates a bilinear group BG =
(G, Gr,e,p) with two random generators g, h € G. Then, it
randomly chooses a group exponent a € Z, and computes
gi = go‘l, hi = h®' v = e(g,h) for all i = 1,2,--- ,N. Let
H :{0,1}* — Z, be a cryptographic hash function. The
master public key mpk is

mpk: (B(Gagaghgza"' 7gN7h’17h'27”' 7hN,’l),H)

and the master secret key is msk = (h, a).

KeyGen(ID, mpk, msk) Given an identity ID € Z, and the
master key pair (mpk, msk), the key generation algorithm
computes drp as

1
drp = hoTHUD)

Encrypt(S, k, M, mpk) Given a set of identities S = {ID1, ID>,
-++,IDy} (n < N), a maximum revocation number k < n,

a message M € Gr and the master public key mpk, the
encryption algorithm randomly chooses a value r € Z, and
creates the ciphertext as

crT
= (Cm7007017027"' 7Ck+1)
= (v M, g TIPSO )

Revoke(S, CT, R, mpk) Given a ciphertext CT = (Cp,, Co,
C1,Ca, -+ ,Cly1) for S, arevocation identity set R = {ID1,
IDj, .- ID;} C S (I < k) and the master public key mpk,
the revocation algorithm works as follows.
e Let F(x) be the polynomial in = as
1 !’
F = —_——— + H(ID
) HID’GRH(ID,) UER(I ( )

= figt + fiiaz'}

We have fy = 1.

+ o+ frz+ fo.

e Compute CJ, as

l

Cl =Cp - e(g,HCif'i).

=1

1
CHID’ER H(ID")
0 .

Compute Cj =

Compute C as

I+1
o =[[cl.

i=1

Return the new ciphertext CT' = (C;,,Cp,C1) for
S=8S-R.

Decrypt(S’, CT', mpk,drp) Given a ciphertext CT' = (C,,, C},
(1) for &', the master public key mpk and the private key
drp, the decryption algorithm works as follows.



e Let G(z) be the polynomial in z as

n'—1

*HGZ‘,

[I;pes (+HID)

Gl) = z+ H(ID)

where G; are coefficients. Compute

n'—1

eo = e(Ch,g% T] o)

i=1

e Decrypt the message by

1

M=c .[__% o
"™\ e(Ch,dip) '

3.3 Correctness

Below we show that our construction meets the correct-
ness requirement. When everything is computed as above,
we can see that after revoking the identity set R from a
ciphertext CT,

l

Cn- el T1CF)

i=1

l
= M-e(g,h)" - [[elg, )"
=1

Cy, =

= M~e(g,h) " ypre g BD7y Hiprep (e HID! ))7

I1 H(ID/)
C(,) — CO ID'eR

a+H(IDy))--(a+H(IDy))

HID,eRH(ID/)(

= gr'm HID’eR(IJFH(ID'))'HID’es/(aJrH(IDl))7
+1

Cifi—l
1

+1

_ H hTaifi—l

i=1
h°”(f0+f1a+-~-+flal)

= 9

- 3 n,D,eR o7y Hiprer(@+HUD 2

Let 7’ be a number defined as

’ 1
r =

[] @+HUDY).

ID'eR

S S—
HID’GRH(ID/)

Then, we have

HID) HID/€R<I+H(ID )

ch = M-e(g,h) W
= M-eg, h)r/,
G = g Timrenmon iprenGrAUD ) T car ok HUID)
gr 1‘[w,es,(a-~-1D')7
o = harWHID/ER(I-&-H(ID/))
- po
Ry

This ciphertext can be seen as a ciphertext generated from
the encryptor where k = 0.
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As for the decryption algorithm Decrypt(S’, CT', mpk, drp),
we have that,

n'—1
G
eC1, g ] o)
=1

ey =
_ e( G1+Z?;;1 Gi+1ai)
= el g) TG
_ 6( 7g)r 'G(a)—1"Go
’ ’ 1
e(Co,drp) = e(gT ipres (o4 HUD ))vh‘”H“D))

= e(g,h)" ¢

Therefore, we have

Fo A I w©
"\ e(Ch,dip)
1

= M-e(g,h)" - (e<g7 h)“"‘°> '

= M.

That is, applying decryption on the ciphertext using a valid
private key produces the original message m.

3.4 Ciphertext Size

One can note that the ciphertext from the original en-
cryptor consists of k + 3 group elements, assuming that the
maximum number of revocation identities is k. That is, the
ciphertext size is linear in the maximal size of R. How-
ever, we say that the additional elements compared to that
from an IBBE scheme are only for the revocation but not
for decryption. Therefore, the ciphertext sent to the user for
decryption will be of constant size (i.e.,3 group elements),
which is the same as that in an IBBE scheme.

4. COMPLEX ASSUMPTION

In this section, we first review the general Diffie-Hellman
exponent assumption [6] and define a new assumption for
our security analysis.

4.1 General Diffie-Hellman Exponent Assump-
tion

In [6], Boneh, Boyen and Goh generalized a number of
Diffie-Hellman-type complexity assumptions in generic group
model[21], which includes Bilinear DH assumption (BDH)
[9], the DH Inversion assumption (DHI)[5], the linear DH
assumption [7], and the BDHE assumption [10], and others.

Here we give an overview of the generalization of the
Diffie-Hellman Exponent assumptions in the symmetric case
in [6]. Let BG = (G, Gr, e, p) be a bilinear map with go € G
the generator of G and gr = e(go, go) € Gr. Let s,n be pos-
itive integers and P,Q € Fp[X1, -+, X5]° be two s-tuples
of m-variate polynomials over . Therefore, P and Q are
just two ordered sets containing s multi-variate polynomials
each. We write P = (p1,p2, - ,ps) and Q = (q1,q2, "+ ,qs)
and require that p1 = ¢1 = 1. For a set 2, a function
h: F, — Q and a vector (z1,2, - ,25) € Fy, we write

WPz, ,27)) = (h(pi(z1, - h(ps(z1, -, w8)).

We use a similar notation for the s-tuple Q.

7$ﬁ)7...



We say that a polynomial F € Fp[X1,---, Xz] is depen-
dent on (P,Q) (denoted by F €< P,Q >) if there exist
s® + s constants {a; ;}; j=1,{bi}j=; such that

i=1

We say that F' is independent on (P, Q) (denoted by F ¢<
P,Q >) if F is not dependent on < P, Q >.

The (P, Q, F)-General Decision Diffie-Hellman Ezponent
((P,Q, F)-GDDHE) problem is defined as follows.

F=Y" aipip; +

i,j=1

DEFINITION 2. ((P,Q, F)-GDDHE). Given the tuple

7 Pz, on T, Ty
H($17"'7Iﬁ):(90(1 )7giQ“(1 ))EGSX(G;W

and T € Gr, decide whether T = gg(zl’m @) ¢ Gop.

We say that an algorithm D that outputs b € {0,1} has ad-
vantage Adve®" (P, Q, F, D) in solving the (P, Q, F)-GDDHE
problem if

|PrD(H (1, 27), 97 ) =0
- PI'[D(H(l’l, U ,.II@),T) = | Z Advgddhe(PanFa D)

where the probability is over the random choice of generator
go in G, the random choice of 1, -+ , z,, the random choice
of T € Gr.

Below we show a result on the (P, @, F')-GDDHE problem
from [6].

THEOREM 1. [6] Let P,Q € Fp[X1,---,X5]° be two s-
tuples of n-variate polynomials over Fy, and let F € Fp[Xq, - - -
,Xz]. Let dp (resp, dg, dr) denote the mazimal degree of
elements of P (resp. of Q,F) and d = max(2dp,dg,dF).
If F ¢< P,Q > then for any generic-model distinguisher D
that makes a total of at most q queries to the oracles com-
puting the group operation in G, Gr and the bilinear pairing
e: G xG — Gr, we have

2 .
Advgddhe(PyQ’Fy,D) < (g+2s+2) d.
2p
4.2 A New Complexity Assumption
We first recall a concrete Diffie-Hellman exponent problem
defined in [11], namely (f, g, F)-GDDHE. The details are as
follows.

DEFINITION 3. ((f, g, F)-GDDHE)/11]. Let BG = (G, Gr, e, p)
be a bilinear map group system and let f and g be two co-
prime polynomials with pairwise distinct roots, of respective
orders t and n. Let go, ho be two generators of G. Then the
(f,g, F)-GDDHE) problem consists, given

2n

go, 987 . 79(01 ) 96'9(0)7
hO, hg, N ’h84671 , hgf(a)’ hg.a.f(a)’

and T € Gr, in deciding whether T is equal to e(go, o)™/,
or to some random element of Gr.

One can note that if we reformulate the above problem
as the generic (P, @, F')-GDDHE problem, then we have (as-
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suming ho = gg),

P = (1,0{,"' ,aQ”,r»g(a),

57ﬁ'aa“' ,6‘Oft717ﬁ'Of'f(Of),ﬁ"l"~O['f(O[)),
Q 1,
F = r-8-f(a).

It is shown in [11] that F' ¢< P,@Q > and hence we have the
following conclusion according to THEOREM 1.

Corollary 1 (Generic security of (f, g, F')-GDDHE). For
any probabilistic algorithm D that totalizes of at most q
queries to the oracles performing the group operations in
G, Gr and the bilinear map e : G x G — G,

(g+2(2n+t+4)+2)%-d
2p

)

AdvE"™(f, g, F, D) <

where d = 2 - max(2n,t + 1).

In this paper, we introduce a new Diffie-Hellman exponent
problem, denoted as (f, g, F)-GDDHE, by slightly revising
the above (f, g, F)-GDDHE problem. Roughly speaking, we
enrich the input of the problem while still preserve its hard-
ness. Details are as follows.

DEFINITION 4. ((f,g, F)-GDDHE). Let BG = (G,Gr, e, p)
be a bilinear map group system and let f and g be two co-
prime polynomials with pairwise distinct roots, of respective
orders t and n. Let go, ho be two generators of G. Then the
(f,g, F)-GDDHE) problem consists, given

Cz2n rgla
go, 9617 590 s 9o 9( )7
atfl
h07 h87 7h0 ’
fe a? f(a a™ f(a
hgf( )7 he F( )7 ,hS f( )7
ca-f(a ra? f(a ra” f(a
hg f( )7 hy £( )’ hh f( )7

and T € Gr, in deciding whether T is equal to e(go, ho)T‘f(a),
or to some random element of Gr.

As for the security of our new (f, g, F')-GDDHE problem,
we have the following conclusion.
Corollary 2 (Generic security of (f, g, F)-GDDHE). For
any probabilistic algorithm D that totalizes of at most q
queries to the oracles performing the group operations in
G, Gr and the bilinear map e : G x G — Gr,

(q+2(4n+t+2)+2)%-d

Adve¥dhe(F g F D) <
vE(f,9,F,D) < R

where d = 2 - max(2n,t + 1).
PROOF. Below we prove that the (f, g, F)-GDDHE prob-

lem lies in the scope of THEOREM 1.

Let ho = gg and we reformulate the above problem as
(P, Q, F)-GDDHE problem where

P = (1,a,~~,a2",r~g(a),
B,B-a,---,B-al,
B-a-fa),B-a®- f(a),-,B-a" - f(a),
Bor-a-f(a),for-a’ f(a), Bor-a” - f@),
Q = 1,
F o= r-f f(a)



One can see that in the above reformulated problem, n =
3,s = 2n+t+ 4. Now we prove that F' is independent of
< P,@Q >. We illustrate this statement by giving a contra-
diction as follows.

Assume that F is dependent of < P,Q > (i.e, F €<
P,Q >), then there should exist coefficients {a ;}; j—1,b1
such that

F =" aipp; +bia,
i,j=1
where p; € P and ¢1 1 € Q. Noting that F =r - (-
f(a), we have that, for all 4,5 € [1,s], a;; pip; should be
multiples of r - 5. Below we list all the possible products of
two polynomials from P that satisfy the above property.

Ri = r-B-gla),r-B-a-g(a), - ,r-B-a" " g(a),
Ry = r-B-a-gla)f(a), - ,r-B-a" gla)f(a),
RB = r-,B-oz~f(a),---,7"~B-oz3n-f(oz).

Here R; is the products of r - g(a) and 8- o' for all i €
[0, — 1], Rs is the products of - g(a) and S -’ - f(«) for
all i € [1,n] and Rj is the products of o’ and 8-’ - f()
for all 4 € [0,2n],j € [1,n]. Note that for any ¢ € [1,n],
r-fB-a' - g(a)f(a) can be written as a linear combination
of polynomials in Rs. That is, any linear combination of
polynomials in R2 can be also represented with the ones
in R3. Therefore, F' should be the linear combination of
polynomials in R1, R3 if F' €< P,Q >. Formally, we have

F=r-B-fla)=r-8-Ala)-gla)+r-5-a-Ba)- f(a)
where A(a), B(«) are polynomials such that da <t—1,dp <
3n — 1. We then simplify the above equation as follows,
fle) = A(a) - g(a) + a- B(a) - f(a),
which can be further simplified as,
fle) - (1 —a- B(a)) = A(a) - g(a).
Noting that f(a) and g(«) are coprime in «, we then have
that f(a)|A(a), which implies A(a) = 0 since dy = t and
da <t —1. Therefore, we have that o - B(a) = 1 for any «,
which, however, cannot hold when a = 0.
Therefore, the assumption that F'is dependent of < P, Q >

cannot hold and hence F' ¢< P, @ >. According to the THE-
OREM 1, we then have

(q+2(4n+t+2)+2)*-d
2p
where d = 2 - max(2n,t + 1). This completes the proof.

)

O

S. SECURITY ANALYSIS

We prove the security of our RR-IBBE scheme under the
(f, g9, F)-GDDHE assumption with the random oracle.

THEOREM 2. For any n,t, we have Advigg _rppe(t,n) <
Adve(f, g, F).

PROOF. Suppose there is an adversary A that has advan-
tage Adviig-rsge(t,n) in attacking our RR-IBBE scheme.
We build an algorithm B that solves the (f, g, F)-GDDHE
problem in Gr. More precisely, B plays as the challenger in
the security game against the adversary A.

Assume the adversary (i.e, A) and the challenger (i.e, B)
take as input n, which is the maximum size of a set of in-
cluded users S, and t the total number of extraction queries
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and random oracle queries that can be issued by the adver-
sary.

Algorithm B is given as input a bilinear group BG =
(G,Gr,e,p) with go, ho the two generators of G. B is then
given a (f, g, F)-GDDHE instance in BG as:

a?m r-g(a
go, gga ‘5 90 ) gOg( )7
h07 h87 ) 7h8‘t717
a f(a a2~fo¢ a” f(a
he ()7 hS ()7 o hS ()7
2 n
prect@ pretse L pretse)

as well as T' € Gr which is either equal to e(go,ho)r'ﬂa)
or to some random element of Gr. Among them f(a) and
g(a) are two coprime polynomials in « and we define the
following notations used in our proof.

o F(X) =TT (X +2:),9(X) = TIiE (X 4 22);
o filX) = {55 fori € [11);
o 9:i(X) =X forie[t+1,t+mn.

Algorithm B’s goal is to output 1 if T = e(go, ho)’“'f(a) and
0 otherwise.
B works by interacting with A in the following game:

Init : The adversary A outputs aset S* = {ID7, ..., ID}: }(s™ <
n) of target identities.

Setup : To generate the system parameters, B implicitly sets
h = hg () and other parameters as follows,

R = p*' Vi e [1,n]

TTE7 ey (atas)
g = gy

Tt ot
6(907 ho)f(a> Hi:t+s*+1( +i) = e(g’ h)

h;

v =

B defines the public key as PK = {g, g%, ..., gan yhiy oy b, v}
B then runs A on the system parameters BG, PK and H,
which is a random oracle controlled by B described below.

Hash Queries : At any time A can query the random ora-
cle on any identity ID; (at most t-gg) times, with gg the
number of extraction queries. To respond to these queries,
B maintains a list Lg of tuples ID;, z; that contains at the
beginning;:

{Ce, @) Yica, {007, 2}

Here “*” denotes an empty entry in Ly. When the ad-
versary issues a hash query on identity 1D;, B responds as
follows:

«

e If ID; already appears in the list Lz, B responds with
the corresponding x;;

e Otherwise, B sets H(ID;) = z;, and completes the list
with (|Di, xl)

Extraction Query | : The adversary A adaptively issues ex-
traction queries on any ID; ¢ S* for all ¢ € [1,qg]. B gener-
ate the private key of each queried identity as follows.



e If A has already issued a hash query on ID;, then B
generates the corresponding private key as

1 .
skip, = hoFTHD) = hgz(o‘>’
which is computable from the given instance.
e Otherwise, B sets H(ID;) = x;, computes the corre-

sponding private key skip, as above.

Challenge : Once A decides that extraction query I is over, it
outputs two equal length plaintexts My, M7 and a revocation
identity set R* = {IDg,,...,IDr, }. B picks a random bit
b < {0,1} and computes

t4+n . - Sl
Cr = THi:t+s*+1 Ti 6(95@‘)7 hga f( )) - My,
where F'(c) is defined as

t+n t+n

Fa)==( I] (@+z)— ] =)

i=t+s*+1

—

It then sets
Gy = g9, CF = hy T,
B then responds to the adversary as follows.

Case 1: When R* = (). In this case, B will generate a nor-
mal IBBE ciphertext. More precisely, B outputs the chal-
lenger ciphertext as

CT* = (0;705,0;7057 707:4»1)7
where
a2, * LaktL.
C;:h'ga f(a)7”'7ck+1:h(1;a f(a)a

are directly from the given instance.

Case 2: When R* # ). In this case, B outputs the chal-
lenger ciphertext as

CT" = (Cp,, G5, C1).

Extraction Query Il : The adversary A continues to issue ex-

traction queries and B responds as in Phase Extraction Query I.

Guess : Finally, the adversary A outputs a guess b’ € {0,1}
and B outputs 1 if b = V', otherwise outputs 0.

One can easily see that the responses to hash queries in the
above simulation are as in the real attack since each response
is uniformly from the view of A. All responses to private key
extraction queries are also valid. Below we mainly analyse
the simulation of Challenge stage by B in Case 1 and Case 2
respectively.

Case 1 (i.e.,R* = ). One can verify that in this case,

x _ rg(e)
Co = go

.
rIIE ey (ae) TIES L (o)
- 0
_ gr-m:al(am))

gr'(a+H(|Df))'“(a+H(|D:* )

and
Cr =y =i,

for any i € [1,k + 1]. As for the C;,, we also note that if
T = 6(90, ho)r‘f(a), then

Cr
t+n .. = . -
— Il wi .e(g(f(O‘)’hS“ Fy
fla t+n x; F .
_ e(g07ho)r F@ T gx g @i .6(95‘(&)7}%@ f(a)) - M,
H’" * a+x; a)vr

= elgy T ROy
= 6(g, h)T : Mb

vT . Mb.

Therefore, the simulation of B is perfect when T is true and
hence we have,

AdviRrZzsse (t,n) > Prlb =V|T = e(go, ho)™ /] — 1/2.
On the other hand, when T is a random element of Gr,
t+n i F(a roa-f(a . .
THizieoia @i (gl (@) pre/(@)y s random and independent

from the view of A and the challenge ciphertext is a one-time
pad. Therefore, we have

Pr[b = b'|T is random] = 1/2.

Therefore, the advantage of B in solving the (f, g, F)-GDDHE
problem in Case 1 is,

AdvE“re (£, g, )

= |Pr[b=0b|T = elgo, ho)" (] — Pr[b = b’|T is random]|

ID-55
> AdvRrzsse(t:n).

Case 2 (i.e.,R* # (). In this case, we first show that what
a real challenger (denoted as B*) should output as the chal-
lenge ciphertext of M, to adversary A. Formally, the correct
procedures are as follows.

Let S = R*+S8*. B* would first run Encrypt(S, k, M3, PK)
to get CT. More precisely, it picks a randomness r* < Z,
and computes,

CT = (C’rn700701’027"' 7Ck+1)
_ (vr* - M,, gr*'l_lmes("‘*H('D)), h}"* ; h;* )it 7h£:—1)'

The challenger B* then runs the revocation algorithm
Revoke (S, CTw,, R*, PK) to revoke the identity set R* from
the ciphertext CT'. Precisely, B* computes

o g (atH(DR,))
G = Myow | TR
1
o = CH,’§=1 H(DR,)
= Lo
5, (a+H(DR,))
- g 9

Ik _, H(DbR.)
cpo= ¢

*
r*.

I15_, (a+H(DR,))

TR, H(PR))

= h1
Finally, B* would given CT' = (C,,,Cj,C1) to A as the
challenge ciphertext.

We further assume that the randomness r* used by B* is
as follows,

A Hf:l H(lDRz)
[T;-i (o + H(IDR,))’
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