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ABSTRACT

Maintainers are now self-sabotaging their work in order to take
political or economic stances, a practice referred to as “protest-
ware”. In this poster, we present our approach to understand how
the discourse about such an attack went viral, how it is received by
the community, and whether developers respond to the attack in a
timely manner. We study two notable protestware cases, i.e., Col-
ors.js and es5-ext, comparing with discussions of a typical security
vulnerability as a baseline, i.e., Ua-parser, and perform a thematic
analysis of more than two thousand protest-related posts to extract
the different narratives when discussing protestware.
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“Anyone who experienced actual significant disruption from this
(protestware) brought it on themselves with their bad dev
practices. No one forced anyone to install the latest version
without actually verifying it at all. Didnt corrupt the version
history so nope, people just letting their entitlement and lack of
understanding of licenses show.”

commentary on protestware (v}

“In dev-land, we don’t stand on the shoulders of giants. We keep
our life-rafts afloat by sticky-taping together skerricks of code
that hopefully has more buoyancy than ballast. And sometime it
Just takes one person to take the whole ship down.”

commentary on protestware €)

1 EXTENDED ABSTRACT

Open source software development has emerged as an unexpected
platform for expressing social and political protests. In recent years,
we have witnessed the emergence of “protestware”, defined as soft-
ware that developers deliberately modify to express dissent and
draw attention to issues they consider important [8]. Such protests
can have significant social and technical impacts, especially given
the interconnected nature of modern software systems.
Protestware takes on many forms. For example, the maintainer
of ‘node-ipc’ used malicious code to target host machines with IP
addresses in Russia or Belarus in response to the War in Ukraine [9].
GitHub declared this a critical vulnerability, known as CVE-2022-
23812 [2]. This act underscores the political motivations that can
inspire the creation of protestware. Other instances of protestware
stem from industry concerns, such as the perceived exploitation of
open-source labor by large corporations. For instance, the devel-
oper of the ‘faker’ library intentionally introduced an infinite loop,
disrupting thousands of projects [3]. Today, ‘faker’ is a community-
controlled project, maintained by a team of developers from various
companies [1]. Such protests can have widespread consequences,
particularly since modern software systems often rely heavily on
third-party libraries, making them potential points of vulnerabil-
ity [10]. To illustrate the scale of this interconnectedness, libraries
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listed in the popular NPM registry, which hosts more than a million
libraries, each depend on an average of five to six other libraries
within the same ecosystem [4]. Beyond technical issues, the rise
of protestware threatens the trust that is foundational to modern
software ecosystems [5], creating disruptions within the software
development community. Developers using a protesting library
must decide whether to continue using it or take on the potentially
complex task of finding alternatives [6] or reverting to older ver-
sions [7]. Societal reactions to protestware vary, with responses
ranging from strong support to harsh criticism, and everything in
between [9].

Motivation. The motivation that will be illustrated by this poster
is to track and characterize disruptions caused by protestware and
the immediate reactions it prompted. Concretely, we would like to
understand the extent to which the software ecosystem is affected
by discussions of the protestware, and what is the nature of the
discussions.

Approach. In this study, we apply a comprehensive empirical
study approach by combining quantitative analysis and later a
systematic manual coding of the different protestware discussions.
We conduct a large-scale empirical study by mining both the GitHub
platform and social media (i.e., Twitter, Reddit, HackerNews) to
extract discussions of the two case studies of protestware. We then
conduct two analyses.

First, a quantitative analysis is conducted, focusing on the aban-
donment of protestware by developers. The approach involves
identifying valid JavaScript repositories using protestware as a de-
pendency, mining historical dependency changes, and retrieving
popularity metrics using the GitHub API The results reveal a lower
likelihood that developers abandon protestware, with specific in-
sights into the characteristics of influenced repositories and the
distribution of the changes in dependencies. The spread of protest-
ware discussions throughout the ecosystem is explored through
two analyses, quantifying the speed of spread, and visualizing the
evolution of disruption across GitHub.

For the second analysis, we extract characteristics of posts re-
lated to protestware using manual coding. We categorize posts into
opinion-related and technical categories, classify opinion-related
posts to identify the protestware stance, and examine technical
posts related to mitigation. The overall methodology integrates
both quantitative and qualitative approaches, providing a compre-
hensive understanding of the dynamics surrounding protestware
and its impact on the developer community.

Key results so far. Our results indicate that both cases of protest-
ware (Colors.js and es5-ext) have comparable disruption to that of
a security vulnerability (i.e., Ua-parser). However, unlike a security
vulnerability, developers are less likely to abandon the dependency.
For example, of the 146 repositories that discussed the Colors.js is-
sue, only 15% abandoned the dependency, compared to 82% by
dependents of Ua-parser. Measuring the spread, we find that the
news of protestware can be broken through social media outlets
(i.e., Colors.js), and may have a greater reach in terms of developers
and repositories (Colors.js) compared to Ua-parser, taking two days
less to reach 2,000 posts, and almost 53 days less to reach 10,000
developers. Additionally, it should be noted that Twitter seemed to
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break the news of the protest, even before the original issue was
created on GitHub. For example, the first tweet,! directly asked the
protester about the injected protest code.

By categorizing posts into opinions and technical discussions, we
show that Colors.js demonstrated a mixture of opinions (50.3%) and
technical discussions (44.6%). Developers impacted by es5-ext, on
the other hand, predominantly engaged in expressing their opinions
(77.3%) rather than focusing on technical aspects (22.6%). Further-
more, we identified four main themes in the opinions expressed
during the discussions: 1. OSS Philosophy, 2. Legal Issues and Rights,
3. Trust and Reputation, and 4. Supportive or Dogmatic responses.

Looking Ahead. At this early stage, it is unsure whether or not
protestware is here to stay in the open source software ecosystem.
With the heavy reliance on the ecosystem and its supply chain, the
mere presence of protestware is a reminder that software devel-
opment is becoming increasingly intertwined with society and its
issues, ranging from economic to political. In this first large-scale
exploration into protestware, we present the different narratives
that drive this emerging phenomenon. These future research op-
portunities not only include providing developers with insight into
varying perspectives but also offer actionable guidance to foster
constructive dialogue and reduce toxicity in these sensitive dis-
cussions. Such frameworks could transform protestware from a
potential point of contention into an instrument for positive social
change, aligning the open-source community with broader societal
values and goals.
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