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Abstract

To enable large-scale machine learning in bandwidth-hungry environments such as wireless networks,
significant progress has been made recently in designing communication-efficient federated learning
algorithms with the aid of communication compression. On the other end, privacy-preserving, especially
at the client level, is another important desideratum that has not been addressed simultaneously in the
presence of advanced communication compression techniques yet. In this paper, we propose a unified
framework that enhances the communication efficiency of private federated learning with communication
compression. Exploiting both general compression operators and local differential privacy, we first
examine a simple algorithm that applies compression directly to differentially-private stochastic gradient
descent, and identify its limitations. We then propose a unified framework SoteriaFL for private federated
learning, which accommodates a general family of local gradient estimators including popular stochastic
variance-reduced gradient methods and the state-of-the-art shifted compression scheme. We provide a
comprehensive characterization of its performance trade-offs in terms of privacy, utility, and communication
complexity, where SoteriaFL is shown to achieve better communication complexity without sacrificing
privacy nor utility than other private federated learning algorithms without communication compression.

Keywords: federated learning, local differential privacy, communication compression, unified framework

1 Introduction

With the proliferation of mobile and edge devices, federated learning (FL) [42], [55] has recently emerged as a
disruptive paradigm for training large-scale machine learning models over a vast amount of geographically
distributed and heterogeneous devices. For instance, Google uses FL in the Gboard mobile keyboard for next
word predictions [29]. FL is often modeled as a distributed optimization problem [41] 42} 55| [35] [72], aiming

to solve
m

=S i), (1)
j=1

, 1 ¢
min {f(a:,D) = ;f(w,Dz)} , where f(x;D;) :=
Here, D denotes the entire dataset distributed across all n clients, where each client ¢ has a local dataset
D; = {d; ;}]y of equal size m x € R? denotes the model parameters, f(z; D), f(z;D;), and f(x;d; ;)
denote the nonconvex loss function of the current model x on the entire dataset D, the local dataset D;,
and a single data sample d; ;, respectively. For simplicity, we use f(x), fi(x) and f; ;(x) to denote f(x;D),
f(x; D;) and f(x;d; ;), respectively.
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1This is without loss of generality, since otherwise one can simply adjust the weights of the loss function.



1.1 Motivation: privacy-utility-communication trade-offs

To unleash the full potential of FL, it is extremely important that the algorithm designed to solve needs
to meet several competing desiderata.

Communication efficiency. Communication between the server and clients is well recognized as the
main bottleneck for optimizing the latency of FL systems, especially when the clients—such as mobile
devices—have limited bandwidth, the number of clients is large, and/or the machine learning model has
a lot of parameters—for example, the language model GPT-3 [7] has billions of parameters and therefore
cumbersome to share directly.

Therefore, it is very important to design FL algorithms to reduce the overall communication cost, which
takes into account both the number of communication rounds and the cost per communication round for
reaching a desired accuracy. With these two quantities in mind, there are two principal approaches for
communication-efficient FL: 1) local methods, where in each communication round, clients run multiple local
update steps before communicating with the server, in the hope of reducing the number of communication
rounds, e.g., [65] 48] [39] 27 B8 [71], 60, @, [47], 46, 2, [78, 58| B7]; 2) compression methods, where clients send
compressed communication message to the server, in the hope of reducing the cost per communication round,
e.g., [4, 140, (70} 1311, (37, 56] [61), 52}, 28, 5T, [62], 21, 45], [77) [79] [63]. While both categories have garnered significant
attention in recent years, we focus on the second approach based on communication compression to enhance
communication efficiency.

Privacy preserving. While FL holds great promise of harnessing the inferential power of private data
stored on a large number of distributed clients, these local data at clients often contain sensitive or proprietary
information without consent to share. Although FL may appear to protect the data privacy via storing data
locally and only sharing the model updates (e.g., gradient information), the training process can nonetheless
reveal sensitive information as demonstrated by, e.g., Zhu et al. [81]. It is thus desirable for FL to preserve
privacy in a guaranteed manner [24] [35] [64] [72].

To ensure the training process does not accidentally leak private information, advanced privacy-preserving
tools such as differential privacy (DP) [20] have been widely integrated into training algorithms [I8], [12] [19]
11, [69% 32], [15], 23]. A notable example is Abadi et al. [I], which developed a differentially-private stochastic
gradient descent (SGD) algorithm DP-SGD in the centralized (single-node) setting. More recently, several
differentially-private algorithms [33, [73] [65] [54] are proposed for the more general distributed (n-node) setting
suitable for FL. In this paper, we also follow the DP approach to preserve privacy. In particular, we adopt
local differential privacy (LDP) to respect the privacy of each client, which is critical in FL.

Goal. Encouraged by recent advances in communication compression techniques, and the widespread success
of differentially-private methods, a natural question is

Can we develop a unified framework for private federated learning with communication compression, and
understand the trade-offs between privacy, utility, and communication?

Note that there have been a handful of works that simultaneously address compression and privacy in FL.
Unfortunately, they only provide partial answers to the above question. Most of the existing works only
consider specific, elementary, or tailored compression schemes that are applied directly to the gradient messages
in DP-SGD |3}, [74], 26, [82], [76], [I7]. A number of works [66], 13}, 14} [36], 22], [67] extended and considered different
compression schemes, but did not provide concrete trade-offs in terms of privacy, utility and communication.
Furthermore, existing theoretical analyses can be limited only to convex problems [26], lacking in some
aspects such as utility [82], or delivering pessimistic guarantees on utility and/or communication due to
strong assumptions |76l [I7]. Finally, existing work only studied the DP framework for direct compression,
while it is known that the recently developed shifted compression scheme [56 [30, 50] achieves much better
convergence guarantees. Due to noise injection for privacy-preserving, it is a priori unclear if the shifted
compression scheme is also compatible with privacy.



Table 1: Comparisons among (local) differentially-private algorithms for the nonconvex problem in both
central (single-node) and distributed (n-node) settings. Here, m denotes the number of data stored on a single
client, n is the number of clients, d is the dimension, and w is the parameter for the compression operator
(cf. Definition [I)). The communication complexity is computed by ndT'/(1+w), where T is the total number of
communication rounds, and nd/(1 +w) is the communication cost per round. The utility / accuracy measures
the average squared gradient norm of the objective function after T rounds. Note that the algorithm is better
when the utility /accuracy and the communication complexity are small under the same privacy guarantee.

Algorithm Privacy Utility /Accuracy Communication Complexity Remark
RPPSGD [75] (e, 6)-DP —MQ‘W — single node
DP-GD/SGD [1,[69] | (e, 5)-DP Vdlos(1/3) — single node
DP-SRM [73] (e, 6)-DP 7w — single node
Distributed (1) (¢, 8)-DP \/dlog(1/6) w2 mevd n nodes,
DP-SRM [73] €0 nme Vlog(1/5) no compression
LDP SVRG (¢, 5)-LDP \/dlog(1/8) 1n3/2me/d n nodes,
LDP SPIDER [54] € 0) nme \/log(1/8) no compression
_ _ (2) ~ (52 /n+1/m)2/3 (d1og(1/8))1/3 (4n/(m52))m2e2 n nodes,
Q-DPSGD-1 [17] (¢, 9)-LDP m2/3¢2/3 dlog(1/6) direct compression
~ o (3) ~ ~ [ \/dlog(1/5) n7/2med nm2e2 n nodes,
SDM-DSGD [76] (€, 9)-LDP o ( Vnme > (1+w)3/2,/log(1/5) + (1+W)iog(l/5) direct compression
CDP-SGD /(1tw)dlog(1/5) P ol 22 n nodes,
(Theorem 1)) (¢,6)-LDP nme (1+w)3/2/log(1/5) + (1+w) log(1/9) direct compression
reeraFLGD @ 5)-LDP (e o6 o —n3Pmevd___(q )
((goer:;él]lar;/ 1) (,8)- Vnme (A +Vv7) (14w)3/2/log(1/5) (A +v7) shifted compression
SoteriaFL-SVRG 0 (Fw)diog(i/5) 3/2 0 ev/d n nodes
L 4 a V(1+tw)dlog n3/2meVd ;
(Sgtoingl;l;ySG (¢,0)-LDP e (172372 \/log(1/9) a+7) shifted compression

) Wang et al. [73] considered the “global” (¢,4)-DP (which only protects the privacy for entire dataset D, i.e.,
the local dataset D; on node ¢ may leak to other nodes j # ¢) without communication compression. However,
we consider the “local” (e, §)-LDP which can protect the local datasets D;’s at the client level.

) Ding et al. [I7] adopted a slightly different compression assumption E[||C(x) — |°] < &2, with 2 play-

(5 /n+1/m)*/3(dlog(1/8))1 /3 _

ing a similar role as (1 4+ w) in ours. However, it obtains a worse accuracy 573,27
m €

\/(&2/n+1£z>dlog(1/6> ) ((("72/;1_231;(/1";;;”262)1/6 _ \/(52/n+17/n7?)dlog(l/6) TS a factor of T worse than the

~2 2 2
= % is the optimal choice to achieve the

utility of the other algorithms including ours, where T’
best accuracy for Q-DPSGD-1.

) Zhang et al. [76] only considered random-k sparsification, which is a special case of our general compression
operator. Moreover, it requires 1 +w < logT, i.e., at least k > % out of d coordinates need to be
communicated, and its utility hides logarithmic factors larger than 1 + w. The communication complexity n’/?
is due to their convergence condition T > n®.

w)3/2 : . . . . . .

) Here, 7 := (1:”{7)2 If n > (1 +w)?® (which is typical in FL), then 7 < 1, and we can drop the terms involving
7 from SoteriaFL.

1.2 Owur contributions

In this paper, we answer the above question by providing a general approach that enhances the communication
efficiency of private federated learning in the nonconvez setting, through a unified framework called SoteriaFL
(see Algorithm . Specifically, we have the following contributions.

1. We first present a simple algorithm CDP-SGD (Algorithm [I]) that directly combines communication
compression and DP-SGD. We provide theoretical analysis for CDP-SGD in Theorem [I] and show its
limitations in communication efficiency.

2. We then propose a general framework SoteriaFL for private FL, which accommodates a general family
of local gradient estimators including popular stochastic variance-reduced gradient methods and the



state-of-the-art shifted compression scheme. We provide a unified characterization of its performance
trade-offs in terms of privacy, utility (convergence accuracy), and communication complexity.

3. We apply our unified analysis for SoteriaFL and obtain theoretical guarantees for several new private
FL algorithms, including SoteriaFL-GD, SoteriaFL-SGD, SoteriaFL-SVRG, and SoteriaFL-SAGA. All of
these algorithms are shown to perform better than the plain CDP-SGD (Algorithm , and have lower
communication complexity compared with other private FL algorithms without compression. The
numerical experiments also corroborate the theory and confirm the practical superiority of SoteriaFL.

We provide detailed comparisons between the proposed approach and prior arts in Table [T} To the best of
our knowledge, SoteriaFL is the first unified framework that simultaneously enables local differential privacy
and shifted compression, and allows flexible local computation protocols at the client level.

2 Preliminaries

Let [n] denote the set {1,2,--- ,n} and ||-|| denote the Euclidean norm of a vector. Let (u,v) denote the
standard Euclidean inner product of two vectors w and v. Let f* := min, f(x) > —oo denote the optimal
value of the objective function in . In addition, we use the standard order notation O(-) to hide absolute
constants. We now introduce the definitions of the compression operator and local differential privacy, as well
as some standard assumptions for the objective functions.

Compression operator. Let us introduce the notion of a randomized compression operator, which is
used to compress the gradients to save communication. The following definition of unbiased compressors is
standard and has been used in many distributed/federated learning algorithms [4, 40, [56, 30}, 50, (2] 28] [51].

Definition 1 (Compression operator). A randomized map C : R? +— R? is an w-compression operator if for
all x € R?, it satisfies

EC@)] ==  E[IC@) - alf] <wlal’. (2)
In particular, no compression (C(x) = x) implies w = 0.

Note that the conditions are satisfied by many practically useful compression operators, e.g., random
sparsification and random quantization [4] [62] [5T]. A useful rule of thumb is that the communication cost is
often reduced by a factor of 1-&-% due to compression [4]. Next, we briefly discuss an example called random
sparsification to provide more intuition.

Example 1 (Random sparsification). Given x € R, the random-k sparsification operator is defined by

Clx) := % - (&1 ® x), where ® denotes the Hadamard (element-wise) product and & € {0,1}% is a uniformly

random binary vector with k nonzero entries (||€x||o = k). This random-k sparsification operator C satisfies
1 d

with w = % — 1, and the communication cost is reduced by a factor of T since we transmit k =

(due to w = % — 1) coordinates rather than d coordinates of the message.

Local differential privacy. We not only want to train the machine learning model using fewer communi-
cation bits, but also want to maintain each client’s local privacy, which is a key component for FL applications.
Following the framework of (local) differential privacy [5l 1T}, B0], we say that two datasets D and D’ are
neighbors if they differ by only one entry. We have the following definition for local differential privacy (LDP).

Definition 2 (Local differential privacy (LDP)). A randomized mechanism M : D — R with domain D and
range R 1is (€,0)-locally differentially private for client i if for all neighboring datasets D;, D; € D on client i
and for all events S € R in the output space of M, we have

Pr{M(D;) € S} < e*Pr{M(D}) € S} + 4.

The definition of LDP (Definition [2)) is very similar to the original definition of (e, §)-DP [20] 19], except
that now in the FL setting, each client protects its own privacy by encoding and processing its sensitive data
locally, and then transmitting the encoded information to the server without coordination and information
sharing between the clients.



Assumptions about the functions. Recalling , we consider the nonconvexr FL setting, where the
functions {f; ;} are arbitrary functions satisfying the following standard smoothness assumption (Assumption
and bounded gradient assumption (Assumption .

Assumption 1 (Smoothness). There exists some L > 0, such that for all i € [n],j € [m], the function f;
is L-smooth, i.e.,
IVfij(@) = V@)l < L@ — o, Va,z € R

Assumption 2 (Bounded gradient). There exists some G > 0, such that for all i € [n],j € [m] and = € R,
we have |V f; j(x)] < G.

The smoothness assumption is very standard for the convergence analysis [59] 25 [53], [49], and the bounded
gradient assumption is also standard for the differential privacy analysis [6], 69 B2} 23].

3 Warm-up: Plain Compressed Differentially-Private SGD

There are two methods to combine privacy and compression: (1) first perturb and then compress, and (2)
first compress and then perturb. The advantage of the first method is that it is very simple and general, since
compression will preserve the differential privacy and work seamlessly with any existing privacy mechanisms.
However, the second method requires carefully designed perturbation mechanisms (otherwise the perturbation
might diminish the communication saving of compression), e.g., binomial perturbation [3] or discrete Gaussian
perturbation [36]. In addition, it is observed that the first method achieves better utility compared with
the second one in some settings [17]. Thus, we also apply the first method in this paper: first perturb then
compress.

Baseline algorithm: CDP-SGD. As a warm-up, we first introduce a simple algorithm CDP-SGD (described
in Algorithm , which subsumes some existing algorithms as special cases (e.g., [76], [82]) for private FL
with better theoretical guarantees. The procedure for CDP-SGD is very simple: at round ¢, each client 4
first computes a local stochastic gradient g! using its local dataset D; (Line 4| in Algorithm . Then, it
uses Gaussian mechanism [I] to achieve LDP (Line |5|in Algorithm (1) and communicates the compressed
perturbed private gradient information to the server (Line |§| in Algorithm . Finally, the server aggregates
the compressed information and update the model parameters (Line in Algorithm .

Algorithm 1 Compressed Differentially-Private Stochastic Gradient Descent (CDP-SGD)
Input: initial point 2%, stepsize 7, variance ag, minibatch size b

1: fort=0,1,2,...,7T do

2:  for each node i € [n] do in parallel

3 Sample a random minibatch Z; from local dataset D;

4 Compute local stochastic gradient g = %Zjer Vfi;j(@") // all nodes use SGD method
5: Privacy: g! = gt + &}, where £ ~ N'(0,021)

6: Compression: let vl = C!(g!) and send to the server ~ // direct compression

7. end each node

8:  Server aggregates compressed information v* = 1 3" 2!

9: it =gat — ot

10: end for

Theoretical guarantee. We present the theoretical guarantees for CDP-SGD in the following theorem.

Theorem 1 (Privacy, utility and communication for CDP-SGD). Suppose that Assumptions and@ hold,
and the compression operators C! (cf. Line @ of Algorithm are drawn independently satisfying Definition .
By choosing the algorithm parameters properly and letting the total number of communication rounds

B VnLme m2e?
r=0 (G\/(l + w)dlog(1/6) * dlog(l/é)) ’




CDP-SGD (Algorithm[1]) satisfies (e,8)-LDP and the utility

1 G/(1 +w)Ldlog(1/3)
= D EIVf(z)|? <O< )

Vnme

The proposed CDP-SGD (Algorithm [1f) is simple but effective. When the compression parameter w is a
constant (i.e., constant compression ratio), CDP-SGD achieves the same utility O<7le,%(l/6)) as DP-SGD in

me
the single-node case with n = 1. In comparison, our utility is better than [I7] by a factor of T/¢, and our
communication complexity is much better than [76] (see Table []).

However, the communication complexity of CDP-SGD still has room for improvements due to direct
compression (Line |§| in Algorithm . In particular, if the size of the local dataset m stored on clients is
dominating, then CDP-SGD (even if we compute local full gradients as CDP-GD) requires O(m?) communication
rounds (see Theorem , while previous distributed differentially-private algorithms without communication
compression (e.g., Distributed DP-SRM [73], LDP SVRG and LDP SPIDER [54]) only need O(m) communication
rounds (see Table [T).

4 SoteriaFL: A Unified Private FL Framework with Shifted Compres-
sion

Due to the limitations of plain CDP-SGD, we now present an advanced and unified private FL framework
called SoteriaFL in this section, which allows a large family of local gradient estimators (Line [3|in Algorithm
and Line in Algorithm . Via adopting the advanced shifted compression (Line |5|in Algorithm [2)),
SoteriaFL reduces the total number of communication rounds O(m?) of CDP-SGD to O(m), which matches
previous uncompressed DP algorithms (see Table , and further reduces the total communication complexity
due to less communication cost per round.

4.1 A unified SoteriaFL framework

Our SoteriaFL framework is described in Algorithm [2| At round ¢, each client will compute a local (stochastic)
gradient estimator g using its local dataset D; (Line |3|in Algorithm . One can choose several optimization
methods for computing this local gradient estimator such as standard gradient descent (GD), stochastic
GD (SGD), stochastic variance reduced gradient (SVRG) [34], 43], and SAGA [I6] (see e.g., Line in
Algorithm . Then, each client adds a Gaussian perturbation &/ on its gradient estimate g} to ensure LDP
(Line |4 in Algorithm . However, different from CDP-SGD (Algorithm [1)) where we directly compress the
perturbed stochastic gradients, now each client maintains a reference s! and compresses the shifted message
gl — st (Line [5|in Algorithm . This extra shift operation achieves much better convergence behavior (fewer
communication rounds) than CDP-SGD, and thus allowing much lower communication complexity.

Algorithm 2 SoteriaFL (a unified framework for compressed private FL)

Input: initial point x°, stepsize 7, shift stepsize 7, variance Jg, initial reference s{ = 0
1: fort=0,1,2,...,7T do
2: for each node i € [n] do in parallel
Compute local gradient estimator g!  // it allows many methods, e.g., SGD, SVRG, and SAGA
Privacy: g} = gt + &}, where £/ ~ N'(0,021)
Compression: let vi = C!(g! — s!) and send to the server ~// shifted compression
Update shift s't = st + ,Cl(g! — st)
end each node
Server aggregates compressed information v’ = s’ + 13" | o!
2! = gt — ot
10: sttl =gt 4 ’Yt% Z?:l 'U:-’
11: end for

© P NPT Rw




4.2 Generic assumption and unified theory

We provide a generic Assumption (3] which is very flexible to capture the behavior of several existing (and
potentially new) gradient estimators, while simultaneously maintaining the tractability to enable a unified
and sharp theoretical analysis.

Assumption 3 (Generic assumption of local gradient estimator for SoteriaFL). The gradient estimator gt
(Line[3 of Algorithm[3) is unbiased E;[gl] = V fi(x!) for i € [n], where E; takes the expectation conditioned
on all history before round t. Moreover, it can be decomposed into two terms gt := Al + B! and there exist
constants G o,Gp, C1,Ca,C3,Cy,0 and a random sequence {A'} such that

1 1 &
‘Aﬁ = g Z QDI;_]W Bf = E Z¢E,ja (33‘)
J€Ly Jj=1
1 - ~1 ty||2 t
= L —Vf; <
| o191 - VAGHIE] < st O (3b)
E, [A™1] < (1= )A" + CG3l|Vf(@)|? + CiEdl2"*! — o2 (30)

where gofyj and wf,j are bounded by G4 and Gp respectively, and Iy usually denotes a random minibatch with
size b. Here, @fyj and zpf’j should be viewed as functions related to the j-th sample d; ; stored on client i.

A few comments are in order. Concretely, the decomposition is used for our unified privacy analysis
(i-e., Theorem . We can let one of them be 0 if the gradient estimator only contains one term or is not
decomposable. The parameters C; and C5 in capture the variance of the gradient estimators, e.g.,
C1 = Cy = 0 if the client computes local full gradient g¢ = V f;(x'), and C; # 0 (note that A? will shrink in
(3d) and C = 0 if the client uses variance-reduced gradient estimators such as SVRG/SAGA. Finally, the
parameters 6, C3 and Cy in capture the shrinking behavior of the variance (incurred by the gradient
estimators), where different variance-reduced gradient methods usually have different shrinking behaviors.
More concrete examples to follow in Lemma [I]in Section

Unified theory for privacy-utility-communication trade-offs. Given our generic Assumption [3] we
can obtain a unified analysis for SoteriaFL framework. The following Theorem [2] unifies the privacy analysis
and Theorem [3] unifies the utility and communication complexity analysis.

Theorem 2 (Privacy for SoteriaFL). Suppose that Assumption@ holds. There exist constants ¢ and ¢, for
any € < 'b*T/m? and § € (0,1), SoteriaFL (Algorithm@ is (€,0)-LDP if we choose

o (GA/4+GH)TIog(1/9)
p

: (4)

Theorem 3 (Utility and communication for SoteriaFL). Suppose that Assumptions and@ hold, and the
compression operators C! (cf. Line @ of Algorithm@) are drawn independently satisfying Definition . Set the
stepsize as

m2e2

i =1 < min ! ) Vi
(1+2aCs+4B(1 +w) +2aC3/n*)L" /1 +2aCy + 4B(1 + w)(1 + w)L

2

5 according to

where a = 2(1‘1&%, VB > 0, the shift stepsize as v = 4 /%, and the privacy variance o

Theorem . Then, SoteriaFL (Algom'thm@) satisfies (¢,0)-LDP and the following

29 38 c(G%4 /4 + G%)dT log(1/5)
— |2+ ,
nT  (14+w)Lln m?e2

1 T-1
7 2 EIVIEI <
t—=

where ®g := f(x°) — f* + aLA® + % S IVFi(a?) — 89|12, By further choosing the total number of
communication rounds T' as

2(1 L® 2¢2
Tmax{ me/2(1 + w)LPg Caom?e }7

()

V/3Bcd(G3 /4 + G%) log(1/96) T ed(GA /44 G%) log(1/6)



SoteriaFL has the following utility (accuracy) guarantee:

1 e VBA(GE/A+ G log(1/5)  BCy
= ; E[Vf(z")||* <O (max { e/t o)L Trwoin (] (6)

Theorem [3]is a unified theorem for our SoteriaFL framework, which covers a large family of local stochastic
gradient methods under the generic Assumption 3| In the next Section [5] we will show that many popular
local gradient estimators (GD, SGD, SVRG, and SAGA) satisfy Assumption [3] and thus can be captured by

our unified analysis.
5 Some Algorithms within SoteriaFL Framework
In this section, we propose several new private FL algorithms (SoteriaFL-GD, SoteriaFL-SGD, SoteriaFL-SVRG

and SoteriaFL-SAGA) captured by our SoteriaFL framework. We give a detailed Algorithm [3| which describes
all these four SoteriaFL-type algorithms in a nutshell.

Algorithm 3 SoteriaFL-SGD, SoteriaFL-SVRG, and SoteriaFL-SAGA
Input: initial point 2°, stepsize 7, shift stepsize 7, variance 02, minibatch size b, initial reference s = 0,
initial w® = x° for SVRG or w} ; = x° for SAGA, probability p
1: fort=0,1,2,...,7T do
2:  for each node i € [n] do in parallel
3 Option I: SGD
4: Compute local SGD estimator gf = § -7, Vfij(®') // GD if choose b = m
5
6

J

Option II: SVRG
Compute local SVRG estimator gf = ; >jer, (Viij(x') = Vi j(w") + V fi(w')

z?, with probability p

t

Update SVRG snapshot point w!t! = ] -
w', with probability 1 —p

I~

%

Option III: SAGA
9: Compute local SAGA estimator:

9 =3 Xjer, (Vfij(@') = Vi) + 5 375 Vi (w) )

¢ ,
10: Update SAGA variables 'wf‘;l = {a: . for ‘7 €L
’ w; ;, forj ¢TI,
11: End Options
12: Privacy: g} = gi + &}, where & ~ N'(0,021)
13: Compression: let vl = Cl(g! — s!) and send to the server

14: Update shift it = st + ,Ct (gt — st)

15:  end each node

16:  Server aggregates compressed information v* = s' + 137" | !
17 =t — ot

18 st =st 4yl ol

19: end for

To analyze Algorithm [3] using our unified SoteriaFL framework, we begin by showing that these local
gradient estimators (GD, SGD, SVRG, and SAGA) satisfy Assumption in the following main lemma, detailing
the corresponding parameter values (i.e., G4,Gp,Cy,Ca,Cs,Cy, and 6).

Lemma 1 (SGD/SVRG/SAGA estimators satisfy Assumption . Suppose that Assumptions and@ hold.
The local SGD estimator g: (Option I in Algorithm @) satisfies Assumption @ with

(m — b)G?

Ga=G, Gg=C1=0C3=C4=0, Cy =
mb

,0=1 At =0.



The local SVRG estimator gt (Option II in Algorithm@ satisfies Assumption @ with

L? 2(1 —p)n?
Ga=26 Gr=G. =" =0, ¢, =20 o g2 At

The local SAGA estimator gt (Option III in Algorithm@ satisfies Assumption@ with

2 _ 2
Ga=2G, G =G, 01:%, Cy =0, CB:M

b t 1 — < t t 2
92%’ A =%ZZII:E —w;|°

i=1j=1

704:17

With Lemma [l in hand, we can plug their corresponding parameters into the unified Theorem 3| to
obtain detailed utility and communication bounds for the resulting methods (SoteriaFL-SGD /SoteriaFL-GD,
SoteriaFL-SVRG, and SoteriaFL-SAGA). Formally, we have the following three corollaries.

Corollary 1 (SoteriaFL-SGD/SoteriaFL-GD). Suppose that Assumptions and@ hold and we combine

.e. ) ) =p< ——L = T

Theorem |5 and Lemma i.e., choosing stepsize ny = n < REEN/ vy =Y where we set (3 5o and
3/

T = (12‘1"/): 2, shift stepsize v, = ,/2(1;;725)3, and privacy variance ag = O(%). If we further

set the minibatch size b = min {M,m} and the total number of communication rounds T =
v/ (14+w)Ldlog(1/5)

nLme H _ - _ : 1
O(—G ey Ty (1+ ﬁ)), then SoteriaFL-SGD satisfies (e,0)-LDP and the following utility guarantee

T tT:_Ol E(Vf(z)]? < O(G (H%Lrilog(l/é)(l + ﬁ)) If we choose a minibatch size b = m (local full

gradient) in SoteriaFL-SGD, the result of SoteriaFL-SGD leads to that of SoteriaFL-GD.

Corollary 2 (SoteriaFL-SVRG). Suppose that Assumptions and hold and we combine Theorem@ and
2/3p1/3min{1.1/n w /3p2/3 (14 w)? min{1,n w)*
Lemma i.e., choosing stepsize n, =n < P {21L ACs )3}, where we set § = P62 (14w)? min{1,n/(1+ )3})

p?/3p1/3 < 1/4 and p < 1/4, shift stepsize v, = /%, and privacy variance o3 = O(%)‘ If we

further let the minibatch size b = %/3, the probability p = b/m, and the total number of communication
rounds T = O(W max {1,7}), where T := (1;‘1"7/)23/2, then SoteriaFL-SVRG satisfies (€,9)-LDP
w)dlog

and the following utility guarantee £ EtT:_Ol E[|Vf(zh)|* < O(G (Hw)Ldlog(l/(S))

Corollary 3 (SoteriaFL-SAGA). Suppose that Assumptz'ons and@ hold and we combine Theorem@ and

Lemma i.e., choosing stepsizeny = n < min{l,yn/(Fw)?) W Ltw)® mingi’”/(Hw)s}

2/3 | shift stepsize v, = |/ 525222 and privacy variance o2 = O(M). If we further let

, where we set § = (

, minibatch

size b = 3m 2(1+w)3 p m2e?

the communication rounds T = O(W max {17 T}), where T := (1:‘1*’/);/2 , then SoteriaFL-SAGA

satisfies (€,0)-LDP and the following utility guarantee % ZZ:OI E(Vf(zh)]? < O(G (1+w)7ﬁilog(1/6)>.
Interestingly, SoteriaFL-style algorithms are more communication-efficient than CDP-SGD when the local
dataset size m is large, with a communication complexity of O(m), in contrast to O(m?) for CDP-SGD.
In terms of utility, SoteriaFL-SVRG and SoteriaFL-SAGA can achieve the same utility as CDP-SGD, while
SoteriaFL-GD and SoteriaFL-SGD achieve a slightly worse guarantee than that of CDP-SGD by a factor of

3/
1+ /7, where 7 := (12‘{’7/):2 is small when the number of clients n is large.
Gradient complexity of SoteriaFL-style algorithms. Although the utility and the communication
complexity are the most important considerations in private FL, another worth-noting criterion is the gradient
complexity, which is defined as the total number of stochastic gradients computed by each client. Although
SoteriaFL-GD, SoteriaFL-SGD, SoteriaFL-SVRG and SoteriaFL-SAGA have similar communication complexity



Table 2: Gradient complexity for our proposed SoteriaFL-style algorithms, which is computed as the product
of the total number of communication rounds 7" and the minibatch size b. Here, for notation simplicity,

K= —aLme g4 7 .— (Q4w)?”?
T Gy/(14w)dlog(1/6) ’ nt/2 -
SoteriaFL-GD . SoteriaFL-SVRG
SoteriaFL-SGD .
Algorithms | (Option I in Algorithm ey ) SoteriaFL-SAGA
with b = m) (Option Lin Algorithm B) |y i "1 111 in Algorithm
Gradient 2/3
Complexity K(1+T)m K(1+7)b K(1+71)m

(see Table 7 they actually have very different gradient complexities—summarized in Table since the
minibatch sizes and gradient update rules for these algorithms vary a lot. The gradient complexity of
SoteriaFL-SVRG/SoteriaFL-SAGA is usually smaller than SoteriaFL-SGD, and all of them are smaller than
SoteriaFL-GD. In sum, we recommend SoteriaFL-SVRG/SoteriaFL-SAGA due to its superior utility and gradient
complexity while maintaining almost the same communication complexity as SoteriaFL-SGD /SoteriaFL-GD.

6 Numerical Experiments

In this section, we conduct experiments on standard real-world datasets to numerically verify privacy-utility-
communication trade-offs among different algorithms. The code can be accessed at: https://github.com/
haoyuzhao123/soteriafll Concretely, we compare the direct compression algorithm CDP-SGD (Algorithm |IJ),
shifted compression algorithms SoteriaFL-SGD (Algorithm [3| with Option I) and SoteriaFL-SVRG (Algorithm
with Option II), and algorithms without compression LDP-SGD [1I, [54] and LDP-SVRG [54] on two nonconvex
problems (logistic regression with nonconvex regularization in Section and shallow neural network training

in Section .

Experiment setup. In our experiments, we use random-k sparsification (see Example 1 in Section [2) as
the compression operator, and we set k = L%J, i.e., randomly select 5% coordinates over d dimension to
communicate. In other words, the number of communication bits per round of uncompressed algorithms
equals to that of 20 rounds of compressed algorithms. The number of nodes n is 10. For the algorithmic
parameters, we tune the stepsizes (learning rates) for all algorithms for each nonconvex problem and select
their best ones from the set {0.01,0.03,0.06,0.1,0.3,0.6,1}. Other parameters are set according to their
theoretical values. We would like point out that, in order to achieve privacy guarantee, bounded gradient
(Assumption [2)) is required. However, it is not easy to obtain this upper bound G or it is somewhat large
especially for neural networks. Thus, following experiments in previous works [73] [76] (17, [54], we also apply
gradient clipping (i.e. clip;(g) = min(1, HT?H) -g) in our experiments. In particular, we choose G = 0.5 for
logistic regression with nonconvex regularization in Section [6.I] and G = 1 for shallow neural network training
in Section For the Gaussian perturbation &, we will run experiments for different levels of (¢, §)-LDP
guarantee, and compute the variance of £ according to the theory.

6.1 Logistic regression with nonconvex regularization

The first task is the logistic regression with a nonconvex regularizer, where the objective function over a data
sample (a,b) € D is defined as
2
J
5
1+aj

T

d
f(x; (a,b)) :=1log (1 + exp(—baT:B)) + A Z
j=1

Here, a € R¢ denotes the features, b is its label, and X is the regularization parameter. We choose A = 0.2
and run the experiments on the standard a9a dataset [I0]. To demonstrate the privacy-utility-communication
trade-offs, we consider three levels of (¢,d)-LDP with different ¢ = 1,5, 10 and a common § = 103, where
the experimental results are reported in Figures [TH3| respectively.
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Figure 1: Logistic regression with nonconvex regularization on the a9a dataset under (¢, 0)-LDP with e =1
and § = 10~3. The top (resp. bottom) row is for utility (resp. training loss) vs. communication rounds and
communication bits.
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Figure 2: Logistic regression with nonconvex regularization on the a9a dataset under (e, d)-LDP with e =5
and 6 = 1073, The top (resp. bottom) row is for utility (resp. training loss) vs. communication rounds and
communication bits.
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Figure 3: Logistic regression with nonconvex regularization on the a9a dataset under (¢, 0)-LDP with € = 10
and § = 1073. The top (resp. bottom) row is for utility (resp. training loss) vs. communication rounds and
communication bits.

Remark. From the experimental results, it can be seen that the two uncompressed algorithms (LDP-
SGD and LDP-SVRG) converge faster than the three compressed algorithms (CDP-SGD, SoteriaFL-SGD,
SoteriaFL-SVRG) in terms of communication rounds (see left columns in each figure). However, in terms
of communication bits (see right columns in each figure), compressed algorithms perform better than the
uncompressed algorithms. This validates that communication compression indeed provide significant savings
in terms of communication cost. The figures also confirm that shifted compression based SoteriaFL typically
performs better than direct compression based CDP-SGD in both utility and training loss. For SoteriaFL-style
algorithms, it turns out that SoteriaFL-SVRG performs slightly better than SoteriaFL-SGD in the utility (see
top rows in each figure). This is quite consistent with our theoretical results.

6.2 Shallow neural network training

We consider a simple 1-hidden layer neural network training task, with 64 hidden neurons, sigmoid activation
functions, and the cross-entropy loss. The objective function over a data sample (a,b) is defined as

f(=x; (a,b)) = £(softmax(W5 sigmoid(W1ia + ¢1) + ¢2),b),

where £(-,-) denotes the cross-entropy loss, the optimization variable is collectively denoted by = =
vec(W1, e1, Wy, ¢3), with the dimensions of the network parameters Wy, ¢1, Wa, ¢o being 64 x 784, 64 x 1,
10 x 64, and 10 x 1, respectively. Here, we run the experiments on the standard MNIST dataset [44]. To demon-
strate the privacy-utility-communication trade-offs, we consider five levels of (e, §)-LDP with € = 1,2,4,8,16
and a common § = 1073, where the experimental results are reported in Figures respectively.

12



T T T T
—A— LDP-SGD —&— LDP-SGD
—— LDP-SVRG ——LDP-SVRG
1.5 —-©- CDP-SGD 1.5 —-©- CDP-SGD -
—- SoteriaFL-SGD —- SoteriaFL-SGD
. —»%— SoteriaFL-SVRG . —»— SoteriaFL-SVRG
R 2 1t :
=) =}
0.5
0.5 =
0 - | Il Il Il Il
0.5 1 1.5 2 2.5
Communication bits .108
0.8
0.8 -
0.6 .
2 06 g
2 =
g g /\M
s F 04
% o4l —4—LDP-SGD E —&— LDP-SGD -
& ~—LDP-SVRG & ——LDP-S
-6~ CDP-SGD -©= -SGD
02 - SoteriaFL-SGD 0.2 - SoteriaFL-SGD
—— SoteriaFL-SVRG —x— SoteriaFL-SVRG
| | | | | |

0 50

|
100

|
150

|
2.5

1 1.5 2

Communication rounds Communication bits 108

Figure 4: Shallow neural network training on the MNIST dataset under (e, §)-LDP with e = 1 and § = 1073,
The top (resp. bottom) row is for utility (resp. test accuracy) vs. communication rounds and communication

bits.

Figure 5: Shallow neural network training on the MNIST dataset under (¢, §)-LDP with ¢ = 2 and § = 1073,
The top (resp. bottom) row is for utility (resp. test accuracy) vs. communication rounds and communication

bits.
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Figure 6: Shallow neural network training on the MNIST dataset under (e, d)-LDP with ¢ = 4 and 6 = 1073,
The top (resp. bottom) row is for utility (resp. test accuracy) vs. communication rounds and communication
bits.
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Figure 7: Shallow neural network training on the MNIST dataset under (e, §)-LDP with ¢ = 8 and § = 1073,
The top (resp. bottom) row is for utility (resp. test accuracy) vs. communication rounds and communication
bits.
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Figure 8: Shallow neural network training on the MNIST dataset under (e, §)-LDP with ¢ = 16 and § = 1073.
The top (resp. bottom) row is for utility (resp. test accuracy) vs. communication rounds and communication
bits.

Remark. Note that here we report the test accuracy for training the neural network instead of the training
loss as earlier (see bottom rows in Figures vs. in Figures [IH3]). The takeaways from the experimental
results are similar to previous experiments on logistic regression with nonconvex regularization (Figures
. Again, the two uncompressed algorithms (LDP-SGD and LDP-SVRG) converge faster than the three
compressed algorithms (CDP-SGD, SoteriaFL-SGD, SoteriaFL-SVRG) in terms of communication rounds (see
left columns in each figure), but the gap becomes smaller when the privacy level e gets larger (i.e. less privacy
guarantee). However, in terms of commaunication bits (see right columns in each figure), compressed algorithms
again perform much better than the uncompressed algorithms, validating the advantage of communication
compression schemes. Last but not least, shifted compression based SoteriaFL-SGD performs better than direct
compression based CDP-SGD in both utility and test accuracy. However, it turns out that SoteriaFL-SVRG
may perform worse than CDP-SGD for training this shallow neural network.

7 Conclusion

We propose SoteriaFL, a unified framework for private FL, which accommodates a general family of local
gradient estimators including popular stochastic variance-reduced gradient methods and the state-of-the-art
shifted compression scheme. A unified characterization of its performance trade-offs in terms of privacy,
utility (convergence accuracy), and communication complexity is presented, which is then instantiated to
arrive at several new private FL algorithms. All of these algorithms are shown to perform better than the
plain CDP-SGD algorithm especially when the local dataset size is large, and have lower communication
complexity compared with other private FL algorithms without compression.
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Appendix

We now provide all missing proofs. Concretely, Appendix [A] and [B] provide the detailed proofs for our unified
privacy guarantee in Theorem [2] and unified utility and communication complexity analysis in Theorem
respectively. Appendix [C| provides the proof for CDP-SGD (Theorem [1). Finally, Appendix |§| provides the
proofs for Section |5}, including Lemma [1| (showing that several local gradient estimators satisfy the generic
Assumption [3)) and Corollaries (instantiating Lemma [1| in the unified Theorem [3)) for the proposed
SoteriaFL-style algorithms.

A  Proof of Theorem [2

In the proof of Theorem [2| we apply a moment argument (similar to [I]) to prove the local differential privacy
guarantees. Before going into the detailed proof, we first define some concepts.

Moment generating function. Assume that there is a mechanism M : D — R. For neighboring datasets

D, D’ € D, a mechanism M, auxiliary inputs aux, and an outcome o € R, we define the private loss at o as

Pr{M/(aux, D) = o}
& Pr{M(aux, D’) = o}

c(o; M, aux, D, D') := lo

We also define
aM(\;aux, D, D') := log Eor M(aux, D) [€xp (X - ¢(0; M, aux, D, D"))]
and

aM(\) = max o™ ()\;aux, D,D’),
aux,D,D’
where D = (D_;, D;), D’ = (D_;, D}) are neighboring datasets that differ only at client ¢, D_,; denoting all
the data at clients other than client i. We call o™ (\;aux, D, D') and o™ ()\) the log moment generating
functions.

Sub-mechanisms. We assume that there are n x T sub-mechanisms {Mf}ie[n],th in M, where M!
corresponds to the mechanism for client ¢ in round ¢. We further let M! := Ao Mﬁ be the composition of
mechanism ﬂ: and the mechanism A. Here, A: R — R is a random mechanism that maps an outcome

to another outcome, and Mf is possibly an adaptive mechanism that takes the input of all the outputs
before time t, i.e. of for all s < ¢ and i € [n]. We assume that given all the previous outcomes o for s < ¢,

the random mechanisms ﬂf for all ¢ € [n] are independent w.r.t. each other (this is satisfied in SoteriaFL).

In SoteriaFL (Algorithm , A corresponds to the compression step, and ﬂf corresponds the Gaussian
perturbation.
Before proving Theorem [2} we first state the following result from [IJ.

Proposition 1 (Theorem 2 in [I]). For any ¢ > 0, the mechanism M is (€,0)-LDP for client i with
§ = miny exp (aM(X) — Xe).

According to Proposition [} we know that if the log moment generating function o™ ()) is bounded, then

i
we can show that the mechanism M satisfies (e, §)-LDP with some parameters e and 6. To prove that the log
moment generating function a*!()\) is bounded, we divide it into two parts: 1) the log moment generating

i
function a*!()\) for the whole mechanism can be bounded by the summation of the log moment generating

i

function of all sub mechanisms alMi (A) from t =1 to T'; and 2) the log moment generating function for each

t
sub mechanism is bounded, i.e. ale‘ (M) is bounded. To this end, we provide the following two lemmas to
formalize these two parts respectively.
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Lemma 2 (Privacy for composition). For any client i and any A, the following holds
T 5t
aM(A) <> oM.
t=1

Lemma 3 (Privacy for sub mechanism). Suppose that Assumption@ (md@ are satisfied. For any client i, let
op > 1 and let I, be a random minibatch from local dataset D; = {di’j}’]ﬁzl where each data sample d; ; is

2 2
Ga .- . 2b%0, Ga
Tohoy - Then for any positive integer \ < 3C7, log o the

chosen independently with probability q = % <
sub mechanism Mf satisfies

iy < AT DCR/ATCE) | (4N
- (1 —q)m?o? o3 )

The detailed proofs for Lemmas [2] and [3] are provided in Appendix and respectively.

Proof of Theorem Now, we are ready to prove our privacy guarantee in Theorem [2| using Proposition
and Lemmas 2] and

Proof of Theorem[3 Assume for now that o, A satisfy the conditions in Lemma [3] namely

A< 2b20§ log Ga .
- 3G3 qopb

(7)
By Lemmas |3| and [2] there exists some constant ¢ such that for small enough ¢, the log moment generating
function of Algorithm [2| can be bounded as follows

< éT)\Q(G?q/él +G%)
- m2og

aM(N) , Vi € [n].

Combining the above bound and Proposition [1} to guarantee Algorithm [2] to be (e, §)-LDP, it suffices to
establish that there exists some A that satisfies (7)) and the following two conditions:

TN (G4 /4+ G%) _ Xe em?o?
% <= ivalently A < £ 8
¢ o7 <5 or equivalently = TR+ G (8)
A 2 1
exp (—;) <9 or equivalently A > —log 5 (9)
€

It is now easy to verify that when e = ¢/¢?T for some constant ¢/, we can satisfy all these conditions by setting

2 _ (G4/4+ GE)Tlog(1/9)
Ip =€ m2e2

for some constant c. O

A.1 Proof of Lemma 2|

Before embarking on the proof of Lemma [2] we begin with an observation that connects the log moment
generation function with the Rényi divergence of distributions Pr{M(aux, D) = o} and Pr{M(aux, D') = o}.

Lemma 4. Denote the Rényi divergence between any two distributions P and Q with parameter A+ 1 as

inyi 1 ap\*
DI(P(Q) = Y log Ep (dQ> .

Then, the log moment generating function has the following form

o™ (\; auz, D, D) = )\Di‘?{yi (M(auz, D)|| M(aux, D")) . (10)
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Proof of Lemmal[{l By direct computation, we have

M(X;aux, D, D’) = log Eon m(aux, D) [€xp (X - ¢(0; M, aux, D, D"))]

Pr{M(aux, D) = o}
= 108 Eon M(anx,0) {exp (/\ log Pr{M(aux, D’) = o}

- Pr{M(aux, D) = o} \*
= 10g Eon M(aux, D) [(Pr{/\/l(aux, D)= 0}> ‘|

= )\Di‘iriyl (M(aux, D)||./\/l(aux, D/)) )

We will also need the following data processing inequality for Rényi divergence.

Lemma 5 (Data processing inequality for Rényi divergence [68]). Let P, Q be two distributions over R,
S : R — R be a random mapping, and Dfe"m denote the Rényi Divergence, then we have

DY (S(P)S(Q) < DY (P]Q),
where S(P) stands for the resulting distribution of applying random mapping S on distribution P.

Proof of Lemma[3. We divide the proof of Lemma [2| into two steps: 1) a()\) < 23:1 aMi(\); and 2)
aMi()) < oM (A). Combining these two steps directly leads to the declared bound, namely

T T
DGR
t=1 t=1

The rest of this proof is thus dedicated to establishing the two steps. For simplicity, we use o}:% to denote
the outcomes {oﬁ}ie[n“em, and M1T to denote the mechanisms {Mg}ie[n],te[T]'

srh

Step 1: establishing o ()\) < Zthl aMi(\).  For neighboring datasets D = (D_;, D;), D’ = (D_;, D)
that differ only on client i, we have

1:7—1 Pr{Mii} (01, ', D) = olip}
(1n’M1n’1n DD) lgP{M (lTlD’) 1:2}

- Pr{M}(o}T~1, D) = 0!}
‘IOgHHPr{M% FTT Dy = ot

B Pr{M!(o;:l!, D) = o!}
‘IOgHP (MU0, D) = 0}
Pr{./\/lt(olT 1 D) — Ot}
Pr{Mi (o}, ", D) = o}

log

M’ﬂ

t=1

c(ols ML o1 =1 D, D).

Il
MH

~
Il
-

Here, the second line comes from the fact that the mechanisms of different clients at the same round
are independent, and the third line comes from the fact that for any client j # i, D; = D;, and thus
Pr{M" (077! D)=0"}

%1:n

Pr{M (01T T, D) =o' } = 1. Then we have

MH

t=1

Eoproampr [exp (Ac(orin; Miiy, 01,71, D, D) = Egrr g [exp <>\ e(of; Mi, 01,1 D D))]
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T
=E LT pMET [Hexp /\C l,./\/lf, T ! D D))]

O1in
t=1

Il
=

Eoi:TNM%iz [CXp (/\C(OFL-; Mﬁ, 0%;3,:_1, D, D/))}

n

&
Il
=

Il
=

exp (aME(x\; oiz_l,D,D’))

~
I
=

_eXp<Za )\O}ZIDD)>

Taking logarithm on both sides and maximizing over o}: Z 1D, D', we can show that

sw

Step 2: establishing o (\) < oM (M\). This step follows directly from Lemma |5} Namely, for fixed ¢
and t, we can compute

(A O%T 1 D D D/\RJerriyl T 1 D)”Mt( 1:T—1 D/))

_)\DRenyl Tﬁl,D)H(‘AOM )( T 1 D ))

i (

<)\DReny1 (m (O 1:T—-1 D)HM( T 1 D))
A+1 i\Y1:n ’

M (X0l T1 D, D).

Then, taking the maximum over o1 T=1'D, D', we have

t

aMi(\) < aMi()N).

A.2 Proof of Lemma [3

It is worth noting that the proof does not requires f(a;d; ;) to be a function with respect to the data sample
d;; at point x, it can be any function related to d; ;, for example, ¢; ; in Assumption [3| Inspired by [69], we
decompose the gradient estimator into two parts and bound the privacy respectively. Now we provide the
detailed proofs below.

Proof of Lemma[3 From Assumption |3 we first write out and decouple the sub-mechanism Mf (correspond-
ing to the Gaussian perturbation) as

1 1 «
FE el m it (T e+ (5] (1)
J€Ly J€Ly J=1
2 2
where & is generated from N'(0,021) and &! |, &5 | are generated from N(0, %IL N(0, %"I) independently.
Now, Mt can be viewed as a composition of two mechanisms ﬂfyl and Mfw where M;l denote the first
term and ng denote the second term in the right-hand-side (RHS) of . From [I, Theorem 2.1], we have

oM () < @M (1) + Mz (). (12)
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For the first term of , according to [I, Lemma 3|, we have

—— 2 3133
OtM'i'l()\> < M + [0) (q A ) , (13)

- 2(1- q)m2or§ a3

forg= < Ga_ and any positive integer \ < % log G4_ where we set 02 in [1, Lemma 3] to be ’”.

160, 3G2 3G2
For the second term of (12| ., according to Lemma (the relationship between Rényi divergence and the
moment generating function), we have

qop b’

a2 (X) = ADFY(P||Q), (14)

where P = Ej VUi N0, —”I) and Q=L e (V) + N0, ) Here, {4} ;, j € [m]} contains the
functions correspondlng to the data in dataset D and { (¢! ;) J€m ]} contains the functions corresponding
to the data in dataset D’. We note that all functions except one in {4} ;, j € [m]} and {(¥} ), j € [m]} are
the same, since the datasets D and D’ only differ by one element. According to [8, Lemma 17], we have

2
B+ 1) | & Ty vt - 2 2wl | _ MM+ )G,

Rényi
ADCE(PIIQ) = 2072 = m2o? (15)
The proof is finished by combining 7. O
B Proof of Theorem [3
We now provide the detailed proofs for our unified Theorem 3] First, according to the update rule z!+! =
! — nvt (Line |§| in Algorithm [2)) and the smoothness assumption (Assumption , we have
t+1 t £y ot Lng 42
B[f ()] < B | f(at) = m{V ('), ") + 2 o' (16)

where E; takes the expectation conditioned on all history before round t. To begin, we show that v’ is
unbiased as follows:

]Et ['Ut} = Et

1 (1 & 1
ty Z =R, |= ty Ct(gt — st
'1 n 1 n
=F, |- N —F, | = gt t
t n;gz t [n ;(gz +€7,)
5|l (18)
n =
=E -lin-(:ct
t n v %
where . ) follows from ( ., . ) holds due to & ~ N(0,021), and (19) is due to E[g{] = V f;(z") from

Assumption l

Plugging (18) into (16]), we get

(17)

=V/f('), (19)

Ef@ )] < B | f(e) - md 1P + 5 o)) (20)

We then bound the last term E,[||v!]|?] in the follow lemma, whose proof is provided in Appendix
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Lemma 6. Suppose that vt is defined and computed in Algom'thm@ we have

(14 w)do?

Ellv'|*) <E gi = Vfila)*| + Eo(21)

ZHW ) — st + ||V f(2)]|* +

To continue, we need to bound the first two terms in . The first term can be controlled via (3b) of
Assumption [3] Now we show that the second term will shrink in the following lemma, whose proof is provided

in Appendix
Lemma 7. Suppose that Assumptz'on holds and the shift si“ 1s defined and computed in Algorithm @

Then lettlng Jt = 7/ 2(] )3, we ha'Ue
H Ji("‘[ ) ‘Ei || <_ ( + ) Zn || J'(:l ) 'LH
1 w n !

n
1 ¢ t

E¢

NIE

i=1

+2(1+w) L2 |2 — o] + oy )} (22)

To facilitate presentation, let us introduce the short-hand notation S* := L 3" | ||V f;(@!) — s!||>. Then
we define the following potential function

B

;= f(x") — f* +alA" + ZSt’ (23)

for some a > 0,3 > 0. With the help of Lemmas [f] and [7] we show that this potential function decreases in
each round in the following lemma, whose proof is provided in Appendix [B-3]
Lemma 8. Under Assumptions[] and[3, if we choose the stepsize as

e =1 < min ! ) Vi
(1+2aCs +4B(1 +w) +2aC3/n*)L" \/1+2aCy + 48(1 + w)(1 + w)L

where o = %, V3 > 0, and the shift stepsize as v = 4 /%, then we have for any round t > 0,

3p

Ef[®r41] < P4 — *”Vf( Ol* + 2(1+w)L

(Ca + doy). (24)

Given Lemma [§] and Theorem [2| now we are ready to prove Theorem [3| regarding the utility and
communication complexity for SoteriaFL.

Proof of Theorem[3 First, we sum up (Lemma from round ¢t =0 to T — 1,

’ﬂ
L

Nt 2 3 2
—E <Pg+ ——— do2) T. 2
> FEIVAI < @0t gy (Codo}) (25)
Then by choosing the stepsize 7; as in Lemma [8[ and the privacy variance 012, — oG/ 4+C:n2)§ log(1/9)) according
to Theorem 2, we obtain
29 38 c(G%4 /4 + G%)dT log(1/5)
= E E|V 2 < — | C , 26
IVf(z || +(1—|—w)Ln( 2+ m2e2 (26)

and SoteriaFL (Algorithm [2) satisfies (e, §)-LDP.
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Finally, the total number of communication rounds T in comes from the following relations in RHS of

(126))
20
nT
Cy <

38 (G4 /4+ G%)dT log(1/6)

(1 +w)L1] m2e2
(G

3

4/4+ G})dT log(1/5)

m2e?

The utility guarantee @ directly follows from ([26)) by choosing T" as in .

B.1 Proof of Lemma

According to the definition of v!, we have

E[lv']°] = Eq

<E |2 anz s

%zsz+%ch<gf—

n 2

th - 1Z(gf—s§>+%§jgf
i=1

+ E, H Zgl

(27)

where the last line is due to the definition of the compression operator . To continue, we bound each term

in respectively.

e For the first term, we have

w n
72 lgi — sill?

_Et

:Et

:Et

:Et

—E,

where the last line is due to E;[g}]

B n
w -
EZ la — st + €1

w ~
EZ 1! - i)

2 Z ||gz - St||2 —|—d0’ )

2
wdap

wdo?
QZH vfz +Vf1( ) 3§||2 —F
w ~
EZHgﬁ = Vfi(@)|*| + ZIIVfl —si* +
L i=1

= Vf;(x?) from Assumption

e Similarly, for the second term, we have

n 2

%ng

i=1

E¢

= [E; %Z(gf + &)

n

L i=1
B 2
1 — do?
=E, |||- g! —2
:1 - ’ do?
=B ||| > _(g] - Vhi(2") + V(") | +—F
i=1

__ P
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t

do
QZII — V)| + V(= )||2+7p~ (29)

The proof is completed by plugging (28]) and ( into

B.2 Proof of Lemma
According to the shift update (Line |§| in Algorithm , we have

:LG: ||Vfi($t+1) _ 3§+1||2]
:EtlliHVﬂ ) _ gt —,Cl (gl s! M

i=1

_E, L{Lzuw ) = Vi) + Via') — st wCllg] — s M

gEt[; ((1+ﬁi)|\m<xt+l) Vi@ + (1+8) |V i(ah) — st —vClgl — 89| )] (30)
i=1 t
<[ 5 o = 1 VA - ot =i - ) 1)

where uses Young’s inequality with any S8; > 0 (its choice will be specified momentarily), and uses
Assumption [I} The second term of can be further bounded as follows:

Eq liZHVﬂ(w —si —1Ci(g; — s; H]

_]Et{ i(l_m ) [V ia") = st +A2lCH gt — sl )]
aix(

(1= 200 [Vt - o 420+ gt - )|

2 -
=E { Z ( (1—2v 4+ +w) ||VHi(x") =8| + 7721 +w)lgl — Vi(z")|* +7 1+ w)da§>], (32)
where the first equality follows from

B, [(Vh(ah) — . gt — s)] = B ||V Ai(a") — o]

and the last line follows from 1) The proof is completed by plugging into and choosing §; = H%w
and vy = \/ 2(1125)3
B.3 Proof of Lemma
Recalling §' := 1 37" | |V fi(z') — s!||?, S' can be recursively bounded by Lemma |7 as
1
B[S <Ey|(1- ——)S8 — Vfi(z")]?
do?
2 || pt+1 t)2
+2(1 4+ w)L? ||z — 2| +1+pw] (33)
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Note that the second term can be bounded by of Assumption (3| namely
B[ Z gt = Vii(a") 2] < 1At + O,

leading to

1 C1A! + Oy doy,
t+1 _ t 2 t+1 t
E.[S ]SEt[(l 2(1+w))8 T Trom +2(1 4+ w)L? || I+ =2

Combined with , we can bound the potential function as
] = B |f(e') —  + aLatt 4 Bs

. Ln?
< E; [f(wt) — =V f(2h)|]? + %Hvtﬂ2 + aLAM!

2
e gty GG 4 )

L 1+w)) ' 1+w +2(1+w)L? [l — 2!+

2
= 1) - £ - ml V@I + o

+aL(( - 0)A + GV + Cilla* o)

5 1 + ClAt+CQ 2 t+1 t 2 dO’;

~E, [f(xt) —F = mIVF@OI + (5 + aCa+ 2501+ ) Lo o'
+aL((1-0)A"+ G5V (")]2)

B 1 + ClAt—FCQ CZO'?7
21— 4
+z( i ) T e +1+w) ’ (34)

where the last line follows from the update rule ™! = x* — v’ (Line |§| of Algorithm . To continue, we
invoke Lemma [6 which gives

1+ w)do?
3~ VRGP + L'+ (a4 L

Efllv"|?] <

<E, C1 At + St+||Vf( f)

)

(1;@ 2 (1+w)(i’2+d0§)]

where the second line uses again of Assumption [3| Plugging this back into , we arrive at

601 1 (1 + W)Can
=t (5 +aCy+28(1+ w)) Tt LA

Ei[®141]) < f(zh) — f* + {a(l —6)+ W

wL?n?] St
n

+:5(1— ! ))+(%+a04+2,6’(1+w)) -

214w

- [ -areu - (5 +a0i+ 200 +.) Lot 1501
B

1 (1 +w)Ln? 5
—_ = 258(1 - do?). 5
+ _(1—|—w)L+<2+aC4+ A —i—w)) ™ (Co +doy) (35)
Now we choose the appropriate parameters satisfying
BCy 1 (1+w)Crn?
_ = A /T~
a(l=0)+ )L2+( +aCs+26(1+w)) T <, (36)
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2,,2
L <, (37

B(1— ﬁ) + (% +aCy +26(1 +w))

so that the RHS of can lead to the potential function ®; := f(x!) — f* + a LA + %St. It is not hard to
verify that the following choice of a, 3,7, satisfy and :

38C,

> FPL
Y=ot wre V6> 0, (38)

VBn

=p< . 39
== V1+2aC; +4B8(1 + w)(1 +w)L (39)
Note that implies
1 (1 +w)n? B
- 26(1 ) < . 4
(5+aCi+280+w)—— S SiToD (40)
If we further choose the stepsize
1
(41)

=n<
=11 200, +46(1 + w) + 2aCs /)L

then the proof is finished by combining 7 since simplifies to

36
L(C2 + dO‘ZQ)).

Uiz (12
< _n
Euf0en) <@ - TIVIE) + 5 s

C Proof of Theorem [1I

We now give the detailed proof for Theorem [I] We first show the privacy guarantee of CDP-SGD and then
derive the utility guarantee.

C.1 Privacy guarantee of CDP-SGD

Theorem 4 (Privacy guarantee for CDP-SGD). Suppose Assumption holds. There exist constants ¢’ and c
so that given the sampling probability ¢ = b/m and the number of steps T, for any € < ¢/'¢*T and § € (0, 1),
CDP-SGD (Algorithm 1)) is (e,8)-LDP if we choose

G2Tlog(1/9)
2
T e

The proof of Theorem [ is very similar to the proof of Theorem [2] Thus here we just point out some
differences between the proof of Theorem [4] and [2]

Sub-mechanisms. Similar to Theorem [2} we define the sub-mechanisms in the following way. We assume
that there are n x T sub-mechanisms {Mﬁ}ie[n],th in M, where M! corresponds to the mechanism for client

i in round ¢. We further let M! := Ao ﬂ: be the composition of mechanism ﬂ: and the mechanism A.
Here, A: R — R is a random mechanism that maps an outcome to another outcome, and Mf is possibly an
adaptive mechanism that takes the input of all the outputs before time ¢, i.e. of for all s < ¢ and i € [n].
We assume that given all the previous outcomes of for s < ¢, the random mechanisms ﬂj for all i € [n] are
independent w.r.t. each other (this is satisfied in CDP-SGD). In CDP-SGD (Algorithm , A corresponds
to the compression operator, and Mf corresponds the Gaussian perturbation. The difference between the
sub-mechanisms for SoteriaFL and CDP-SGD is the presence of the shift. However as the shift is known to the
central server, we can omit that during the analysis of privacy.

Privacy for composition (Lemma . Here CDP-SGD can use exactly the same previous Lemma [2[ since
the relationship between the final mechanism and the sub-mechanism does not change.
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Privacy for sub-mechanisms (Lemma [3)). The privacy guarantee for sub-mechanisms of Theorem [4] is
simpler than that for Theorem [2| since we can simply apply Lemma 3 of [I] to obtain the following bound

o A+ 1)G? (q3)\3> |

(1-— q)mQJ]% O’S

C.2 Utility guarantee of CDP-SGD

To prove the convergence result, we first give the following lemma providing the mean and variance of the
stochastic gradient gf = § 3,7, Vfi (") (Line 4 in Algorithm .

Lemma 9 (Variance). Under Assumption @ for any client i, the stochastic gradient estimator gf =
+ Yjer, Vij(®') is unbiased, i.e.

Ey

1
> Vfi,jw)] = V/i(a'),
JELy

where B, takes the expectation conditioned on all history before round t. Also, we have

5|5 3 Vi) - vie))| | < C0F ®

JELy
where ¢ = b/m.

Proof. We first show that the estimator is unbiased. Define m independent Bernoulli random variables X ;,
where Pr{X, ; =1} =¢= %. Then,

]Et = ]Et

% Y Viiglah)

JE€Ty

2ZXi,iji,j(iBt)1 = %Z V(@) =Vfi(z").
J=1 =1

Moving onto the variance bound, we have
2 i 2
1 1 &
E b j; V fij (mt) - vfi(xt) =E; b ;Xi,ijm (:ct) — Vfi(mt)
b =

2

X, ; V") - ;,vai,j(mt>>

Il
=
7 N
ST

Jj=1
i m 1 2
=E | > 7 (X — )V fij(x") (43)
j=1
(1 . 1 —q)G?
=S gy @) < LE2E

where comes from the fact that random variables X; ; are independent, and the last line follows from
the variance of Bernoulli random variables as well as Assumption O

With the help of the above lemma, we now prove Theorem [f}

Proof of Theorem [ First, from the smoothness Assumption [T} we have
Ln? 2
F@™) < f@h) = m (V") 0') + =5 o]
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Taking the expectation on both sides of the above inequality, we have (note that we choose constant stepsize

ne = n for simplicity)
2
E[f(z"™)] < f(2') — nE (V ('), v") + LT”IEt o (44)

To control E; (V f(x!), v"), notice that
B (V@) o) =, <Vf(wt), , Zv> =K, <Vf<wt>, . _Zn;05<gf>>
2 E, < ') 11%: gf>
i=1
(e S

~ v s

where the last line follows from Lemma[J] as well as the independence of the added Gaussian perturbatlon.
Next, using the definition v! = C!(g!) and the properties of the compression operator, we compute E, [vt]?

as follows,

Bt =

2

%ng

i=1

L3

i=1

%Zv _gz

2

< tﬁzwmu+
~ QB g - V@) d(,g>

1 n
I (e

ot et ]2 2
b v + C0E NG Z VAE 4%
21y G* 1—-q)G2  do?
2 2o (Il + E2E i) o s+ 0 2
_ 2
< HVf(;ct)HQ—k% <wG2+(1+w)(1bq)G_~_(1 +W)d012,), (45)

where the last inequality follows from Assumption
Plugging the above two relations back to (44)), we obtain

2 2 . 2
E[f (™)) < f(a) — <n — Lg) ||Vf(:ct)H2 + LQLH (wG2 + (1 +w)% + (1 +w)do—§> .

By choosing n < %, we have

Ei[f (2] < f(= HVf H2+% <wG2—|—(1—|—w)(1_bQ)G+(1+w)dUg> .

Plugging in o, (Theorem , telescoping over the iterations t = 1,...,7T, and rearranging terms, we can prove

3 ) — f* — 2 w)edG?
;}ZE||Vf<mt>uzs2(f<n)T“+T[wa2+(1+w)“ 96* | (Lt )‘ff%fl‘)g“/‘”}
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(14 w)edG*T log(1/6)
G? + 5 ;

b m2e

- 2Dy N Ly [(1+w+wb) (46)

- T n

where we use the notation Dy := f(z°) — f*. We choose T and 7 to satisfy

mey/nDy m2e? (47)

N G\/L(1 + w)edlog(1/5)’ = cdlog (1/6)
mey/nLDy 2, } .

G\/(1+w)cdlog(1/5)7 cdlo g( /5)

According to the relation l| and stepsize n < %, we set T = max{

. 1 \/ancdlog(l/ts)}
1 = min { L G (Il S Then turns out as

2Dy L 1 dG2T log(1/6
TZ]EHVf [ f 777 [2(1+w)G2+( er)cheQ og(1/ )}

(i) 2Df Ly 3(1+ w)edG*T log(1/9)
< =L+ =
- 0T n m2e2
2G\/DyL(1 +w)cdlog(1/6)  3G+/DsL(1 + w)cdlog(1/5)
< +
- mey/n mey/n
G\/L + w)dlog(1/9)
mey/n

D Proofs for Section [l

Now we provide the proofs for the proposed SoteriaFL-style algorithms. Appendix gives the proofs for
Lemma [1| which shows that some classical local gradient estimators (SGD/SVRG/SAGA) satisfy our generic
Assumption [3] Appendix[D.2) provides the proofs for Corollaries which instantiate Lemma [T]in the unified
Theorem [3] for obtaining detailed results for the proposed SoteriaFL-style algorithms.

D.1 Proof of Lemma [1l

We shall prove each case one by one.

The SGD estimator. For the local SGD estimator g} = ;3,7 Vfi (") (Option I in Algorithm [3),
we first show that it is unbiased. To facilitate analysw for client 7, we introduce m independent Bernoulli

random variables X; ;, where Pr{X; ; = 1} = 2. We have
1 . 1 &
5 Vi) | =B |3 D Xi; Vi) Zwm = Vfi(z').
JETy Jj=1

Then we show that f are satisfied for some concrete parameters. For , let

1
=3 D Vi), and Bj=0,

JE€Ty

ie., ¢f; =Vfij(x') and ¢ ; = 0. Then, G4 =G (Assumption and Gy = 0. For , we have

1 n
5; = Vfi)|?

LS e v

J€Ly
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=, —ZHbZX,me - Vii(a')

|
1

o LSS () e
| =1 j=1
“a 2 ]

< (m — b)G?

= (48)

where (48]) uses Assumption [2| According to , we know that the SGD estimator g! satisfies and
with
(m —b)G?

=1, At =0.
mb ) ) 0

Ci=0:3=Cy=0, Cy =

The SVRG estimator. For the local SVRG estimator gf = § 3,7, (Vfij(x') = Vfi j(w")) + V f;(w)
(Option IT in Algorithm [3]), similarly we first show that it is unbiased as follows,

@\H

E, % Z(vfi,j($t)7Vfi,j(wt))+Vfi( :| Z i, Vf” Vf”( ))+Vfi(wt)

JELy
1 m
=— Z Vfij(@') =V fi;(w") + V fi(w')
= Vf (th) Vfi(w') + V fi(w")
= Vfi(z').
Then we show that 7 are satisfied for some concrete parameters. For , let
1 1 &
A= > (Vhij(a) = Vfij(w"), and B =—3 Vf;;(w'),
JELy Jj=1

ie., f ;= Vfij(@') = Vfij(w') and ¢ ; = Vf; j(w"). Then, G4 = 2G and G}, = G due to Assumption
For , we have

1 n
5; — Vi@l
=B =305 X (T - Vs w >>+Vfi<wt>—vfi<wt"’2]
i=1 JELy

= IEt Tllzl %Z .7 vfz,J vfw( )) - (vfi(wt) - Vfl(’wt))HQ]

n

“E Y %i( i=1) (Vfw'(wt)—Vfi,j(w”)HQ]

| i=1 =1
1 o= m — b —
ﬁ; m2b ;vam = Vfijw )

L2
< 2t - w'l?, (49)

2
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where (49) uses Assumption |1} According to , we know that the SVRG estimator g! satisfies (3b]) with
L2
Cl CQ = 0 At ||$ t||2.

Finally, for , we have
Et [At+1] Et [”thrl o wt+1H2]

E; [plle'™ — '|* + (1 — p)[J=' T — w'||?] (50)
=E [plla'™ — &' + (1 - p)||lz"™" — ' + &' — w'||]

¢ [l = 2P + B [(1-p)la’ — w'|? +2(1 — p) (&' — 2’ 2" — w')]
(et — 2'[|’] + E¢ [(1 - p)llz’ — w'[|> +2(1 — p) (—mu0", &' — w")]
(19)
D g, (ot - 2t)2] + B, [(1 - p)lat — w2 +2(1 - p) (-0 V f(@'), 2" — w')]

S Et [H:Et—H _ thQ]

=E
:Et

1-p)p 2(1 — p)n?
B |-l o+ B2 et — w4 22D ot | s

p 2(1 —p)n?
< (-3l - w'[|” + THVf(fEt)II2 +E [l - 2] (52)
where uses the update rule of w'*! (Line [7] of Algorithm , uses Young’s inequality, and the last
inequality holds by choosing 1 > ;. According to , we know that the SVRG estimator g} satisfies

with

2(1 — 2
9:2’ 03:ﬂ7 Cy=1.
2 p

The SAGA estimator. For the local SAGA estimator g = ¢ Z;ezb(vfw( x') =V f j(wh )+~ > Vi (wi
(Option IIT in Algorithm . similarly we first show that it is unbiased as follows,

E, %Z(Vfi,j( Y~ Vfij(w Zme
J€Ly
=K, %Z 1, vfz,j ) vfz,g vahj

1 m
vfw vfw . fw
m =

2
Z Vfi(a) = Vfi(a').

Then we show that 7 are satisfied for some concrete parameters. For , let
1 m

A= 3 ST (Vi) ~ Vigwl,) and Bl= 3 Vi (]
j=1

JELy

ie., ¢} ;= Vfij(@') = Vfij(w};) and ¢} ; = Vf; j(w] ;). Then, G4 = 2G and G}, = G due to Assumption
For , we have

Z lg; =V fi(=")|?
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m 2
=B || S (Vhs) - Vhiswl) + - S (Vhislwt,) - V)|

| i=1 JE€Ty Jj=1
w1y lfj (Vfusla) = Vhisw)) = =37 (Vfs ) - V5 |
t ni:1 b = 0] z,J z,J m]:1 17] 17] ,]
. ) _l - li (@X, - 1) (Vf (') — Vf; j(w! ))H2
— bt n P m = b ] ] 2y ,J
1 m— b 2
:n;m;\’vfw( ) = Vil
BN w1 (53)

=1 j=1
where (53) uses Assumption |1} According to 7 we know that the SAGA estimator g! satisfies with

L2 t 1 S t t 2
Cl:?’ CQZO, A :%ZZHCU —wiJ-H .

i=1 j=1
Finally, for , we have
E, [At—H]
. t+1 t+1 2
S vt
i=1 j=1
RSt i1 t)2 b t+1 t 2
= E, %ZZ( — a2+ (1 =) ll=t - wi ) (54)
=1 j=1
I b
=E %ZZ(E””Bt*I”t”Q+(“a)”“‘”l # et - wl )
L =1 j5=1
b 1 n m
:Et [H(Bt+1 7mt||2] +]Ef (1 — E)% o Zl (H:L't f’waH2 +2<.’1)t+1 7mt7mt f’wf’]>>
i=1 j=
b 1 n m
_ t+1 t))2 t t o2 t ot t
=E, [Ha: — x| ]—i—Et (1— m>nmi_1;($ —’wm-H +2<—77t’v , T —wi7j>)

by 1 =&
B et P | (1= ) TE S (et - wl P+ 2 (-nvi et~ wl))
i=1 j=1
by 1 =& b 2mn2
i=1 j=1
2
< (1= 2) LSS fat —wl 1+ 2 o e 4 et — ) (56)

i=1 j=1

where uses the update rule of 'wf»j»l (Line [10| of Algorithm , uses Young’s inequality, and the last
inequality holds by choosing 1 > 7. According to , we know that the SAGA estimator g! satisfies
with

2 2
0= —— Cy=T0N o
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D.2 Proofs for SoteriaFL-style Algorithms

We provide detailed corollaries and their proofs for the proposed SoteriaFL-style algorithms (SoteriaFL-GD,
SoteriaFL-SGD, SoteriaFL-SVRG, and SoteriaFL-SAGA). These corollaries are obtained by plugging their
corresponding parameters given in Lemma [I] into our unified Theorem [3]

Analysis of SoteriaFL-SGD / SoteriaFL-GD (Proof of Corollary . We first show that the stepsize n,
chosen in this corollary satisfies the conditions in Theorem [3} According to the corresponding parameters for
the SGD estimator in Lemma [I]

b)G?
GA:G,GB:01:03:C4:0,02:(mmb) L 6=1, Al =0, (57)
we have a = % = 0. Then the stepsize n; = 7 required in Theorem (3| reads
. 1 VBn
Ny =1 < min R
(1+2aCs +4B(1 +w) +2aC3/n*)L" /T + 200y + 4B8(1 + w)(1 + w)L

(58)

= min 1 vBn
(I+481+ W)L’ 1+ 481 +w) (1 +w)L |

/
Let 7 := (1-::/)23 ® . If we set B = m, then g, =n < m satisfies . Then according to Theorem

and the parameters in 1} if we choose the shift stepsize v, = %, and the privacy variance
o) = O(%)7 SoteriaFL-SGD satisfies (¢, d)-LDP and the following
38 (m—0b)G?  cG2%dT log(1/9)
— E 2 < .
Z IVFEDIF < + (14+w)Ln ( mb * 4dm?2e?
By further choosing T as
1 Ly 4(m — 2¢2
T — max 4 T 8(1+w) 0 (m —b)m2e , (59)
3BcdG2log(1/8) embdlog(1/6)

SoteriaFL has the following utility (accuracy) guarantee:

T—
2 BdG?log(1/8) (m — b)pG?
;Envf i <O<max{ et )L (1+w)mbLn}> .

If we further set the minibatch size b = min {M, m}, we have M=WBG” o VBIGPlog(1/9) )4
(14w)Ldlog(1/6) (14w)mbLn nmey/(1+w)L
thus
BdG?log(1/0)
Z E[Vi@)|? <O | —0———=]. (60)
T nmey/(1 4+ w)L
. . o . nLme
Then by plugging the parameters 3, n, and b into and , we obtain T' = O (—G ) (14 ﬁ)),
14w)Ldlog(1 6
and £ 321 B[V f (@) < O D200 (14 7))
. _ . . .. . _ (m—b)BG? v/ BdG? log(1/6)
For SoteriaFL-GD in which the minibatch size b = m, we have Fo)ymbln = 0< e vy /o)L’ thus the

same results hold for SoteriaFL-GD as well.
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Analysis of SoteriaFL-SVRG (Proof of Corollary . We first show that the stepsize n; chosen in this
corollary satisfies the conditions in Theorem [3] According to the corresponding parameters for the SVRG
estimator in Lemma [l

L2 2(1 — p)n?

Ga=2G, Gp=G, Cr=", C=0, Cg= =0, Cy=1, 0= C A=zt — w2, (61)

w\’@

we have o =

2(1?fw0)19L2 = (1+w)pb Then the stepsize 7, = n required in Theorem I reads

n < min L , \/ﬁ?
(1+2aCs+4B(1 +w) +2aC3/n?)L" /1 +2aCy +4B8(1 + w)(1 + w)L

1 vV Bn
68 12(1 )/3
(1 + (14w)pb + 4’8(1 + W) 1+w)f)2b \/1 + (1+w)pb + 45(1 + w)(l + w)L

(62)

= min

Let 7 := QFP” 0 1p wo set B = p4/3b2/3(1+“’f min{l’l/TQ}, p?/3p1/3 < 1/4 and p < 1/4, then n; = n <

ni/2

2/3 1/3 . . . .
b+{11/7} satisfies 1| Then according to Theorem I and the parameters in , if we choose the

shift stepsize v = 2(1112;’)3, and privacy variance 012) = O(%‘i;/‘s)) SoteriaFL-SVRG satisfies (¢, §)-LDP
and the following

1 2¢¢ 63cG2dT log(1/6)

- E 2 < .

T Z IV < (1 + w)Lnm?e?
If we further choose the minibatch size b = ™— the probability p = b/m, and the number of communication
round

(14 w)LPg vnLme
=0 max {1, 7'} ,
3BcdG?log(1/9) G+/(1+ w)dlog(1/6)

we obtain

T—
;EHVJC 2 < O(G\/(l +\o/%idﬁlog(l/6))

Analysis of SoteriaFL-SAGA (Proof of Corollary . We first show that the stepsize 7y chosen in this
corollary satisfies the conditions in Theorem [3] According to the corresponding parameters for the SAGA
estimator in Lemma [I]

L2 2 —b)n?
Ga=2G, Gp =G, C1=—, C2=0, Cy= Hm b oy

b
b 1 (63)
0= At — _—_ t_ ot )12
e & = L 2l
we have o = 2(1?;_[1’“6)‘19 Tz = (1?&%2' Then the stepsize 17, = n required in Theorem [3| becomes
. 1 v Bn
n < min T
(1+2aCs +4B(1 +w) +2aC3/n*)L" /1 + 200y + 481 + w)(1 +w)L
. 1 vV Bn
= min 128m(m— b (64)
(1+ (1+ )b2 +45(14+w)+ B ET \/1+ (Hw)bQ +48(1+w)(14+w)L
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w)3/2 w)® min T min T .
Let 7 := 397 1f we et 8= Qe min{L1/7*} g p) — 3m?/3, then ny = n < % satisfies .

nl/2 3n

Then according to Theorem |3[ and the parameters in , if we choose the shift stepsize v = /%, and
the privacy variance o2 = O(M) SoteriaFL-SAGA satisfies (¢, d)-LDP and the following

P m2e2

+

2 < 2(1)0 2(1 + w)eG%dT log(1/6) min{1, 1/7’2}

= Z E|Vf(x
If we further choose the number of communication round

T_ me/nL®g s ( VnLme {1,7}) ’

nLnm?2e?

VLt @)edG2 log(1/0) min{L, 1/72] ENGET IO

we obtain
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