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Abstract—The Internet of Things and cloud services have been widely adopted in many applications, and personal health records
(PHR) can provide tailored medical care. The PHR data is usually stored on cloud servers for sharing. Weighted attribute-based
encryption (ABE) is a practical and flexible technique to protect PHR data. Under a weighted ABE policy, the data user’s attributes will
be “scored”, if and only if the score reaches the threshold value, he/she can access the data. However, while this approach offers a
flexible access policy, the data owners have difficulty controlling their privacy, especially sharing PHR data in collaborative e-health
systems. This article aims to find a balance between privacy and flexibility and proposes an AND-weighted ABE scheme in cloud-based
personal health records sharing systems. The proposed scheme can meet both privacy and flexibility. Only when the data user satisfies
the scored-based policy and is in the specified organization(s), can the data user access the PHR data. Besides, we give the security
proof and the performance evaluation of the proposed scheme. The security proof and performance analysis show that the proposed
scheme can efficiently and securely share PHR data in cloud service.

Index Terms—Attribute-based encryption, privacy-preserving and flexible access control, secure PHR date sharing, weighted attribute

1 INTRODUCTION

N the post-pandemic era, people are increasingly reliant

on digital health (especially e-health), and digital health-
care is gaining popularity. Since most personal health
record (PHR) data is stored on cloud servers, security con-
cerns cannot be ignored while enjoying its convenience. A
survey by Statista [1] shows that approximately 90% of all
users who experienced a cloud storage security issue had
problems with a permissive storage policy. To share the
PHR data to multiple data users, the patient usually utilizes
attribute-based access policies to restrict user access to the
data. Therefore, the data user can access the PHR data only
if his/her attributes satisfy the access policy.

In many practical applications, different attributes may
have different weight values, while evaluating whether a
user is eligible is a score-based mechanism. For example,
before a bank issues the credit card to the user, the bank
will consider various factors such as age, occupation,
deposit, assets, and housing. It scores each item according
to certain standards, then aggregates it into a cumulative
credit score. If the score has reached the minimum standard,
the bank will issue a credit card to the user. Similarly, some
Internet auction systems also score sellers based on their
history and other factors. Therefore, this mechanism will
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bring more flexibility and convenience to data sharing. Sup-
pose that a patient wants to share their PHR data according
to the access policy shown in Table 1. There are several
attributes, where different attributes are given different
weights. To access the PHR data, the data user (e.g., a doc-
tor, a nurse, or a researcher) should hold some of the follow-
ing attributes, and the sum of the weight must be greater or
equal to a specific weight. Without losing generality, in the
following example, we set this specific weight to be 8.

At first sight, the patient can utilize the weighted attribute-
based encryption (ABE) scheme proposed by Herranz et al.
[2] to accomplish the above purpose. The patient first encrypts
the PHR data under the specific attributes, the weight values
of each attribute, and the threshold weight which are shown
in Table 1. Then they upload the ciphertext to the cloud server.
The authority will issue the secret keys to valid users accord-
ing to their attributes. Suppose there are three valid data users
as depicted in Table 2, who want to access the protected PHR
data. As we can see from Table 2, Alice’s attributes: “Nurse,”
“Female,” and “Surgery” are in Table 1, and the weight sum
(score) is 10. Therefore, Alice is eligible to decrypt the cipher-
text and obtain the PHR data. Similarly, we can conclude that
Bob can access the data, but Carl cannot do so.

However, the weighted ABE only requires the sum of the
weights of the intersection of the attributes of the data user
and those in the policy is greater than the threshold value.
This kind of access policy is too powerful, which may lead to
the misuse of the PHR data. In Fig. 1, Bob and Andy are in dif-
ferent organizations, but their attributes are the same. If one of
them can satisfy the access policy, another one can decrypt
the ciphertext too. For privacy reasons, the patient may just
want to share the PHR data to one of the organizations.

An intuitive way is to set relative high weight values of
the target organization(s). Nevertheless, it cannot control
the policy precisely. For some users who are not in the spec-
ified target organization(s), their weight value may reach
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TABLE 1
A Score-Based Access Policy
Attribute Weight Attribute Weight
Doctor 5 Internal medicine 3
Researcher 5 Surgery 5
Nurse 2 ENT Clinic 2
Male 2 Dermatology 3
Female 3 Neurosurgery 2

Minimal value: 8

The data user can access the PHR data if his/her attributes score can achieve
the minimum score according to the weight specification in this table.

the threshold value, or the weight of some users in the tar-
get organization(s) cannot reach the threshold value.

The goal of our work in this paper is to balance the pri-
vacy and the flexibility of ABE for cloud-based PHR sharing
system. This scheme utilizes an AND-gate policy to protect
user’s privacy, and a threshold policy to achieve the flexible
access control. The patient can not only specify the weight
values of each attribute and a threshold summation, but
also specify some specific attributes to limit the permission
of the data users. We use the following example to further
illustrate our approach.

As shown in Fig. 2, in a collaborative e-health system,
the patient shares the PHR data to the doctors, nurses
via the cloud server. Suppose the weight values of each
attribute are ranged in [1,2,...,10]. There is a PHR data
encrypted under the policy {Doctor: 6, Nurse: 3, Internal
medicine: 5, ENT Clinic: 3, Epidemiology: 5}; threshold value:
8, ANDHospital A; ANDInstitute. For the data users, only
the doctor in hospital A with ENT clinic and also in the
institute can access the data. Doctors or nurses in other
hospitals cannot decrypt it even if the weight of the
attributes satisfies the policy. However, if we delete Insti-
tute from the access policy, then the nurse in hospital A
can decrypt it.

1.1 Our Contributions

The existing weighted ABE schemes are too powerful for
the data users, especially in the collaborative e-health sys-
tem. The patients’ PHR data is stored in the cloud storage. If
the PHR data is encrypted under the conventional weighted
ABE, there are many data users from different organizations
who can satisfy the access policy, since there will be users
with the same attributes in different organizations. Like the
example in Fig. 2, if the ciphertext is encrypted under the
policy {Doctor: 6, Nurse: 3, Internal medicine: 5, ENT Clinic: 3,
Female: 3, Male: 2}; threshold value: 8, both Andy and Bob can
decrypt the ciphertext. However, the patient may only want
to share the PHR data to the data users in the hospital other

TABLE 2
A User Set in the PHR Sharing System
User\Attribute Occupation Gender Department
Alice Nurse Female Surgery v
Bob Doctor Male Internal medicine
Carl Researcher  Male Pediatrics X
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Fig. 1. Diverse attributes in the collaborative e-health system.

than in the institute. To balance the privacy and the flexibil-
ity, we design an AND-weighted ABE scheme for PHR
sharing system, which allows the patient to choose the orga-
nization(s) that wants to share. In our proposed system, the
access policy not only depends on the weight values of the
attributes, but also depends on some attributes which must
be possessed by the eligible data users.

In summary, the main contribution of our work is to bal-
ance the privacy and the flexibility of the PHR sharing system
in cloud environment. The patient can fix the organization(s)
and choose different weight values for an attribute in the
ciphertext during encryption according to different scenarios.
Then, we give the security analysis of our proposed scheme.
We prove that our scheme is CPA (chosen-plaintext attacks)
secure under augmented multi-sequence of exponents deci-
sional Diffie-Hellman (aMSE — DDH) assumption. Finally, we
implement our scheme by using the RELIC cryptographic
meta-toolkit [3] on a personal computer (PC) and an Android
device. The experimental results demonstrate that our scheme
is efficient and practical.

1.2 Organization of This Paper

The rest of this paper is organized as follows. In Section 2,
we show the related work about attribute-based encryption
and weighted ABE schemes briefly. In Section 3, we
describe the system model and the threat model. In Sec-
tion 4, we show the algorithm definitions and introduce our
construction in detail. In Section 5, we present the security
analysis. In section 6, we present our evaluation results.
Finally, section 7 concludes this paper.

2 RELATED WORK

2.1 Attribute-Based Encryption

The first ABE scheme was designed by Sahai and Waters [4]
which is actually a fuzzy identity-based encryption (IBE)
scheme. Over that last decades, many scholars focused on
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Fig. 2. A functional overview of our proposed system.

it, and a lot of ABE schemes have been proposed. Currently,
there are two typical ABE schemes [5], [6]: (1) KP-ABE (key-
policy ABE) [7], [8], the access policy is encoded into a
user’s secret key, and the ciphertext is generated with a
related attribute list; and (2) CP-ABE (ciphertext-policy
ABE) [9], [10], [11], [12], user’s secret key is associated with
an attribute list, and the ciphertext specifies an access pol-
icy. As mentioned by Bethencourt [13], unlike CP-ABE, in
the KP-ABE scheme, the data owner exerts no control over
who has access to the shared data. Therefore, in the cloud-
based sharing system, CP-ABE gets more attention.
Ambrona et al. [14] a new ABE scheme which is proved
secure under generic group model.

The first CP-ABE scheme was introduced by Bethencourt
et al. [13] in 2007, their scheme supports tree-based access
policy, they use a two-level random masking methodology
to construct a private key randomization technique. Cheung
and Newport [15] proposed CP-ABE scheme in which AND
gate policies which access structures are AND gates on posi-
tive and negative attributes. They proved their scheme is
CPA (chosen-plaintext attacks) secure under DBDH
assumption. However, these schemes either support a lim-
ited access structure or the security proof should in the
generic group model.

Goyal et al. [16] introduced the first construction of CP-
ABE scheme, the security proof is based on a number
theoretic assumption, and it supports advanced access
structures. Following this work, Liang et al. [17] designed a
new bounded CP-ABE scheme which can reduce the com-
putation cost during the encryption and decryption phase.
Lewko et al. [18] proposed a fully secure ABE scheme,
which is proved secure from three static assumptions.

In order to keep the size of the ciphertext from growing
linearly with the number of attributes. Herranz et al. [2] pro-
posed an ABE scheme with constant size ciphertexts. Susilo
et al. [19] introduced a more efficient ABE scheme with con-
stant size ciphertexts which removes the dummy attributes.
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»
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In 2020, Yang et al. [20] proposed a modified CP-ABE
scheme which the length of ciphertext are constant.
Recently, many CP-ABE schemes with different functional
features have been proposed [21], [22], [23], [24]. These fea-
tures can make CP-ABE schemes more practical in the real
applications.

2.2 Weighted ABE

Wang et al. [25] proposed a tree-based weighted ABE
scheme, which can enhance the expression of attribute. In
their scheme, each attribute of the data receiver is given a
different weight. When encrypting a message, the data
owner assigns a minimum weight value to each attribute,
the data receiver can decrypt the ciphertext only when the
weight of each attribute are greater than the minimum
weight value in the ciphertext. Li et al. [26] introduced an
unified weighted attribute-based encryption scheme, it can
optimize the encryption process if there is a mutual sub-
policy.

Based on Lin et al.’s idea [27], Xue et al. [28] presented a
comparable attribute-based encryption scheme, it is also a
weighted ABE scheme. They utilized the notion of 0-encod-
ing and 1-encoding to construct a scheme that requires less
computational overhead, communication overhead, and
storage overhead. After that, Li et al. [29] proposed a flexible
and efficient ciphertext-policy weighted ABE scheme for the
Internet of Health Things. Instead of specifying a minimum
value, in their scheme, the user can specify that the attrib-
ute’s weight value falls within a certain range.

However, the above schemes are either too restrictive.
The weight values of each attribute is fixed by the PKG (Pri-
vate Key Generator) in the Setup algorithm, and cannot be
changed. The scheme proposed by Herranz et al. [2] can
extend to a threshold weighted ABE scheme. Nevertheless,
it is too powerful, especially in the cloud-based collabora-
tive e-health system.
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3 OUTLINE

3.1 System Architecture
As shown in Fig. 2, our proposed system consists of four
different entities: an authority, a cloud server, a patient
(data owner), and data users.

o  The authority is a trusted entity in our system. It holds
the master secret key, conducts the entire system and
distributes the system parameters to all the entities.
The authority generates the secret keys to the data
users according to the users’ attributes, and issues
the secret keys to the data users via a secure channel.
Note that, we assume that the authority neither col-
ludes with any other entities nor is compromised.

o  The cloud server is a semi-honest entity in our system.
The encryption of the data is stored on the cloud
server. It may try to decrypt the ciphertext to obtain
the PHR data, but it will not tamper any ciphertext
stored in the cloud server.

o The patient (data owner) encrypts the PHR data M
under two sets of attributes S,,, S; (S,, denotes all the
attributes in this set are “needed,” S; denotes that
the set is a “threshold” set), the weights of each attri-
bute {wat}ateb't’ and the threshold weight value w.
The patient generates a corresponding ciphertext
CT. Then he/she uploads the ciphertext to the cloud
server.

o The data user downloads ciphertext from the cloud
server. Then, he/she checks whether his/her attrib-
utes and weight satisfy the policy in the ciphertext. If
it satisfies, the data user decrypts the ciphertext and
outputs the PHR data M. Note that, the data user
may try to collude with other data users, and try to
decrypt the ciphertext that is not authorized to them.

3.2 Threat Model

In our system, the authority is a trusted party which cannot
be colluded by any adversary. It honestly generates all the
public parameters and secret keys.

The cloud server is a semi-honest party, and it is an inter-
nal adversary. The cloud server stores the ciphertext hon-
estly, but it may try to collect more information than the
permitted leakage, and wants to obtain the sensitive infor-
mation, such as the plaintext.

The data owner is assumed to be honest. It will generate
the ciphertexts according the algorithms, and upload the
ciphertexts to the cloud server.

All the data users (include the ineligible data users) in the
system are trying to access the plaintext. We assume there is
an external adversary who can obtain all the information
between the patient (data owner) and the cloud server. The
goal of both the internal adversary and the external adversary
is to decrypt the ciphertext and obtain the PHR data. Mean-
while, the data users can collude with each other, they may try
to combine their secret keys to decrypt unauthorized cipher-
text. The external adversaries do not have the valid decryption
key, they can only obtain the ciphertext. Due to the external
adversaries have less capability than the internal adversaries,
we only consider the powerful (internal) adversaries in the

security proof since they cover the attack capability of the
other entities.

We now briefly introduce the ability of the adversary.
The adversary is allowed to register into the system, it can
access the public information (e.g., the system public
parameters, the universe of attributes, and the value range
of the weight), all the data which is transferred in the public
channel, and the ciphertext stored on the cloud server. The
adversary can also submit an access policy, and can be
assigned a secret key not satisfying the target ciphertext
which has a same form with a real secret key.

3.3 AND-Weighted Access Policy
Unlike traditional ABE scheme, in our AND-weighted ABE
scheme, a data owner encrypts the plaintext under two
attributes sets, the weight values of each attribute and a
threshold weight value. It can achieve the score-based
access control, and can also add more access restrictions to
the policy. Suppose that, the universe attributes set is U, the
weight of each attribute is ranged from 1 to n. A data owner
chooses two sets of attributes S, S; C U. The set S, specifies
the attributes which must be included in the policy, S; can
specify the attributes and the weight. Besides, the data
owner specifies the weight values w,; for each attribute in
S;, and selects a threshold weight value w. Then encrypt a
plaintext under the access policy (S, St, Wat, w).

A data user who holds a set of attributes A can access the
protected data if and only if:

1) S, C A: The data user must have all the attributes
listed in S,,.

2) ) .eans, War > w: The data user first sets Ag, as the
intersection of A and ;. Then computes ) Wat,

atey,,
this value must equals or greater than w. o

3.4 Design Goals
The proposed system is aimed to achieve the following
goals.

o Attribute with Dynamic Weight. The proposed system
introduces weights into attributes, and allows the
patient to set each attribute’s weight values dynami-
cally. According to different scenarios, the same
attribute can be assigned different weight values by
the patient.

e Stronger Privacy-Preserving. The proposed system
ensures stronger privacy-preserving. It guarantees
that only the valid data users in the specific organi-
zation(s) can access the protected PHR data. Any
other users who are not in the organization(s), even
if he/she has the same attributes, cannot decrypt the
ciphertext.

3.5 Scheme Workflow
The proposed scheme consists of the following phases:

e  System Initialization. This phase is run by the author-
ity. In this phase, the authority should initialize the
system, and generate the public parameters and the
master secret key. Every entity in the system can



access the public parameters, while the authority
keeps the master secret key secret.

e  User Registration. This phase is mainly run by the
authority. First, the user sends a registration request
to the authority. If the user is valid, the authority
will generate a secret key for the user according to
his/her attributes. Then, it returns the secret key to
the data user securely.

e Data Sharing. This phase is run by the patient. The
patient encrypts the PHR data under a specific access
policy, then uploads the ciphertext to the cloud
server. Only a registered user whose attributes and
weight value match the policy can decrypt the
ciphertext.

e Data Access. This phase is run by the data user. The
data user downloads the ciphertext from the cloud
server, and utilizes the secret key to decrypt it. If the
attributes in the secret key satisfy the access policy in
the ciphertext, then, the data user can run the
decryption algorithm to obtain the PHR data.

4 PROPOSED SCHEME

In this section, we first show the algorithm definition of the
proposed AND-weighted ABE scheme. Then give the mathe-
matical tools which have been utilized in our scheme.
Finally, we present the designed system in details.

4.1 Algorithm Definition
The proposed AND-weighted ABE scheme contains the fol-
lowing algorithms:

e Setup: (1N U, W — MPK, MSK): Takes a security
parameter A and a universe of attributes U =
aty,...,at,, a universe of weight W ={1,2,...,n}
as inputs and outputs some public parameters
MPK, containing in particular the set U and W,
which will be common to all the users of the system,
along with a secret key MSK for the master entity.
The public parameters will be an input of all the fol-
lowing algorithms.

e KeyGen: (MPK, MSK, A — sky): Takes a subset A C
U of attributes, master secret key MSK as inputs. It
generates a secret key sk 4.

e Encrypt: (MPK,S,,S;, {wat}atesi ,w, M — CT): Takes
a subset of attributes S, C U, a subset of attributes
Sy C U, together the weight value of each attribute
(at, Wat) oy, @ Weight threshold value w such that
1<w< Zate& wet, and a message M as inputs. It
outputs a ciphertext CT.

o Decrypt: (MPK,CT,sky — M): Takes the ciphertext
CT and a secret key sk, corresponding to some sub-
set A of attributes as inputs. It outputs a message M.

Correctness. The correctness of this scheme is as follows.

For all MPK, MSK, S,,S;, A such that the attributes set A
satisfies the access policies S,,S5; (e, S,CA and

ZateAg War > w). If ska —KeyGen(MPK, MSK, A — ska),
Sy

and CT «—Encrypt(MPK, S,,S;, {wa}
M =Decrypt(MPK, CT, ska — M).

ateg, s M), we have

TABLE 3
Notations in the Proposed Scheme

Notation Description

MPK System public parameters

MSK Master secret key

m The total number of attributes in the system
n The maximum value of the weight
A, S, S Attributes sets

Wat Weight value of the attribute at

w Threshold weight value

sk Private key for the data user

M PHR data in plaintext

cr Ciphertext

4.2 Mathematical Tools
4.2.1 Aggregate Algorithm

The Decrypt process in our proposed scheme should utilize
an Aggregate algorithm to aggregate several elements in G
to an element. This algorithm is proposed in [30], [31] to
aggregate the elements in a cyclic group. In our scheme, we
use it to aggregate the elements in G;. On input a set of val-

r - _
ues {¢7,xi}y<ic, € Gi, where r,x €7, are secret
—= T

m
(z+z;

unknown values, the Aggregate can output gHv:I e Gy

r

Aggregate({g7, o} .,o,) = glL 0.

The time complexity of this algorithm is O(n?).

4.2.2 Bilinear Pairing

Let G, Gy and Gy be three cyclic groups of prime order p,
and e : G x Gy — Gp denotes a bilinear map satisfies the
following properties:

1)  Given any two elements a,b € Z, and Vg € Gy, Vh €
G, (g, hY) = e(g, h)".

2) Forall g € G, there exists h € Gy such that e(g, h) #
1.

3) Given any two elements g € Gy, h € Gy, there exists
at least one efficient algorithm to compute e(g, ).

4.3 Designed System

This section shows the designed system in details. This
system employs our AND-weighted ABE scheme. The
patient (data owner) encrypts the plaintext under several
attributes, weight values of each attribute, and a threshold
weight. The main challenge is that the traditional weighted
ABE schemes cannot support both threshold weight and
stricter restrictions on access policy. To solve this, we use
an AND-gate policy in C3 to protect the privacy, and a
threshold policy in Cy to achieve the flexibility. Before the
detailed construction, we give the notations of our scheme
in Table 3.

4.3.1 System Initialization

First, the authority initializes the system to generate the pri-
vate and public parameters, where the input security
parameter is . It runs the Setup algorithm to generate the
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master secret key MSK and the public parameters MPK.
Assume there are m attributes at € U in universe, define
W ={1,2...,n} as the set of weights, t(at||i) =z € Z,
denotes that map an attribute at and its weight ¢ to 7Z,,. Gy,
(G4 are two cyclic groups of prime order p, g and h are the
generators of G and G, respectively, there exists a bilinear
map e: Gy x Gy — Gp. The authority sets D = {d,...,
dym—1} consisting of nm — 1 pairwise different elements of
7.,, which must be different to the values « = 7(at||7). It ran-
domly selects o,y <7, computes u= g, v=e(g",h).
Keeps the master secret key MSK = (g, a, y) secret, and out-
puts the public parameter:

MPK = (U7 Wa m,u, v, {hay] }j:U,A.A,Qnm—l)'

4.3.2 User Registration

Before a data user (such as a doctor, a nurse, a researcher,
etc.) joins the system, he/she should register to the system,
and gets a secret key from the authority. The data user
sends the attributes A to the authority, where the attributes
satisfy A C U. After receiving the registration request from
the data user, the authority checks whether the data user is
a valid one. If the data user is valid, then the authority uses
his/her attributes A, public parameters MPK, and master
secret key MSK to generate the user’s secret key. The
authority runs the KeyGen algorithm on input (MPK,
MKS, A), then, selects randomly r <-7, sets

SkA = {gm} s {hr‘y«j} ,h%
ateA,ie{l,..,n} 7=0,....nm—2

Then, the authority sends the secret key sk, to the data user.

4.3.3 Data Sharing

In this phase, the patient (data owner) encrypts the PHR
data and shares the ciphertext to the specified data users.
First, he/she runs the Encrypt algorithm to encrypt the PHR
data, the workflow is as follows:

Taking as input public parameter MPK, the access policy
S, Cc U, S; C U (S, represents the domain set, S; represents
the weighted attributes set), the PHR data M, the weight
values wy, € {1,2...,n} of each attribute at € S;, threshold
weight value w, lets s; =) g wa:. The patient selects
ky, ko ¢7; randomly, sets k = k; + k2 and computes

Cy=uk

CQ = u7k17

C‘i = thu Hates‘,,,(y'*'{(atﬂl))
Cy=h°,

K=

where

_ hkl o ]._-[atESt,iE{l,uu,lL'at}<y+1(atHi)> HdED

(r+d)

nmw—1-s;

The values C3 and C; can be computed from the public
parameters {h*”'},_; ,. . ;. Then, the patient sets the
ciphertext Cs = K - M. Finally, the patient uploads the
ciphertext CT' = (C4, Cy, C3, Cy, Cs) to the cloud server.

4.3.4 Data Access

All the data stored on the cloud server has been encrypted
by different access policy, the data user can access the origi-
nal PHR data if and only if his/her attributes satisfy the
access policy. After the data user downloads the ciphertext,
he/she can use a personal computer or a mobile phone runs
the Decrypt algorithm to decrypt the ciphertext and obtain
the PHR data. First, the data user computes:

Aggregate <{ gm(’gtu—l)} ) — gHatesn (re(atlin)

atesy,

Computes

e(g, 1) = ¢ (gHates,, re(aelin) C;;) . )

Then, the data user lets Ag, be the subset of A N S; with the
weight value 3, .| way = w, and computes

A t ({ yﬂ@tui)} )
geregate( 19 ateAsr,iE{l,mﬂuat}

r

HatEASt je{l,..,wat } (re(at]li))

=g
and

r

L —e (gHateAsf,ze{l...”u:at)w#rr(atZ))7 C4>

Now, the data user defines Py s(y) as:

Pags(y)

=- 11 (v + t(at][i)
ate(SLUDnerwflfs] NAg.ie{l,... wat }

- 11 (at]i)).
at€(StUDpmtw—1-s5)\Agi€{1,.... wat }

The data user computes

6(02’ hTPAS,S(V)) L

ko Hate(SuD ..... y (at]]?)

NAg, ie{1,...,wa
= 6(97 h) m"ﬂ“ilizwat K ’ (2)

and

e(Cy, h'7) = e(g, h) e (g, h)* ®)

The data user can obtain (g, h)"** from Equation (1), and
e(g, h)""* from Equation (2). He/She computes e(g, h)"** =
e(g, h)™"1 - e(g,h)"*®. Then, the data user computes K =
e(g, h)"™ from (3). Finally, outputs the PHR data M = C5/K.

Note that, in the above scheme, we hide the PHR data in
C5. If the PHR data only contains some data collected by the
sensors (such as blood pressure sensor, EEG sensor), it is
efficient and secure. However, if the PHR data is a large file
(contains several medical images, videos), we will consider
using a symmetric encryption algorithm (such as AES,
Salsa20) to encrypt the PHR data. Then hide the symmetric
secret key in Cj, it will be more efficient to share a large file.



5 SECURITY ANALYSIS

In this section, we first give the mathematical assumptions.
Then we show our security model before we prove that our
proposed scheme can achieve selective CPA secure.

5.1 Mathematical Assumptions

Let Gy, Gy, G be three groups of the same prime order p
(this is called a bilinear group triple in the sequel), and let e :
Gy x Gy — G be a non-degenerate and efficiently comput-
able bilinear map. Let gy be a generator of GG; and hj be a
generator of Go.

Let 7, 10, t be three integers. The modified (¢, 7, )-aug-
mented multi-sequence of exponents decisional Diffie-Hellman
problem ((¢,17,t) — aMSE — DDH) related to the group triplet
(G, Gy, Gr) is as follows:

Input: The vector Z;, . = (z1,...,2;,,) whose compo-
nents are pairwise distinct elements of /;, which define the
polynomials

F(X) :ﬁ(X+m7;) and g(X) = ﬁ(X+xi),
=1 i=l+1
the values
90, G- 7965*[’27 ggrrf(y)ggz'y:f(y)’ (L1)
ggw-f(y) (1.2)
@ g (13)
< (14)
ho R, h hEr9w) (L5)
h’érg(l/)’ (1.6)
he b e (1.7)
ho, KV, ..., B2 (18)

where «1, k3, «, ¥,  are unknown random elements of 7;,
and finally an element T’ € Gr.

Output : a bit b.

Suppose « = k1 + k2, the problem is correctly solved if
the output is b = 1 when T = e(go, ho)/" or if the output is
b =0 when T is a random value from G7. In other words,
the goal is to distinguish if T is a random value or if it is
equal to e(go, ho)< /1.

More formally, let us denote by real the event that T is
indeed equal to T' = ¢(go, ho)”'f o2 by random the event that
T is a random value from Gr and by Z(7;, ., «,a,y,®,T)
the input of the problem. Then, we define the advantage of
an algorithm B in solving the ((¢, 77, ) — aMSE — DDH) prob-
lem as

Adv(gﬁzf)faMSEfDDH
B
:|Pr[B(I(:f,;+m,K, a,y,»,T)) = 1|real]
- Pr[B(Z(:ﬁ’[f+ﬁL,K,a, y,w,T)) = 1|random]|

where the probability is taken over all random choices and
over the random coins of 5.

5.2 Security Model

Definition 1. If A is a P.P.T algorithm, C be a challenger. The
definition of indistinguishability against selective ciphertext-
policy and chosen-plaintext attacks (IND-sCP-CPA) is as
follows:

o The challenger specifies a universe of attributes U of
size m and a weight set W = {1,2,...,n}, then gives
it to the attacker A.

o A selects two subsets Sy, S, C U, where |S,| + |Si| =
s, each weight value of the attribute way, and a weight
threshold w such that 1 < w < Zates, Wat.

o The challenger runs (MPK,MSK) « Setup(1*,
U, W) and gives MPK to A.

o Secret key queries: A adaptively sends subsets of attrib-
utes B C U, with the restriction S, ¢ Bor Y cps,
< w, and must receive the secret key skp as the
answer.

A outputs two messages My, M, of the same length.
Challenge: The challenger picks a random bit b€
{0,1},  computes  CT « Encrypt(MPK, S, S},
{wat}atest ,w, My) and gives CT to A.

e Sameas Step 4.

o Guess: Finally, the adversary A outputs a bit i'.

The advantage of an adversary A in the above game is

defined as

1
Advg = Prt =] - 5.

The scheme is secure against chosen-plaintext attacks if for all
P.P.T algorithms, we have Adv 4 is a negligible function of .

The security of our proposed scheme is conducted in IND-
sCP-CPA model. Therefore, the adversary should commit
the attributes subsets and the threshold before obtaining the
public parameters.

5.3 Security Proof

Theorem 1. If the ((£,7,1) — aMSE — DDH) assumption holds,
then our proposed weighted CP-ABE scheme in section 4 is
secure. Here { =nm — S, m=nm +w—1and f = w+ 1.
(We use S, to denote 3, g, Wat)

Proof. We now construct a simulator B which uses the
adversary A to solve the (nm — S,,,nm+w—1,w+1) —
aMSE — DDH problem. Let I(Zonmtw—1-5,,K, @, ¥, ®,T) be
the input of the simulator B. At beginning, 55 selects a uni-
verse of attributes set P = {aty,ats...,at,,}, where the
weight values of each attribute is [1,...,n]. Then, the
adversary A chooses two target sets S,,S5: C P, and a
threshold w such that 1 <w C ;g was. Suppose that
S; = {aty_st1,...,at —m} C P, Ag, denotes the subset
ANS,.

Simulation of the Setup. The simulator B defines the
encoding of the attributes as t(at;||j) = z;j for i=
1,...,m, j=1,...,n. Here, the encodings of the first
nm — S, elements are the opposite of the roots of f(X),
and the encodings of the attributes in S; are the opposite
of some roots of g(X)

The values corresponding to the “dummy” attributes
D={di,....,duy1} are defined as d; =xpp; if j=



l..nm+w—-1-5,. For j=nm+4+w-—2S,,...,nm—1,

the d;’s are picked uniformly at random in 7 until they

are distinct from {z1,...,
dj1}.

The simulator B defines g := g . Note that B can
compute g with the elements of line (I 1) of its input, since
f is a polynomial of degree /. To complete the setup
phase, B sets h = hy and computes

Loanm4w—1—Sy, dnm+w—Su~7 ceey

- u=g7=g" ) with line (1.4) of its input, which

is possible since X f(X) is a polynomial of degree
(+1.Indeed, @ - y - f(y) is a linear combination of
ay,. . ” *1 and the coefficients of this linear
comblnatlon are known to B, so the value u can be
computed from line (1.4).

- v=e¢e(g,h)" = e(g{;(}’)a, ho) with line (1.4) for g{;(y)a.
Note that the value g* could be computed by B
and added to the public parameters, in case the
verification of the consistency of the secret keys is
desired for the scheme.

The simulator B can compute the values {h* " 0.

from line (1.8) of its input. Eventually, B gives to .A the
resulting

]\/[PK:{P,m,u,v,{h“ }1 =0,...,.2nm— 17D’ T}'

Simulation of Key Extraction Queries. Whenever the adver-
sary A makes a key extraction query for a subset of attrib-
utes A = {at;,...,at;} C P satisfying that 0<|Ag,|
<w-—1 or S, ¢ By, the simulator B must produce a
tuple of the form

for some random value r € 7;‘), To do so, B implicitly
defines r = (wyay + 1)Q4(y), where y4 is randomly picked
in Z;, and the polynomial Q4(X) is defined as Q4(y) =1
when |45/ =0, or Qa(X) = M- TLeay (X + 7(ati)
otherwise, in which case Ay = (], 45,7 (atH )

The elements which form sk4 are then Computed as
follows:

— Forany at € Ag,, B defines

Qat(y)
= Qa(y)/(y + z(atl]i))
=X ] (r+r(atl)

ateAg, at£at

Then gm — gg(WwyAVQar(}’) .g(J;(V)QatW). The first
factor of the product (whose exponent is a polyno-
mial in y of degree at most (nm — S,,) + 14+ w — 2)
can be computed from line (1.3), whereas the sec-
ond factor (whose exponent is a polynomial in y
of degree at most (nm — S,;) + w — 2) can be com-
puted from line (1.1).

— For any at € A\Ag,, the simulator B defines the

polynomial f,:(X) = f(X)/(X + t(at|]i)). Then

gm _ ggat(V)wyAyQA(V) . ggat(wQ/l(V).

Similarly,
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the first factor of this product can be computed
from line (1.3), and the second factor can be com-
puted from line (1.1).
—  The values {h"'},_, m—2 €an be computed from
line (1 4) and (L5), since A" = pQaovar™.
h@ay)

- Fmally, B has to compute KT = hQaWona . h

The first factor of the product can be computed
from line (1.7) and the second factor can be com-
puted from line (1.5), since by definition of Ay,
Qa(X) is a polynomlal with independent term
equal to 1 and thus % is a linear combination
of {1,y,...,y" 2}

Note that QA()/) # 0 (otherwise y = t(at||¢)) for some
at € Ag, and y is public), in which case it is not hard to
see that r is uniformly distributed in 7,. If the choice of
y4 leads to r = 0 (which occurs only with negligible prob-
ability anyhow), it suffices to pick a different value for
y4. That is, in the simulation r is uniformly distributed in
Z*

Szmulatzon of the Challenge. Once A sends to B the two
messages M, and M, B flips a coin b € {0,1}, and sets
C} =T - M. To simulate the rest of the challenge cipher-
text, B 1mphc1tly defines the randomness for the encryp-
tion as ' = I(/Ol sets C; = hi?*") (given in line (1.6)) and
C; = Kl 9) (given in hne (. 5) of the aMSE-DDH input).

—1

To complete the ciphertext, B computes Cj = (g /")~
from line (12) and computes C} = (g&"/W)ge2v/))=1

from line (L.1) of the input, which is equal to u™ .

After the challenge step, the adversary A can also
make other key extraction queries, this step is same as
previous Simulation of key extraction queries phase.

Guess. Finally, the adversary A outputs a bit b'. If ¥/ =
b, the simulator B outputs 1 as the solution to the given
instance of the aMSE-DDH problem, which means that
T = e(go, ho)* I Otherwise, B will output 0 to indicate
that 7" is a random element.

We now have to analyze the advantage of the simula-
tor B:

AdV%MSEfDDH ()\)

=|Pr[B(Z (&7, 5,2, 7,0, T)) = 1] real |-
Pr [B (I (fl7+7h7

=[Pr[b=1V'| real ]

K, 0, Y, W, T)) = 1| random H
—Pr[b=1V| random ||

When the event real occurs, then A is playing a
real attack and therefore |Prfb=1¥| real]—1/2| =1
AdvR P4 )\). During the random event, the view of .A
is completely independent of the bit b; in this case, the
probability Pr[b = '] is equal to 1/2. Therefore, we have

Adv dl\IbE DDH( )> Ad IND— sCPA(A)

This concludes the proof of the Theorem 1.
Theorem 2. If the proposed scheme is s-IND-CPA secure, then

the cloud-based PHR sharing system is secure against the fol-
lowing attacks defined in the threat model.



TABLE 4
A Score-Based Access Policy

Algorithm Costs

Setup ‘E(Hl + |BPP‘ + 2nm|E(;2|

KeyGen | . |E(:‘,1‘ + nm|E'(v,2|

Encrypt 2|Eq, | + (nm 4w — 14 |5,])|Ec, | +(nm +w + |S,| — 3)| Mg, | + | Ec,|

Decrypt (W? + 8, )| Ea, | + (w? +[Su]” = 2)|Mc, | +(nm — 2)*|Eg, | + ((nm — 2)* —1)|Mg,| +|Ec,| + 3|Mc,| + 4|BP,|

According to Theorem 1, the security of the proposed
system can be concluded by the IND-sCP-CPA secure.
Now, we analyze the following attacks which is defined in
the threat model.

The external and internal attacks can be reduced to the
attacks in the IND-sCP-CPA model and the adversary is
any party except the data owner and the valid receivers.
The internal adversaries hold the invalid decryption keys.
They can also try to combine different decryption keys to a
new one which may satisfy the access policy. However, the
combined one must be invalid, due to each private key has
a unique random number. Therefore, the internal adversar-
ies can learn nothing from the ciphertext.

The collusion attack can be reduced to the attacks in the
IND-sCP-CPA model. Each secret key is derived from
unique random number. The combination of different valid
secret keys cannot help the adversaries to decrypt the unau-
thorized ciphertexts.

6 PERFORMANCE EVALUATION

In this section, we show the performance analysis for our
proposed scheme in terms of both communication costs and
computation costs.

6.1 Communication Costs Analysis

Suppose there are m attributes in the universe, and the max-
imum weight value is n. We use |7Z,|, |G|, |G2], |G| to
denote the size of the element in groups Z,, G, Gy and G,
respectively. In KeyGen phase (i.e., User Registration), the
communication cost is n|A| - |G| + (nm — 1)|Gy| where |A|
is the number of user’s attributes. Due to the size of the
ciphertext is constant, the communication costs of the
Encrypt phase (i.e., uploading ciphertext in Data Sharing)
and the Decrypt phase (i.e., download ciphertext in Data
Access) is the same: 2G| + 2|Gio| 4 |Gipl.

6.2 Computational Costs Analysis

We now give the basic analysis of the computational costs of
each process. Same as before, we suppose there are m attrib-
utes in the universe, and the maximum weight value is n. w
is the threshold value, and |S,,| is the number of attributes
in the set S,. We use |Eg, |, |Eg,| and |Eg, | to denote expo-
nentiation operations on the cyclic group Gy, Gy, and G,
respectively; use | Mg, |, |Mg,| and | Mg, | to denote modular
multiplication operations on the cyclic group Gy, Gy, and
Grp, respectively; and use |BP,| to denote the operation
bilinear operation. The computational costs are show in
Table 4.

We use RELIC to evaluate the performance of our pro-
posed scheme on a PC with VMware ESXi (an Intel Xeon
E5-2678 v3 @ 12x 2.494 GHz CPU, 32 GB RAM, Ubuntu
20.04 operating system). The curve we used in our experi-
ment is x64-pbc-bn254.sh (BN254 curve y* = 2° + ax + b over
the finite field I, with embedding degree k = 12, the bit
lengths of elements in Gy, G and G are 64 bytes, 128 bytes
and 384 bytes, respectively). The implementation consists of
the following parts: Setup, KeyGen, Encrypt, and Decrypt.

First, we set there are 6 attributes in the system, each of
them is weighted from 1 to 5. Suppose that, the data user
hold all the attributes, and we set the threshold weight val-
ues is 10. Besides, we also fix 2 attributes must be included
in decryptor’s attribute set. Suppose the data user has 4 dif-
ferent attributes and satisfy the access policy. In KeyGen
algorithm, the PKG should compute 20 exponential opera-
tions on Gy, and 30 exponential operations on Gy. In
Encrypt algorithm, the patient needs to compute 41 expo-
nential operations on G, and 39 multiplication operations
on G. To decrypt the ciphertex, the data user needs to com-
pute 4 pairing operations, and over 100 exponential opera-
tions on G, nearly 900 exponential operations on Gs.

We compare our proposed scheme with [2] by using the
same parameters as shown above (we removed the AND-
gate attributes). The runtime of each part is shown in Fig. 3
(averages were computed over 1,000 executions).

Furthermore, we utilize the same settings to compare our
proposed scheme and [2] on an Android device (Google
Pixel 3 XL, with a Qualcomm Snapdragon 845 CPU, 4 GB
RAM, and Android 9.0 (Pie) operating system). The curve
we used in this implementation is arm-pbc-bn254.sh. All the
implementations are running 1,000 times, the averaged
results are shown in Fig. 4.

As can be seen from Figs. 3 and 4, the computational
overhead of our scheme is somewhat higher than [2].

| :
ul 0oOur schemel0[2] 13.99 i
N 11.94
12 11.18
> 10| 9.83 J
& 37
g 8.37
2 8 on 721 7.36 -
%“ 6.95 !
E 6 7
=
o~
ne i
2F J
0 T
Setup KeyGen Encrypt Decrypt
Fig. 3. Comparison of computational overhead on PC.
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Fig. 4. Comparison of computational overhead on Android phone.
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Fig. 5. Benchmark results of different algorithms of our scheme.

Nonetheless, by introducing more restrictions on the access
policy, our scheme can ensure the privacy. Moreover, from
the comparison, we can conclude that the computational
overheads are acceptable even when running the scheme on
an android phone.

For more precise evaluation, we set the threshold value
in the ciphertext from 2 to 100. In this implementation, there
are 40 attributes in the universe, and the weight is ranged
from 1 to 10. The Setup algorithm takes about 66.76 ms, the
time consuming of other algorithms are shown in Fig. 5.

Due to it needs many modular exponential operations,
especially in the Aggregate algorithm. If the Aggregate
algorithm should aggregate n elements, it needs n* modular
exponential operations. Therefore, as the threshold weight
value increases, the data user’s computational cost is also
greatly increased.

7 CONCLUSION

In this paper, we proposed a weighted attribute-based
encryption scheme in cloud-based personal health records
sharing system to balance between the privacy and the flexi-
bility. Specifically, it allows the patient to share the PHR
data under different weighted attributes with a threshold
weight value. Meanwhile, the patient can fix the specific

organization(s) where the data users belong to. According
to the performance evaluation, our proposed scheme is
potentially useful in the real world applications.

In the future, we intend to explore more restrictions on
threshold attribute-based encryption, such as blacklist-
based encryption to exclude some attribute sets in the
threshold ABE scheme.
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