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Abstract: In the age of the infodemic, it is crucial to have tools for effectively monitoring the spread of rampant 

rumors that can quickly go viral, as well as identifying vulnerable users who may be more susceptible to spreading 

such misinformation. This proactive approach allows for timely preventive measures to be taken, mitigating the 

negative impact of false information on society. We propose a novel approach to predict viral rumors and 

vulnerable users using a unified graph neural network model. We pre-train network-based user embeddings and 

leverage a cross-attention mechanism between users and posts, together with a community-enhanced 

vulnerability propagation (CVP) method to improve user and propagation graph representations. Furthermore, 

we employ two multi-task training strategies to mitigate negative transfer effects among tasks in different settings, 

enhancing the overall performance of our approach. We also construct two datasets with ground-truth annotations 

on information virality and user vulnerability in rumor and non-rumor events, which are automatically derived 

from existing rumor detection datasets. Extensive evaluation results of our joint learning model confirm its 

superiority over strong baselines in all three tasks: rumor detection, virality prediction, and user vulnerability 

scoring. For instance, compared to the best baselines based on the Weibo dataset, our model makes 3.8% and 

3.0% improvements on Accuracy and MacF1 for rumor detection, and reduces mean squared error (MSE) by 

23.9% and 16.5% for virality prediction and user vulnerability scoring, respectively. Our findings suggest that 

our approach effectively captures the correlation between rumor virality and user vulnerability, leveraging this 

information to improve prediction performance and provide a valuable tool for infodemic surveillance. 

 

Keywords: Infodemic surveillance, Neural multi-task learning, Rumor detection, User vulnerability, Virality 

prediction 

 

1. Introduction 

Online rumors refer to unverified information circulating on the Internet, especially on social media. 

Rumors with misinformation that distort facts can cause false beliefs and unnecessary panic in public. Those viral 

rumors, specifically, can result in incredibly harmful repercussions due to their extensive reachability, evidenced 

as various man-made tragedies sparked by the rumors about COVID-19 during the latest pandemic (Ali, 2020, 

Islam et al., 2021). 

Automatic rumor detection based on machine learning methods is an active research topic in recent years 

(Bian et al., 2020, Ma et al., 2016, Ma et al., 2017, Ma et al., 2018, Wang et al., 2020). However, the potential 

for online rumor surveillance is limited by the cost-effectiveness of monitoring all identified rumors and 

participants indiscriminately, while not all rumors and participants are equally important in surveillance. For 

example, a widely spreading rumor can have a greater range of impact and tends to be more convincing to users 

since high virality can serve as a mental shortcut to make a judgment by evoking 
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��������	��
����	�����������������������������

�

����� !� "#�$�%
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