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A Secure EMR Sharing System With Tamper
Resistance and Expressive Access Control

Shengmin Xu
Xinyi Huang

, Jianting Ning™, Yingjiu Li
, and Robert H. Deng

, Yinghui Zhang™', Guowen Xu",
, Fellow, IEEE

Abstract—To reduce the cost of human and material resources and improve the collaborations among medical systems, research
laboratories and insurance companies for healthcare researches and commercial activities, electronic medical records (EMRs) have
been proposed to shift from paperwork to friendly shareable electronic records. To take advantage of EMRs efficiently and reduce the
cost of local storage, EMRs are usually outsourced to the remote cloud for sharing medical data with authorized users. However, cloud
service providers are untrustworthy. In this paper, we propose an efficient, secure, and flexible EMR sharing system by introducing a
novel cryptosystem called dual-policy revocable attribute-based encryption and tamper resistance blockchain technology. Our
proposed system enables EMRs to be shared at a fine-grained level and allows data users to detect any unauthorized manipulation.
Moreover, the key generation center can revoke malicious users without affecting the honest users. We provide the formal security
model as well as the concrete scheme with security analysis. The experimental simulation and experimental analysis of our proposed
scheme demonstrate that our proposed system has superior performances to the most relevant solutions.

Index Terms—Dual-polocy attribute-based encryption, user revocation, blockchain, electronic medical records

1 INTRODUCTION

E LECTRONIC medical records (EMRs) have been widely used
in the current medical systems to improve collaborations
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among medical staffs, patients, and even research laboratories
as well as insurance companies for sharing patients” informa-
tion [2], [23]. EMRs not only convenience to technology
exchange and medical case study for patients, their relatives,
and medical researchers, but also bring a significant improve-
ment in practices of healthcare professionals and a large num-
ber of benefits to the current medical industry. According to
the report from SlectHub [41], EMRs adoption rates reach at
around 87% in 2019. A report from the University of Michigan
[9] also pointed out that the cost of outpatient care is reduced
by 3% in savings per patient each month by changing from
paper documents to EMRs. The foundation of EMRs is to
record and maintain medical documents, including lab tests,
images, and prescriptions, to provide flexible data sharing to
medical staffs, patients and insurance companies.

Many EMRs have been outsourced to the cloud system,
such as Amazon EMR [7], AdvancedMD [1], and DrChrono
EHR [19]. Fig. 1 presents a basic model of the cloud-based
EMR system. Typical entities are (1) data owners who col-
lect medical data from various devices; (2) a remote cloud
to store EMRs from data owners; and (3) data users fetch
EMRs from the remote cloud. Such a cloud-based EMR
sharing system allows convenient data management and
reduces the cost of local storage. However, it also faces
many security issues, such as availability, accessibility, and
standardization.

Tamper resistance. EMRs usually contain sensitive personal
data that should be immutable. The alteration and falsifica-
tion of medical records are considered crimes in most coun-
tries, according to the general data protection regulation
(GDPR) in the EU, the personal data protection act (PDPA)
in Singapore, and the health insurance portability account-
ability act (HIPPAA) in the US. However, the integrity of
cloud-based EMRs is vulnerable since EMR providers can
upload a modified version to replace the original one and
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Fig. 1. Basic Cloud-Based EMR Data Sharing Model.

untrustworthy cloud service providers (CSPs) physically
control the outsourced EMRs. When a medical mistake and
any medical malpractice case occur, doctors and related
healthcare providers have great temptations to change the
medical records for preventing the exposure of medical mal-
practices and maintaining their reputations [20]. CSPs also
have strong motivations to modify the outsourced EMRs for
various reasons. For example, CSPs may delete merely used
data to save the cost of data storage, and even collude with
EMR providers to cover medical malpractices. Determining
whether the EMR is modified or not is one of the significant
challenges in current EMR sharing systems. Fortunately,
blockchain, as a growing list of records with immutability,
has been widely used to ensure data integrity [29]. However,
it is inadequate to directly apply blockchain in the EMR shar-
ing system due to the lack of data confidentiality [16].

EMRs Confidentiality. Data confidentiality is one of the
most foundational requirements in EMR sharing systems,
especially preventing untrustworthy CSPs and malicious
users from learning any sensitive information. EMRs are
outsourced to CSPs, and the medical center cannot physi-
cally manage these outsourced EMRs. To achieve data confi-
dentiality, many cryptographic tools have been applied to
build secure data-sharing mechanisms. However, many
encryption mechanisms only provide access control with a
coarse-grained level which is unscalable and not suitable to
the cloud environment.

Expressive Access Control. To realize fine-grained access
control over encrypted data, attribute-based encryption
(ABE) [40] has been widely applied in various EMR sharing
systems [31], [32], [44], [51], [52], [54], [55]. There are two
primary flavors of ABE: Key-policy ABE (KP-ABE) and
ciphertext-policy ABE (CP-ABE). In KP-ABE [22], users’
secret keys are depended on access trees (as access struc-
tures “Name OR(Weight ANDSex)” and “(Name ANDH#ID)
ORDisease” in Fig. 2), and ciphertexts are encrypted over an
attribute sets. Hence, KP-ABE provides content-based
access control, where medical records are encrypted with a
set of attributes, such as “Name”, “Weight”, “Sex” and
“#ID”, to summarize the content of the record. In CP-ABE
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Fig. 2. Examples of KP-ABE and CP-ABE in EMR Sharing System.

[10], access trees are specified for ciphertexts, and secret
keys are associated with a set of attributes. Hence, CP-ABE
focuses on role-based access control, where medical records
are encrypted with an access policy (e.g., “123-45-678 OR
(Alice Hospital ANDCardiologist)”) describing who is
allowed to access the EMR. Therefore, KP-ABE convenien-
ces to research laboratories for medical researchers and
insurance companies to analyze and expect business devel-
opment, and CP-ABE is easy to help medical staffs and
patients to record and analyze the healthcare information.
However, KP-ABE and CP-ABE cannot offer role-based and
content-based access control simultaneously. To address
this issue, dual-policy ABE (DP-ABE) [5], [46] can be
applied, which provides content-based and role-based
access control simultaneously. Although DP-ABE provides
more flexible access control than KP-ABE and CP-ABE,
straightforward applying DP-ABE in the cloud-based envi-
ronment still suffers many threats.

Dynamic User Groups. Dynamic user groups are a chal-
lenging problem in the cloud-based EMR sharing system. In
the real world, commercial EMR systems usually stop the
data accessibility when users fail to renew their member-
ships and change of positions (e.g., promotion or retirement),
whose decryption privileges should be revoked. Hence, how
to manage the revoked users is an essential issue in many
cloud-based EMRs systems. There are two strategies to man-
age user revocation: instant revocation and indirect revoca-
tion. In instant revocation [4], users are revoked by a fully
trusted party immediately once their credentials are no lon-
ger valid. However, this method is impractical since requir-
ing a fully trusted party always online to issue the latest
revocation list when the user revocation happens, and the
data owners have to keep the revocation list up to date. In
indirect revocation [11], the validation of data users is based
on a negotiated revocation epoch (e.g., one hour/day/
month). Data owners only need to know the negotiated revo-
cation epoch rather than keeping the revocation list up to
date. Existing DP-ABE solutions [5], [6], [46] provide neither
instant revocation nor indirect revocation. Therefore, how to
design a secure, efficient, and flexible EMR sharing system
with user revocation in the cloud is a challenging problem
and should be urgently solved.

1.1 Related Work

Some EMR sharing systems [44], [46], [49], [51], [52], [53],
[55] and cloud-based systems [8], [27], [33], [50] have been
proposed to solve some of the above problems. We give a
comparison between them and ours, as shown in Table 1.
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TABLE 1
Comparison Among Existing Electronic Healthcare Medical and Cloud-Based Systems

Fine-Grained = Manipulation Dynamic Revocation Forward and Ciphertext Security
Control Detection User Complexity Backward Update Model
Group Secrecy
[44] X X v Linear X N/A Random Oracle
[51] X X X N/A N/A N/A Random Oracle
[53] X X v Linear X Re-Encryption Random Oracle
[55] X X v N/A X N/A Random Oracle
[52] X X 4 Linear X Re-Encryption Random Oracle
[49] X X v v v Public Update Standard Model
[46] v v X N/A N/A N/A Standard Model
[33] X X X N/A X N/A Random Oracle
[27] X X 4 N/A X Re-Encryption Random Oracle
[8] X X v N/A X SGX Random Oracle
[50] v X v Linear X N/A Standard Model
Ours v/ 4 4 Logarithmic v/ Public Update Standard Model

“Fine-Grained Control” refers to role-based and content-based access control simultaneously.
“Revocation Complexity” means the overhead for generating and distributing secret key or key-updating material to all the non-revoked data users.

“v" means the corresponding property is achieved.

x” means the corresponding property is not achieved.
“N/A” means not applicable.

Wan et al. [44] proposed a variant ABE with user revoca-
tion in the random oracle model, but it requires an extra
attribute to record expiration time and re-encryption to
ensure data confidentiality against revoked users, which
incurs linear revocation complexity since the key generation
center needs to distribute an updated secret key to non-
revoked users in each revocation epoch. Yang et al. [51]
combined symmetric key encryption and asymmetric key
encryption to introduce an EMR sharing system without
user revocation. Yeh et al. [53] applied the standard ABE to
realize user revocation based on the Merkle hash tree and
also considered data confidentiality against revoked users.
However, they applied the ciphertext re-encryption
approach for protecting data confidentiality to prevent
revoked users, which leads to a significant overhead of data
owners who has to re-encrypt data in each revocation
epoch. Zhang et al. [55] proposed an EMR sharing system
with user revocation and the constant-size system parame-
ter based on hash functions, which is simulated in the ran-
dom oracle model. However, the random oracle is an ideal
model which is nonexistent in the real world, and the effi-
ciency of user revocation is proportional to the number of
users rather than logarithmic compared to [53] and ours. To
reduce the cost in the data sharing phase, Yang et al. [52]
applied server-aided revocable ABE to build an EMR shar-
ing system in the random model, where the CSP controls
the user revocation. However, the CSP cannot be fully
trusted and suffers from a variety of attacks. Besides, the
non-revoked data user cannot decrypt the ciphertext with-
out assistance from the third party since the data user only
has partial decryption ability. Xu et al. [49] considered the
dynamic user revocation with logarithmic complexity, but
it only has role-based access control. Xu et al. [46] proposed
a lightweight and expressive access control ABE in the stan-
dard model with role-based and access-based simulta-
neously, while the user revocation is not considered and the
method to detect data manipulation is weak. They applied
the collision-resistance hash function to detect data manipu-
lation, which only allows the data users to know the data is
compromised rather than finding the manipulator. Wan

et al. [44] proposed a variant ABE with user revocation in
the random oracle model, but it requires an extra attribute
to record expiration time and re-encryption to ensure data
confidentiality against revoked users, which incurs linear
revocation complexity since the key generation center needs
to distribute an updated secret key to non-revoked users in
each revocation epoch. Yang et al. [51] combined symmetric
key encryption and asymmetric key encryption to introduce
an EMR sharing system without user revocation. Yeh et al.
[53] applied the standard ABE to realize user revocation
based on the Merkle hash tree and also considered data con-
fidentiality against revoked users. However, they applied
the ciphertext re-encryption approach for protecting data
confidentiality to prevent revoked users, which leads to a
significant overhead of data owners who has to re-encrypt
data in each revocation epoch. Zhang et al. [55] proposed an
EMR sharing system with user revocation and the constant-
size system parameter based on hash functions, which is
simulated in the random oracle model. However, the ran-
dom oracle is an ideal model which is nonexistent in the
real world, and the efficiency of user revocation is propor-
tional to the number of users rather than logarithmic com-
pared to [53] and ours. To reduce the cost in the data
sharing phase, Yang et al. [52] applied server-aided revoca-
ble ABE to build an EMR sharing system in the random
model, where the CSP controls the user revocation.
However, the CSP cannot be fully trusted and suffers from
a variety of attacks. Besides, the non-revoked data user can-
not decrypt the ciphertext without assistance from the third
party since the data user only has partial decryption ability.
Xu et al. [49] considered the dynamic user revocation with
logarithmic complexity, but it only has role-based access
control. Xu et al. [46] proposed a lightweight and expressive
access control ABE in the standard model with role-
based and access-based simultaneously, while the user rev-
ocation is not considered and the method to detect data
manipulation is weak. They applied the collision-resistance
hash function to detect data manipulation, which only
allows the data users to know the data is compromised
rather than finding the manipulator.



Ning et al. [33] introduced a cloud-based sharing sys-
tem by applying ABE and searchable encryption. They
focus on the performance of keyword search and privacy
of the searching pattern during the searching phase, and
the property of user revocation has not been taken into
consideration. Michalas [27] additionally offers the user
revocation by presenting an attribute-based data sharing
system with keyword search and user revocation. To pre-
vent the revoked user from fetching the data generated
before user revocation, the re-encryption method is
offered to realize the ciphertext updating, which leads to a
significant overhead for data owners to re-encrypt data in
each revocation epoch. To optimize the updating perfor-
mance, Bakas et al. [8] designed a revocation mechanism
and an access control mechanism by exploiting the func-
tionalities offered by SGX, and presented a cloud-based
data sharing system with user revocation and keyword
search. Recently, Xu et al. [50] introduced a novel concept
of ABE, called ElGamal-type ABE, which is based on the
property of linear master secret sharing. They introduced
a generic construction of revocable attribute-based
encryption, which several candidates of ABE schemes
[22], [37] can be used to instantiate it. However, the pro-
posed generic construction does not provide any back-
ward secrecy or ciphertext update.

Therefore, there is no formal treatment to build an EMR
sharing system with fine-grained access control, manipula-
tion detection, dynamic user group, and forward and back-
ward secrecy simultaneously via the public cloud.

1.2 Contributions

In this paper, we introduce a dual-policy revocable attri-
bute-based encryption (DP-RABE). By applying this cryp-
tographic tool and blockchain technique, we design an
efficient, secure, and flexible EMR sharing system
with dynamic user groups to solve the above problem
simultaneously.

Non-Manipulated EMRs. The previous solutions [44], [51],
[52], [53], [55] focus on data confidentiality in the remote
cloud storage rather than data integrity. Another research
field called data of storage [3], [43] concentrates on data
integrity and requires a third party to verify the remote data.
To prevent EMRs manipulation, we apply the blockchain
technique rather than the third party to check data integrity.

Expressive Flexible Access Control With Dynamic User
Groups. Many existing EMRs management systems only
have either content-based access control or role-based
access control. To offer them simultaneously, we design a
dual-policy mechanism with a constant-size system param-
eter and supporting the large universe. To manage revoca-
tion, we apply tree-based data structure [30] to decrease the
overhead of user revocation from linear [13] to logarithmic.

Publicly Updatable Ciphertext. The previous solutions for
user revocation [4], [11], [13], [17], [34], [35] only consider
the revoked users cannot access any subsequent ciphertext
after being revoked. However, the old ciphertexts still can
be accessed by these revoked users. To overcome this
problem, we design the mechanism that allows ciphertext
to be updatable publicly, which allows ciphertexts can be
updated by the CPS without any delegation key. Hence,
users cannot access the data before being revoked.

Decryption Exposure Resistance. Decryption exposure
attack [42] is a practical attack in indirectly revocable cryp-
tosystems. The frequently used decryption key faces many
threats, such as key leakage attacks and side-channel
attacks. Decryption exposure attack enables the adversary
to learn some decryption keys to break forward and back-
ward secrecy. To prevent this attack, our proposed scheme
utilizes key re-randomization technology to remove the
relationship of decryption in each revocation epoch. There-
fore, the forward and backward secrecy is preserved even
some decryption keys are compromised.

1.3 Roadmap

Section 2 recalls some preliminaries about our proposed
scheme. Section 3 introduces the system architecture,
including definition, system model, threat model, and corre-
sponding security model. Section 4 proposes the concrete
DP-RABE scheme and corresponding security analysis. Sec-
tion 5 gives the efficiency analysis to illustrate the practice
of our proposed scheme. The paper is concluded in
Section 6.

2 PRELIMINARIES

Before giving an accurate description and definition of our
proposed EMR sharing system, we introduce some nota-
tions and necessary preliminaries used in the proposed
system.

2.1 Notations

Let N be the set of all natural numbers, and for n € N, we
define [n] : {1,...,n}. If s is a string, then s[i] denotes the i'" bit
of s. Letd := (ug,us, ...us) denote a vector of dimension £ in Zf).

2.2 Assumptions

The decisional Bilinear Diffie-Hellman (BDH) assumption
[45] defines the following game: The challenger takes as
input a security parameter A to run the group generation
algorithm G(\) to derive the description of bilinear map
(G, Gy, g,p). Next, it picks three random terms a,b,c € Z,
and sends g, ¢*, ¢’, ¢, e(g, g)” to distinguish the value z is abe
or a random value.

The modified ¢ assumption [46] defines the following
game: The challenger takes as input a security parameter A
to run the group generation algorithm G(\) to derive the
description of bilinear map (G, Gy, g, p). Next, it picks 2¢ + 2
random exponents a,s,by,bo, ..., b, c1, ¢2,...,¢q € Z, and
sends the following terms

5u)2

9.9, ¢! -
i . . ip . v /b4 .
g“_»g”;g“’bf,g“ b, g " (i, ) € lg.q)
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1
to distinguish e(g, g)sa’q+ from a random term R € Gy. In

Appendix A, which can be found on the Computer Society
Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TDSC.2021.3126532., we give the rigorous security
analysis of the modified ¢ assumption.

2.3 Linear Secret Sharing Scheme (LSSS) [22]

Let M be an ¢ x n matrix over the base field F and p denote a
mapping function from the set [/] to the universe of attrib-
utes. An LSSS policy (M, p) satisfies an attribute set y if
(1,0,...,0) € F" is contained in Spang(M; : p(i) € ¥), where
M, is the i*" row of M.

2.4 Tree-Based Revocation Mechanism

The subset-cover algorithm KUNode(st, 1, t) [30] as shown in
Algorithm 1 was introduced to fetch the minimum set
related to non-revoked data users to derive key-updating
material, which takes as input state st as a binary tree, a rev-
ocation list 7/ and a revocation timestamp ¢, and outputs a
set of nodes. Specifically, let Path(v) be the set of nodes on
the path from the root node of the tree to the node v, and
(v, v,) denote the left and right child of v if v is a non-leaf
node, the details of the tree-based revocation mechanism
are given below:

Algorithm 1. KUNode(st, i, t) [30]

1 XY<0
2 for (v;,t;) € rldo
if t; < t then

X+ XUPath(v;)
3 forz e Xdo
if x; ¢ X thenY «— Y Uz
if z, ¢ X then
Y —YUz,
4 if Y = then
Y < root
5 returnY.

2.5 Time Encoding Mechanism

The time encoding algorithm CTEncode(t, 7) [49] as shown
in Algorithm 2 was introduced to encode the timestamp ¢ to
a binary timestamp ¢ < t, where 7 is the system bounded
lifetime. By replacing identity to # in Waters’ identity-based
encryption (IBE) [45], the timestamp is allowed to be updat-
able without delegated information. The details of time
encoding mechanism are given below:

Algorithm 2. CTEncode(t,7) [49]

1 chk « false;
2 len < log,7;
3 fori=1log,7 toi=1do
if t[¢] = 1 and i = len and chk = false then
tli] = 1,len = len — 1
else
chk « true,t =0
4 returnt.

2.6 Symmetric Encryption

Definition 1 (Symmetric Encryption). A symmetric encryp-
tion scheme I1 consists of two deterministic algorithms operated
between senders and receivers.

IL.Enc(K,m) — c: The encryption algorithm is run by
senders. The algorithm takes as input a key K and a message
m, and outputs a ciphertext c.

I1.Dec(K,c) — m: The decryption algorithm is run by
receivers. The algorithm takes as input the key K and cipher-
text ¢, and outputs the message m.

A symmetric-key encryption scheme is said to be one-time
semantically secure (SS) if for any probabilistic polynomial
time adversary 4, the following advantage is negligible:

(mo,m1) — A(N)

o o befo i Kek | 1
Adviy(A) = |Prib=0t": 7~ I1.Enc(K,m) 2
b — A(ct)

2.7 Collision-Resistant Hash Function

Definition 2 (Collision-Resistant Hash Function). A hash
function h : {0,1}" — {0, 1} is said to be collision resistant if
it has following properties: (1) Length-compressing: m < n;
and (2) Hard to find collisions: For all probabilistic polynomial
time adversaries, the following probability is negligible:

Pr(zo,z1) — A" h) : 2y # 1 N h(xg) = h(z1)].

Remark 1. To support the authorized party to modify out-
sourced data and blockchain information, we can replace
collision-resistant hash function to chameleon hash [28],
which has been widely used in blockchain to modify the
block information [14], [18].

3 SYSTEM ARCHITECTURE

In this section, we present the definition of DP-RABE scheme,
and a system model as well as a threat model of EMR sharing
systems. We then provide a formal security model to simu-
late all the possible attacks in the threat model.

3.1 Definition

In our proposed DP-RABE, we consider flexible access con-
trol and design an efficient revocation mechanism to handle
dynamic user groups. The definition of DP-RABE is given
below.

Definition 3 (DP-RABE). A DP-RABE scheme A with a sub-
jective attribute universe () and an objective universe £),,
which supports subjective policies P, and objective policies P,
with an identity space T and a message space M consists of the
following algorithms:

A.Setup(\, N, T) — (pp,msk,rl, st): The probabilistic
setup algorithm takes as input a security parameter A\, a num-
ber of users N and a system lifetime T, and outputs a parame-
ter parameter pp, a master secret key msk, a revocation list 7l
and a state st.
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A KeyGen(pp, msk, st,id, (¥, 0)) — (skiq, st): The proba-
bilistic key generation algorithm takes as input a public param-
eter pp, a master secret key, a state st, an identity id € Z, a set
of subjective attributes v € Qg and an objective access struc-
ture O € P, and outputs a secret key sk;q and a state st.

A.KeyUpdate(pp, i, st,t) — kw,;: The probabilistic key
update algorithm takes as input a public parameter pp, a revo-
cation list i, a state st and a timestamp t, and outputs a key-
updating material ku.

A.DKGen(pp, skid, kuy) — dkjqy/L:  The  probabilistic
decryption key generation algorithm takes as input a public
parameter pp, a secret key skiq and key-updating material kuy,
and outputs a decryption key dk;q, or a failure symbol L.

A.Enc(pp,t,m,(S,w)) — ¢ The probabilistic encryption
algorithm takes as input a public parameter pp, a timestamp t,
a message m € M, a subjective access structure S € Py and a
set of objective attribute w € (), and outputs a ciphertext c.

A.CTUpdate(pp, c,t') — ¢: The probabilistic ciphertext
update algorithm takes as input a public parameter pp, a cipher-
text c and a timestamp t', and outputs an updated ciphertext ¢.

A.Dec(pp, dkiqs, ') — m: The deterministic decryption
algorithm takes as input a public parameter pp, a decryption
key dkiq; and a updated ciphertext ¢, and outputs a message
m e M.

A.Rev(rl,id,t) — rl: The deterministic revocation algo-
rithm takes as input a revocation list rl, an identity id € T and
a timestamp t, and outputs a revocation list rl.

3.2 System Model

Our proposed EMR sharing system has four typical parties:
a key generation center (KGC), data owners (DOs), data
users (DUs) and a CSP as shown in Fig. 3. The details of
each entity are given below.

Block k Block k + 1

Prev_Hash ] [ EMR_Root ][ Ti

Prev_Hash

EMR_Root EMR_Root

Timestamp

Fig. 4. Blockchain Maintains EMR to Prevent Manipulation.

| Run A. Rev(d, IV, T) = (pp.msk,rl,st)
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Fig. 5. System Initialization.

KGC. The KGC acts as the medical center to initialize sys-
tem and broadcast system parameters to other entities, and
also maintains credentials of medical staffs and patients
when they join the system. Besides, the KGC can revoke the
invalid medical staffs and patients by publicly broadcasting
key-updating materials in each revocation epoch. Moreover,
to prevent manipulation of EMRs, the KGC appends new
block in the blockchain, as shown in Fig. 4 in each revoca-
tion epoch. In the real-world applications, the manager of
blockchain could be a trusted third party, e.g., government
and insurance company, etc.

DOs. DOs represents a set of medical staffs and patients
who have confidential data to be shared with DUs by
uploading the corresponding ciphertexts to the CSP.

DUs. DUs is a set of medical staffs and patients who have
valid secrets key issued by the KGC. They can derive valid
decryption keys if their credentials are not revoked.

CSP. The CSP offers a large amount of data storage to
accommodate ciphertexts from DOs and unlimited compu-
tational power to evolve ciphertexts to the updated cipher-
text in current revocation epoch.

Let IT = (Enc, Dec) be a symmetric encryption scheme as
in Section 2.6, A = (Setup,KeyGen,DKGen, Enc,CTUpdate,
Dec, Rev) represent a DP-RABE scheme as in Section 3.1 and
h be a collision resistant hash function as in Section 2.7. The
workflow as shown in Fig. 3 includes the following four
steps:

e  System initialization: Fig. 5 shows the system initiali-
zation phase. The KGC runs A.Setup(A\,N,7) —
(pp, msk,rl, st) and chooses a collision resistant hash
function h:Cgg x K — {0,1}" to initialize the sys-
tem, and broadcasts (pp, h) to DOs and CSP, where
Csp; is the ciphertext of symmetric encryption scheme
and K is key space of symmetric key. For each DUs,
the KGC runs A.KeyGen(pp,msk, st,id, (¥,0)) —
(skiq, st) and sends the secret key sk;q to the corre-
sponding DU (see @).

o User managing: Fig. 6 shows the user managing
phase. The KGC runs A.Rev(rl,id,t) — rl to add
invalid data receivers to the revocation list 7/ (see @)
and runs A.KeyUpdate(pp,rl, st,t) — ku; (see ©) to
broadcast public key-updating material in each revo-
cation epoch (see @). For all DUs, they runs
A.DKGen(pp, skiq, kut) — dkiq;/ L to derive the valid
decryption key dk;q, if they are non-revoked (see @);
otherwise, they obtain a failure symbol L.

e  Data sharing: Fig. 7 shows the data sharing phase. DOs
pick a random symmetric key K € K and run I1.Enc(K
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EMR) — Cgg, A.EnC(pp, t, K, (S, a))) — Cyppand H =
h(Csp, K) (see @), then upload ciphertexts C =
(Csp,Cuapp,H) to the CSP. The CSP then runs
) —

C = (Csg,Cupr,H) to C' = (CSEVCABE’H) with the
current revocation epoch ¢’ (see @). The KGC and DUs
are allowed to request the updated ciphertext C’ (see
0). The KGC extracts H in newly derived ciphertexts C"
and then writes them into the blockchain as in Fig. 4 to
prevent data manipulation (see ©).

e  Data revealing: Fig. 8 shows the data revealing phase.
DUs first run A.Dec(pp, dkiat, C'y5p) — K and gener-
ate H = h(Csg, K), and then check the validation
depended on blockchain. If H = H’, DUs run
I1.Dec(K, Cgp) — EMR to get retrieve the data EMR;
otherwise, it aborts this ciphertext since it is invalid
message (see @).

Remark 2. Our proposed EMR sharing system includes key
encapsulation mechanism (KEM) to improve the perfor-
mance of data transmissions and blockchain technology
for achieving immutability, where the security of KEM is
protected by the symmetric encryption as shown in Defi-
nition 1 and the security of blockchain technology is
based on ECDSA [24] and collision-resistant hash func-
tion as shown in Definition 2.

3.3 Threat Model

In our system, the fully trusted entities are the KGC and
DOs. The KGC issues credentials to DUs, broadcasts public
key-updating materials and appends valid block in block-
chain in each revocation epoch. DOs encrypt EMR honestly
following our proposed mechanism.

csp
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11. . Enc(K, EMR) = Csg b CopCapp )
12. A.Enc(pp, t. K, (5,w)) = Cagg |
13 H = h(Cse K) . 1
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r
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| H tothe chain ]

Fig. 7. Data Sharing.
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The CSP is semi-trusted who follows our scheme but tries to
learn the sensitive data with any possible passive attacks.
Moreover, the CSP may dishonestly store the outsourced
data from DOs for reducing the resource cost. To prevent
the data manipulation attack from the semi-trusted CSP, we
apply blockchain to check data integrity and cryptosystems
to ensure data confidentiality.

DUs are untrusted who can be either non-revoked and
revoked. They all try to learn the unauthorized data and
even collude with the other DUs. For example, unautho-
rized and DUs, and authorized but revoked DUs to reveal
sensitive data. To prevent attacks from untrusted DUs, we
apply cryptosystems to ensure data confidentiality.

From the above, the security of our proposed scheme
depends on blockchain and cryptosystems. Blockchain has
been well known to secure and against manipulation. The
cryptosystems in our scheme are hash function, symmetric
encryption, and DP-RABE scheme. We apply the collision-
resistant hash function to prevent the adversary from break-
ing data integrity. AES is the instantiation of symmetric
encryption, which is well known secure against varieties of
attacks. For the security of DP-RABE, we present the formal
security model called selectively indistinguishable against
chosen plaintext attacks (sIND — CPA) in the next subsection
to demonstrate the security of our DP-RABE.

3.4 Security Model

Definition 4 (sIND — CPA in CP-RABE) A DP-RABE consists
of eight algorithms A = (Setup,KeyGen, KeyUpdate, DKGen,
Enc, CTUpdate, Dec, Rev). For an adversary A, we define the fol-
lowing experiment:

Experiment ExpS">CPAN N, T)
(8%, ", t7) — A(N);
(pp, msk,rl, st) — A.Setup(\, N, T);
(mo,m1,t) — A°(pp);
b—{0,1};
¢ «— AEnc(pp, t*, my, (S*,0"));
¢« A.CTUpdate(pp, ¢, t*);
b — A(c);
return 1 if b =1, else return 0.
O denotes a set of oracles, {Okeygen(:,"s"), Okeyupdate(-)s

Orev(*, "), Opkgen(*s s, *) }. The definition of above oracles are
described as follows:



o OkeyGen(:s ) is a key generation oracle that allows A
to query an identity id € I, a set of subjective attributes
Y € Qg and an objective access structure O € P,. For
each query, it runs A.KeyGen(pp, msk, st,id, (¥, 0))
to return the secret key skiq.

o OkeyUpdate(-) is a key update oracle that allows A to
query a timestamp t € T. For each query, it runs
A.KeyUpdate(pp, rl, st,t) to output the key update
k‘ut.

e Ogev(+,) is a revocation oracle that allows A to query
an identity id € I and a timestamp t. For each query,
it runs A.Rev(rl,id, t) to update the revocation list rl.

o  Opkgen(,",-,-) is a decryption key generation oracle
that allows A to query an identity id € Z, a set of sub-
jective attributes r € €, an objective access structure
O € P, and a timestamp t € T. For each query, it
runs A.DKGen(pp, skiq, ku;) to output the decryption
key dkiq, if the corresponding secret key skiq and key
update ku, are available; otherwise, it runs
OkeyGen (id, ¥, 0) and OkeyUpdate (t) first to obtain the
secret key sk;q and key update ku,. The above oracles
are allowed to query adaptively with the following
restrictions:

1) Okeyupdate () and Orey (-, -) can be queried at the time t
which is greater than or equal to that of all previous
queries.

2)  Ogev(+, ) cannot be queried at the time ¢ if Oxeyupdate (-)
was queried at the time't.

3)  If OkeyGen(-,-,-) was queried on an identity id € T
with a set of subjective attributes yy € QO and an objec-
tive access structure O € P,, s.t. S*(¢) = O(w*) =1,
then Opey(-,-) must be queried on this identity id at
the time t < t*.

4)  Opkgen(:s-, -, ) cannot be queried on any identity id €
Z with a set of subjective attributes ¥ € ), and an
objective access structure O € P,, st S (¢) =
O(w*) = 1 at the challenge time t* or any identity id €
T has been revoked. A DP-RABE scheme is said to be
SIND-CPA secure if for any probabilistic polynomial
time adversary A, the following advantage is negligible:

AdvP AN, T)
= | Pr[Expy PAN N, T) = 1] - 1/2].

Remark 3. Our security model also captures the security
threats as we mentioned in the threat model. By querying
OkeyGen(, - -) and Opkgen(, -, -; -), the adversary can obtain
multiple secret keys and decryption keys, which allow the
adversary to play as untrusted revoked DUs. By querying
OkeyUpdate(-) and  Opkgen(-;-,*,-), the adversary also
obtains multiple secret keys and key-updating materials,
which enable the adversary to play as untrusted non-
revoked DUs. Combing the above two cases, the adver-
sary can launch the collude attack on behave of untrusted
DUs. The adversary also can play as the semi-trusted
cloud by obtaining the challenge ciphertext.

Remark 4. Our security model is derived from the previous
RABE schemes [25], [39], [48] with the advanced access
control policy. These previous solutions only consider
key-policy and ciphertext-policy access control individu-
ally; in contrast, our model focuses on dual-policy access
control. Note that the initial ciphertext ¢ must be pro-
tected. In previous solutions [25], [39], [48], the ciphertext
is generated for the future (t* > ¢ for all ¢+ having been
queried) or is updated before sending to .A. Our security
model follows the latter case.

4 PRoPOSED DP-RABE SCHEME

In this section, we give the concrete scheme of DP-RABE
with the security proof based on the decisional BDH
assumption and the ¢-type assumption.

4.1 Concrete Scheme

Let A be a DP-RABE scheme with a subjective attribute uni-
verse (), and an objective universe (), that supports subjec-
tive policies P, and objective policies P, with an identity
space Z and a message space M. The concrete construction
of DP-RABE are given below:

A.Setup(A\, N, T) — (pp, msk,rl, st): The setup algorithm
generates the description of bilinear map (G,Gr,g,p) by
running the group generation algorithm G()), then ran-
domly picks o €Z, and w,v,u,h,a, hyug, u, ..., ug € G,
where ¢ = log,7. The algorithm returns the public parame-
ter pp and the master secret key msk as:

pp = (97 w, v, u, h,’&, Hv Up, U1, ...,UZ,E(Q, g)a)vak =,

and two empty sets rl, st — () denoted a revocation list and a
state.

A.KeyGen(pp, msk, st,id, (¥, Q)) — (skiq, st): Parse the set
of subjective attributes ¥ = (¥, ¥, ..., ¥;..) € ), and the objec-
tive access structure O = (M, p) € P, where M is an ¢, X n,
matrix and p is a mapping function p : [¢,] — Z,. The key gen-
eration algorithm assigns id to a unassigned leaf node. For all
nodes 6 € Path(id), it retrieves oy if available; otherwise,
it chooses ay € Z,, and updates the state st < st U (6, a). The
algorithm chooses Z = (e, z2, ‘.,x%)T € ZZ”“ to derive X =
(A1, A2, s Ag,) = M and picks 7, {7 }icp0,: {7} jep,) € Zyps then
Computes Skid,g = ({Skl‘i’ Sk‘gl', Sk’&i}ie[é’o] s Sk‘q, {Sk'(,ﬁj, Skﬁd}je[ks])
as:

ski; = g’\f“@wWA)"',skgﬂ; = (ﬂpmﬁ)*r",skm =g, sky =g, sks,
= gy, = (WO

The algorithm returns skiq = (¥, 0), {skide}gepan(ia) and
the updated state st.

A.KeyUpdate(pp, rl, st,t) — ku;: The key update algo-
rithm encodes ¢ to the bit representation. Let V C [¢] be a set
of k with t[k] = 0. For 6 € KUNode(st,rl,t), it retrieves ay,
randomly picks 7 € Z, and computes ku; o = (kuy, kus) as:

kuy = ¢* (uo [ T1ey wr) s kug = g*.

The algorithm returns ku;, = (¢, {kut.0 }oekunode(st.rit) )-
A.DKGen(pp, skiq, kuy) — dk;qy/L: The decryption key

generation algorithm returns a failure symbol L1 if

Path(id) " KUNode(st,rl,t) = (); otherwise, it randomly



chooses 7', {r};c,), {7} jen,» T € Zp and computes dkjq; =
({dkl s dkg iy dkg L}te[l ], dk4, {dkgu7 dk6 /} dk7) as:

i€lks]?

/ / /
dk’lﬁi = Sk‘li . ku1 sl - (UQ Hk‘EV Uk)f

= gAin’+T!wr+7 (’LL() HkEV uk) 3 deL = Skgi . (ﬂp(l)h)_r;

= (@OR)" D dky; = sky; - gt = g, dky = sky - g7
=gt dks ; = sks, 'gr"' = grjﬂ‘j; dks
= sk, - (u‘l/jh)r;v—r _ (ug/fjh)rﬁr —(r+7) ), dky = kus - g
= gHT'_
The algorithm returns dkjq; = ({dki;, dks, dkg‘i}ie[l |

dka, {dks,j, ks }icpp, ), dK7).

A.Enc(pp,t,m,(S,w)) — ¢ Parse the set of objective
attributes w = (w1, wy, ..., wy,) € Q, and the subjective access
structure S = (N, ) € P,, where N is an ¢, X ny matrix and
7 is a mapping function 7 : [(;] — Z,. The encryption algo-
rithm chooses 7= (s, 42, ..., yn) € Z"SXl to derive X =
(N}, Xy, oy Xy ) = N7, then encodes time ¢ as @
CTEncode(t T). Let V C [{] be a set of k with ¢[k] = 0. The
algorithm picks {s; };c; 1. {8/} e/, € Zp and computes:

—S

as s S; ~w1 1.\ 5;
co=m-€e(9,9)",c1 =¢°, o5 = g%, c3; = (W h)"w %, cay

N s 7(j =S8 S s s
= v, o5 = (W) 5 = g%, e = g, cg ) =

The algorithm returns c= ((¢,S,w),c, c1,{c2;, C3,i}z‘e[k~o]»
{eas s o5} jepe)s ors {es it rey)-

A.CTUpdate(pp, c,t') — ¢: The ciphertext update algo-
rithm encodes the time #' to the bit representation. Let V C
[] be a set of k with ¢[k]=0. It chooses ¥ =

(s ¥, -nyy) | €200 to derive N = (X{,Ag,.. X/ ) =Ny.
The algorithm pleS {8itietwo)» {87 jepe,) € Zp and computes
the ciphertext ¢’:
’_ as’ a(s+s') 1 s sts
CO—C()'e(g,g) _me(g7g) 701_61'9 =g 7625
/ . /
=gl =g, ng

~

= c3; - (@h)Tw™ = (@ R)sit Sy () ¢

N/ )\l+)\/l +‘;
Cyj - wiv'i = wi Y 7651

e (W OR) " = (wOR)" D o

si+s.
77 , C7

S/-

Cj 97 =9
= cr - - Tliey e il = (uo [Tpepun)™
The algorithm returns ¢ = ((',S, ), ¢, ¢}, {ch;: &5 bicro)»

/ / / /
{04‘]'7 Cs.50 Ce,j}je[zs]v ).

A.Dec(pp, dkigy,c') — m: Let I ={i:p(i) € ¢} and J =
{j : n(j) € w}. The decryption algorithm computes two vec-
tors:

U= {Ui € Zp},S.t. Z'iel Mﬂ}, = (1,07

= {U)j S Zp}, s.t. Zje,] N]’Z.U] = (1,07 ,0)

To decrypt the ciphertext c, it computes den as:

den = []c,(e(c) j; dks) - (5 5, dks j) - e(c 5, dbe 5))" -

ech, k) = e(g,w)"™ ) - e(g, g [Ty ) 7).

Next, it computes num as:

num = [T (e(cr, dkri) -

a(s+s')

e(cfz’i7 dks ;) - e(cg?,i, dks;)/den)"

= 6(97 g)

The algorithm returns m = ¢ /num.
A.Rev(rl,id,t) — rl: The revocation algorithm updates
the revocation list as rl «— rl U (id, t).

Remark 5. To optimize the performance, once the cipher-
text is updated, the updated version will replace the origi-
nal version except the components related to timestamp,
e.g., ¢y and cg ;. In our threat model, we assume that CSP
is semi-trusted, hence, this strategy is secure and the
adversary cannot gain any advantage from it. Several
promising solutions [25], [39] have been introduced to
update the whole storage including the components
related to timestamp. They use various cryptographic
tools to manage the timestamp, e.g., ABE [26] in [39] and
hierarchical IBE [12] in [25].

Remark 6. We consider the security notion of sIND — CPA
in our proposed DP-RABE scheme, which offers semantic
security. To achieve notions like selectively indistinguish-
able against chosen ciphertext attacks (sSIND — CCA), the
well-known Fujisaki-Okamoto transformation [21] can be
applied, which provides a generic transformation app-
roach from IND — CPA-like notions to IND — CCA-like
notions. Besides the widely adopted Fujisaki-Okamoto
transformation [21], many promising candidates [15], [38]
can be leveraged.

4.2 Correctness

The message m can be recovered if the decryption key asso-
ciated with (¢, 0,¢) satisfies the ciphertext (S,w,t'), s.t.
S(¢) =0(w) =1 and t =t'. In particular, if O(w) =1, the
decryption key holder can compute dec as:

[Ljes(e(cy, dka) - e(c5 j, dks 5) - e(cg ;, ke 5))" - e(ch, dkr)
= [je (e, g e (wrh)~H5), g%,
e(g“"f“.g (ui h)rj+7'_]-v—(r+7-’)))wje((uO ey uk)5+5’7 g+
= T (@0, g e (up [Ty i)™ g7+
(g, w)(r+r’> D jes Wil (t+7)(s+5)
(9,

U)) (r+1")(s+5")

e(g, uo [ [rey wr)

-e(g,uo [ [ ey uk)(r+r (s+s)

If S() =1 and ¢t =, the decryption key holder can com-
pute num as:



[Licr(e(c;, dkay) - e(ch, dRay) - e(c , dRs) [dec)”

= [T (elg™, o™ (ug [Ty u) T )e(g"
(@R DY@ Ry w6, g fden)™

= s (e(g* @ w ™ (uo [Ty w) ™™ ) /den)"

[Te(s; Q)Zvﬁe[ A (5+5)
)0‘(5+5’)'

=el9,9
The message m can be recovered as:

a(s+s') _

cy/num = m - (g, 9)""" /e(g, 9) =m.

4.3 Security Analysis

Theorem 1. The proposed DP-RABE scheme is secure if the deci-
sional BDH assumption and the modified g assumption hold.

Before giving a brief sketch of our security proof, we sug-
gest readers to revisit RABE [47], [48] and DP-ABE [46]. Our
security proof combines the proofs from the above scheme.
The security proof in our proposed scheme can be divided
into two components: attribute-based component and time-
based component. The attribute-based component is based
on DP-ABE [46] from [36], [37], and this component is
secure if the modified ¢ assumption holds. The time-based
component is based on RABE schemes [47], [48], and this
component is secure if the decisional BDH assumption
holds. Hence, our proposed scheme is secure if the modified
q and the decisional BDH assumptions hold.

The sketch of the proof is that we can construct a simula-
tor B to break decisional BDH assumption (referring
assumption in Waters’s IBE [45]) or modified g assumption
(referring assumption in KP-ABE and CP-ABE [47], [48])
with interacting of .4 which can break our proposed
scheme. Before the beginning of reduction, B chooses a ran-
dom bit rec € {0, 1} to guess the role of A.

If rev =0, A plays the non-revoked users. For each key
generation query, B simulates the ABE component as [47],
[48] except the embedding master secret key is o — oy rather
than « in the original proof, where a4 is the secret informa-
tion in st. For each key update query, B runs the key update
algorithm since oy is known. For decryption key generation
oracle, B simulates the decryption key based on key genera-
tion oracle and key update oracle. For revocation oracle, B
runs the revocation algorithm to update the revocation list.
In the challenge phase, B forwards challenge messages
(mg, m1) to the underlying ABE schemes and simulates the
time-based component itself to return the challenge cipher-
text to A. A then submits a bit ¥ as the guessing of challenge
message. B3 forwards this bit &’ to underlying ABE schemes.

If rev =1, A acts as the revoked users. For each key gen-
eration query, B runs the key generation algorithm using
skg as the master secret key. For each key update query, B
encodes the timestamp to the bit representation then for-
wards to an underlying IBE scheme to answer the query.
For decryption key generation oracle, B simulates the
decryption key based on key generation oracle and key
update oracle. For revocation oracle, B runs the revocation

algorithm to update the revocation list. In the challenge
phase, B forwards challenge messages (mg,mi) to the
underlying IBE scheme and simulates the attribute-based
component itself to return the challenge ciphertext to A. A
then submits a bit ' as the guess of challenge message. B
forwards this bit &’ to underlying IBE schemes.

Therefore, if there exists an adversary 4 can break our
proposed DP-RABE scheme, we can simulate an algorithm
B to break C;;. with the decisional BDH assumption, and Cy,
and C,, with the modified ¢ assumption. Please refer to
Appendix B, available in the online supplemental material,
for the details of the security proof.

5 EFFICIENCY ANALYSIS

In this section, we give the theoretical analysis and experi-
mental simulation between previous solutions and ours.
For theoretical analysis, we focus on the comparison
between the existing solutions [44], [46], [49], [51], [52], [53],
[55] and ours. For experimental simulation, we analyze the
recent works [46], [49] and ours since they are sharing sys-
tem with either efficient user revocation or expressive fine-
grained access control in the standard model. Specifically,
[49] provides an efficient revocation mechanism with loga-
rithmic user revocation and no secure channel, and [46]
applies role-based and content-based access control simul-
taneously with comparable performances among the other
solutions.

5.1 Theoretical Analysis

Table 2 shows the theoretical analysis between the relevant
EMR sharing systems and ours from two angles: computa-
tional complexity and space complexity. For computational
complexity, we focus on setup, key generation, encryption,
and key update generation algorithms. For the space com-
plexity, we focus on the system parameter, secret key, and
ciphertext.

In the system setup phase, only [52], [55] and [46] have
the constant computational complexity to generate the sys-
tem parameter, and other solutions base on either the set of
attributes or the policies depend on different access policy
(e.g., KP-ABE and CP-ABE). Besides, [52], [55] and [46] also
have the constant-size system parameter. To achieve con-
stant costs, [55] and [52] use hash functions as random
oracles to achieve the constant-size system parameter,
where the random oracle is an ideal model and does not
exist in the real world. [46] applies the constant-size ABE
[37] to build DP-ABE in the standard model without user
revocation. Hence, they are not desirable solutions in EMR
sharing system. Our solution applies DP-ABE as in [46] and
efficient user revocation without any secure channel as in
[49]. Thus we have an additional factor of logN due to the
tree-based revocation list as shown in Algorithm 1.

In the secret key generation phase, all existing sharing sys-
tems have computational complexity and space complexity
based on either the set of attributes or the policies except [46]
and ours since the DP-ABE has been applied to manage the
key attribute-based component. Besides, to achieve efficient
revocation mechanism, [49] and ours slightly increase the
key size in the order of log N since all users are mapped to
the leaves of a tree-based structure and the users’ secret key



TABLE 2
Theoretical Analysis Among Existing Electronic Medical Sharing Systems

Computational Complexity Space Complexity
System Setup Secret Key Generation Encryption Key Update Generation System Parameter Secret Key Ciphertext
[44]  O(d- w o(d- V’) 02¢-8) O(N) o(d- }b) o(d- }u) 0(2¢-8)
511 o))" o) o(s)" NJA O(y)" O(y)" o(s)"
[53]  O(nmk -S) O(nmi - wg O(S)P OWN) O(nmk - S) O(nmi - ¥r) o(s)
1551 o) O(n, - w?[ J o) N/A o(1) O(ng - V) o(s)
(521 o() O()" o(s) O(N) o(1) o) o(s)
[49] O(logT) O(log NV - ) o(S) O(log N) O(logT) O(log N - ¥r) o(s)
[46] o(1) Oy +0) oS + w) N/A oO(1) Oy +0) O(S + w)
Ours  O(logT) O(logN - (v +0)) OS+ow) O(log N) O(logT) O(logN - (v +0)) O(S+ w)

d denotes the depth of the key structure, which is used for access control based on tree structure rather than LSSS.

nmk denotes the number of nodes in the Merkle hash tree.
n, denotes the number of key authorities.

N denotes the number of system users.

T denotes the system bounded lifetime.

Y and O are the set of attributes and the access policies associated with the secret key.

S and w are the access policies and the set of attributes associated with the ciphertext.

[P] means protocol which requires multiple runs or many interactions among different entities.

[*] means unknown accurate complexity since only the (semi-)generic construction rather than the concrete scheme is provided.

depends on the nodes from the root node to the correspond-
ing leaf node [11].

In the data encryption phase, the complexity of all exist-
ing solutions is based on the performances in the secret key
generation phase. It is worth to notice that the coefficient
log V' in [49] and ours is eliminated since the time-based
component is a constant-size parameter (e.g., ciphertext to a
timestamp in the form of a binary string).

For user revocation, we only consider the computational
cost since the existing solutions (expect [49]) with user revoca-
tion apply either the secure channel to distribute the new
secret key or secret key based on re-encryption methodology.
Hence, the overhead for key distribution is high, such as addi-
tional cost to build and maintain the secure channel. [49] and
our solution use directly revocation [11], which have no over-
head and the key-updating material on the public channel.
Besides, by applying a tree-based revocation list, our solution
only requires logarithmic complexity depends on the number
of users with sacrificing the performance of secret key.

Remark 7. The secret key is distributed from KGC when the
user joins the system. The key-updating material is dis-
tributed in each revocation epoch. Hence, the logarithmic
key-updating materiel improves overall performance sig-
nificantly, even sacrificing the performance of secret key
from the constant cost to the logarithmic cost.

5.2 Experimental Simulation

We have implemented very recent works [46], [49] (refer to
XYML and XLD+) and our scheme on a personal computer
with 64-bit Windows 10, 3.60 GHz Intel(R) Core(TM) i7-490
CPU and 24GB memory with JPBC library. Type A elliptic
curve in the symmetric setting is used in our implementa-
tion. Specifically, we set the prime number p to be 160-bit,
the elements in G to be 512-bit, and the items in Gy to be
1024-bit. The result of experimental performance is given in
Fig. 9. Overall, our scheme has comparable performance to
very recently EMR sharing systems [46], [49] with addition-
ally desirable functionalities, such as dual-policy access con-
trol and user revocation.

Figs. 9a and 9b give the performance about system ini-
tialization by increasing the system bounded time from 2%
to 2%°. In Fig. 9a, the running time of XYML and ours are
similar since the efficient revocation mechanism is applied.
The efficient revocation sacrifices the system parameter
based on the factor of log7 for generating parameters for
the time-based component. Although the computational
cost of XYML and ours as the growth of the bounded system
lifetime, the overhead is still small, even for the large case.
For EMR sharing systems, we think the 2%° bounded system
lifetime is enough since it supports about 119 years if the
revocation epoch is 1 hour (2% /365/24 ~ 119.7 years). Alter-
natively, XLD+ has almost constant time since the constant-
size ABE has been used without user revocation. In Fig. 9b,
the size of the system parameter of XYML and ours are the
growth of the bounded system lifetime, and XLD+ keeps
stable, where XYML has less storage than ours since our
scheme requires two more elements in G to support DP-
ABE rather than CP-ABE only. It is worth to notice that
XYML, XLD+ and ours base on constant-size ABE support-
ing the large universe with universe domain Z,, which
means that the size of attribute universe does not affect the
running time to initialize the system. Therefore, we do not
provide the performances based on the number of attributes
and policies for system initialization.

Figs. 9c and 9f present the performance about secret key
by increasing the number of attributes and policies from
220 to 2%0 as well as the number of users from 2* to 2'%,
where “1U” in Figs. 9c and 9d means the number of key
for a single to eliminate the factor of number of system
users for neutral results and “20A&P” in Figs. 9e and 9f
means the number of attributes and policies are 20. In
Fig. 9c, the computational cost of all three schemes are the
growth of attributes and policies since the underlying
scheme of them is based on ABE with linear complexity
based on the size of attributes and policies. The cost of
ours is the same as XLD+ since we all based on DP-ABE.
XYML takes a little longer time since CP-ABE takes extra
time to generate the secret key. In Fig. 9d, the data storage
of all three schemes are the growth of the number of
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Fig. 9. Experimental performances.

attributes and policies, and each of them has almost similar
size secret key. In Fig. 9e, XYML and ours are growing as
the increasing of the number of system users since every
user is required to store additional keys about log " keys
for efficient revocation mechanism. XLD+ keeps stable
since it has no user revocation. In Fig. 9f, XYML and ours
have a similar performance that is growing as the increas-
ing of the number of system users, and XLD+ has the same
size of secret key no matter how many users in the system.
Note that the key generation in XLD+ includes the time in
the data user side and the time in the edge server, we sum
them as the running time for secret key generation.

20 25 30 a5 40
Number of Attributes and Policies

(k)

Figs. 9g and 9h illustrate the performance of user revoca-
tion by increasing the bounded system lifetime from 2% to
240 between XYML and ours since XLD+ cannot provide user
revocation. In Fig. 9¢g, we can find that XYML and ours have
the almost same time for decryption key generation. In
Fig. 9h, we also have similar key-updating materials for dis-
tribution in the public channel. Note that we do not provide
the performance based on the different number of revoked
users since it is not accurate. The revocation mechanism is
based on tree-based revocation mechanism, as shown in
Algorithm 1, which leads to different performances, even the
number of revoked users is the same. Specifically, the



performance of user revocation depends on the location of
the user’s identity in the tree structure. For example, a case
with a single subtree root, including a large number of
revoked users, has better performance than a case with multi-
ple subtree roots containing the small number of revoked
users. We suggest the readers to the paper [11] for the details.

Figs. 9i and 9j display the performance about EMRs
encryption by increasing the bounded system lifetime from
220 to 2. In Fig. 9i, the trends of all three schemes are the
same since the underlying ABE scheme requires the linear
time depending on the number of attributes and policies.
Although the gaps among XYML, XLD+ and ours are tiny,
our scheme takes less time than others since CP-ABE in
XYML takes more time and XLD+ has overhead to out-
sourced decryption. In Fig. 9j, the performance is quite simi-
lar in Fig. 9i. Our scheme has less ciphertext size since CP-
ABE in XYML takes more space to ciphertexts and XLD+
has overhead to outsourced ciphertexts. Note that the
ciphertext decryption in XLD+ includes the time in the data
user side and the time in the edge server, we sum them as
the running time for secret key generation.

Fig. 9k presents the performance about decryption by
increasing the bounded system lifetime from 2% to 2%°. The
trends of all three schemes are quite similar, and the gaps
among them are very tiny. Our scheme takes less time than
others since our solution based on DP-ABE rather than CP-
ABE in XYML and has no overhead for outsourced decryp-
tion rather than overhead for outsourcing in XLD+.

Therefore, our scheme is comparable to very recently
EMR sharing systems [46], [49] with extra functionalities,
such as dual-policy access control and user revocation.

Remark 8. The number of attributes and policies in Fig. 9
means the number of attributes and policies associated
with a secret key or a ciphertext, respectively. For exam-
ple, “20” in x-axis means 20 attributes and 20 policies
associated with a secret key or a ciphertext. To provide a
neutral result to XYML (CP-ABE), we consider “20” in x-
axis means 40 attributes to a key or 40 policies to a
ciphertext.

6 CONCLUSION

In this paper, we proposed an EMR sharing system by intro-
ducing a dual-policy revocable attribute-based encryption
scheme with decryption key exposure resistance and revo-
cable storage. We provided the formal definition and secu-
rity model for our proposed scheme. The security analysis
and experimental evaluation confirm that the proposed
scheme is secure and practical, which is suitable for real-
world EMR systems.
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