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Abstract. Attribute based encryption (ABE) has potential to be
applied in various cloud computing applications. However, the Snowden
revelations show that powerful adversaries can corrupt users’ machines to
compromise the security, and many implementations of provably secure
encryption schemes may present undetectable vulnerabilities that can
expose secret, e.g., the scheme still works properly even some back-
doors have been stealthily engineered on users’ machines. Undoubtedly,
ABE is also facing the above security threats. Recently, Mironov and
Stephens-Davidowitz proposed cryptographic reverse firewall (CRF) to
solve the problem. Unfortunately, no CRF-based protection for ABE
has been proposed so far due to the complex system model and the
extra access structure component. Besides, the encryption scheme in
the CRF framework will suffer double computation latency, which is
worse for ABE that has already yielded expensive operations. In this
paper, we propose a concessive online/offline ciphertext-policy attribute
based encryption with cryptographic reverse firewalls (COO-CP-ABE-
CRF), which can resist the exfiltration of secret information and achieve
selective CPA security. Furthermore, compared with the original scheme
without CRF, our scheme reduces the total computation cost by half.
Moreover, we develop an extensible library called libabe that is compat-
ible with Android devices, and we implement the prototype on a laptop
and a mobile phone. The experimental results indicate that the scheme
is efficient and practical.
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1 Introduction

As an innovative cryptographic primitive, attribute based encryption (ABE),
that can provide fine-grained access control over encrypted data, has potential
to be applied in many cloud-assisted applications, such as Pay TV /Music [1,2],
Electronic Medical Record [3,4], audit logs [5,6], and web services [7,8] etc.

However, in the last couple of years, it has become increasingly clear that
the practical cryptographic implementation presents many vulnerabilities even
the protocol has been proved to be secure in theory. The revelations of Edward
Snowden show that powerful actors have remarkable ability to successfully obtain
a massive secret information by extraordinary techniques, including embedding
backdoors into the public cryptographic standard [9,10] and the pseudoran-
dom generator [11,12], intercepting and tampering with users’ hardware deliv-
eries [13]. Meanwhile, many security flaws [14-17] have been reported in widely
deployed implementations of cryptographic softwares, which will certainly lead to
large-scale security risks. The vulnerabilities of cryptographic implementations
are extremely hard to detect in practice, because the implemented protocol still
works properly even backdoors have been stealthily engineered without user’s
knowledge. Unfortunately, ABE is also facing the disturbing and quite real pos-
sibility of the above-mentioned compromises, e.g., the adversary tampers the
setup algorithm on the private key generator (PKG) to generate some special
but functional-maintaining public parameters which can expose the system mas-
ter secret key or it embeds backdoors into the pseudorandom generator on PKG.
This intractable situation motivates us to strengthen the security of ABE when
the adversary may arbitrarily tamper with the victim’s machine.

Recently, Mironov and Stephens-Davidowitz [18] proposed an innovative con-
cept called cryptographic reverse firewall (CRF) that can strengthen the secu-
rity to resist inside vulnerabilities such as security backdoors. Informally, a CRF
implemented on a trust machine is located between the user’s machine and the
outside world and is able to intercept and modify the machine’s incoming and
outgoing messages to provide security protections even if the user’s machine has
been tampered. Though several CRF-based protections have been proposed for
message-transmission protocol [19], key-agreement protocol [19], oblivious trans-
fer protocols [18,20], oblivious signature-based envelope [20] etc., no CRF-based
protection for ABE has been proposed so far. To strengthen the security of ABE
by applying CRF-based protection, there exist the following serious challenges.

— Dodis et al. [19] proposed that the encryption scheme in the CRF frame-
work should be both key malleable and strongly rerandomizable. While the
situation in ABE is somewhat complicated: (1) Unlike the simple system
with CRF (e.g., ElGamal), more entities are involved in ABE system and the
communication becomes complex, thus the system model should be creatively
redesigned to adapt CRF. (2) Since ABE utilizes various access structures to
achieve fine-grained access control, it needs careful consideration that whether
the property of extra access structure component matches the CRF frame-
work. Therefore, the first challenge is that how to design ABE with CRF-based
protection to resist the exfiltration of secret information?
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— The encryption scheme with CRF always suffers double computation latency
due to the rerandomization, which is even worse for ABE that has already
yielded the heavy computation cost, largely the pairing and exponentiation
operations, which often grow with the complexity of access formula. This is
a huge burden for the private key generator (PKG) and users, especially for
resource-constrained mobile devices. Therefore, the second challenge is that
how to improve the computation efficiency of ABE in the CRF framework?

1.1 Owur Contribution

Aiming at solving above challenges, we propose a concessive online/offline
ciphertext-policy attribute based encryption with cryptographic reverse firewalls
(COO-CP-ABE-CRF), which not only resists the exfiltration of secret informa-
tion from arbitrarily compromised functional-maintaining algorithms, but also
improves the computation efficiency of all the algorithms significantly and is
suitable for mobile devices. Our contribution is three-fold:

— Exfiltration Resistance. We first propose a new system model for ABE in
the CRF framework (cf. Fig. 2), where three reverse firewalls are adopted for
the PKG, data owner and data consumer respectively. Then, we present a
detailed construction, where all the random parameters including the param-
eters in the LSSS access structure are rerandomized by three reverse firewalls
to achieve exfiltration resistance.

— High Computation Efficiency. We propose a concessive online/offline
attribute based encryption with cryptographic reverse firewalls, where the
online computation efficiency of the entities including PKG, data owner,
data consumer and reverse firewalls for the PKG and data owner is opti-
mized significantly. Compared with the original scheme without CRF [21],
our CRF-based scheme reduces the total computation cost of key generation®
by half and improves the total computation efficiency of encryption. The data
consumer only needs 1 exponentiation to complete the decryption.

— Compatible Implementation. We develop an extensible library libabe that
is compatible with Android OS. We implement a prototype within libabe on
a laptop and a mobile phone. The results indicate the high efficiency and
practicability of our methodology. We believe that this library can make ABE
a step closer to actual deployment with mobile devices.

1.2 Related Work

Attribute based encryption (ABE) was first introduced by Sahai and Waters
under the name fuzzy identity-based encryption [22]. Goyal et al. [6] extended
fuzzy IBE to ABE. Up to now, there are two forms of ABE: key-policy ABE (KP-
ABE) [6,23-25], where the key is assigned to an access policy and the ciphertext
to a set of attributes, and ciphertext-policy ABE (CP-ABE) [26-28], where the

1 1t is the total workload of the PKG and the reverse firewall for the PKG.
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ciphertext is assigned to an access policy and the key to a set of attributes. A
user can decrypt a ciphertext if the set of attributes satisfies the access policy.

Cryptographic reverse firewall (CRF) was first introduced by Mironov and
Stephens-Davidowitz [18], they proposed the CRF-based protection for oblivi-
ous protocol and presented a generic construction to protect users from data
leakage against eavesdroppers via any protocol. Dodis, Mironov and Stephens-
Davidowitz [19] considered message transmission protocols in the CRF frame-
work. They proposed a rich collection of solutions in different settings which vary
in efficiency, security, and setup assumptions. Moreover, they proposed a generic
framework for constructing two-round protocol from rerandomizable encryption
schemes. Chen et al. [20] introduced the notion of malleable smooth projective
hash function (SPHF) and showed that how to construct CRFs using malleable
SPHAs for some widely used cryptographic protocols. However, all the above
CRF-based protections are not suitable for ABE due to the more complex sys-
tem model and the extra components adopted in ABE construction.

2 Preliminary

In this section, we review some definitions of attribute based encryption and
cryptographic reverse firewalls.

2.1 Attribute Based Encryption

Definition 1 (Bilinear Groups). Let G,Gr be two multiplicative cyclic
groups of prime order p. Let g be a generator of G and e : G x G — Grp be
a bilinear map with the following properties: (1) Bilinearity: for all g,h € G
and a,b € Zy, we have e(g® h®) = e(g,h)?. (2) Nondegeneracy: e(g,h) # 1
whenever g, h # 1g.

Definition 2 (Access Structure [29]). Let {P1,..., P,} be a set of parties. A
collection A C 21P1-Pn} s monotone for VB and C, if B € A, B C C, then C €
A. An access structure (respectively, monotone access structure) is a collection
(respectively, monotone collection) of nonempty subsets of {Py,...,P,}, i.e.,
A C 2{Pe o PaN\{BY. The sets in A are called authorized sets, and the sets not
in A are called unauthorized sets.

Definition 3 (Linear Secret Sharing Schemes (LSSS) [29]). 4 secret shar-
ing scheme II over a set of parties is called linear over Z, if (1) The shares of
the parties form a vector over Zy; (2) There exists a matric M with | rows and
n columns called the share-generating matriz for II. There exists a function p
which maps each row of the matrix to an associated party, i.e., fori=1,...,1,
the value p(i) is the party associated with row i. When we consider the col-
umn vector v = (s,ra,...,7ry), where s € Z, is the secret to be shared, and
T9,...,Tn € Ly are randomly chosen, then Mwv is the vector of | shares of the
secret s according to II. The share (Mwv); belongs to party p(i).
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2.2 Cryptographic Reverse Firewalls

We review the definitions of reverse firewall introduced in [18,20]. We assume
that a cryptographic scheme £ satisfies functionality requirement F and security
requirement S. There are two kinds of reverse firewalls, one can access all the
public parameters and messages but not the private input or output of entities,
another one can access all the public and private input and output of entities.

Definition 4 (Cryptographic Reverse firewall (CRF)). A cryptographic
reverse firewall is a stateful algorithm W that takes as input its state and a
message and outputs an updated state and message. For simplicity, we do not
write the state of W explicitly. For a party P and reverse firewall W, we define
W o P as the composed party where W is applied to the incoming and outgoing
messages of P. When the composed party engages in a protocol, the state of W
1s initialized to the public parameters. If VW is meant to be composed with a party
P, we call it a reverse firewall for P.

Definition 5 (Functionality-maintaining CRFs). For any reverse firewall
W and any party P, let W' o P =Wo P, fork > 2, let W¥oP = Wo(WF~1oP).
For a scheme & that satisfies functionality requirement F, we say a reverse
firewall W maintains F for P in £ if WF o P maintains F for P in & for
any polynomial bounded k > 1. When F, P, & are clear, we say W maintains
Sfunctionality.

We use P to represent the functionality-maintaining adversarial implementa-
tions. For a scheme £ with party P, we write £,_ 5 to represent the scheme

where the role of party P is replaced by party P.

Definition 6 (Weakly security-preserving CRFs). For a scheme & that
satisfies security requirement S and functionality F and a reverse firewall W,
W weakly preserves S for P in & if the scheme Ep_,,, p satisfies S. When
E,F,S, P are clear, we say that W weakly preserves security.

A reverse firewall should also achieve weakly exfiltration resistance which
means that no corrupted functionality-maintaining implementation of P can
leak information through the firewall. We define a game LEAK that is presented
in Fig. 1. The game asks the adversary to distinguish between a tampered imple-
mentation and an honest implementation. An exfiltration-resistant reverse fire-
wall therefore prevents an adversary from even learning whether a party has
been compromised, let alone leaking information.

Definition 7 (Weakly exfiltration-resistant CRFs). For a scheme & that
satisfies functionality F and a reverse firewall W, we say W is weakly
ezfiltration-resistant for party Py against party Ps in scheme &, if for any PPT
adversary A, Advf%(l) = Pr[LEAK(E, P, P, W, 1) = 1] — % is negligible? in
the security parameter | provided that Py maintains F for Py.

2 A function f is negligible if for every ¢ > 0 there exists Ao > 0 such that f(\) < 1/)\°
for all A > Ao.
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Proc.LEAK(E, Py, P2, W, 1)
(P1, P, 1) - A1)

b <& 10,1}

Ifb=1, P* « Wo Py
Else, P* <~ Wo Py

T < Ep L px pypy (1)
b A(T™, stp,)

Output (b = b")

Fig. 1. The exfiltration resistance security game for a reverse firewall W for party P;
in scheme £ against party P2. A is the adversary, [ the security parameter, stp, the
state of Py after the run of the scheme, I valid input for £, and 7~ is the transcript of
running scheme £p _ p« p, 5, ()

3 System Model and Security Model

3.1 System Model

As illustrated in Fig.2, four different entities are involved in our system: the
private key generator (PKG), the public cloud, the data owner (DO) and the
data consumer (DC). Moreover, three reverse firewalls are adopted. Wpka is
the reverse firewall for PKG, Wpo is the reverse firewall for the data owner and
Whpc is the reverse firewall for the data consumer.

PKG is responsible to generate public parameters and the master secret key.
Data Owner defines access policies and encrypts data under these policies before
uploading them to the public cloud.

Public Cloud is deployed to provide cloud data storage service and outsourced
decryption service. Users can upload and download the cloud file.

Data Consumer can download any encrypted data of his/her interest from public
cloud and try to decrypt the ciphertext.

Wepke is responsible to rerandomize public parameters and users’ secret keys in
case that the setup and key generation algorithms of PKG are compromised.
Whno is responsible to rerandomize the ciphertexts generated by the data owner
in case that the encryption algorithm of the data owner is compromised.

Whpc is responsible to rerandomize the conversion key generated by the data
consumer in case that the conversion key® generation algorithm of the data
consumer is compromised.

Let S represent a set of attributes, and (M, p) be an access structure. The
concessive online/offline ciphertext-policy attribute based encryption with cryp-
tographic reverse firewalls (COO-CP-ABE-CRF) for access structure space G
consists of 15 algorithms:

3 The public cloud can use it to do outsourced decryption.
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Cloud (9) TCT 3 (10) TCT’a
Data Consumer

6 cer’

Data Owner Private Key Generator

Fig. 2. System model of COO-CP-ABE-CRF

Setup(\,U) — (PK, MSK). It is performed by the PKG. On input a security
parameter A and a universe description U, it outputs public parameters PK and
a master secret key MSK.

Wekea.Setup(PK) — (PK', f). It is performed by the reverse firewall for PKG
Wepkea. On input public parameters PK, it outputs updated public parameters
PK’ and a corresponding random f.

KeyGen.offline(PK’', MSK,N) — ISK. It is performed by PKG. On input
updated public parameters PK’, a master secret key MSK and a number N
that assumes the attribute number, it outputs an intermediate secret key ISK.
KeyGen.online(PK', S, ISK) — SK. It is performed by the PKG. On input
updated public parameters PK’, an attribute set S and an intermediate secret
key ISK, it outputs a secret key SK.

Weka-KG.offline(PK’, f, N) — ISK'. It is performed by the reverse firewall
for PKG Wpkea. On input the updated public parameters PK’, a random f
and a number N that assumes the attribute number, it outputs an updated
intermediate secret key ISK’.

Wpka.-KG.online(PK' ISK' SK) — SK'. It is performed by the reverse fire-
wall for PKG Wpkg. On input the updated public parameters PK’, an updated
intermediate secret key ISK’ and a secret key SK, it outputs an updated SK”'.
Encrypt.offline(PK’, N') — IT. It is performed by the data owner. On input
the updated public parameters PK’ and a number N’ that assumes a maximum
bound of N’ rows in LSSS structure, it outputs an intermediate ciphertext IT.



514 H. Ma et al.

Encrypt.online(PK', IT,m, (M, p)) — CT. It is performed by the data owner.
On input updated public parameters PK’, an intermediate ciphertext IT, a
plaintext m and an LSSS access structure (M, p), it outputs a ciphertext CT.
Wpo.Enc.offline(PK’, N') — IT'. Tt is performed by the reverse firewall for
data owner Wpo. On input updated public parameters PK’ and a number N’
that assumes a maximum bound of N’ rows in any LSSS access structure, it
outputs an updated intermediate ciphertext IT".

Wpo.Enc.online(PK' IT',CT) — CT'. It is performed by the reverse firewall
for data owner Wpo. On input updated public parameters PK’, an updated
intermediate ciphertext IT” and a ciphertext CT, it outputs an updated CT".
KeyGen.ran(SK') — (TK,RK). It is performed by the data consumer. On
input an updated secret key SK’, it outputs a conversion key TK and the
corresponding retrieval key RK.

Wpe. TKUpdate(TK) — (TK',3). It is performed by the reverse firewall for
data consumer Wpe. On input a conversion key TK, it outputs an updated
conversion key T K’ and a corresponding random 3.

Decrypt.out(TK',CT') — TCT or L. It is performed by the public cloud. On
input an updated conversion key T K’ and an updated ciphertext CT”, it outputs
the transformed ciphertext TCT or L.

Whpe.Decrypt(TCT, 3) — TCT'. Tt is performed by the reverse firewall for
data consumer Wpc. On input a transformed ciphertext TC'T and a random (3,
it outputs an updated transformed ciphertext TCT".
Decrypt.user(RK,TCT') — m. It is performed by the data consumer. On
input a retrieval key RK and an updated transformed ciphertext TCT”, it out-
puts the plaintext m.

Correctness. For the fixed universe description U, the security parameter A € N,
the access structure space G and the message m, the correctness property requires
that for all (PK,MSK) € Setup(\,U), all (PK',f) € Wpkg.Setup(PK),
all S C U, all (M,p) € G, all ISK € KeyGen.of fline(PK',MSK,N),
all SK € KeyGen.online(PK',S,ISK), all ISK' € Wpkg.KG.of fline
(PK', f,N), all SK' € Wpkg.KG.online(PK',ISK’,SK), all IT € Encrypt.
of fline(PK',N"), all CT € Encrypt.online(PK',IT, m,(M,p)), all IT" €
Whpo.Enc.of fline(PK',N'), all CT" € Wpo.Enc.online(PK',IT',CT), all
(TK,RK) € KeyGen.ran(SK'), all (TK',3) € Wpc.TKUpdate(TK), all
TCT € Decrypt.out(TK',CT"), all TCT' € Wpc.Decrypt(TCT, j3), if S satis-
fies (M, p), Decrypt.user(RK,TCT") — m.

3.2 Security Model

Adversarial Model. In the system, the PKG, the data owner and the data
consumer are totally trusted, but the Setup, KeyGen.offline, KeyGen.online
algorithms run by the PKG, the Encrypt.offline, Encrypt.online algorithms run
by the data owner and the KeyGen.ran algorithm run by the data consumer
may be stealthily compromised without the executors’ knowledge, because the
algorithms will maintain the functionality even malicious backdoors have already
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been implanted. The public cloud and the reverse firewalls Wpo, Wpbc are “hon-
est but curious” [30,31]. More precisely, they will follow the protocol but try
to find out as much private information as possible. While the reverse firewall
Wpkc should be totally trusted because it has to access every user’s secret key.
Moreover, all the reverse firewalls are considered as the trust zones that will not
be tampered by any outsiders. Next, we will introduce the selective CPA security
Game for COO-CP-ABE-CRF.

Init. The adversary A sends the challenge access policy A* and the functionality-
maintaining algorithms Setup®, KeyGen.of fline*, KeyGen.online*, KeyGen.
ran®, Encrypt.of fline*, Encrypt.online® to the challenger C.

Setup. C runs Setup® to get PK, MSK, then runs Wpkeg.Setup(PK) to get
the updated PK’ and the corresponding random f. C keeps M.SK and f to itself
and sends PK’ to A.

Phase 1. In this phase, A can adaptively ask for secret keys for attribute sets
S1,82,...,8;. For each query S;, C calls KeyGen.of fline*(PK', MSK,N) —
ISK, KeyGen.online*(PK',S;,ISK) — SK;, then runs Wpka.
KG.of fline(PK', f,N) — ISK}, Wpkac.KG.online(PK', ISK|, SK;) — SK].
Next, C calls KeyGen.ran*(SK]) — TK; and runs Wpc.T K Update to get TK].
At last, C sends (SK], TK]) to A. The restriction that has to be satisfied for each
query is that none of the queried attribute sets satisfies the challenge policy.

Challenge. A sends two equal-length plaintexts mg,m; to C. C selects
a random bit b € {0,1} and runs Encrypt.offline*(PK',N') —
IT, Encrypt.online*(PK',IT, my, A*) to obtain CT,. Then C calls
Wpo.Enc.of fline(PK',N') — IT', Wpo.Enc.online(PK',IT',CT;) — CT}
and sends CT} to A.

Phase 2. Same as Phase 1.
Guess. A outputs the guess b’ € {0,1} for b.

Definition 8. A COO-CP-ABE-CRF scheme is selective CPA-secure if all
probabilistic polynomial time (PPT) adversaries have at most a negligible advan-
tage in the above security game, denote:

e=|Prlb=10]— %| < negl(\).

4 Concessive Online/Offline CP-ABE with Cryptographic
Reverse Firewalls

In this section, we first present a basic construction of concessive online/offline
ciphertext-policy attribute based encryption (COO-CP-ABE) which is based on
the Rouselakis and Waters’s CP-ABE scheme in [21]. Then, we propose the
construction of COO-CP-ABE with cryptographic reverse firewalls (COO-CP-
ABE-CRF) and give the security proof in the standard model.
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4.1 Basic Construction of Concessive Online/Offline CP-ABE

Technique Qverview. To improve the computation efficiency, we propose the
basic construction of concessive online/offline CP-ABE. For key generation
and encryption, if we directly utilize the “connect and correct” technique in
online/offline ABE [32], the randomness of ciphertexts and secret keys cannot
be all rerandomized in the CRF framework. Thus, we propose the concessive
version, which is suitable for the CRF framework but sacrifices a small amount
of efficiency. Now, we will introduce the construction.

Setup(\,U). The PKG chooses a bilinear map D = (G, Gy, e, p), where p €
6(2") is the prime order of the groups G and Gr. The attribute universe is con-
sisting of elements in Z,,. It chooses random generators g, u, h, w,v € G and picks
arandom « € Z,,. It sets the keys as PK = (D, g,u, h,w,v,e(g,9)%), MSK = a.
KeyGen.offline(PK, MSK,N). On input public parameters PK, a master
secret key M SK and a number N which assumes the number of attributes, the
PKG picks N +1 random r,71,72,...,7n € Z, and computes If'o = g*w", Kl =
g". Then for ¢ = 1 to N, it computes K;Q =g, K;,g = h"iv™". It sets the
intermediate secret key ISK = (Xo,Kl, {T“I(AZ"Q,K;)P,}iG[LN]).
KeyGen.online(PK, S, ISK). On input public parameters PK, an attribute
set § = {A1,As,..., A} C Z, where k < N and an intermediate secret key
ISK, the PKG sets Koy = KA'O = g%w", K1 = K, = g". Then for i =1 to k, it
sets and computes K; o = f(;g =g", K; 3= K;g cuAiTe = (uAih)TivTT. Tt sets
the secret key SK = (S, Ko, K17 {K»L‘,Q, Ki,3}i6[1,k])'

KeyGen.ran(SK). On input a secret key SK, the data consumer chooses a
random 7 € Z, and computes K = Ké/T = g¥/Tw"T, Ki = Kll/T =g/,
For i =1 to k, compute K;, = Kil)éT = g"i/T, K= K}éf = (uih)"i/Ty=T/7,
The conversion key is TK = (S, K, K1, {K] 5, K] 3}ie[1,x)), the retrieval key is
RK =1.

Encrypt.offline(PK, N’). On input public parameters PK and the number N’
which assumes a maximum bound of N’ rows in any LSSS structure, the data
owner first picks a random s € Z, and computes C=elg,g)*,Co=g* Forj =
1 to N’, choose random t; € Z,, and compute Cj; = v', Cjo = h™%, Cj3 = g'.
It sets the intermediate ciphertext IT = (s, C,Co, {t;, C;—yl, C’;-,g, C;,g}je[LNq).
Encrypt.online(PK, IT, m, (M, p)). On input public parameters PK, an inter-
mediate ciphertext IT, a plaintext m and an LSSS access structure (M, p),
where M is an | x n (I < N’) matrix, the data owner first picks § =
(8,92, yn) T € ZZ“ where the random secret s from I'T will be shared among
the shares. The vector of the shares is 7 = (A,..., )T = M7Y. It computes
C=C-m= e(g,9)*® - m and sets Cy = Co = ¢°. For j =1 to [, compute and
set

Cij1=Cj1 cwM =iy’ Cja=Cha cu Pt (up(J')h)*tj’ Ciz=Cls=g".

The ciphertext is CT = ((M, p), C,Co,{C}1,Cj2,C;j3}jen)-
Decrypt.out(TK,CT). On input a conversion key TK for the attribute set S
and a ciphertext C'T for access structure (M, p), if S does not satisfy this access
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structure, the public cloud outputs L. Otherwise, it calculates I = {i : p(i) € S}
and computes the constants {w; € Zj}ies such that » ., w;- M; = (1,0,...,0),
where M; is the i-th row of the matrix M. Then it computes

“ICh. Ro) ~ (9.9)
[Lics(e(Cin, K1) - e(Ci2, K 5) - e(Ciz, K 5))« ’

as/T

A—

where j is the index of the attribute p(i) in S (it depends on ). It outputs the

partially decrypted transformed ciphertext TCT = (C = e(g, g)**m, A).

Decrypt.user(RK,TCT). On input a retrieval key RK and a transformed
c e(g,9)**m

ciphertext T'C'T', the data consumer computes = = o)y = M-

Theorem 1. The basic COO-CP-ABE scheme is selective CPA-secure if the
CP-ABE scheme in [21] is selective CPA-secure.

Proof. The online and offline algorithms in our scheme are executed by the same
entity, and the forms of user secret keys SK and ciphertexts C'T" are identical
to those in [21]. Therefore, the modification does not affect the security proof.
Moreover, we utilize the key blinding technique in [33]. The proof is simple and
similar to [33], thus we omit it.

4.2 Construction of COO-CP-ABE-CRF

Technique Overview. To resist the exfiltration of secret information from arbi-
trarily compromised functional-maintaining algorithms executed by the PKG,
the data owner and the data consumer, we propose the construction of COO-CP-
ABE with cryptographic reverse firewalls (COO-CP-ABE-CRF) that is based
on the basic construction in Sect.4.1. In the construction, we introduce three
reverse firewalls: Wpka (between the PKG and other entities), Wpo (between
the data owner and the public cloud), Wpc (between the data consumer and
the public cloud) to rerandomize the cryptographic keys PK,SK,TK and the
ciphertexts C'T. To rerandomize the cryptographic keys, we utilize the mal-
leability of keys PK,SK,TK and rewind the updated PK’ to the PKG. To
rerandomize the ciphertexts, we utilize the homomorphism of the ciphertext [21]
and the linear secret sharing schemes (LSSS) [29]. Moreover, we utilize the con-
cessive online/offline technique to optimize the online computation efficiency of
the reverse firewalls Wpka, Wbo. Now, we present the construction in detail.

System Initialization. The PKG runs Setup(\,U) — (PK,MSK) and keeps
MSK by itself. Before broadcasting PK to other entities, PKG will first send
PK to the reverse firewall Wpka, which runs the following algorithm.

Wepke.Setup(PK). Receiving public parameters PK from the PKG, the
reverse firewall Wpke picks random a,b,c,d,e, f € Z, and computes ¢’ =
d,v’ =% = a+ f,e(g’,g’)a/ _ e(g,g)‘mQ
e(g, g)azf =e(g, g)“Q(aJrf). It stores f and broadcasts the updated public param-
eters PK' = (D, g, u/, ) ,w',v', e(g’,¢')*) to all the entities including the PKG.

ga’u/ — ub,h’ — hﬁw’ = w
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During the key generation phase, the PKG runs KeyGen.offline(PK’,
MSK,N) — ISK (which can be done in the spare time) and KeyGen.online
(PK',S,ISK) — SK, then sends SK = (S, Ko, K1,{Kj2, Ki3}ic[1,x)) to the
reverse firewall Wpkqg, which does as follows.

Before receiving the user secret key SK, the reverse firewall Wpka does
some preparation work such as the below algorithm in the spare time.
Wepke . KG.offline(PK’, f, N). On input updated public parameters PK’, the
stored random f and a number N which assumes the number of attributes,
the reverse firewall Wpkg first picks N + 1 random r/,7},7r5,...,ry € Z,
and computes 16() = gfw", If{ = ¢”'. Then for i = 1 to N, it com-
putes KZQ =g, Kls = BT’ It sets the updated intermediate secret key
ISK' = (Ko, K71, {Té, Kz{,27 Kz{,B}iG[l-,N])'

When the secret key SK is arriving, Wpkg runs the following algorithm.
Wpke .- KG.online(PK', ISK’, SK). On input updated public parameters
PK’, an updated intermediate secret key ISK' and a secret key SK, the reverse
firewall Wpkg computes Kj) = Ky - K} = gotlw/™" = g@'w™' K| =
K- I%{ = ¢/"t". Then for i = 1 to k where k < N, compute

r o I r 9 1A, 1A Nt —r—1
Ki,=Ki2 Ki,=yg L Ki3=Kiz-Kiz-u = (uh)" T .

It sends the updated secret key SK' = (5, K{), K1,{K; 5, K[ 3}ic[1,]) to the user.
Data Upload. The data owner calls Encrypt.offline(PK’', N') — IT (which can
be done in the spare time) and Encrypt.online(PK’', IT, m, (M, p)) — CT, then
sends CT = ((M, p),C,Co,{Cj1,Cj2,Cj3}jen,) to the reverse firewall Wpo,
which does as follows.

Before receiving the ciphertext CT, the reverse firewall Wpo does some
preparation work such as the below algorithm in the spare time.
Wpo.Enc.offline(PK’, N'). On input updated public parameters PK’ and a
number N’ which assumes a maximum bound of N’ rows in any LSSS struc-
ture, the reverse firewall Wpo first picks another random secret s’ € Z, to be

shared among the shares. Then pick N’ random exponents t},th,...,t € Z,
and compute C/ = e(g’,g’)o‘ls,7 Cy = ¢¢". For j = 1 to N, compute ciy =
v, Cly = h't, Cly = g''i. It sends the updated intermediate ciphertext
IT = (s',C",Cy, {t},C% 1, C 5, O 3 hjep )

When the ciphertext CT' is arriving, Wpo runs the following algorithm.
Wpo.Enc.online(PK', IT', CT). On input updated public parameters PK’, an
updated intermediate ciphertext IT’ and a ciphertext CT, the reverse firewall
)T

Nk
Whpo first sets and picks y' = (s',95,...,y,)" € ZI*! where s is the same

— —
random secret in I7”. The vector of the shares is X = (\},...,\)T = My'.
Then it computes C’ = C - C" =m - e(g’, ¢ )* 5+ Ch = Cy - C = g'*%'. For
j =1 to !l where |l < N’, compute

I 1 INY NN, it I 7 Ittt
=01 Oy w™ = w TR, Oy = Cha - Clig =g,

1',72 =Cja- 03’2 L PO (u'p(j)h/)*(tﬁt})_
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It sends the updated ciphertext CT" = ((M, p), C", C,{C’ 1, C; 5, C% 3} jen ) to
the public cloud.

Data Download. The data consumer first runs KeyGen.ran(SK') — (T K, RK)
and sends TK = (5, K¢, K{',{K/'y, K['3}ie[1,x)) to the reverse firewall Wpc,
which runs the following algorithm.

Wpc. TKUpdate(TK). On input a conversion key TK, the reverse fire-
wall Wpc chooses a random ( € Z, and computes K{' = K”é/ g

g/a//Tﬁw'(T+rl)/Tﬂ,Ki// _ K”}/B _ g/(r+r')/7ﬁ. Then for i = 1 to k, it computes

quf/Q _ K/Ii/Qﬁ _ g 1(ritry) /T8 }-{11//3 _ };(/111/3[j _ ( /Aih/)(riJrr;)/Tﬁvlf(r«kr')/Tﬁ.
It stores O and sends the updated conversion key TK' = (S, K[}, K{",
{K, K"3}ie[1,x)) to the public cloud.

Receiving the decryption request from the data consumer, the pub-
lic cloud runs Decrypt.out(TK',CT') — TCT and sends TCT = (C' =
e(q, g Gt dm, A = e(g,g')* 5t5)/78) to the reverse firewall Wpe, which
runs the algorithm.

Wpc.Decrypt(TCT, 3). On input a transformed ciphertext TCT and the
stored 3, the reverse firewall Wpc computes A’ = A% = e(g’,g’)“/(”‘”/)/T and
sends the updated TCT" = (C’, A’) to the data consumer.

Receiving the updated transformed ciphertext TCT’, the data consumer runs
Decrypt.user(RK, TCT") to recover the plaintext m.

4.3 Security Analysis

Theorem 2. The proposed COO-CP-ABE-CRF is selective CPA-secure and the
reverse firewalls for the PKG, the data owner and the data consumer maintain
Sfunctionality, weakly preserve security, and weakly resist exfiltration if the basic
construction of COO-CP-ABE in Sect. 4.1 is selective CPA-secure.

Proof. We verify that our construction satisfies the following properties.

Functionality Maintaining. The correctness can be easily verified. If the attribute
set S of the secret key is authorized, we have that ), ;w; - (A\j + A}) = s + 5",
Therefore,

Y o(Ch. Ky
[Lic (e(CF 1, K1) - e(Ci o, K75) - (] 5, K75))
(g g )(x (s+s’)/7'ﬁe(g/ w/)(r+r’) (s+s")/T8
w (r+r")y( N+ )wl/Tﬁe v (r+r)(ti+t,)wi /T8
" Terelg'w) (g’ v")
1
p()(tit+t)) (ritrwi /TBe( g p)—(Eit+ti) (ritr))wi /T8
Liereldsw) (9, 1)
1
/ (ti+t,)(ri+r]) A )w7/7ﬁe I K (ti4t;)(ri+r))w: /T8
Lieselgsw) (g',h')
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1
H’iEI e(glv /U/)i(r+r,)(ti+t2)wi/7—3

1 (s+s') /T8 1N (r+r ) (s+s7) /T8
_eldhg) e(g’,w') —eldd)
(g, w') ) Dier it A )wi /7 ’
O _meelg )
AT A,@T e(g/’gl)a’(sJ,»s’)

of (s+s') /78

Weak Security Preservation and Weak Ezfiltration Resistance. For any tampered
implementation on the PKG, the data owner and data consumer that main-
tains functionality, we will prove the selective CPA security of our proposed
COO-CP-ABE-CRF with tampered algorithms Setup*, KeyGen.of fline*,
KeyGen.online*, KeyGen.ran*, Encrypt.of fline*, Encrypt.online* by prov-
ing the indistinguishability between the security game of COO-CP-ABE-CRF
and the security game of the basic construction COO-CP-ABE in Sect. 4.1. Addi-
tionally, the weak security preservation and weak exfiltration resistance for CRF
can be easily proved. Next, we consider the following games:

Game 0. It is identical to the security game of COO-CP-ABE-CRF in Sect. 3.2.

Game 1. Same as Game 0 except that during the setup phase, PK, M SK are
generated by Setup in the basic construction, not Setup* and Wpkg.Setup.

Game 2. Same as Game 1 except that during Phase 1 and Phase 2, the
secret key SK is generated by KeyGen.of fline, KeyGen.online in the basic
construction, not KeyGen.of fline*, KeyGen.online*, Wpka.KG.of fline and
Weka-KG.online, and the conversion key T'K is generated by KeyGen.ran in
the basic construction, not KeyGen.ran* and Wpc. T KU pdate.

Game 3. Same as Game 2 except that during the challenge phase, the chal-
lenge ciphertext C'T}, are generated by Encrypt.of fline, Encrypt.online in the
basic construction, not Encrypt.of fline*, Encrypt.online™, Wpo.Enc.of fline
and Wpo.Enc.online. Actually, Game & is the security game of the basic
construction.

Then we prove the indistinguishability between the pairs Game 0 and Game
1, Game 1 and Game 2, Game 2 and Game 3 respectively. For the pair Game
0 and Game 1, for any tampered algorithm Setup*, after the post-processing
by the reverse firewall Wpkag.Setup, the public parameters PK are uniformly
random due to the key malleability, which is identical to the original algo-
rithm Setup in the basic construction, regardless of the behavior of Setup*.
Thus Game 0 and Game 1 are indistinguishable. Since the user secret key SK
and the conversion key T'K also have key malleability, Game 1 and Game 2 are
indistinguishable. For the pair Game 2 and Game 3, for any tampered algorithm
Encrypt.of fline*, Encrypt.online*, after the post-processing by the reverse fire-
wall Wpo.Enc.of fline, Wpo.Enc.online, the updated ciphertext CT’ are uni-
formly regenerated because the ABE scheme and the linear secret sharing scheme
are rerandomizable, which is identical to the encryption algorithm in the basic
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Table 1. Efficiency comparison

Operation [21] [32] Ours

Setup 1Exp + 1P 1Exp + 1P 1Exp + 1P
KeyGen.online (4y + 3)Exp 3yExp yExp
Encrypt.online (51+2)Exp 0 21Exp
KeyGen.ran X X (214 2)Exp
Decrypt.user (I)Exp+ 3|1|+1)P | (J]T + 1|)Exp + (3|I] +2)P | 1Exp
Weck.Setup X X TExp + 1P
Wrke . KG.online | x X yExp
Whbo.Enc.online | x X 21Exp
Wpe . TKUpdate | x X (21+ 2)Exp
Whobc.Decrypt X X 1Exp

tExp and P denote a modular exponentiation and a pairing computation, respectively.
y,l, and I indicate the number of attributes, the access policy size, and the set that
satisfies decryption requirement, respectively.

construction, regardless of the behavior of Encrypt.of fline*, Encrypt.online*.
Thus Game 2 and Game 8 are indistinguishable. Therefore, we conclude that
Game 0 and Game 3 are indistinguishable. Since the basic construction is selec-
tive CPA-secure, the proposed OO-CP-ABE-CREF is selective CPA-secure.

The selective CPA security of the proposed scheme indicates that the reverse
firewalls for PKG, the data owner and data consumer maintain weakly preserve
security. The indistinguishability between Game 0 and Game 3 indicates that
the reverse firewalls for PKG, the data owner and data owner maintain weakly
resist exfiltration. Combining all the discussions, we complete the proof.

5 Performance Evaluations

5.1 Theoretical Analysis

The online computation cost of the PKG, the data owner, the data consumer
and the reverse firewalls refers to the execution time of Setup, KeyGen.online,
Encrypt.online, KeyGen.ran, Decrypt.user, Wpgk.Setup, Wpka-KG.online,
Whpo.Enc.online, Wpc.T KUpdate, Wpc.Decrypt. Table 1 compares the num-
ber of modular exponentiations and pairing operations in our construction with
those in the original scheme [21] and online/offline ABE [32].

For Setup, the computation cost of three schemes are the same. For Key-
Gen.online, the efficiency rank is [21] <[32] < Ours. The efficiency of our
construction is four times that of [21] and three times that of [32]. For
Encrypt.online, the efficiency rank is [21] < Ours < [32]. The reason that we
propose concessive online/offline technique instead of directly utilizing the tech-
nique in [32] is that the randomness of ciphertexts and user secret keys in [32]
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cannot be all rerandomized, thus we choose to achieve stronger security by sac-
rificing a small amount of efficiency. For Decrypt.user, the efficiency rank is
[21] < [32] < Ours, the data consumer only needs to do one exponentiation to
complete the decryption.

Next, we analyze the efficiency of reverse firewalls. For Setup, the over-
head of the reverse firewall Wpka is more than that of the PKG, because
Wpka needs to do the rerandomization. For KG.online and FEnc.online, the
reverse firewalls Wpka, Wpo have the same workload with KeyGen.online,
Encrypt.online in our construction. For Decrypt, the computation cost of
Whpe. . TKUpdate, Wpc.Decrypt are the same as KeyGen.ran, Decrypt.user in
our construction. In general, the encryption scheme in the CRF framework will
suffer double computation latency during key generation and encryption phase,
while the total latency of key generation in our construction is two times less than
the original scheme [21], and the total latency of encryption is less than [21]. We
remark that our proposed COO-CP-ABE-CRF not only strengthens the security
to resist the exfiltration of secret information, but also achieves high computation
efficiency.

5.2 Experimental Analysis

To evaluate the practical performance, we develop an extensible library called
libabe, which offers essential APIs for implementing ABE schemes. To be com-
patible with Android OS, libabe is developed by C language and only dependent
on Pairing-Based Cryptography (PBC) library [34], thus we can develop the
evaluation program on Android OS with Java Native Interface (JNI). The curve
that we choose is the 224-bit MNT elliptic curve from PBC. We use a laptop
produced by HASEE to act as the PKG, the public cloud and three reverse fire-
walls, a mobile device produced by XIAOMI plays the part of the data owner
and the data consumer. The device configuration is presented in Table 2.

Experiment Setting. We set access policies for CT's in the form of (S; AND ...
AND ;) to simulate the worst situation. We set 20 distinct access policies with
[ increasing from 10 to 100, repeat each instance 20 times and take the average
value. The time is given in milliseconds. Since the routines of MNT elliptic curve
adopt asymmetric groups while the groups in the scheme are symmetric, only a
small change needs to be made. Specifically, there are three groups G, Gy and
Gr and an asymmetric pairing e : G; X Gy — Gp. Because the time taken to
execute operations in G; is much less than Gy in MNT224 elliptic curve group,
more operations in the scheme are executed in G; rather than Gs.

Computation Time. In Fig.3, we show KeyGen.offline Time and Key-
Gen.online Time of the PKG, Encrypt.offline Time and FEncrypt.online
Time of the data owner, KeyGen.ran Time and Decrypt.user Time of the
data consumer, Decrypt.out Time of the public cloud, Wpka.KG.of fline
Time and Wpka.KG.online Time of Wpka, Wbo.Enc.of fline Time and
Whpo.Enc.online Time of Wpo, Wpe.TKUpdate Time and Wpc.Decrypt
Time of Wpc.
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Table 2. Device configuration

Type Configuration Role Algorithm
Laptop Intel Core PKG, Wpka, Setup, KeyGen.offline, KeyGen.online,
(HASEE) i7-4710MQ Wpbo, Wbc, Decrypt.out, Wpka.-Setup,
@2.5 GHz, 8 GB | Public Cloud Wepka . KG.of fline, Wpka.KG.online,
RAM, Ubuntu Wpo.Enc.of fline, Wpo.Enc.online,
16.04LTS 64-bit Wpc.TKUpdate, Wpc.Decrypt
Mobile Device | Qualcomm Data Owner, Data | Encrypt.offline, Encrypt.online,
(MIX 2) Snapdragon Consumer KeyGen.ran, Decrypt.user
835@2.45 GHz,
6 GB RAM,
Android 8.0
(a) Executlon Time of PKG (b) Executlon Tlme of DO&Public Cloud
1000 T T
3 KeyGen offline" —— 8 3500 Encrypt offline” —— 7
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Fig. 3. Experimental results

In Fig.3(a), KeyGen.offline Time is about 47ms-783ms while Key-
Gen.online Time is about 3ms-93ms. In Fig. 3(b), Encrypt.offline Time on
the mobile phone is about 0.15s-2.55s while Encrypt.online Time on the
mobile phone is about 22 ms—-386 ms. Decrypt.out Time is about 64 ms—-1.02s. In
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Fig.3(e) and (f), KeyGen.ran Time on the mobile phone is about 0.14s-2.33s
and Decrypt.user Time on the mobile phone is always about 5.6 ms, which is
quite efficient for mobile devices. In Fig. 3(c), Wpka . KG.of fline Time is about
48 ms—781 ms while Wpkg .KG.online Time is about 3ms-93 ms. In Fig. 3(d),
Whpo.Enc.of fline Time is about 52 ms—881 ms while Wpo.Enc.online Time is
about 8 ms-186 ms. In Fig. 3(e), Wpc. T KUpdate Time is about 46 ms—774 ms.
In Fig. 3(f), Wpc.Decrypt Time is always about 1.4 ms.

6 Conclusion

In this paper, we propose a concessive online/offline ciphertext-policy attribute
based encryption with cryptographic reverse firewalls, which can resist the exfil-
tration of secret information. Furthermore, compared with the original scheme
without CRF, our scheme reduces the total computation cost by half. Moreover,
we develop an extensible library called libabe that is compatible with Android
devices, and we implement the prototype on a laptop and a mobile phone. In
the future, we will focus on designing more compact system model of ABE in
the CRF framework without rewinding PK to PKG.
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