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Abstract. First proposed in CryptoNote, a collection of popular
privacy-centric cryptocurrencies have employed Linkable Ring Signature
and a corresponding Key Derivation Mechanism (KeyDerM) for keep-
ing the payer and payee of a transaction anonymous and unlinkable. The
KeyDerM is used for generating a fresh signing key and the corresponding
public key, referred to as a stealth address, for the transaction payee. The
stealth address will then be used in the linkable ring signature next time
when the payee spends the coin. However, in all existing works, including
Monero, the privacy model only considers the two cryptographic primi-
tives separately. In addition, to be applied to cryptocurrencies, the secu-
rity and privacy models for Linkable Ring Signature should capture the
situation that the public key ring of a signature may contain keys created
by an adversary (referred to as adversarially-chosen-key attack), since in
cryptocurrencies, it is normal for a user (adversary) to create self-paying
transactions so that some maliciously created public keys can get into
the system without being detected .

In this paper, we propose a new cryptographic primitive, referred to
as Linkable Ring Signature Scheme with Stealth Addresses (SALRS),
which comprehensively and strictly captures the security and privacy
requirements of hiding the payer and payee of a transaction in cryptocur-
rencies, especially the adversarially-chosen-key attacks. We also propose
a lattice-based SALRS construction and prove its security and privacy
in the random oracle model. In other words, our construction provides
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strong confidence on security and privacy in twofolds, i.e., being proved
under strong models which capture the practical scenarios of cryptocur-
rencies, and being potentially quantum-resistant. The efficiency analysis
also shows that our lattice-based SALRS scheme is practical for real
implementations.

Keywords: Lattice-Based - Linkable ring signature -
Stealth Address + Cryptocurrency - Privacy

1 Introduction

Conventional cryptocurrencies such as Bitcoin or Ethereum support the
pseudonym level of anonymity, namely, the wallet addresses and the real identi-
ties are delinked while transactions are linked. For privacy coins, such as Monero
or Zcash, one of the objectives in terms of anonymity is to keep both the payer
and payee of a transaction anonymous and unlinkable.

For example, in CryptoNote [25], Linkable Ring Signature (LRS) [20] and Key
Derivation Mechanism [25] (KeyDerM) are employed. When a payer, say Alice,
wants to pay Bob (the payee) through a transaction, Alice uses KeyDerM to
generate a derived public key DPK from Bob’s master public key MPK, and uses
DPK as Bob’s address in the transaction. As MPK never appears, transactions
involving Bob as the receiver cannot be identified. KeyDerM is also referred
to as the Stealth Address (SA) [27] mechanism. When Bob wants to spend his
coins on the derived public key DPK; i.e. acting as the payer of a transaction
TX, he generates a linkable ring signature o on the transaction TX (as the
message) under a set (referred to as a ‘ring’) of derived public keys R such that
DPK € R. Anyone can verify o without being able to find out the actual signer is
corresponding to DPK. The linkability is used for detecting any double-spending
attempt, namely if two signatures are generated by Bob corresponding to DPK,
they will be detected as linked as the coin corresponding to DPK is supposed to
be used only once.

LRS and SA have attracted much attention recently in the community, for
example, [5,8,9,11,21,22,26,28], and in cryptocurrencies, for example, Monero
[24], which uses LRS and CryptoNote’s KeyDerM as its underlying building
blocks, and has a market capitalization valued at more than 1 billion USD [10].
However, as shown in Tablel, all the existing works [1-3,14-16,19,20,29-31]
either only consider LRS or SA in the setting of standard signature schemes
[11,21] rather than both of these primitives. Even in CrypotNote [25] and Monero
[24], LRS and SA are both considered, but still separately rather than being
analyzed under a unified security model, despite that LRS and SA are used in
a tightly-coupled fashion in both CryptoNote and Monero. In particular, the
signing keys and public keys used in LRS are generated by the SA mechanism.
It is not known whether the security and privacy properties still hold when keys
used by LRS are generated by the SA mechanism, while the SA mechanism does
not generate keys independently.
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The linkability of LRS requires that if two signatures are generated under
the same key pair, these signatures can be linked publicly. Another feature of
LRS, referred to as non-slanderability, requires that an adversary cannot frame a
user by creating a signature that is linked to a signature of the user. Anonymity
requires that for a signature with respect to ring R, no one can identify the
real signer’s public key out of R. When considering these security and privacy
requirements of LRS, we investigate under the assumption that each key pair is
generated independently. However, this is no longer the fact when LRS is used in
CryptoNote or Monero as keys are generated using the SA mechanism. For SA,
the master-public-key-unlinkability [21] property requires that given a derived
public key and the corresponding (standard) signatures, an adversary cannot tell
the master public key, from which the derived public key is generated, out of a
set of known master public keys. Another requirement called derived-public-key-
unlinkability [21] captures that given two derived public keys and corresponding
(standard) signatures, an adversary cannot tell whether the two derived public
keys are from the same master public key.

As Linkable Ring Signature and Stealth Address are used in practical scenar-
ios, i.e., cryptocurrencies, another concern is whether the security and privacy
models, under which they are analyzed, capture the scenarios well. In particu-
lar, in cryptocurrencies, an attacker may create some public keys maliciously
and issue transactions using these public keys as payee’s addresses. As long as
these malicious created keys are well-formed, they will get into the blockchain
as the normal ones and a user may include these malicious created keys in their
rings to sign their transactions. As a result, to be practical, the security and
privacy models must consider the attacks in such a scenario, which referred to
as adversarially-chosen-key attacks. However, as shown in Table 1, the existing
linkability models either do not consider the adversarially-chosen-key attacks or
consider them but do not capture the application scenarios of cryptocurrencies.

1.1 Owur Results

To address the above concerns, in this paper, we propose a new cryptographic
primitive, named Linkable Ring Signature Scheme with Stealth Addresses
(SALRS), which comprehensively and strictly captures the security and pri-
vacy requirements of hiding the payer and payee of a transaction in cryp-
tocurrencies. Particularly, all the security models (namely strong unforge-
ability, signer-linkability, and signer-non-slanderability) and privacy models
(namely signer-anonymity, master-public-key-unlinkability, and derived-public-
key-unlinkability) are defined under SALRS, rather than under Linkable Ring
Signature or Stealth Address separately. Also, all the models strictly capture the
practical requirements of cryptocurrencies, especially the adversarially-chosen-
key attacks.

We also propose a lattice-based SALRS construction and prove its secu-
rity and privacy in the random oracle model. In other words, our construction
provides strong confidence on security and privacy in twofolds: being proved
under strong models which capture the practical scenarios of cryptocurrencies,
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Table 1. Comparison with existing LRS and SA schemes

Consider LRS and SA | Capture adversarially | Potentially quantum
together chosen-key attacks in | resistant
linkability model
[1,29,30] x, only LRS X, have flaws® X
[2,3,8,19,20,26,31] | x, only LRS X X
[14-16] x, only LRSP VP x
[24,25] x, LRS and SA X X
separately
[32] x, only LRS® X v
[5,9,28] x, only LRS X Vv
[22] x, only LRS X, have flaws @ Vv
[11,21] X, only SA NA X
this work V4 V4 v

aThe linkability models of [1,22,29,30] have flaws, as an adversary can trivially succeed, by
outputting two signatures which are obtained by querying the signing oracle on two different
public keys.

b[14-16] proposed Traceable Ring Signature, which is similar to Linkable Ring Signature.
The linkability model in [14-16] captures the adversarially-chosen-key attacks, but requires
that all the signatures use the same ring.

¢In [32], a key derivation mechanism for generating one-time public keys for the payees is
proposed, but the derived public keys’ anonymity (unlinkability to the payee’s long-term
key) is not considered.

and being potentially quantum-resistant. The efficiency analysis also shows that
our lattice-based SALRS scheme is practical for real implementations. Table 1
shows a comparison between our results in this work and the existing works on
Linkable Ring Signature and Stealth Address. It is worth noting that although
lattice-based Linkable Ring Signature schemes [5,22,28,32] have been proposed
recently, to the best of our knowledge, no lattice-based Stealth Address scheme
has been introduced so far. Also, although some lattice-based ring signature
schemes [13,18] can achieve logarithmic signature size in terms of the number of
signers in the ring, these schemes are mainly of theoretical interest since they will
produce much larger signatures for a normal ring size in real scenarios. In other
words, our construction is the first practical and potentially quantum-resistant
solution that hides the payers and payees of transactions in cryptocurrencies.

1.2 Outline

In Sect. 2 we propose and formalize the primitive Linkable Ring Signature
Scheme with Stealth Addresses (SALRS), including the algorithm definitions and
the security and privacy models. In Sect. 3 we propose a lattice-based SALRS
construction, and prove its security and privacy in Sect. 4. The paper is con-
cluded in Sect. 5.
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2 Definitions of SALRS

In this section, we first define the SALRS system, which captures the cryp-
tographic functionalities that a cryptocurrency needs to hide the payers and
payees of the transactions. Then we formalize the security and privacy models
that strictly capture the practical scenarios in cryptocurrencies.

2.1 Algorithm Definition

A Linkable Ring Signature Scheme with Stealth Addresses (SALRS) consists of
the following algorithms:

— Setup(A) — PP. This is a probabilistic algorithm. On input a security param-
eter )\, the algorithm outputs system public parameters PP.

The system public parameters PP are common parameters used by all partic-
ipants in the system, for example, the message space M, the hash functions,
etc. In the following, A and PP are implicit input parameters to every algorithm.

— MasterKeyGen() — (MPK, MSK). This is a probabilistic algorithm. The algo-
rithm outputs a (master public key, master secret key) pair (MPK, MSK).
FEach user runs MasterKeyGen algorithm to generate his (master public key,
master secret key) pair.

— DerivedPublicKeyGen(MPK) — DPK. This is a probabilistic algorithm. On
input a master public key MPK, the algorithm outputs a derived public key
DPK.

Anyone can run this algorithm to generate a fresh derived public key from a
master public key.

— DerivedPublicKeyOwnerCheck(DPK, MPK, MSK) — 1/0. This is a determinis-

tic algorithm. On input a derived public key DPK and a (master public key,
master secret key) pair (MPK, MSK), the algorithm outputs a bit b € {0,1},
with b = 1 meaning that DPK is a valid derived public key generated from
MPK and b = 0 otherwise.
The owner of a master public key can use this algorithm to check whether a
public key is derived from his master public key. In a cryptocurrency, a payee
can use this algorithm to check whether he is the intended receiver of a coin
on the public key.

— DerivedPublicKeyPublicCheck(DPK) — 1/0. This is a deterministic algorithm.

On input a derived public key DPK, the algorithm outputs a bit b € {0,1},
with b = 1 meaning that DPK is a well-formed derived public key and b = 0
otherwise.
Anyone can use this algorithm to check whether a derived public key is well-
formed. In a cryptocurrency, a payer can use this algorithm to check whether
the derived public keys owned by others are well-formed so that he can use
them as ring numbers for his ring signature generation.
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— Sign(M, R, DPK, (MPK,MSK)) — o. On input a message M, a ring of well-
formed derived public keys R = (DPKy,...,DPK,)!, a derived public key
DPK € R, and the master key pair (MPK, MSK) for DPK, the algorithm out-
puts a signature o on the message M with respect to the ring R.

The derived public keys DPKy, ..., DPK, may be generated from different mas-
ter public keys.

— Verify(M, R, o) — 1/0. This is a deterministic algorithm. On input a message
M, a ring of well-formed derived public keys R, and a purported signature
o on the message M with respect to the ring R, the algorithm outputs a bit
b € {0,1}, with b = 1 meaning valid and b = 0 otherwise.

— Link(My, Ro, 00, M1, R1,01) — 1/0. This is a deterministic algorithm. On
input two valid signatures (My, Ro,00), (M1, R1,01), the algorithm outputs
a bit b € {0,1}, with b = 1 meaning linked and b = 0 meaning unlinked.

Correctness. The scheme must satisfy the following correctness property: Let
PP « Setup()),

— for any (MPK,MSK) <« MasterKeyGen(), DPK <« DerivedPublicKeyGen
(MPK), it holds that DerivedPublicKeyOwnerCheck(DPK, MPK, MSK) = 1 and
DerivedPublicKeyPublicCheck(DPK) = 1.

— for any message M € M, any ring of well-formed derived public keys R,
and any DPKy; € R such that DerivedPublicKeyOwnerCheck(DPK, MPK,
MSK) = 1 for some master key (MPK,MSK), it holds that
Verify(M, R, Sign(M, R, DPK,, MPK, MSK)) = 1.

— for any messages My, M7, € M, any well-formed derived public key rings
Ry, Ry, and any DPK,, € Ry, DPK;, € R; such that
DerivedPublicKeyOwnerCheck(DPK;,, MPK;, MSK;) = 1 for some master key
0,1). It holds that Link(My, Rg, 00, M1, R1,01) = 1 if DPK;, = DPK,,, and
Pr[Link(My, Ry, 00, M1, R1,01) = 0] > 1 — negl()\) if DPK,, # DPKj,, where
negl is a negligible function.

Remark: Note that it is open on whether the Sign algorithm is probabilistic or
deterministic, which may depend on the concrete constructions.

2.2 Security and Privacy Models of SALRS

Below we define the security and privacy for SALRS. The security includes
unforgeability, signer-linkability, and signer-non-slanderability, while the privacy
includes signer-anonymity, master-public-key-unlinkability and derived-public-
key-unlinkability. Unforgeability captures that only the user knowing the secret
key for some public key in a ring can generate a valid signature with respect

! Below, we regard the public key ring as an ordered set, namely, it consists of a set
of public keys, and when it is used in Sign and Verify algorithms, the public keys are
ordered and each one has an index.
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to the ring. Signer-linkability captures that with respect to one derived public
key, if the key owner generates two or multiple valid signatures, these signatures
will be detected to be linked, and this captures the security requirement of pre-
venting double-spending in cryptocurrencies. Signer-non-slanderability captures
that no one can frame other users by creating a signature that is linked to a
signature of the target user. Signer-anonymity captures that given a valid sig-
nature with respect to a ring of derived public keys, no one can identify the
signer’s derived public key out of the ring. Master-public-key-unlinkability cap-
tures that given a derived public key and the corresponding signatures, no one
can tell which master public key, out of a set of known master public keys,
is the one from which it was derived. Derived-public-key-unlinkability captures
that given two derived public keys and the corresponding signatures, no one
can tell whether they are derived from the same master public key. Signer-
anonymity captures the privacy-protection requirement in cryptocurrency of
hiding the payer, while master-public-key-unlinkability and derived-public-key-
unlinkability captures the privacy-protection requirements of hiding the payee
and cutting the link between the payees of different transactions, respectively.
With these security and privacy models, SALRS captures the security and
privacy-protection requirements of cryptocurrencies in the most practical set-
ting. Especially, the rings are allowed to contain the derived public keys that
an adversary generated from his own master public keys. This reflects the sit-
uations in practice that, an attacker may generate some derived public keys
from his own master public keys, and issue transactions among these keys,
attempting to launch some attacks, such as double-spending, or to compromise
other users’ security and/or privacy. On the other side, we show that signer-
linkability and signer-non-slanderability together implies unforgeability, and
master-public-key-unlinkability implies derived-public-key-unlinkability. Thus,
for a SALRS construction, we only needs to focus on its signer-linkability, signer-
non-slanderability, signer-anonymity, and master-public-key-unlinkability.

Definition 1 (Strong Unforgeability). A SALRS scheme is strongly
unforgeable if for any probabilistic polynomial time (PPT) adversary A and for
any polynomial n(-), the advantage of A in the following game Gamees, denoted
by Adviluf, is negligible.

1. Setup. PP «— Setup(\;w) is run, where w is the randomness used in Setup().
PP and w are given to A.
{(MPK;, MSK;) «— MasterKeyGen()}?:(’}) are run and {MPKZ-}ZL:(’}) are given
to A.
An empty set Lgp, = 0 is initialized, which will be used to store the valid
derived public keys derived from the target master public keys. Note that Lgpy,
captures the scenarios that the valid derived public keys are stored on the
blockchain and are publicly accessible.
Note that giving to A the randomness w, which is used by the Setup algorithm,
implies the setup is public. This is to capture that the security does not rely on
a trusted setup which may incur concerns on the existing of trapdoors.
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2. Probing Phase. A can adaptively query the following oracles:
— Derived Public Key Adding Oracle ODPKAdd(-, -):
On input a derived public key DPK and a master public key MPK;, this
oracle returns b < DerivedPublicKeyOwnerCheck(DPK, MPK;, MSK;) to
A. Ifb=1, set Lgpr = Lapr U {DPK}.
This captures that A can try and test whether the derived public keys gen-
erated by him are accepted by the owner of the corresponding master public
key.
- Signing Oracle OSign(-,-,-):

On input a message M € M, a ring of well-formed derived public keys
R, and a derived public key DPK € R N Lgpk, this oracle returns o «
Sign(M, R,DPK, MPK;, MSK;) to A, where (MPK;, MSK;) is the master
key pair for DPK.
Note that it only requires that the derived public key DPK is in Lgy, i.e.,
the attacking targets for which the master secret keys are unknown to the
adversary, without requiring R C Lgy,i. This captures that A can obtain the
signatures for messages, derived public key ring, and derived public key of
its choice, where the ring may contain deprived public keys which are
created by the adversary even from the master public keys which are
also created by the adversary (referred to as adversarially-chosen-key
attack).

3. Output Phase. A outputs a message M* € M, a ring of well-formed derived

public keys R*, and a signature o*.

Let S50 = {(M,R,DPK, o)} be the query-answer tuples for OSign(-,-,-). A suc-
ceeds if (1) Verify(M*, R*,c*) =1, and (2) R* C Lgpk, and (3) (M*,R*,?,0%) ¢
Sso, where 17 means wildcard, i.e. (M*, R*,0*) is not a (message, derived public
key ring, signature) tuple obtained by querying OSign(,-, ). The advantage of A
is Adv"’ = Pr|A succeeds].

Remark: In the above model, as the adversarially-chosen-key attacks are con-
sidered, i.e., the adversary is allowed to specify the derived public key ring to
contain well-formed derived public keys generated from the master public keys
created by himself, it is not necessary to provide an oracle of corrupting the
master secret keys in {MSK}L(?. The situations for the following models are
similar.

Definition 2 (Signer-linkability). A SALRS scheme is signer-linkable if for
any PPT adversary A, the advantage of A in the following game Gamesnjink,
denoted by Advi‘”lmk, is negligible.

1. Setup. PP « Setup(\;w) is run, where w is the randomness used in Setup().
PP and w are given to A.

2. Output Phase. A outputs k(> 2) (message, ring of well-formed derived
public keys, signature) tuples (M}, R}, o) (i=1,...,k).

R
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A succeeds if (1) Verify(M;,Rf,of) =1 (i=1,2,...,k),

R

and (2) Link(M;, R}, 07, MY, R},0%) = 0 Vi,j € [L,k] s.t. i # j, and (3) | UL,

R:| < k. The advantage of A is Advi{""™ = Pr[A succeeds).

Remark: Note that the adversary’s target is to attack the linkability property of
the system, rather than attacking other users, thus we do not need to consider
the target master public keys or derived public keys. Also, as the adversary is
allowed to create the master public keys and derived public keys of its choice,
we do not need to consider the signing oracles, corruption oracles, etc.

Definition 3 (Signer-non-slanderability). A SALRS scheme is signer-non-
slanderable if for any PPT adversary A and for any polynomial n(-), the advan-

snnsl

tage of A in the following game Gamesnnsi, denoted by Adv’™*", is negligible.

1. Setup. Same as that of Gameeys in Def. 1.

2. Probing Phase. Same as that of Gameeys in Def. 1.

3. Output Phase. A outputs two (message, ring of well-formed derived public
keys, signature) tuples (]\;[,]A%, &) and (M*, R*,0%").

Let Sqo = {(M,R,DPK,0)} be the query-answer tuples for OSign(-,-,-).
A succeeds if (1) Verify(M*, R*,0*) = 1, and (2) (M,]%,DIADK,&) €
Se for some DPK € R Lyp, and (3) (M*,R*,DPK,0") ¢ S.o, and
(4) Link(M*,R* 0%, M,R, 6) = 1. The advantage of A is Adv{™!
Pr[A succeeds].

Definition 4 (Signer-Anonymity). A SALRS scheme is signer-anonymous
if for any PPT adversary A and for any polynomial n(-), the advantage of A in

snano

the following game Gamegnano, denoted by Adv’'*™°, is negligible.

1. Setup. Same as that of Gamegys in Def. 1.

2. Probing Phase 1. Same as the Probing Phase of Gameg,s in Def. 1.

3. Challenge Phase. A outputs a message M*, a ring of well-formed derived
public keys R*, and two distinct indices 1 < ig,i1 < n(\), such that
(1) DPKZ'O, DPK“ € R*N Ldpk; and
(2) none of OSign(-,-,DPK;,), OSign(-,-,DPK;,) was queried. A random bit
b € {0,1} is chosen, and A is given the signature o «— Sign(M*, R*,
DPK;,, MPK, MSK), where (MPK, MSK) is the master key pair for DPK;,.

4. Probing Phase 2. Same as the Probing Phase 1, but with the restriction
that none of OSign(-, -, DPK,,), OSign(-,-,DPK;,) is queried.

5. Output Phase. A outputs a bit b’ as its guess to b.

The advantage of A is Adv’{*"® = |Pr[t/ = b] — 1|.

Definition 5 (Master-Public-Key-Unlinkability). A SALRS scheme is
Master Public-Key-Unlinkable if for any PPT adversary A and for any poly-
nomial n(-), the advantage of A in the following game Gamempkuni, denoted by
Advﬁpk“"l, is negligible.
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1. Setup. Same as that of Gameeys in Def. 1.

Probing Phase 1. Same as the Probing Phase of Gameeys in Def. 1.

3. Challenge. A outputs two distinct indices 1 < ig,i; < n(\). A random bit
b € {0,1} is chosen, and DPK* «— DerivedPublicKeyGen(MPK;,) is given to
A. Set Ldpk = Ldpk @] {DPK*}

4. Probing Phase 2. Same as Phase 1, except that ODPKAdd(DPK™, MPK; )
(for j € {0,1}) cannot be queried.

5. Guess. A outputs a bit b’ € {0,1} as its guess to b.

o

The advantage of A is Advﬁpk“nl = |Pr[t/ =b] — §|.

Remark: Note that OSign(-,-, DPK*) can be queried. This captures that neither
the derived public key or the signatures leak the corresponding master public
key.

Definition 6 (Derived-Public-Key-Unlinkability). A SALRS scheme is
Derived Public-Key-Unlinkable if for any PPT adversary A and for any poly-
nomial n(-), the advantage of A in the following game Gamegpkuni, denoted by

Adv‘jfk“nl, is negligible.

1. Setup. Same as that of Gameeys in Def. 1.

2. Probing Phase 1. Same as the Probing Phase of Gameg,s in Def. 1.

3. Challenge. A outputs two distinct indices 1 < ig,11 < n(A).

A random bit ¢ € {0,1} is chosen.

Compute DPK{ <« DerivedPublicKeyGen(MPK;,).

A random bit b € {0,1} is chosen.

If b =0, compute DPK] « DerivedPublicKeyGen(MPK;_),
otherwise, compute DPK] « DerivedPublicKeyGen(MPK;, ).
(DPKG, DPKY) are given to A. Set Lgpi, = Lapr, U {DPKG, DPK]}.

4. Probing Phase 2. Same as Probing Phase 1, except that
ODPKAdd(DPK}, MPK;,) (for j,k € {0,1}) can be queried on at most one
j€{0,1}.

5. Guess. A outputs a bit V' € {0,1} as its guess to b, i.e., guess whether DPK{
and DPK] are from the same master public key.

The advantage of A is Adv‘jf}w"l =|Pr[t/ =b] — 1|.

Remark: Note that OSign(-,-,DPK}) (for j = 0,1) can be queried, and this

captures that neither the derived public keys or the corresponding signatures

leak whether they are from the same master public key.

As the above models captures the security and privacy requirements that the
practice imposes on SALRS, the following two theorems show that for a SALRS
scheme, we only need to consider its signer-linkability, signer-non-slanderability,
signer-anonymity, and master-public-key-unlinkability.

Theorem 1. If a SALRS scheme is signer-linkable and siner-non-slanderable,
then it is strongly unforgeable.
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Proof. The proof resembles that for a similar conclusion in the setting of Trace-
able Ring Signature in [16]. We give the proof in Appendix A.

Theorem 2. If a SALRS scheme is master-public-key-unlinkable, then it is
derived-public-key-unlinkable.

Proof. Observe Gamempkunl and Gamegpuni, it is easy to see that, if there exists
an adversary A that wins Gamegpkny With non-negligible advantage, we can con-
struct an algorithm B that interacts with A for game Gamegpknui, and makes use
of A’s output to win Gamempkuni With non-negligible advantage. We defer the
proof details to the full version.

3 Our Construction

In this section, we first present some preliminaries in Sect. 3.1, including the
concept of key-privacy in Key-Encapsulation Mechanism (KEM), which we will
use as a building block for our SALRS construction, and some background of
lattice. Then we propose a lattice-based SALRS construction in Sect. 3.2 and
give the concrete parameters and building blocks in Sect. 3.3.

3.1 Preliminaries

3.1.1 Key-Privacy in KEM

Our construction will use KEM as a building block, but requires the underlying
KEM to have an additional property, referred to as key-privacy, which asks that
an adversary in possession of a ciphertext not be able to tell which specific public
key, out of a set of known public keys, is the one under which the ciphertext
was created, meaning the receiver is anonymous from the point of view of the
adversary. It is worth mentioning that Bellare et al. [6] considered a similar
concept on the setting of Public Key Encryption (PKE). Below we extend the
usual KEM and formalize the concept of KEM with key-privacy.

Syntax. To capture the practice better, we augment the usual formalization of

KEM to cover the cases that users may share some fixed “global” information.
A key-encapsulation mechanism (KEM) scheme is a tuple of probabilistic

polynomial-time algorithms (Setup, KeyGen, Encaps, Decaps) such that:

— Setup(A) — GP. On input a security parameter A, the algorithm outputs sys-
tem global parameters GP.
The system global parameters GP are common parameters used by all partic-
ipants in the system, which may be just the security parameter X\, or include
some additional information, for example, the key space, the ciphertext space,
the hash functions, etc. As we will consider the key-privacy, here we require
that GP include the key space K and ciphertext space C.

— KeyGen(GP) — (PK, SK). This is a probabilistic algorithm. On input GP, the
algorithm outputs a (public key, secret key) pair (PK, SK).
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— Encaps(GP, PK) — (C, k). This is a probabilistic algorithm. On input GP and
a public key PK, the algorithm outputs a ciphertext C' € C and a key x € K.

— Decaps(GP,C,PK,SK) — k/L. This is a deterministic algorithm. On input
GP, a ciphertext C € C, and a (public key, secret key) pair (PK,SK), the
algorithm outputs a key x € K or a special symbol L to indicate rejection.

Correctness. It is required that with all but negligible probability over
GP « Setup(1?), (PK,SK) « KeyGen(GP), and the random coins of Encaps,
if Encaps(GP, PK) outputs (C, k), then Decaps(GP, C, PK, SK) outputs .

Security and Key-Privacy. Below we formalize the security and key-privacy
models.

Definition 7 (CCA-Security of KEM). A KEM scheme is CCA-secure if
for any PPT adversary A, the advantage of A in the following game Gameccasec,
denoted by Adv**°, is negligible.

1. Setup. GP « Setup(\;w) is run, where w is the randomness used in Setup().
GP and w are given to A. (PK,SK) «— KeyGen(GP) is run and PK is given
to A.
Note that giving to A the randomness w, which is used by the Setup algorithm,
implies the setup is public. This is to capture that the security does not rely on
a trusted setup which may incur the concerns on the existing of trapdoors.

2. Challenge Phase. (C* k) « Encaps(GP,PK) is run. A random bit b is

chosen. If b =0, set k* := K, otherwise choose a uniformly random r* Ex.
A is given (C*, k*).

3. Probing Phase. A can adaptively query an oracle ODecaps(+), which takes
a ciphertext C € C and returns k < Decaps(GP, C, PK,SK) to A, with the
restriction that A cannot query ODecaps(-) on the challenge C*.

4. Output Phase. A outputs a bit V.

The advantage of A is Adv**““ = | Pr[b/ = b] — %|

Definition 8 (CCA-Key-Indistinguishability of KEM). A KEM scheme

is CCA-key-indistinguishable if for any PPT adversary A, the advantage of A

in the following game Gameccaki, denoted by Advey™, is negligible.

1. Setup. Same as that of Gameccasec-

2. Challenge Phase. (C,k*) <« Encaps(GP,PK) is run. A random bit b is
chosen. If b =0, set C* := C, otherwise choose a uniformly random C* Ee.
A is given (C*,K*).

3. Probing Phase. Same as that of Gameccasec-

4. Output Phase. A outputs a bit b'.

The advantage of A is Adv{™™ = | Pr[t/ = b] — 1.
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3.1.2 Lattice Background

Rings, Norms and Invertible Ring Elements. Let ¢ be an even (resp.
odd) positive integer, and denote by Z, the integers modulo ¢, which will be
represented in the range (—4, 4] (resp. [—q;—l, %]) Let n be an positive integer,
and let R and R, be the rings Z[X]/(X"™ + 1) and Z,[X]/(X™ + 1), respectively.
Forw=ag+a1 X +...+a,_1 X" ! € R, define the I, !, and I norms of w as

follows:

lwlloo = maxa;l,  Jlwlh = ol Jwllz = ViaoP + ..+ lan
i
Similarly, for w = (w1, ..., wy) € RF, define:
IWlloe = max fwilloc, Wl =Y Jwilli, — wl2= \/||U11||§ +. w3
i

Let S, denote the set of all elements w € R such that |w|s« < 7. As shown
in [23], for prime ¢ > 22° such that ¢ = 17 mod 32, and for n < % -q"/8, all
non-zero elements of S, are invertible in R,.

Let By denote the set of all elements in R, such that have 6 coefficients
that are either —1 or 1 and the rest are 0. Again, for prime ¢ > 22° such that
q = 17 mod 32, all elements of By are invertible and the difference of any two
distinct elements from By is also invertible in R,.

(Inhomogeneous) Module-SIS. The Inhomogeneous Module-SIS problem
with parameters (n,q, k, £, 3) consists in finding x € R**¢ such that ||x|» < 3
and [A | I} - x = t, for uniformly random A € R’;”, te R’; and k x k identity
matrix I. The problem can be adapted straightforwardly into its infinity-norm
version, where x must satisfy ||x||oc < (. The homogeneous version is defined
with t = 0 and x # 0.

Module-LWE. The Module-LWE problem with parameters (n,q, k,¢,n) is as
follows. Let A € ngxe be a uniformly random matrix. Let b = As + e €
R’;7 where s € Sf;, e c Sﬁ have entries chosen according to some distribution
over S, (e.g., the uniform distribution or a Gaussian distribution). The search
variant of Module-LWE asks to recover s given (A,b). The decision variant
(decision-Module-LWE) asks to distinguish (A, b) from a uniformly random pair
over R’;XZ X R’qC . In this paper, similar to [5], we use a transformed version of
the decision-Module-LWE problem, which is to distinguish (A, As) from (A,r)
where A R’;Xl, S Sf, and r «— R’;.

As shown in [17], the Module-SIS and Module-LWE problems enjoy worst-
case to average-case reductions from hard problems in module lattices. Concrete
parameters of these problems that provide high post-quantum security against
the best known attacks are given in Dilithium [12] and Kyber [7].
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3.2 Construction

— Setup(1*) — PP. On input a security parameter )\, the algorithm sets the
parameters n,q, k,l,m, n,7,6 as specified in Sect. 3.3 below. Let Iy, be
a lattice-based KEM scheme which is CCA-secure and CCA-key indistin-
guishable, and let Cgemn and Kpep, denote Ilg.,,’s ciphertext space and key
space, respectively. Let Ha : {0,1}* — R];Xl, ExpandV : Krem — S’f7,
Hy :{0,1}* — By, and H,, : R’qc — R;"Xl be functions that will be viewed as
random oracles in the analyses. The algorithm does:

1. Choose a random string cstr € {0,1}*, and set A := Ha(cstr).

2. Run GPpep « Ipem.Setup(1*;w), where w is the randomness used in
erm.Setup().

3. Output the public parameters

PP = (na q, ka l7 m,n,7, 07 (HA7 cstr, A)) (erma w, kaem)7
ExpandV,Hg,Hm).

Note that including (Ha,cstr) and w in PP is to ensure that no one knows
any trapdoor for matrix A and GPg.,, respectively.
In the following, PP are implicit input parameters to every algorithm.
— MasterKeyGen() — (MPK, MSK). On input the implicit inputs, namely, the
public parameters PP, the algorithm does:
1. Run (PKkemstkem) — erm.KeyGen(GPkem).

2. Choose a uniformly random s ¥id Sfp and set t «— As.
3. Output master public key MPK and master secret key MSK

MPK := (PKkem7t)7 MSK := (SKkem’S)'

— DerivedPublicKeyGen(MPK) — DPK. On input a master public key MPK =

(PKkem,t), the algorithm does:

1. Run (C, k) « gem-Encaps(PKgem ).

2. Set 8’ := ExpandV(k) € S}, t' — As’, and set t—t+t.
3. Output a derived public key DPK := (C,t).

— DerivedPublicKeyOwnerCheck(DPK, MPK, MSK) — 1/0. On input a derived
public key DPK and a (master public key, master secret key) pair (MPK, MSK)
with MPK = (PKgem, t), and MSK = (SKgem, s), the algorithm does:

1. Check whether DPK € Crepn X Rf; holds. If it does not hold, return 0,
otherwise, parse DPK to DPK := (C,f) € Chrem X R’;.

2. Run k <« Igep.Decaps(C, PKiem, SKkem)-

3. Set s’ := ExpandV(k) and t’' «— As'.

4. Tt =t + t/ holds, return 1, otherwise return 0.

— DerivedPublicKeyPublicCheck(DPK) — 1/0. On input a derived public key
DPK, the algorithm checks whether DPK € Cgenm, X R’; holds. If it holds,
return 1, otherwise return 0.
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— Sign(M, R, DPK, (MPK,MSK)) — o. On input a message M, a ring of well-
formed derived public keys R = (DPKjy,...,DPK,), a derived public key
DPK € R, and the master key pair (MPK,MSK) for DPK where MPK =
(PKkem, t) and MSK = (SKgem, s), the algorithm does:

1. For i =1 to r, parse DPK; := (Ci,f;i) € Crem X R’; and set H; := m(fi).
2. Let i be the index of DPK in R, i.e. DPK = DPK; = (G;, t3).
Run k& ¢ Iljem-Decaps(C;, PKiem, SKiem). Set s; := ExpandV(x) and
§; < s+ s.. Note that it holds that t; = A§;.

. Set I — H;s;.

. Choose a uniformly random y ki3 S,ly.

. Set w; — Ay, v; — H;y.

.Fori=4i+1,...,r1,...,i—1,do
(a) Set C; < HQ(M, fi7 W;i_1,Vi—1, 1)2
(b) Choose a uniformly random z; <

S Uk W

472977'
(C) Set W; — AZi - Ci{]i, Vi — Hl'Zi — CiI.
7. Set ¢; «— Ho(M,R,w;_1,v;_1,1).
8. Set z; — y + ¢;8;.
9. If z; € S,lyfwn, output o := (c1,{z;}/_1,I) € By x (Siang)T x R,
otherwise go to Step 4.

— Verify(M, R,0) — 1/0. On input a message M, a ring of well-formed derived
public keys R = (DPKjy,...,DPK,), and a signature o = (c1,{z;};_,I), the
algorithm does:

1. If (1 ¢ Bg)V (i€ {1,...,7} sit. z; ¢ 5472977), then return 0.

2. Fori=1,2,...,r,do
(a) Parse DPK; to DPK; := (C,t;) € Crem x RE and set H; := H,, (t;).
(b) Set W; — AZi - Cif]i, Vi — HiZi — CiI.
(c) Set c;41 «— Ho(M, R, w;,v;,1).

3. If ¢pqq L c1 holds, return 1, otherwise return 0.

— Link(My, Ry, 09, M1, R1,01) — 1/0. On input two valid (message, derived
public key ring, signature) tuples (My, Ry, 00), (M, R1,01) where oy =
({2010 1), o) = (P, {20171, 10), i 1 Z IO holds, the algo-
rithm returns 1, otherwise returns 0.

3.3 Correctness and Concrete Parameters

This section analyzes the correctness of the proposed lattice-based SALRS
scheme, specifies the parameters achieving 128 bits of security and evaluates
the efficiency of the scheme.

Correctness. We first note that, the validity and well-formedness of a derived
public key DPK, as verified by algorithms DerivedPublicKeyOwnerCheck and
DerivedPublicKeyPublicCheck respectively, follows directly from the construction
of DPK, the correctness of the underlying KEM scheme Ilj.,, and the fact
that t = t+ As' = t+t' € R’;. Next, for an honestly generated signature

2 Note that 1 is regarded as r + 1, i.e., c1 «— Ho(M, R, w,, vy, I).
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o= (c1,{z;}7_1,1I), it holds that ¢; € By and z; € S»lyfzen foralli e {1,...,r}.
Furthermore, by construction, the value ¢,1; computed at Step 2 of algorithm
Verify satisfies ¢,11 = ¢1. Therefore, o is accepted by Verify.

We next analyze the correctness of algorithm Link. Let o9 =
(cg"),{zﬁo)}gl,I(O)) and o1 = ( ) {z ) }T ,IM) be generated by Sign(Mo,
]%07 DPK(), (MPKQ, MSK())) and Slgn(Ml, Rl, DPKl, (MPKl, MSK ))7 respec-
tively. For i = 0,1, let DPK; = (C;, t;) and note that 1) = H,,(t;)$;, where
§; = s; +s; and s;,s; are generated as specified by the scheme. Note that, if
DPK, = DPKy, then we have §; = §; and thus, I(9) = IV, In this case, algo-
rithm Link outputs 1.

In the case DPKy # DPKy, we will demonstrate that, with overwhelming
probability, algorithm Link outputs 0. Indeed, if to # t1, then H,,(to), Hp(t1)
are uniformly random and distinct, §g and §; are also distinct. Hence, the prob-
ability that 10 = H,,(t0)80 = H,, (t1)51 =1M is negligible (this is true if small
elements of R, are invertible). Now, suppose that to = t1 and Cy # Cy. Then,
unless one accidentally finds a collision where §y # §; and ASy = AS§; (which
happens only with negligible probability), we must have §g = §;. The latter may
occur in two scenarios:

-89 # s1 and s # s}, but sg + s = s; + s|. Due to the randomness of
the generations of sg,si,s{,s], this scenario only happens with negligible
probability.

— sg = s1 and s{; = s}. Note that, if sg, s; are obtained by two different execu-
tions of algorithm MasterKeyGen, then sy = s; only happens with negligible
probability. Furthermore, two different executions of algorithm DerivePub-
licKeyGen with Cy # C; should produce distinct s, s] with overwhelming
probability.

The above analysis shows that the given SALRS scheme is correct with over-
whelming probability.

Lattice-Based Instantiation of the KEM Scheme I[li.,,. We employ
Kyber [7] to instantiate Tpenm, by setting GPge, contains only the parame-
ters (n, k, q,n, dy,dy,d;) and the hash function. Note that, the ciphertext in the
CPA version of Kyber is pseudorandom based on the Decision Module-LWE
(D-MLWE) assumption, and it hides not only the plaintext but also the public
key. The CCA version of Kyber thus can be easily shown to satisfy not only
CCA-security but also CCA-key-indistinguishability. For concreteness, we will
use the Kyber variant Kyber768, which features public key size 1184 bytes and
ciphertext size 1088 bytes.

Signing Trials. At Step 9 of the signing algorithm, if z; =y + ¢;§; &€ 517_2977,
then the signer has to go back to Step 4. Let us compute the probability of such

restarting for uniformly random y & Sl c; € Bp and 8; = s + 8% € Sén. First,

we have x = ¢;§; € 5’2977. For each entry y; & [—7,7] of y, and each entry
xj € [—20n,20n] of x, the probability that y; + x; falls into the “safe zone”
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[—(y — 26n),~y — 20n)] is exactly the ratio between the cardinalities of the range
[—(y — 207),~v — 26n] and the range [—v,~]. Therefore, we have:

. S a6, 20n —2n10
Pr[z; S 57*297]] = |S’ly|’7 = (1 Py 1/2) ~e 71/7

where we use the fact that parameter v is set to be large compared to 1/2. As
a result, the probability of restarting is approximately close to 1 —e~2"07/7 In
particular, if we set parameters n, [, 8,7, so that 2nlfn/vy < log.(3) (see below),
then, on average, the signer has to run Step 4-Step 9 of the signing algorithm
less than 3 times.

Concrete Parameters and Efficiency. To set parameters that yield a scheme
with at least 128 bits of security, we rely on the parameters and analyses of
Dilithium [12], Kyber [7,23] and [4]. In particular modulus ¢ is set so that every
element of R, with infinity norm less than —= 8 -235/8 ig invertible, and parameters
n,l,0,7n,v are set so that the number of signing trials is less than 3 on average.
Similar to [12], we can use SHAKE-256 to implement the functions Ha, ExpandV,
and H,,, and use the SamplelnBall algorithm in [12, Fig.2] to implement Hy.
Table 2 shows the concrete parameters and efficiency of the proposed lattice-
based SALRS.

Table 2. Concrete parameters and efficiency of the proposed lattice-based SALRS.

Parameter Value

Dimension n 256

Modulus ¢ Prime g ~ 2% and ¢ = 17 mod 32
Module SIS/LWE parameters (k,I,m) | (3,5, 1)

Bounds (6, 7,7, — 207) (60, 3, 699453, 699093)
Master public key (MPK) size 4.44 KB

Master secret key (MSK) size 2.97 KB

Derived public key (DPK) size 4.34 KB

Signature size (r = 8) 27.4 KB

Signature size (r = 16) 53.6 KB

Signature size (r = 32) 106.1 KB

Signature size (r = 64) 211.1 KB

4 Proofs of Security and Privacy

Theorem 3. The SALRS scheme is signer-linkable in the random oracle model.

Proof. We prove that the SALRS scheme is signer-linkable under the Module-
SIS (MSIS) assumption. Due to space limitation, we defer the proof details to
the full version.
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Theorem 4. The SALRS scheme is signer-anonymous in the random oracle
model.

Proof. We prove that the SALRS scheme has signer-anonymity under the Deci-
sion Module-LWE (D-MLWE) assumption. Due to space limitation, we defer the
proof details to the full version.

Theorem 5. The SALRS scheme is signer-non-slanderable in the random ora-
cle model.

Proof. We prove that the SALRS scheme is signer-non-slanderable under the
Module-SIS (MSIS) and Decision Module-LWE (D-MLWE) assumptions. Due
to space limitation, we defer the proof details to the full version.

Theorem 6. The SALRS scheme is master-public-key-unlinkable in the random
oracle model.

Proof. Suppose the underlying KEM scheme is CCA secure and CCA Key Indis-
tinguishable, we prove that the SALRS scheme is master-public-key-unlinkable
under the Decision Module-LWE (D-MLWE) assumption. Due to space limita-
tion, we defer the proof details to the full version.

5 Conclusion

In this paper, we proposed a new cryptographic primitive, referred to as Linkable
Ring Signature Scheme with Stealth Addresses (SALRS), which comprehensively
and strictly captures the security and privacy requirements of hiding the payer
and payee of the transactions in cryptocurrencies. We also proposed a lattice-
based SALRS construction and proved its security and privacy in the random
oracle model. As a result, our construction provides strong confidence on security
and privacy in twofolds, being proved under strong models which capture the
practical scenarios of cryptocurrencies, and being potentially quantum-resistant.
The efficiency analysis also shows that our lattice-based SALRS scheme is prac-
tical for real implementations.

A A Proof of Theorem 1

Proof (Sketch). Due to page limitation, below we give the proof sketch and defer
the proof details to the full version.

Suppose there exists an adversary A that breaks the strong unforgeability,
i.e. succeeds in Gamegys with non-negligible advantage. We can construct an
algorithm B that either succeeds Gamegnink with non-negligible advantage or
succeeds Gamegnns) With non-negligible advantage.

B is offered two challengers Cy and Cq, which will interact with B for Gamegpjink
and Gameg,ng respectively. On the other side, B interacts with A for Gamee,
making use of Cy or C; behind, while it is indistinguishable from the view of A.
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At the Output Phase of Game, A outputs a (message, derived public key
ring, signature) tuple (M*, R*,o*), such that (1) Verify(M*, R*,0*) = 1, and
(2) R* C Lapk, and (3) (M*, R*,0*) is not returned by OSign(-,-, ).

Wlog., let R* = (DPKJ,...,DPK}), B can obtain k (message, derived public
key ring, signature) tuples {(M;, R*,0;)}¥_, by making use of Cy or Cy, such that
(1) Verify(M;, R*, 0;) = 1 (i = 1,2,..., k), and (2) Link(M;, R*, 05, M;, R}, 0;) =
0 Vi,j € [1,k] s.t. i # j, where o; corresponds to DPK}. Consider these k + 1
signatures, we have that either the following Case I or the Case II happens:

— Case I: Link(M*,R*,0*,M;,R*,0;) =0Vj € {1,...,k},
~ Case IL: i € {1,...,k} s.t. Link(M*, R*,0*, M;, R*,03) = 1.

If Case I happens, these k+1 signatures can be used to win Gamegpjink, otherwise,
the two signatures (M*, R*,0*), (M;, R*,0;) can be used to win Gamegqns|.
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