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k-time Proxy Signature: Formal Definition

and Efficient Construction

Weiwei Liu, Guomin Yang, Yi Mu, and Jiannan Wei

School of Computer Science and Software Engineering,
University of Wollongong, Wollongong, NSW 2522, Australia
{wl265,jw903}@uowmail.edu.au, {gyang,ymu}@uow.edu.au

Abstract. Proxy signature, which allows an original signer to delegate
his/her signing right to another party (or proxy signer), is very useful in
many applications. Conventional proxy signature only allows the original
signer to specify in the warrant the validity time period of the delegation
but not the number of proxy signatures the proxy signer can generate.
To address this problem, in this paper, we provide a formal treatment for
k-time proxy signature. Such a scheme allows a designated proxy signer
to produce only a fixed number of proxy signatures on behalf of the
original signer. We provide the formal definitions and adversary models
for k-time proxy signature, and propose an efficient construction which
is provably secure against different types of adversaries.

Keywords: proxy signature, restricted delegation, secret sharing.

1 Introduction

Proxy signature is a special type of digital signature, and is very useful in many
real-world applications. In a proxy signature scheme, an original signer (or dele-
gator) can delegate his/her signing right to a proxy signer. Thereafter, the proxy
signer can sign documents on behalf of the original signer.

The first proxy signature scheme was proposed by Mambo, Usuda and
Okamoto in 1996 [14]. In their work they classified proxy signatures into three
main categories, namely full delegation, partial delegation, and delegation by
warrant. Partial delegation proxy signature schemes can be further divided into
proxy-protected and proxy-unprotected schemes according to whether a verifier
can decide the proxy signature is generated by a proxy signer or the original
signer. Shortly after that, Kim et al. [10] proposed a new type of proxy signa-
ture combining partial delegation and warrant. They further showed that such
a combination can provide a higher level of security. Since then many proxy
signature schemes based on partial delegation and warrant have been proposed
(e.g., [12,24,20,23,25]).

Many extensions on proxy signature have also been proposed according to
different application needs, such as threshold proxy signature [28,26,13], blind
proxy signature [27,4,2], one-time proxy signature [15,21], ring proxy signature
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[22,1,7], and so on. Threshold proxy signature, also known as multi-proxy sig-
nature, enables an original signer to delegate his signing right to multiple proxy
signers. The proxy signers need to work together in order to produce a valid
proxy signature on behalf of the original signer. One-time proxy signature puts
strict restrictions on the signing capability of a proxy signer, who is only allowed
to generate one valid proxy signature on behalf of the original signer. Blind proxy
signature allows a user to obtain a valid signature on a message in a way that
the proxy signer learns neither the message nor the resulting signature, and ring
proxy signature allows a proxy signer to hide his/her identity among a group of
possible signers.

Proxy signature and its extended variants have been found very useful in many
practical applications, such as distributed systems [16], grid computing [6], and
mobile agent applications [12]. However, one of the key issues in proxy signature
is to ensure that a proxy signer will not misuse the signing right obtained from
an original signer. In the seminal work by Mambo et al. [14], a validity period is
specified in a warrant in order to restrict the signing capability of a proxy signer.
This approach has been used in almost all the following works on proxy signature.
However, if the proxy signer is malicious, even in a very short time, the malicious
proxy signer can still produce as many proxy signatures as he/she wishes. To
address this problem, in this paper, we provide a formal and comprehensive
treatment for k-time proxy signature where the proxy signer can only generate
a fixed number of proxy signatures on behalf of the original signer.

There have been a number of works (e.g., [3,9,18,11]) on restricting the signing
capability of a signer in normal digital signature schemes. In [9], Hwang et al.
proposed a multiple-time digital signature scheme, which gives an upper bound
on the number of signatures a signer can produce. Shortly after that, Pieprzyk
et al. [18] proposed a more general multiple-time signature scheme based on one-
way functions and cover-free families. Kim et al. [11] then extended multiple-time
signature to a new primitive named metered signature, which allows a signer to
produce a fixed number of signatures in a designated time period.

However, a formal and complete treatment for multi-time (or k-time) proxy
signature is still missing. In [15], Mehta and Harn proposed a one-time proxy
signature scheme, which is less useful than a more general k-time proxy signature
scheme. There is a multi-time proxy signature scheme presented in [5], however,
no formal security model or proof has been provided. In [8], Hong and Chen
presented a multiple-time proxy signature scheme based on a binary hash tree.
However, their security analysis is incomplete since it does not cover all the
possible attacks against a multiple-time proxy signature scheme.

In this paper, we provide a formal and complete treatment for multi-time
(or k-time) proxy signature schemes. We first provide a formal security model
for such schemes. In our model, we will consider three types of adversaries,
namely outsiders, proxy signer, and original signer. Our model aims to capture
the exact security goal of a k-time proxy signature scheme, that is only a proxy
signer, who has been delegated the signing right from an original signer, can
produce at most k valid proxy signatures. We then propose a new k-time proxy
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signature scheme based on the Schnorr signature scheme and verifiable secret
sharing. In our scheme, the original signer can specify in the warrant the number
of proxy signatures a proxy signer can produce. If the proxy signer produces
more than predetermined number of proxy signatures, his/her private key can
be computed by the public. That means the original signer does not need to
monitor the behavior of the proxy signer. It is worth noting that such a feature
is not supported in Hong and Chen’s scheme [8]. In their scheme, the proxy
signer’s private key can only be computed by the original signer rather than by
any third party verifier when the proxy signer misbehaves.

Paper Outline. The rest of the paper is organized as follows. We introduce the
definition of k-time proxy signature in Section 2. A formal security model for
k-time proxy signature is presented in Section 3. We then give our new proxy
signature scheme in Section 4 and prove its security in Section 5. The paper is
concluded in Section 6.

2 k-time Proxy Signature

A k-time (or multi-time) proxy signature scheme consists of a tuple of algorithms
(ST ,KG,DSK PKG,PS,PV,R):

– Setup–(ST ): This algorithm takes 1κ as input where κ is a security parameter
and returns the public parameters params.

– KeyGen–(KG): The Key Generation algorithm takes params as input and
outputs a user key pair (pk, sk).

– DskGen–(DKG): This algorithm takes (sko, pko, pkp,mw) as input and out-
puts a delegation key dsk. Here mw denotes a warrant which specifies the
predetermined number of proxy signatures that can be generated by the
proxy signer.

– PskGen–(PKG): This algorithm takes dsk and skp as input and outputs a
proxy signing key psk.

– ProSig–(PS): The proxy signing algorithm takes the proxy signing key psk
and a message m in the message space M as input, and outputs a proxy
signature σ.

– ProVer–(PV): The proxy signature verification algorithm takes the public
keys pko and pkp, a warrant mw, a message m, and a proxy signature σ as
input, and outputs either 1 or 0.

– Reveal–(R): Given pko, pkp, a warrant mw, and k+ 1 different message and
proxy signature pairs, where k is the number specified in the warrant mw,
this algorithm either outputs a private key skp of the proxy signer or a special
symbol ‘⊥’.

Correctness. We require that for any message space M ⊆ {0, 1}∗ and
any security parameter κ ∈ N, if params ← ST (1κ), (sko, pko) ←
KG(params), (skp, pkp) ← KG(params), dsk ← DKG(sko, pko, pkp,mw), psk ←
PKG(dsk, skp), then

PV(pko, pkp,mw,m,PS(psk,m)) = 1.
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3 Security Model

In a k-time proxy signature scheme, the security consideration is different from
that for the traditional proxy signature [25] or k-time signature [9]. According
to the definition, the security of a k-time proxy signature should be defined in
three aspects, which are summarized below.

1. Type I: the Type I attacker AI (an outsider) possesses the public keys of the
original signer and the proxy signer, and tries to forge a proxy signature.

2. Type II: the Type II attacker AII (proxy signer) possesses the public keys
of the original signer and the proxy signer. In addition, he also possesses the
private key skp. We can further divide AII into AII1 and AII2. AII1 tries to
forge a valid proxy signature without obtaining delegation from the original
signer, and AII2 has a valid delegation from the original signer and tries to
produce more than predetermined number of proxy signatures.

3. Type III: the Type III attackerAIII (the original signer) possesses the public
keys of the original signer and the proxy signer. In addition, he has the private
key sko of the original signer. AIII tries to forge a valid proxy signature
without knowing the private key skp of the proxy signer.

It is obvious that if a k-time proxy signature scheme is secure against AII

and AIII , it is also secure against AI . So we will only focus on the adversarial
models with regards to AII and AIII in the rest of this paper.

Before we formally define each adversarial model, we first introduce two types
of queries that may appear in the models:

– Delegation query: A can query the delegation oracle ODKG(sko, pko, pkp, ·)
with any warrant mw. The corresponding delegation key dsk is then gener-
ated and returned to A.

– Proxy signing query: A can query the proxy signing oracle OPS(psk, ·) with
any message m of his choice. A valid proxy signature on m is generated and
returned to A.

3.1 Type II1 Adversary

We define the adversarial game between a Type II1 adversary AII1 and an
simulator S as follows:

– Setup: The Simulator S runs ST to generate public parameters params.

– KeyGen The Simulator S runs KG to generate the key pairs of the original
signer (sko, pko) and a proxy signer (skp, pkp). S sends pko, pkp and skp to
the adversary AII1.

– Delegation queries: AII1 chooses any warrant mw of his/her choice and
queries the delegation oracle ODKG. S generates the delegation key dsk ←
DKG(sko, pko, pkp,mw) and returns dsk to AII1.
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– Proxy signing queries: AII1 chooses a warrant mw and a message m,
and queries the proxy signing oracle OPS . If mw has appeared in a Delega-
tion Query, a special symbol ‘⊥’ is returned to A. Otherwise, S generates
dsk ← DKG(sko, pko, pkp,mw), psk ← PKG(dsk, skp), σ ← PS(psk,m),
and returns σ to AII1.

– Finally, AII1 outputs (m∗
w,m

∗, σ∗). We say AII1 wins the game if

• PV(pko, pkp,m∗
w,m

∗, σ∗) = 1;

• AII1 did not make a query to ODKG on m∗
w;

• AII1 did not make a query to OPS on (m∗
w,m

∗).

Define the advantage of a Type II1 adversary as

Advcwcma
AII1

(κ) = Pr[AII1 Wins the game].

Definition 1. We say a k-time proxy signature scheme is secure against the
Type II1 chosen warrant and chosen message attacks if for any probabilistic
polynomial time AII1, Adv

cwcma
AII1

(κ) is negligible in κ.

3.2 Type II2 Adversary

We define the adversarial game between a Type II2 adversary AII2 and an
simulator S as follows:

– Setup: The Simulator S runs ST to generate public parameters params.

– KeyGen The Simulator S runs KG to generate the key pairs of an original
signer (sko, pko) and a proxy signer (skp, pkp). S sends pko, pkp and skp to
the adversary AII2.

– Delegation queries: AII2 chooses any warrant mw of his/her choice and
queries the delegation oracle ODKG. S generates the delegation key dsk ←
DKG(sko, pko, pkp,mw) and returns dsk to AII2.

– Finally, AII2 outputs a warrant mw which contains a predetermined number
k, and k+1 message-signature pairs (mi, σi) (1 ≤ i ≤ k+1) where mi �= mj

for i �= j. We say AII2 wins the game if

• PV(pko, pkp,mw,mi, σi) = 1 for all i ∈ [1, k + 1];

• R(pko, pkp,mw, (m1, σ1), · · · , (mk+1, σk+1)) = ⊥.

Define the advantage of a Type II2 adversary as

Advcwa
AII2

(κ) = Pr[AII2 Wins the game].

Definition 2. We say a k-time proxy signature scheme is secure against the
Type II2 chosen warrant attacks if for any probabilistic polynomial time AII2,
Advcwa

AII2
(κ) is negligible in κ.
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3.3 Type III Adversary

The adversarial game between a Type III adversary AIII and an simulator S is
defined as follows:

– Setup: The Simulator S runs S to generate public parameters params and
gives params to the adversary.

– KeyGen The Simulator S runs KG to generate the key pairs of the original
signer (sko, pko) and a proxy signer (skp, pkp). S sends sko, pko and pkp to
the adversary AIII .

– Proxy signing queries: AIII queries the proxy signing oracle OPS by
providing a warrant mw generated according to the scheme, a valid delega-
tion key dsk for mw, and a message m. S generates psk ← PKG(dsk, skp),
σ ← PS(psk,m), and returns σ to AIII .

– Finally, AIII outputs (m∗
w,m

∗, σ∗). We say AIII wins the game if
• PV(pko, pkp,m∗

w,m
∗, σ∗) = 1;

• For any warrant mw with a predetermined number k, AIII makes at
most k proxy signing queries;

• AIII did not make a query to OPS on (m∗
w,m

∗).

Define the advantage of a Type III adversary as

Advcma
AIII

(κ) = Pr[AIII Wins the game].

Definition 3. We say a k-time proxy signature scheme is secure against the
Type III chosen message attacks if for any probabilistic polynomial time AIII ,
Advcma

AIII
(κ) is negligible in κ.

4 A New k-time Proxy Signature Scheme

In this section, we present a new k-time proxy signature scheme based on the
Discrete Logarithm Problem and secret sharing.

Discrete Logarithm Problem (DLP): Let G denote a group of prime order
q, and g a generator of G. Given a random element y ∈ G, compute x ∈ Zq such
that y = gx.

Our k-time proxy signature scheme works as follows:

1. ST : given a security parameter κ ∈ N, generate the parameters params =
(G, g, q) such that |q| = κ and a hash function H : {0, 1}∗ → Zq.

2. KG: randomly choose x ∈ Zq and compute y = gx. Output (sk, pk) = (x, y).
3. DKG: given a warrant mw = (k,B = {b1, b2, · · · , bk})1, where k is a number

selected by the original signer and bi = gai (1 ≤ i ≤ k) are generated by
the proxy signer and sent to the original singer via a secure channel, the
original signer first chooses a random number ko ∈ Zq, and then computes
Ko = gko , σo = sko · h(mw‖Ko) + ko mod q. The original signer then sets
dsk = (Ko, σo) as the delegation key for mw.

1 It is worth noting that we can put additional information, such as the validity time
period and the type of message the proxy signer is allowed to sign, in the warrant.
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4. PKG: given a delegation key dsk = (Ko, σo) for a warrant mw, the proxy
signer computes Sp = σo + skp mod q and outputs the proxy signing key
psk = (Ko, Sp, skp).

5. PS: given a message m to be signed, and a proxy signing key psk =
(Ko, Sp, skp), the proxy signer chooses a random number kp ∈ Zq, and com-
putes Kp = gkp and σp = Sp · h(h(mw‖Ko)‖m‖Kp) + kp mod q. The proxy
signer also computes f(ω) = skp + a1ω + a2ω

2 + ... + akω
k mod q where

ω = h(mw,m, σp). The proxy signature is σ = (Ko,Kp, σp, f(ω)).
6. PV: given public keys pko and pkp, a warrantmw = (k,B = {b1, b2, · · · , bk}),

a messagem and a proxy signature σ = (Ko,Kp, σp, f(ω)), the verifier checks
if the following equation holds

– gσp = Kp · (pkp ·Ko · pkh(mw‖Ko)
o )h(h(mw‖Ko)‖m‖Kp);

– gf(ω) = pkp · bω1 · bω2

2 · · · bωk

k .
If both equations hold, output 1; otherwise, output 0.

7. R: given pko, pkp,mw = (k,B = {b1, b2, · · · , bk}), and k + 1 message signa-
ture pairs (mi, σi), solve the following equations

f(ω1) = skp + a1ω1 + a2ω
2
1 + ...+ akω

k
1

f(ω2) = skp + a1ω2 + a2ω
2
2 + ...+ akω

k
2

· · ·
f(ωk+1) = skp + a1ωk+1 + a2ω

2
k+1 + ...+ akω

k
k+1

for variables (skp, a1, · · · , ak). If a solution is found, output skp, otherwise,
output ‘⊥’.

The correctness of the scheme can be verified as follows

gσp = gSp·h(h(mw‖Ko)‖m‖Kp)+kp

= (gσo+skp)h(h(mw‖Ko)‖m‖Kp) · gkp

= (gsko·h(mw‖Ko)+ko · gskp)h(h(mw‖Ko)‖m‖Kp) ·Kp

= (pkh(mw‖Ko)
o ·Ko · pkp)h(h(mw‖Ko)‖m‖Kp) ·Kp

gf(ω) = gskp+a1ω+a2ω
2+...+akω

k

= pkp · (ga1)ω · (ga2)ω
2 · · · (gak)ω

k

= pkp · bω1 · bω2

2 · · · bωk

k

5 Security Analysis

In this section we analyse the security of the above k-time proxy signature scheme
against AII and AIII adversaries.

Theorem 1. The proposed k-time proxy signature scheme is secure against the
Type II1 chosen warrant and chosen message attacks if the Discrete Logarithm
Problem is hard.
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Proof. The proof is by contradiction. Given an adversary AII1 that can win the
Type II1 game, we construct another algorithm B that can solve the DLP.

Given (g, y∗ = gx
∗
) for some unknown x∗ ∈ Zq, B simulates the Type II1

game for AII1 as follows. B sets the original signer’s public key as pko = y∗

and maintains a H-table to record all the hash queries and the corresponding
answers.

Hash Queries: For each hash query with an input message msg, B first checks
the H-table:

– If there exists an item (msg, h) in the H-table,where msg refers to the mes-
sages queried before, B returns h as the answer to AII1.

– Otherwise, B chooses a random h ∈ Zq, sends h to AII1 as the answer for
the hash query, and adds (msg, h) into the H-table.

Delegation Queries: When AII1 makes a delegation query on a warrantmw =
(k,B = (b1, b2, · · · , bk)), B answers the query as follows.

– Choose randomly ho, σo ∈ Zq, computeKo = gσo/pkho
o , and set h(mw‖Ko) =

ho by adding (mw‖Ko, ho) into the H-table.
– Return (Ko, σo) as the delegation key to AII1.

Proxy Signing Queries:When AII1 makes a proxy signing query on a warrant
mw = (k,B = (b1, b2, · · · , bk)), and a message m, B responds the query as
follows:

– Generate a delegation key dsk = (Ko, σo) for the warrant mw by applying
the same approach as described in answering delegation queries.

– Use the derived dsk and skp to produce the proxy signing key psk by running
the PKG algorithm, and then use psk to generate the proxy signature for
message m by running the PS algorithm.

Assume AII1 can forge a valid proxy signature σ∗ = (K∗
o ,K

∗
p , σ

∗
p , f(ω

∗)) for
a warrant m∗

w and a message m∗ such that

gσ
∗
p = K∗

p · (pkp ·K∗
o · pkh(m

∗
w‖K∗

o )
o )h(h(m

∗
w‖K∗

o )‖m∗‖K∗
p ).

Then according to the Forking Lemma [19], by rewinding the adversary and
providing a new hash value for h(m∗

w‖K∗
o )‖m∗‖K∗

p , B can obtain S∗
p = σ∗

o + skp
mod q and σ∗

o = S∗
p − skp mod q which satisfies

gσ
∗
o = K∗

o · pkh∗
o

where h∗ = h(m∗
w‖K∗

o ).
After that, B repeats the above simulation for AII1 except that a new value

ĥ∗ is chosen as the hash value for m∗
w‖K∗

o . Again, due to the Forking Lemma,
B can obtain a new σ̂∗

o which satisfies

gσ̂
∗
o = K∗

o · pkĥ∗
o .

B can then compute x∗ = sko = (σ∗
o − σ̂∗

o)/(h
∗ − ĥ∗) and solve the Discrete

Logarithm Problem. This completes the proof for Theorem 1.
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Theorem 2. The proposed k-time proxy signature scheme is secure against the
Type II2 chosen warrant attacks.

Proof. According to our scheme, if a signature σ = (Ko,Kp, σp, f(ω)) is valid
with regards to a warrant mw = (k,B = (b1, b2, · · · , bk)) and message m , then

gf(ω) = pkp · b1ω · b2ω
2

· · · bkω
k

.

Suppose an adversaryAII2 have produced k+1 proxy signatures with regards
to a warrant mw and different messages {m1,m2, · · · ,mk+1}, then we have⎧⎪⎪⎪⎨⎪⎪⎪⎩

f(ω1) = skp + a1ω1 + a2ω
2
1 + ...+ akω

k
1

f(ω2) = skp + a1ω2 + a2ω
2
2 + ...+ akω

k
2

...

f(ωk+1) = skp + a1ωk+1 + a2ω
2
k+1 + ...+ akω

k
k+1

where ωi = h(mw,mi, σpi) for 1 ≤ i ≤ k+1. Since the hash function is modelled
as a random oracle, each ωi is a random element in Zq. Therefore, with over-
whelming probability, the reveal algorithm R can recover the unique solution
(skp, a1, a2, · · · , ak) that satisfies the above equations.

Theorem 3. The proposed k-time proxy signature scheme is secure against the
Type III chosen message attacks if the Discrete Logarithm Problem is hard.

Proof. The proof is similar to the proof for Theorem 1, that is, if there exists
an adversary AIII which can win the Type III game, we can construct another
algorithm B which can solve the Discrete Logarithm Problem.

Given (g, y∗ = gx
∗
) where x∗ ∈ Zq is randomly chosen from Zq, B simulates

the Type III game for AIII as follows. B generates sko, pko and sets the proxy
signer’s public key as pkp = y∗. B answers hash queries by maintaining aH-table
as in the proof of Theorem 1.

When a new warrant mw with a predetermined number k is to be created,
B generates the values of B = (b1, b2, · · · , bk) as follows. B randomly chooses
ωi, si ∈ Zq for 1 ≤ i ≤ k. Then based on the result in [17], B can calculate

bi(1 ≤ i ≤ k) ∈ G that satisfies gsi = y∗ ·
∏k

j=1 b
ωj

i

j for all 1 ≤ i ≤ k. B saves the
values of {ωi, si}1≤i≤k with regards to mw for later use.

Proxy Signing Queries: To answer the �-th (1 ≤ � ≤ k) proxy signing query
on a warrant mw, B first finds out the values of (ω�, s�) that have been com-
puted when generating the warrant mw. B then computes the proxy signature
as follows:

– Randomly choose σp, τ ∈ Zq;

– Compute Kp = gσp/(pkp ·Ko · pkh(mw‖Ko)
o )τ ;

– Set h(h(mw‖Ko)‖m‖Kp) = τ ;
– Set h(mw‖m‖σp) = ω�;
– Return σ = (Ko,Kp, σp, s�).

It is easy to verify that σ can successfully pass the signature verification.
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Suppose AIII outputs a forgery (m∗
w,m

∗, σ∗ = (K∗
o ,K

∗
p , σ

∗
p , s

∗)) which satis-
fies

gσ
∗
p = K∗

p · (y∗ ·K∗
o · pkh(m

∗
w‖K∗

o )
o )h(h(m

∗
w‖K∗

o )‖m
∗‖K∗

p )

where dsk∗ = (K∗
o , σ

∗
o) is the delegation key provided by AIII for the warrant

m∗
w. According to the Forking Lemma, by rewinding AIII and providing a new

hash value of h(h(m∗
w‖K∗

o )‖m∗‖K∗
p), B can obtain another valid signature σ̂∗ =

(K∗
o ,K

∗
p , σ̂

∗
p , ŝ

∗)) for (m∗
w,m

∗). Then B can derive

S∗
p = (σ∗

p − σ̂∗
p)/(h

∗ − ĥ∗) mod q

where h∗ and ĥ∗ are the hash values for h(m∗
w‖K∗

o )‖m∗‖K∗
p in the two execu-

tions. Finally, B can compute x∗ = S∗
p − σ∗

o mod q and solve the DLP.

6 Conclusion

In this paper, we presented a formal security model and an efficient construction
of k-time proxy signature scheme. Our model has considered different types of
potential adversaries against a k-time proxy signature scheme, and is to date
the first complete formal security model for such schemes. We then presented
a practical k-time proxy signature scheme based on the Schnorr signature and
verifiable secret sharing. One interesting feature of our scheme is that the proxy
signer’s secret key can be discovered by the public if the proxy signer misbehaves.
We also provided formal security proofs to demonstrate that the proposed scheme
is provably secure in the proposed security model. We leave the problem of
constructing a secure k-time proxy signature scheme without random oracles as
our future work.
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