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Abstract. Ind-privacy and unp-privacy, later refined to unp*-privacy,
are two different classes of privacy models for RFID authentication proto-
cols. These models have captured the major anonymity and untraceabil-
ity related attacks regarding RFID authentication protocols with privacy,
and existing work indicates that unp*-privacy seems to be a stronger no-
tion when compared with ind-privacy. In this paper, we continue study-
ing the RFID privacy models, and there are two folds regarding our
results. First of all, we describe a new traceability attack and show that
schemes proven secure in unp®-privacy may not be secure against this
new and practical type of traceability attacks. We then propose a new
unpredictability-based privacy model to capture this new type of at-
tacks. Secondly, we show that this new model, where we called it the
unp’ -privacy, is stronger than both unp*-privacy and ind-privacy.

Keywords: RFID, privacy models, mutual authentication protocol.

1 Introduction

RFID (Radio Frequency Identification) technology has been widely applied in
many applications such as payments, supply chain management, tracking goods,
and electronic passports. Generally speaking, an RFID system comprises a reader,
a set of tags and a database. RFID tags authenticate themselves to an RFID
reader through an authentication protocol and the reader may also need to au-
thenticate itself to the tags if mutual authentication is required. However, there
may exist privacy issues if the authentication protocol is not designed with a
proper privacy protection mechanism. We mainly focus on the RFID tags’ pri-
vacy since once the tags’ privacy is disclosed, their owners or bearers will also
suffer from privacy problems. To keep the tags’ privacy means that the adversary
cannot identify, trace or link tag appearances.

There are mainly two ways to deal with the RFID tags’ privacy issues. The
first one is to construct RFID protocols which can preserve the tags’ privacy
and the second one is to formalize privacy models for RFID systems. As to the
former way, lots of protocols have been proposed in recent years [2,5,8-10,18,19],
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while many of them are claimed to have privacy flaws according to [11]. For the
latter way, many privacy models have been proposed [1,3,4,6,7,11-17]. Among
them, there are two major notions: one based on the indistinguishability of two
tags [7], denoted as ind-privacy, and the other one based on the unpredictability
of RFID protocol’s outputs [4], denoted as unp-privacy. Ind-privacy is reasonably
good; however, it is difficult to apply ind-privacy model to prove whether a given
protocol is ind-private. To address this problem, Ha et al. [4] proposed the unp-
privacy model and it has been rectified to eunp-privacy by Ma et al. [12]. In [11],
Li et al. pointed out the limitation of eunp-privacy and proposed a new privacy
model called unp*-privacy.

In this paper, we focus on the privacy models for RFID authentication pro-
tocols and point out some limitations of unp*-privacy. Then we propose a new
privacy model and explore the relations between our proposed model and the
previous models.

1.1 Owur Contributions

(1) We revisit the unpredictability-based RFID privacy model denoted as unp*-
privacy [11], and we point out the limitations of the unp*-privacy model
by giving a protocol as a counterexample that is secure under unp*-privacy
model while vulnerable to a practical attack given in Section 4.1. In this new
attack, the adversary can observe the protocol results, i.e., the reaction of
the reader and the tag, in an RFID authentication protocol. Through this
attack the adversary can trace RFID tags.

(2) We propose a new unpredictability-based privacy model, denoted as unp”-
privacy (7 is short for traceability), and prove that our new model can handle
the new attack and thus is more appropriate.

(3) We investigate the relationship among ind-privacy, unp*-privacy and unp”-
privacy and obtain the result that unp”-privacy is stronger than both ind-
privacy and unp*-privacy.

Fig. 1 illustrates the relations among the previous privacy models and the unp”-
privacy model that we elaborate in this paper. Note that the ind*-privacy model
is a “bridge” which is proven to be equivalent to ind-privacy model and is used
to explore the relation between ind-privacy and unp”-privacy.

2 RFID Security Architecture

2.1 RFID System Model

We consider an RFID system which consists of n tags belonging to a set T,
and a reader R that is connected with a database. The reader and the tags are
probabilistic polynomial time (PPT) interactive Turing machines. Each tag T;
stores an internal secret key k; which is shared with the reader R, and some
optional state information st;. The reader R has a database to store k;, st;, ID;
which is the identifier of 7;, and some other information for each tag 7;.
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unp® — privacy
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unp* —privacy ind — privacy

ind —privacy

Fig. 1. Relations among privacy models

To start an authentication session, the reader R first sends a fresh challenge
message c¢ to a tag 7;. Then 7; responds with a message r computed based on its
secret key k;, ¢, st;, and random coins cn;. We write r as r = Fr(k;, en;, st;, ¢),
where Fr denotes the function used by the tag. Upon receiving r, the reader
verifies the response and will output either ‘accept’ or ‘reject’ as its reaction.
If there is a third round (i.e. for mutual authentication), R will respond to T;
with a final message f which is computed according to the tag’s response r, k;,
¢, the reader’s own state information stp and random coins cng. We write it as
f = Fr(ki,cng, str,c,r), where Fg is the function used by the reader. Similarly,
when the tag receives f, it will verify whether f is valid or not and will output
either ‘accept’ or ‘reject’ as its reaction, and terminate the session. Typically, in
this paper, we focus on three-round RFID authentication protocols.

Definition 1. An RFID system RS is composed of a tuple (R, T ,SetupReader,
SetupTag, ReaderStart, TagCompute, ReaderCompute,n ), where

SetupReader. It is a function used to initialize the system with some system
parameters and make the reader R ready to work.

SetupTag. It is a function used to generate the secret keys and set the initial
state information for the tags. It also associates each tag with an unique ID.

ReaderStart. It is a function for R to generate a session identifier of a fresh
session, denoted as sid, and a fresh challenge message cg;q of this session.

TagCompute(T;, sid, csiq). It is a function for 7; to compute its response
message Ts;q, with sid and cgq as inputs.

ReaderCompute(sid, csid,Tsia). 1t is a function for R to compute the final
message fsiq, with sid, cs;q and 754 as inputs.

Protocol (R, T;). It is a polynomial time interactive protocol between R
and 7;. When executing the protocol, it will invoke the functions of Reader-
Start, TagCompute, ReaderCompute.

We say a protocol 7(R, T;, sid) is successful if R and 7; accept each other.

For the completeness and soundness of RFID systems, we adopt the definitions
by Li et al. [11]. Informally, completeness means that valid tags should always be
accepted by a legitimate reader and soundness means that only valid tags/reader
should be accepted. In the following sections, when we mention an RFID system,
we mean it is complete and sound.
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Remark 1. We assume any tag 7; can be involved in only one protocol session
at a time and it will overwrite the old k; and st; when updating them.

2.2 Adversary Model

We consider a PPT adversary A who has the ability to eavesdrop, intercept,
modify and remove messages transmitted between the reader and the tag. A
also can generate its own messages. We assume that A can obtain the reaction
of the reader and tag, i.e. A will know if the reader or any tag makes a decision
(‘accept’ or ‘reject’). In a word, we allow the adversary to adaptively query the
following oracles.

InitReader. It invokes the reader R to start a new protocol session. R gen-
erates and returns a fresh session identifier sid and challenge message cg;q4.

SendTag(T;, sid, csiq). It invokes the tag 7; to start a new protocol session
with the inputs sid and cg;q, and return a message 7;q.

SendReader(sid, csiq,Tsiqa). It invokes R to compute and return the final
message fsiq with the inputs sid, cs;q and rg;q.

Result(sid, fsq). A queries the reaction of the tag in the session sid with the
message fgid-

SetTag(T;). A obtains the secret key and internal state information of 7;.

For convenience, we use O1, Oz, O3, Oy, Os to denote InitReader, SendTag,
SendReader, Result, SetTag oracles respectively. We define some parameters
for the adversary as follows. k is the security parameter and n is the number
of tags in T, and ¢, s, u, v, and w are the number of Oy, Oz, O3, O4 and Os
queries respectively allowed for the adversary in one game.

2.3 Mathematical Notations

Definition 2. A function f is negligible if for every polynomial p(-) there exists

an integer N such that for all integers n > N it holds that f(n) < p(ln).

Let F': K x D — R be a family of functions, where K is the set of indices of F',
D is the domain of F' and R is the range of F. Let |K| = m, |D| =n, |R| = p.
Let RF : D — R be the family of all functions with domain D and range R.
A polynomial time test (PTT) for F is an experiment, where a probabilistic
polynomial time algorithm 7" with inputs m,n,p and access to an oracle Oy,
guesses whether the function f is chosen from whether F'(-) or RF(-). b €g {0,1}
means that b is chosen uniformly at random from {0, 1}. We illustrate the PTT
experiment in Fig. 2.

Definition 3. An algorithm T passes the PTT experiment for the function fam-
ily F' if the advantage that it guesses the correct value of bit b is non-negligible,
where the advantage of T is defined as Advr(m,n,p) = |Pr[b’ =b] — ;|, k and
f chosen uniformly at random from K and RF(-), respectively.

Definition 4. A function family F : K x D — R is a pseudorandom function
family (PRF) if there is no probabilistic polynomial time algorithm which can
pass the PTT experiment for F' with non-negligible advantage.
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Experiment ExpZ 7T (F,m, n, p)
1. Selectb € {0,1};

2. If b = 1, select arandom k € K and set f = F},; otherwise, select a random
f € RF(.)andset f = f';

3.0 «+ TO9r;

4. The experiment outputs 1 if &’ = b, 0 otherwise.

Fig. 2. Polynomial time test for F

3 Ind-Privacy and Unp*-Privacy

3.1 Ind-Privacy

Fig. 3 describes the ind-privacy experiment, denoted by Expffd [k, n,q, s, u,w].
At first, the experiment sets up the RFID system by initializing a reader R and
a set of tags T = (T1, T2, -+ , Tn) according to the system security parameter x.
It associates each tag 7; with a secret key k; and an internal state information
st;, and also stores these keys and state information in the database connected
with R. Then in the learning stage, the adversary can issue O1, Oz, O3, Os oracle
queries at most ¢, s, u and w overall calls, respectively. The adversary also selects
two uncorrupted tags (7;, 7;), which it has not sent SetTag (Os) queries to, and
outputs the state information st which will be used in the guess stage. Next,
the experiment randomly selects a bit b and sets the challenge tag 7. = 7; if
b =0, and 7. = 7, otherwise. Finally, in the guessing stage, the adversary A is
required to guess the random bit b by outputting a bit &’. During the guessing
stage, A can issue 01,02, O3, O5 oracle queries on 7. U (T — {7;,7;}) at most
q, s,u and w overall calls respectively, with the restriction that it cannot query
SetTag(7.). We use Expff(d to represent the ind-privacy experiment.

Let

AdeLd["iDn? q, S,u,w] == Pr[Epo{d = 1] — 9

Experiment Exp’y?[x,n, ¢, s, u, w]

. Initialize the RFID system with a reader R and a set of tags 7 with |T| = n;
AT T, st} < A91:02:05.05 (R T); //learning stage

SetT' =T —{T:, T; };

.ber{0,1};

CIfb=0,let 7. = T;, else 7. = Tj;

b AC1:02:03.05(R T' st T.): llguess stage

. The experiment outputs 1 if &’ = b, 0 otherwise.

T Y N O N

Fig. 3. Ind-privacy experiment
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Definition 5. An RFID system RS is said to be ind-private if for any PPT
adversary A, Advff{d[fi, n, q,8,u,w|] is negligible.

Discussion. In Juels and Weis’ ind-privacy experiment [7], we cannot conclude
directly whether the adversary has the ability to observe the reaction of the
reader, that is, either accepts or rejects a tag. Nevertheless, in their following
Section 3.1 where the OSK/AQ protocols are analyzed, they described a kind of
attack in which the adversary can observe the reaction of the reader. We believe
they presume the adversary has this ability. In addition, Juels and Weis consid-
ered two-round RFID authentication protocols. However, Li et al. [11] proved
Juels and Weis’ ind-privacy model also works for three-round protocols. In this
paper, we consider ind-privacy for three-round RFID authentication protocols,
which support mutual authentication.

3.2 Unp*-Privacy

Fig. 4 illustrates unp*-privacy experiment, denoted by Exp’y"” ’ [k, n, q, s, u, v,
w]. In the learning stage, the adversary A selects an uncorrupted challenge tag
T. which it has not sent SetTag queries to. Next, the challenger picks a random
bit b. When receiving an oracle query, the challenger will decide what to respond
to A according to the value of b. A is required to guess the value of b. We use

Exp',"” " to represent unp*-privacy experiment. Let

unp™ 1

AdVZ{’Lp*[[Q’ n,q,s,u, ’UJ] = Pr[EXpA — 1] _

Definition 6. An RFID system RS is said to be unp*-private if for any PPT

adversary A, Advznp* [k, n,q,s,u,w] is negligible.

Experiment Exp’y"”* [, n, ¢, s, u, w]

1. Initialize the RFID system with a reader R and a set of tags 7 with |T| = n;
2. {T,, st} « A91:02:05.05( R T); //learning stage

3.begr{0,1}

4. b+ AO1:02.03(R T, st)//guess stage

4.1 When A queries O, Oz, O3 oracles, if b=1, run the algorithm ReaderStart, Tag-
Compute, ReaderCompute respectively, and return the results (¢, r, f);

4.2 else b=0 pick ¢, r, f randomly from their respective domains and return them to A.

5. The experiment outputs 1 if &’ = b, 0 otherwise.

Fig. 4. Unp™-privacy experiment
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Reader R Tag 7;
{(ki, ctry, ID;)} (i, ctry, s;)
¢ €r{0, l}l“
T9 GR{O, 1}17‘,
It s; = 0
r1 = Fy,(c||lpad) & ctr;;
Else
1,72 r1 = Fg,(c||r2) @ ctry;
If find (k;, ctr}, ID;), so that ctr; = ctry + 1,
ctri = Fy,(c||pad) @ r1, then si =1

ctrl = ctrf + 1,
f = Fg,(c||ctr}]|r2) and accept T;,

Else if 3(k;, ctr}, ID;) so that I
ctr} = Fy,(c||r2) @ r1, then
ctrl = ctr} + 1, If f = Fy,(c||ctri||ra),
| = Fy,(c||ctr}]|r2) and accept T;, s; = 0 and accept R.
Else Else
f €r{0,1}* and reject T;. reject R.

Fig. 5. A Counterexample

4 Limitation of Unp*-Privacy

Note that in unp*-privacy experiment, the adversary A can not observe the
reaction of R and 7;. However, in practice, for most RFID tag applications, this
ability is easily obtainable. For example, a staff card either opens a door when
authenticated successfully or fails to open a door when failed to be authenticated
to the reader equipped in the door; a payment card is either accepted or rejected
by a sale device. In the following section, we will show a counterexample which
is secure under unp*-privacy model, while vulnerable to a kind of attack that is
easy to launch in our daily life. This example implies a limitation of unp*-privacy
when it is applied to RFID authentication protocols.

4.1 A Counterexample

Let F : {0,1}%* x {0,1}!« — {0,1}'" be a PRF family. Let ctr € {0,1}'" be a
counter, and pad € {0,1}!»e¢ be a padding such that I, + l,aq = l4. When the
system calls SetupTag(7;), it will initialize ctr; = 1 and set s; = 0. After the
initialization phase, the system will go on as the following steps.

(1) The reader R generates a random challenge message ¢ to the tag 7;.

(2) 7; randomly selects ro and computes 7 according to the value of s;: r1 =
Fy, (c||pad) & ctr; if s; =0, else ry = Fy,(c||r2) @ ctr;.

(3) 7; sends the response r1,r2 to R, updates ctr; = ctr; + 1, and sets s; = 1.

(4) R searches from the database for the tuple (k;, ctr}, ID;) such that ctr; =
Fy, (c||pad) ® ry or ctri = Fy,(c||r2) @ r1. If such a tuple exists, then update
ctrl = ctr} + 1, compute f = Fy, (c||ctr}||r2), send it to T; and accept T;; else
response with f€g {0, 1} and reject 7;.
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(5) Upon receiving f, T; checks if f = Fy, (c||ctri||r2). If yes, T; accepts R and
sets s; = 0, else T; rejects R.

A Traceability Attack. Now we launch a traceability attack against this proto-
col. We consider an adversary A who has the ability to know whether R accepts
T; or not and vice versa. A can find out the value of a tag’s state s; easily, for
if s;=0, then r; = Fy,(c||pad) @ ctr; which means the value of 71 is not related
with ro. Therefore, A can change the value of ro that is sent by 7; and observe
whether R will accept 7;. If R accepts T;, then it means s; = 0; otherwise, it
means s; = 1. Note that under normal circumstances the value of s; is 0. Thus,
an active attacker can flag a tag by setting its state s; =1 and then trace the
tag. However, we can prove this counterexample is secure under unp*-privacy
model.

Theorem 1. The counterexample is unp*-private, given that the function family
F:{0,1}*x {0,1}!¢ —{0,1}* is a PRF family.

Proof. Assume the counterexample in Fig. 5 is not unp*-private. That is, there
exists an adversary A who can win the unp*-privacy game with advantage at
least €, and the running time at most t. We construct an algorithm B that uses A
as a subroutine and can pass the PTT experiment for PRF family F. Algorithm
B can simulate unp*-privacy experiment for A as follows.

Simulate the learning stage. At the beginning, B selects a random index i €
[1,n] and sets ctr; = 1,s; = 0. The key of T; is set as k; implicitly, which is
unknown to B. For any tag 7; € {T — T;}, B sets ctr; = 1,s; = 0 and sets
the secret key of 7; as k; which is selected randomly from the secret key space.
When A queries Oy, Oz, Os, Os, B invokes Oy and the keys k1, ko, -+, ki—1,
ki+1, -+, kn to respond. Note that when A queries O5 on tag 7T;, B aborts and
randomly outputs a bit.

Simulate the challenge stage. A submits an uncorrupted challenge tag 7. Note
that if 7. # 7T;, B aborts and randomly outputs a bit.

Simulate the guess stage. Every time when A queries about O1, O3, Os, B
will answer A using Oy and the keys ki, ko, -, ki—1, kiy1, - - -, ky, as follows.

® When A queries Oq, B selects a random session sid and a random challenge
message ¢ and returns sid, ¢ to A.

@ When A queries Os, B selects a random string ro € g{0,1}!7. If s, =0, B
queries Oy on x = c||pad, gets the response y and sets r1 =y & ctr;; else
queries Oy on x = ¢||re, gets the response y and sets r1 = y @ ctr;. Then
update ctr; =ctr; + 1 and s; =1, and return r1,ry to A.

® When A queries O3, B queries Oy on cl|ctr;||r2, gets the response f and
sends f to A.

Output. When A outputs a bit b, B also takes b’ as its output.

We can see that when Oy = Fj,, then the simulation is identical to the
experiment with b = 1; otherwise, if Oy = RF', then the simulation is identical
to the experiment with b = 0. Thus, if B does not abort during the simulation,
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unp”

Experiment Exp'y"” [k, n,q, s, u,v, w)|

1. Initialize the RFID system with a reader R and a set of tags 7 with |T| = n;
2. {T., st} « A91:02:03.04.05(R T); //learning stage

3.begr {0,1}

4.1 «+ A©91:02:03.04(R T, st) //guess stage

4.1 When A queries O1, Oy, O3, O4 oracles, if b=1, run the algorithm ReaderStart, TagCompute,
ReaderCompute, Result respectively, and return the results; the challenger also returns the
reaction of the reader R to A, either accept or reject, when Os is queried.

4.2 else b=0

4.2.1 When A queries O7, O oracles, pick random elements sid, ¢ and r from their respective
domains, and return them to A;

4.2.2 When A queries Os, the challenger compares whether r is equal to the output of
O2(T., sid, c). If yes, the challenger returns a random element f from its domain, and re-
turns the reader’s reaction as accept; else it returns a random element f from its domain and
returns the reader’s reaction as reject;

4.2.3 When A queries Oy, the challenger checks whether f is equal to the output of O3(sid, ¢, )
and the reaction of the reader for this session sid is accept. If yes, the challenger returns the
tag’s reaction as accept; else it returns the tag’s reaction as reject;

5. The experiment outputs 1 if b’ = b, 0 otherwise.

Fig. 6. Unp”-privacy experiment

B’s simulation is perfect. The probability that B does not abort during the
simulation is 71L Thus, if the adversary A4 can pass unp*-privacy experiment with
the advantage at least €, then the advantage that B passes the PTT experiment
is at least . In addition, the running time of B is approximate to that of A.
This completes the proof. O

5 Owur Proposed Privacy Model: Unp™-Privacy

Fig. 6 illustrates the unp”-privacy experiment, denoted by Exp'y"” . [k, n, q, s, u,
v, w]. In this experiment the adversary .4 can query Oy4. Note that when b = 1 and
Os is queried, the challenger will return f as well as the reaction of the reader, and
when b = 0 and O3 is queried, the challenger needs to send the reader’s reaction
to A, since it’s in accordance with the situation when b = 1 so that A can not
distinguish b=0 or b=1 only according to the reaction of the reader R.

We use Exp’y"” to represent the unp”-privacy experiment. Let

1

Advznpf [k, n,q,8,u,v,w] = Pr[Epo”pT ]

Definition 7. An RFID system RS is said to be unp” -private if for any PPT

adversary A, Ad'vz‘"pT [k, n,q,s,u,v,w| is negligible.

Note that the counterexample in Fig. 5 does not satisfy our privacy model. In
unp”-privacy experiment, when the adversary modifies the second message ro
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randomly, if b = 1, the reader R will accept the tag 7. with overwhelming prob-
ability, since the value of 71 is not related with ro under normal circumstances;
otherwise, if b = 0, the reader R will reject the tag 7.. That is, the adversary
can distinguish the two cases with overwhelming probability. Hence the coun-
terexample is not unp”-private.

5.1 Relation between Unp”-Privacy and Ind-Privacy

In order to explore the relation between unp”-privacy and ind-privacy, we first
introduce a restricted ind-privacy model, denoted as ind*-privacy, as a “bridge”,
which is equivalent to ind-privacy.

Ind*-Privacy Fig. 7 illustrates the ind*-privacy experiment, denoted by Expff(d*
[, n, q, s, u, v, w], which is identical to the ind-privacy experiment given in
Fig. 3 except that the adversary A in ind*-privacy experiment is not allowed
to query oracles on other tags except for 7. in the guess stage. Since we have
showed that the adversary in the ind-privacy model has the ability to know the
result of the reader’s reaction, we explicitly allow A to query Oy4 in ind*-privacy
experiment. We use Expff(d* to simply represent ind*-privacy experiment. Let
ind* ind* 1
Advii? [k,n,q,s,u,v,w] = |Pr[Expy® =1]— _|.

Experiment EprZ{d* [Kym,q, 8, u, v, W]

1. Initialize the RFID system with a reader R and a set of tags 7 with | 7| = n;
2. {T;, T;, st} « AO1:02:05.01.05 (R T): /[learning stage

3.8etT' =T —{Ti, T;};

4. bep {01}

5. Ifb=0, let 7. = T;, else T. = Tj;

6. b < A01:02:05.04(R T_ st); //guess stage

7. The experiment outputs 1 if b’ = b, 0 otherwise.

Fig. 7. Ind*-privacy experiment

Definition 8. An RFID system RS is said to be ind*-private if for any PPT
adversary A, Advff(d [k, n,q,s,u,v,w| is negligible.

Ind*-Privacy <= Ind-Privacy On the one hand, the adversary in ind-
privacy experiment can query oracles on any tag from 7’ N 7. in the guess
stage, while the adversary in ind*-privacy experiment can only query oracles on
T. in the guess stage. There is no any other difference between ind-privacy and
ind*-privacy. That is, there are more restrictions on the adversary in ind*-privacy
experiment, and thus ind-privacy implies ind*-privacy. On the other hand, the
adversary in ind*-privacy experiment can launch Os queries on all tags in 7’
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before the guess stage in order to obtain the secret keys and internal state in-
formation of all the tags in 7’ and then store them in a list TagKey-List.
Then in the guess stage when the adversary queries those oracles on any tag
in 77, the adversary itself can obtain the corresponding answers using the list
TagKey-List. That is, the adversary’s power in ind*-privacy experiment is not
weakened compared with that in ind-privacy experiment.

Theorem 2. Ind*-privacy is equivalent to ind-privacy for an RFID system RS.

Proof. First, it is obvious that ind-privacy = ind*-privacy as what we have
analyzed above. In the following, we will prove ind-privacy <= ind*-privacy.

Assume that RS is not ind-private. That is, there exists an adversary .4 which
can win the ind-privacy game with advantage at least ¢, and the running time at
most t. We construct an algorithm B that uses A as a subroutine and can pass
ind*-privacy experiment. Algorithm B can simulate ind-privacy experiment for
A as follows.

Simulate the learning stage. When A queries O1, Oz, Oz, Os oracles, algo-
rithm B queries these oracles in ind*-privacy experiment and sends the results
it receives to A. Actually, we have shown that in ind-privacy experiment, the
adversary A also has the ability to observe the protocol results, which means it
can query Oy (can be seen in ind*-privacy experiment).

Simulate the challenge stage. When A outputs two uncorrupted tags 7;, 75,
algorithm B will also submit 7; and 7; to the challenger in ind*-privacy experi-
ment, and get the response with a challenge tag 7. € {7;,7;}. Then B sends Os
oracles on all the tags in 7" = T — {7;, 7;} and stores the results in TagKey-
List. Then B forwards 7. to A.

Simulate the guess stage. When A queries O1, Oz, O3, Os oracles on 7' U7,
B also uses the oracles Op, O2, Os, together with the list TagKey-List to
answer A.

Output. When A outputs a bit o', B also takes b’ as its own output.

We can see the simulation of B is perfect. Thus if A can pass ind-privacy
experiment with the advantage at least €, then the advantage that B passes
ind*-privacy experiment is at least €, too. In addition, the running time of B is
approximate to that of A. This completes the proof. a

Unp”-Privacy =—Ind*-Privacy

Theorem 3. Given an RFID system RS, if RS is unp™ -private, then it is ind*-
private.

Proof. Assume that RS is not ind*-private. That is, there exists an adversary A
which can win ind*-privacy game with advantage at least ¢, and the running time
at most . We construct an algorithm B that uses A as a subroutine and can pass
unp”-privacy experiment. Algorithm B can simulate ind*-privacy experiment for
A as follows.

Simulate the learning stage. When A queries O1, O2, O3, O4, Os oracles,
algorithm B queries these oracles in unp”-privacy experiment and sends the
results it receives to A.
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Simulate the challenge stage. When A outputs two uncorrupted tags T;, 7;
which it has not queried O5 oracle on, algorithm B will pick a random bit b and
set the challenge tag 7. = 7; if b = 0 and 7. = 7T; otherwise. Then B sends 7.
to A as its challenge tag and B also submits 7. as its own challenge tag to the
challenger in unp”-privacy experiment.

Simulate the guess stage. When A queries O1, O2, O3, O4 oracles on 7., B
also queries these oracles on 7, in unp”-privacy experiment and sends the results
it receives to A

Output. When A outputs a bit &', if b’ = b, B outputs 1, otherwise it outputs 0.

We can see the simulation of B is perfect. Let bg be the random bit selected in
unp’-privacy experiment. If by = 0, then the challenge tag 7. is in fact a virtual
tag in A’s view since A will always obtain the random responses when it queries
O1, O3, O3 in the guess stage. Hence, in this case, the probability of ' = b is
equal to é Otherwise, if by = 1, the probability of " = b is ; + €. That means
the advantage of B in unp”-privacy experiment is equal to |é - (% +e)| =
which is the same as that of A in ind*-privacy experiment. Thus if A can pass
ind*-privacy experiment with the advantage at least ¢, then the advantage that
B passes unp”-privacy experiment is at least €, too. In addition, the running
time of B is approximate to that of A. This completes the proof. O

Unp™-Privacy =—-Ind-Privacy From Theorem 2 and Theorem 3, we can
obtain the following Theorem 4:

Theorem 4. Given an RFID system RS, if RS is unp™-private, then it is ind-
private.

Unp™-Privacy<~= Ind-Privacy

Theorem 5. Given an RFID system RS, if RS is ind-private, then it does not
imply RS is unp™ -private.

Proof. (Sketch) We can use the same RFID system as in Li et al.’s paper [11]:
RS ={R, T, SetupReader, SetupTag, 7} such that the protocol transcripts will
have the format (c,r||r, f). Then we can show that RS is ind-private since for
any PPT adversary, r1||r; and ra||re are just two independent random strings.
However, in unp”-privacy experiment, the adversary can easily distinguish if the
output 71||r2 comes from a real protocol transcript or it is chosen randomly
by the challenger. If r1||re is chosen by the challenger randomly, then we know
r1 # 9 with overwhelming probability; otherwise, if it is from the real protocol
transcript, then 1 = ro definitely. That is to say, RS is not unp”-private. This
completes the proof. O

5.2 Relation between Unp”-Privacy and Unp*-Privacy

According to the counterexample in Fig. 5, we have known that unp*-privacy
does not imply unp”-privacy. Since the adversary are more powerful in unp”-
privacy experiment than in unp*-privacy experiment, intuitively we can under-
stand that unp”-privacy implies unp*-privacy.
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Theorem 6. Given an RFID system RS, if RS is unp” -private, then it is unp*-
private.

Proof. Assume that RS is not unp*-private. That is, there exists an adversary A
which can win the unp*-privacy game with advantage at least ¢, and the running
time at most t. We construct an algorithm B that uses A as a subroutine and can
pass the unp”-private experiment. Algorithm B can simulate the unp*-private
experiment for A as follows.

Simulate the learning stage. When A queries O1, Oz, Oz, O5 oracles, algo-
rithm B queries these oracles in unp”-privacy experiment and sends the results
it receives to A.

Simulate the challenge stage. When A outputs one uncorrupted tag 7. as its
challenge tag, algorithm B also makes 7, as its own challenge tag in unp”-privacy
experiment.

Simulate the guess stage. When A queries O1, Oz, O3 oracles on T, B also
queries these oracles on 7, in unp”-privacy experiment and sends the results it
receives to A.

Output. When A outputs a bit b, B also takes b’ as its output.

We can see the simulation of B is perfect. Thus if A can pass unp*-privacy
experiment with the advantage at least e, then the advantage that B passes
unp’-privacy experiment is at least €, too. In addition, the running time of B is
approximate to that of A. This completes the proof. O

Up to now, we have explored all these relations among ind-privacy, unp*-privacy
and our newly proposed unp”-privacy. As shown in Fig. 1, we can obtain the
following claim:

Claim. Unp™-privacy is stronger than both unp*-privacy and ind-privacy.

6 Conclusion

In this paper, we revisited the unp*-privacy model which is based on the
unp-privacy and pointed out its limitations by giving a counterexample and
demonstrating a new traceability attack on it. Then we proposed a new
unpredictability-based privacy model, denoted as unp”-privacy. We investigated
the relationship among ind-privacy, unp*-privacy and unp”-privacy and formally
proved that our unp”-privacy is stronger than both ind-privacy and unp*-privacy.
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