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Attribute-Based Signing Right Delegation

Weiwei Liu, Yi Mu, and Guomin Yang

School of Computer Science and Software Engineering,
University of Wollongong, Wollongong, NSW 2522, Australia

wl265@uowmail.edu.au, {ymu,gyang}@uow.edu.au

Abstract. Attribute-based signature and proxy signature are both very
useful in many real-world applications. In this paper, we combine the
special features of both signatures and propose an attribute-based proxy
signature scheme, where the original signer, who possesses a set of at-
tributes, can delegate his/her signing right to a designated proxy signer.
By verifying the signature, a verifier can be convinced that the signature
is generated by the proxy signer who has obtained the delegation from a
legitimate signer whose attributes satisfy a predicate. However, the veri-
fier cannot tell from the signature who is the original signer. We provide
the formal definition and adversarial models for attribute-based proxy
signature, and an efficient scheme that supports threshold predicates.

Keywords: proxy signature, attribute-based signature, threshold pred-
icate.

1 Introduction

Proxy signature is a special type of digital signature and has been found use-
ful in many real-world applications, for example, distributed computing [9] and
grid computing [1]. Proxy signature allows an original signer to delegate his/her
signing rights to a proxy signer who then can issue signatures on behalf of the
original signer. The first proxy signature scheme was proposed by Mambo, Usuda
and Okamoto in 1996 [8]. They discussed three different types of proxy signa-
ture, namely full delegation, partial delegation and delegation by warrant. Later,
Kim et al. [2] proposed a new type of proxy signature combing partial delegation
and warrant, and demonstrated that schemes combining partial delegation and
warrant can provide a higher level of security than schemes based on partial del-
egation and warrant separately. Since then many proxy signature schemes based
on partial delegation and warrant have been proposed (e.g.,[3,13,11,12,14,5]).

Attribute-based signature (ABS) is another special type of digital signature
that has been proposed recently. It can be treated as an extension of identity-
based signature (IBS) but has better fine-grained control over the signer’s iden-
tification information. In an ABS, a signer with attribute set A will first obtain a
secret key from the central authority (or key generation center), and then can use
the obtained secret key to sign any messages. The signature can be verified with
regards to an attribute predicate Υ and the verification will be successful if and
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only if the signer’s attribute set A satisfies Υ . However, the verifier cannot gain
any information about the signer’s attributes except the fact that they satisfy
the pre-claimed predicate. Several ABS schemes have been proposed recently to
support different types of predicates. Li et al. [4] proposed two ABS construc-
tions supporting flexible threshold predicates. In their schemes, the predicate is
a set of n attributes, and the signer must possess at least k (k ≤ n) of them in
order to generate a valid signature. The verifier can be convinced that the signer
is really holding k out of n attributes, but cannot find out which k attributes
are possessed by the signer. Later, Maji et al. [7] proposed another ABS scheme
where the attribute predicates can be expressed as monotone-span programs.
Then in [10], Okamoto and Takashima proposed the first ABS scheme that can
support more general non-monotone predicates. We noticed the paper regard-
ing attribute-based signature has recently been proposed in [6]; However, the
adversarial models in [6] are not properly defined. In addition, the application
scenario is different from our work.

In this paper, we are interested in signing right delegation under the attribute-
based setting environment. The proposed scheme can be regarded as a variant of
attribute-based proxy signature schemes(ABPS). ABPS has many potential ap-
plications, for example, attribute-based authentication [7]. Consider a database
whose access control is described in a policy such that only users who hold au-
thorised attribute keys can access it. An authorised user can delegate his/her
signing rights to another user so that the latter can also access the database
and collect information when the former is not available. The delegated signer
is called a proxy of the original authorised signer. In our proposed scheme, the
verifier can be convinced that a valid proxy signer holds the right delegation
from an original signer and therefore can access the database. The attributed
based proxy signature can be regarded as a certificate for accessing the database.

The rest of the paper is organized as follows. We introduce some preliminaries
in Section 2. The formal definition and security model of ABPS is presented in
Section 3. We then present our ABPS scheme in Section 4 and prove its security
in Section 5. The paper is concluded in Section 6.

2 Preliminaries

2.1 Bilinear Map

Let G1, G2 be two cyclic groups of prime order p and g a generator of G1. The
e : G1 × G1 → G2 is said to be an admissible bilinear map if the following
conditions hold:

– Bilinearity: e(ga1 , g
b
2) = e(g1, g2)

ab for all g1, g2 ∈ G1 and a, b ∈R Zp.

– Non-degeneracy: There exists g1, g2 ∈ G1 such that e(g1, g2) �= 1G2 .

– Computability: There is an efficient algorithm to compute e(g1, g2) for all
g1, g2 ∈ G1.
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2.2 Complexity Assumption

Definition 1 Computational Diffie-Hellman (CDH) Problem: Given g,
ga, gb ∈ G1 for some random a, b ∈ Zp, compute gab ∈ G1. Define the success
probability of a polynomial algorithm A in solving the CDH problem as:

SuccCDH
A,G1

(κ) = Pr[A(g, ga, gb) = gab : a, b ∈R Zp]

where κ = log(p) is the security parameter.

Definition 2 Computational Diffie-Hellman (CDH) Assumption:
SuccCDH

A,G1
(κ) is negligible in κ.

2.3 Lagrange Interpolation

Given t points q(1), q(2), ..., q(t) on a t− 1 polynomial q, one could use Lagrange
interpolation to compute q(i) for any i ∈ Zp through

q(i) =

t∑
j=1

q(j)Δj,s(i).

The Lagrange coefficient Δj,S(i) of q(j) in the computation of q(i) can be com-
puted as

Δj,S(i) =
∏

1≤π≤t,π �=j

i − π

j − π
.

3 Attribute-Based Proxy Signature Definition and
Security Model

3.1 Definition

An attribute-based proxy signature scheme is parameterized by a universe of
possible attributes A , a warrant space Mω , and a message space M. It consists
of the following algorithms.

– ABPS.Setup: takes a security parameter 1κ as input and outputs the public
parameters params and a master secret key MSK for the central authority.

– ABPS.KeyGen: takes params as input and outputs a proxy key pair
(pk, sk).

– ABPS.AttrKeyGen: takes (MSK, params, ω) as input where ω ⊆ A is
the attribute set of a user and outputs an attribute key skω .

– ABPS.DskGen: takes (skω ,mw ∈ Mw, Υ ) as input, where mw is a warrant
specified by the original signer, Υ is a predicate such that there exists ω′ ⊆ ω
which satisfies Υ (ω′) = 1, and outputs a delegation key dsk.

– ABPS.ProSig: takes (dsk, sk,m ∈ M) as input, and outputs a proxy sig-
nature σ.
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– ABPS.ProVer: takes (Υ, pk,mw,m, σ) as input, and outputs 1 (‘accept’)
or 0 (‘reject’).

Correctness: We require that for any warrant and message spaces Mw,M ⊆
{0, 1}∗ and any security parameter κ ∈ N, if

(params,MSK)← ABPS.Setup(1κ),

(pk, sk)← ABPS.KeyGen(params),

skω ← ABPS.AttrenKenGen(MSK, params, ω),

dsk ← ABPS.DskGen(skω ,mw, Υ ),

then

ABPS.ProVer(Υ, pk,mw,m,ABPS.ProSig(dsk, sk,m)) = 1.

3.2 Security Model for ABPS

In an attribute-based proxy signature scheme, the security consideration is dif-
ferent from that for a traditional proxy signature or attribute-based signature.
According to the definition of attribute-based proxy signature, we consider three
different types of adversaries:

1. AI : an outsider attacker who only has the universe of attributes A and the
public key pkp of the proxy signer and tries to forge a valid proxy signature σ.

2. AII : a malicious proxy signer that possesses the private key skp and a valid
warrantmw from the original signer, and tries to forge a valid proxy signature
σ for another warrant m∗

w.
3. AIII : a malicious original signer that possesses the attribute key skω and the

public key pkp of the proxy signer, and tries to forge a valid proxy signature
σ without knowing the private key skp of the proxy signer.

It is obvious that if an attribute-based proxy signature scheme is secure under
AII or AIII , it is also secure against AI . Thus we will only focus on the adver-
sarial models with regards to AII and AIII in the rest of this paper. Before we
formally define each adversarial model, we first introduce three types of oracle
queries that will appear in the models:

– Attribute Key Generation Query: A can query the attribute key for
an attribute set ω ⊆ A of his choice to the attribute key generation ora-
cle OAKG(·). The corresponding attribute key skω is then generated and
returned to A.

– Delegation Query: A can query the delegation oracle ODKG(skω , ·, ·) with
any warrant mw and access structure Υ of his choice. The corresponding
delegation key dsk is generated and returned to A.

– Proxy SigningQuery:A canquery the proxy signing oracleOPS(dsk, skp, ·)
with any message m of his choice. A valid proxy signature on m is generated
and returned to A.
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We define the selective adversarial game between a malicious proxy signer AII

and a simulator S as follows:

– Initial Phase: AII chooses and outputs a challenge predicate Υ ∗ that will
be used in forging a proxy signature.

– ABPS.Setup Phase: The simulator S runs ABPS.Setup to generate the
params and MSK, and sends params to AII .

– ABPS.KeyGen Phase: The simulator S also runs the ABPS.KeyGen
to generate the key pairs (pkp, skp) of the proxy signer, and sends (pkp, skp)
to AII .

– Attribute Key Generation Queries: AII selects an attribute set ω ∈ A,
the simulator S runs skω ← ABPS.AttrKeyGen(MSK, params, ω) and
returns skω to AII .

– Delegation Queries Phase:AII chooses any predicate Υ such that Υ �= Υ ∗

and any warrant mw of his choice and queries the delegation oracle ODKG. S
generates the delegation key dsk ← ABPS.DskGen(skω , Υ,mw) and sends
dsk to A.

– Proxy Signing Queries Phase: AII chooses a warrant mw ∈ MW and
a message m ∈ M and queries the proxy signing oracle OPS . If mw has
appeared in a Delegation Query, a special symbol ‘⊥’ is returned to AII .
Otherwise, S generates

dsk ← ABPS.DskGen(skω , Υ,mw),

σ ← ABPS.ProSign(dsk, skp,mw,m)

and returns σ to AII .
– Forgery Phase: Finally, A outputs a proxy signature σ∗ on message m∗

for a warrant m∗
w and the predicate Υ ∗.

We say AII wins the game if

– ABPS.ProVer(Υ ∗, pkp,m∗
w,m∗, σ∗) = 1;

– (m∗
w, Υ ∗) has not been queried to ODSK ;

– Attribute sets ω∗ satisfying Υ ∗(ω∗) = 1 have not been submitted to the
attribute key generation oracle OAKG.

Define the advantage of a malicious adversary AII in winning the game as

Advspcwcma
AII

(κ) = Pr[AII Wins the game].

Definition 1. We say an attribute-based proxy signature scheme is secure
against the AII under the selective-predicate and chosen warrant and message at-
tacks if for any probabilistic polynomial timeAII ,Advspcwcma

AII
(κ) is negligible in κ.

The adversarial game between a malicious original signerAIII and a simulator
S is defined as follows:
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– ABPS.Setup Phase: The simulator S runs the ABPS.Setup to generate
the params and MSK, and sends params and MSK to AIII .

– ABPS.KeyGen Phase: The simulator generates

(pkp, skp)← ABPS.KeyGen

and sends pkp to AIII .
– Proxy Signing Queries Phase: AIII queries the proxy signing oracle
OPS by providing a warrant mw, a valid delegation key dsk for mw, and
a message m of his choice. The simulator S generates the proxy signature
σ ← ABPS.ProSign(dsk, skp,mw,m) and returns σ to AIII .

– Forgery Phase: Finally, AIII outputs a proxy signature σ∗ on message m∗

for a warrant m∗
w and predicate Υ ∗.

We say AIII wins the game if

– ABPS.PorVer(Υ ∗, pkp,m∗
w,m∗, σ∗) = 1;

– (m∗
w,m∗) has not been queried to OPS ;

Define the advantage of a malicious adversary AIII in winning the game as

Advcma
AIII

(κ) = Pr[AIII Wins the game].

Definition 2. We say an attribute-based proxy signature scheme is secure
against the AIII under chosen message attacks if for any probabilistic polynomial
time AIII , Advcma

AIII
(κ) is negligible in κ.

4 Attribute-Based Proxy Signature Scheme

In our system, the original signer holds a set of attributes and delegates his
signing rights to a proxy signer with a normal public/private key pair.

1. ABPS.Setup: First, define the universe of attributes U as elements in Zp.
Let the d−1 default set of attributes from Zp which has no intersection with
U be Ω = {Ω1, Ω2, . . . , Ωd−1} and let ω∗ be another default attribute set
with ω∗ ⊆ U . Select a random generator g ∈R G1 and a random number x ∈
Z∗
p, set g1 = gx. Pick random elements g2 and compute Z = e(g1, g2). Select

a collision resistant hash function H : {0, 1}∗ → G1. The public parameters
are params = (g, g1, g2, Z,H). The master secret key is MSK = x.

2. ABPS.KeyGen: The user selects one random number xp ∈R Z∗
p and set

the private and public key pair as (skp, pkp) = (xp, g
xp).

3. ABPS.AttrKeyGen: To generate a private key for an attribute set ω,
proceed as follows:
– Choose a d− 1 polynomial q such that q(0) = x;
– Generate a new set of attribute ω̂ = ω ∪ Ω. For each i ∈ ω̂, choose

ri ∈R Zp and compute di0 = g
q(i)
2 ·H(attri)

ri and di1 = gri ;
– The private key Di = {(di0, di1)}, i ∈ ω̂.
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4. ABPS.DskGen: Given a warrantmw, the original signer selects a k-element
subset ω′ ⊆ ω ∩ ω∗ and the delegation signing key is generated as follows:
– The original signer selects a default attribute subset Ω′ ⊆ Ω with |Ω′| =

d− k, chooses n+ d− k random values r′i ∈ Zp, where i ∈ ω∗ ∪Ω′;
– The original signer chooses a random value s ∈ Zp and computes σ0 =∏

i∈ω′∪Ω′ d
Δi,S(0)
i0

∏
i∈ω∗∪Ω′ H(attri)

r′iH(mw)
s,

{σi = d
Δi,S(0)
i1 gr

′
i}i∈ω′∪Ω′ , {σi = gr

′
i}ω∗/ω′ , σ′

0 = gs;
– The delegation signing key is dsk = (σ0, {σi}i∈ω∗∪Ω′ , σ′

0).
5. ABPS.ProSign: Given dsk, skp and a message m ∈ {0, 1}∗. The proxy

signature σM = (σM1 , σM2 , σM3 , σM4) is generated as follows:
– Compute σM1 = σ0 ·H(m)skp , σM2 = {σi}i∈ω∗∪Ω′ , σM3 = σ′

0.
6. ABPS.Verification: Given σM = (σM1 , σM2 , σM3 , σM4 ), mw and Υk,ω∗ , the

verifier first check whether the proxy signer follow the rules specified in the
warrant. If no, output reject, otherwise, the verifier checks the following
equation:

e(g, σM1)∏
i∈ω∗∪Ω′ e(H(attri), σi)e(H(mw), σM3 )e(pkp, H(m))

?
= Z.

If the equation holds, output accept, where it can be assured that the sig-
nature is generated form some user possessing k attributes among ω∗, oth-
erwise, output reject.

– Correctness: The correctness of the verification is justified by the following
equations:

e(g, σM1 )∏
i∈ω∗∪Ω′ e(H(attri), σi)e(H(mw), σM3 )e(pkp, H(m))

=
e(g, σ0 ·H(m)skp )∏

i∈ω∗∪Ω′ e(H(attri), σi)e(H(mw), σM3 )e(pkp, H(m))

=
e(g,

∏
i∈ω′∪Ω′ d

Δi,S(0)

i0

∏
i∈ω∗∪Ω′ H(attri)

r′iH(mw)s · H(m)skp )∏
i∈ω∗∪Ω′ e(H(attri), σi)e(H(mw), σM3 )e(pkp, H(m))

=
e(g,

∏
i∈ω′∪Ω′ d

Δi,S(0)

i0 )e(g,
∏

i∈ω∗∪Ω′ H(attri)
r′i )e(H(mw), gs)e(pkp, H(m))∏

i∈ω∗∪Ω′ e(H(attri), σi)e(H(mw), σM3 )e(pkp, H(m))

=
e(g,

∏
i∈ω′∪Ω′ d

Δi,S(0)

i0 )e(g,
∏

i∈ω∗∪Ω′ H(attri)
r′i )∏

i∈ω∗∪Ω′ e(H(attri), σi)

=
e(g,

∏
i∈ω′∪Ω′ g

q(i)·Δi,S (0)

2 )e(g,
∏

i∈ω′∪Ω′ H(attri)
ri·Δi,S(0)+r′i )e(g,

∏
i∈ω∗/ω′ H(attri)

r′i )

e(g,
∏

i∈ω′∪Ω′ H(attri)
ri·Δi,S(0)+r′

i )e(g,
∏

i∈ω∗/ω′ H(attri)
r′
i )

= e(g, g
q(0)
2 )

= e(g, gx
2 )

= e(g
x
, g2)

= Z.

5 Security Analysis

In this section we analyse the security of the above attribute-based proxy signa-
ture scheme against AII and AIII adversaries.



330 W. Liu, Y. Mu, and G. Yang

Theorem 1. Our attribute-based proxy signature scheme is secure against the
AII chosen warrant and chosen message attacks if the CDH Problem is hard.

Proof. The proof is by contradiction in the selective predicate security model.
Suppose that an adversary AII has an advantage ε in attacking the proposed
scheme, then we can build an algorithm B that use AII to solve the CDH prob-
lem. Let G1 be a bilinear pairing group of prime order p, B is given g, gα, gβ ∈ G1

which is a random instance of the CDH problem. Its goal is to compute gαβ .
Algorithm B will simulate the challenger and interact with the forger AII as de-
scribed below, let’s recall the definition of AII , AII is a malicious proxy signer
possessing the private key of the proxy signer. With this in mind, the simulation
is as follows:

1. Initial Phase: AII chooses a predicate Υ ∗
k,ω∗ as the challenge predicate.

2. Setup: Let the default attribute set Ω be {Ω1, . . . , Ωd−1}. B sets g1 =
gα, g2 = gβ , where gα, gβ are inputs of the CDH problem. B sets the public
parameters as:

– B chooses random xp ∈R Z∗
p and sets skp = xp, pkp = gxp .

– B sends (G1, G2, e, p, g, g1, g2, H) and (skp, pkp) to AII .

3. Hash queries: In order to make the simulation easy to follow, we regard the
attribute, warrant and message queries as H1,H2 andH3 queries respectively.
Assume B keeps hash tables T1, T2 and T3 for the queries.

(a) H1 Query: Assume AII makes qH1 attribute queries, for each query on
attribute attri, B simulates as follows:

– If attri have existed in T1, a same value H(attri) is returned to AII .
– Otherwise,

• If attri ∈ ω∗ ∪ Ω∗, B chooses random ai ∈ Zp and returns
H(attri) = gai to AII . B adds (attri, H(attri)) to T1.

• If attri /∈ ω∗ ∪ Ω∗, B chooses random ai, bi ∈ Zp and returns
H(attri) = g−aigbi to AII . B adds (attri, H(attri)) to T1.

(b) H2 Query: Assume AII makes qH2 warrant queries, B selects a random
number δ ∈ (0, qH2), for each query on warrant mwi , B simulates as
follows:

– If mwi have existed in T2, a same value H(mwi) is returned to AII .
– Otherwise,

• If i �= δ, B chooses random a′i, b
′
i ∈r Zp and returns H(mwi) =

g
b′i
1 ga

′
i . B adds (mwi , H(mwi)) to T2.

• If i = δ, B chooses random b′i and returns H(wi) = ga
′
i . B adds

(mwi , H(mwi)) to T2

(c) H3 Query: Assume AII makes qH3 message queries, for each query on
message mi, B simulates as follows:

– If mi has existed in T3, a same value H(mi) is returned to AII .
– Otherwise, B chooses random ri ∈R Zp and returns H(mi) = gri . B

adds (mi, H(mi)) to T3.
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4. Attribute key extraction queries: Assume AII issues an attribute key
extraction query on an attribute set ω such that |ω∗ ∩ ω| < k. Following
the analysis in [4], we first define three sets Γ, Γ ′, S in the following manner:
Γ = (ω ∩ω∗)∪Ω∗ and Γ ⊆ Γ ′ ⊆ S with |Γ ′| = d− 1. Let S = Γ ′ ∪{0}. The
simulation on the attribute key Di is as follows:
– For i ∈ Γ ′: Di = (gτi2 H(attri)

ri , gri), where τi, ri ∈R Zp.
– For i �∈ Γ ′, Di could be simulated as:

Di = (g
Δ0,S(i)bi

ai
+
∑

j∈Γ ′ Δj,S(i)q(j)

2 )(g−ai
1 gbi)r

′
i , g

Δ0,S(i)
ai

2 gr
′
i),

where r′i ∈R Zp. It is a correct key because it implicitly sets

ri =
Δj,S(i)q(j)

ai
β + r′i.

As we know,

q(i) =
∑
j∈Γ ′

Δj,S(i)q(j) +Δ0,S(i)q(0),

thus we have,

g
q(i)
2 H(attri)

ri = g
Δ0,S(i)bi

ai
+
∑

j∈Γ ′ Δj,S(i)q(j)

2 H(attri)
r′i

and

gri = g
Δ0,S(i)

ai
2 gr

′
i .

5. Delegation signing key queries: AII can also issue a query for a warrant
W for an attribute set ω with k′ values out of an n′-value attribute set ω.
The delegation signing key query could be simulated as follows:
– If |ω ∪ ω∗| < k, B can generate a simulated private key for ω as in the

attribute key simulation and get a signature for ω on W normally.
– If |ω ∩ ω∗| > k, B selects a random (d − k′)-element subset Ω′ from Ω.

If H(W ) �= gai , in order to simulate (gx2
∏

i∈ω∪Ω′ H(attri)
riH(w)ra ,

{gri}i∈ω∪Ω′, gra)
• Choose r′a ∈ Zp and set r′a = 1

cβ + ra. Then

gx2
∏

i∈ω∪Ω′
H(attri)

riH(w)ra = (gc1g
ai)r

′
a

∏
i∈ω∪Ω′

H(attri)
rig

−ai
c

2 ,

gra = g
−1
c

2 gr
′
a

when H(W ) = gc1g
ai .

6. Proxy signing queries: Assume AII makes qps proxy signing queries. If
AII issues a proxy signature queries for a message m ∈ {0, 1}∗ under a war-
rant W for a predicate Υ , in order to simulate σ = σ0 ·H(m)skp , B generates
the delegation signing key σ0 as in the delegation signing queries and
answers the proxy signing queries as follows:
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– If mi has existed in T3, then return σ = σ0 · pkri
p as the proxy signature

to AII , where H(mi) = gri exists in T3.
– If mi does not appear in T3, then choose random ri ∈ Zp and return

σ = σ0 · pkri
p as the proxy signature to AII . B adds (mi, H(mi)) to T3.

7. Forgery: Assume AII outputs a valid proxy signature

σ∗ = (σ∗
0 , {σ∗

i }i∈ω∗∪Ω∗ , σ′
0)

for predicate Υ ∗
k,ω∗ . If H(mw) �= ga

′
δ or Ω∗ �= Ω∗ where Ω∗ are the dummy

attributes, B will abort. Therefore

σ∗ = (σ∗
0 , {σ∗

i }i∈ω∗∪Ω∗ , σ′
0)

= (gα2
∏

i∈ω∗∪Ω∗
H(attri)

riH(mw)
raH(m)skp , {gri}i∈ω∗∪Ω∗ , gra).

Thus B can compute

gαβ =
σ∗
0∏

i∈ω∗∪Ω∗(σ∗
i )

ai(σ′
0)

a′
δ (pkp)ri

because H(attri) = gai , H(mw) = ga
′
δ .

Next, we analysis the success probability of B, B will not abort if the following
conditions holds:

– H(mw) = gaδ .
– Correct guess of d− k elements Ω∗ from Ω.

Therefore the success probability of B in solving CDH problem is:

SuccCDH
B =

ε

qH2C
d−k
d−1

.

Theorem 2. Our attribute-based proxy signature scheme is secure against the
AIII chosen message attacks if the CDH Problem is hard.

Proof. Let G1 be a bilinear pairing group of prime order p. Algorithm B is given
g, gα, gβ ∈ G1 which is a random instance of the CDH problem. Its goal is to
compute gαβ . Algorithm B will simulate the challenger and interact with the
adversary AIII as described below.

Let’s recall the definition of the adversary AIII . AIII has the attribute key
of the original signer as well as the public of the proxy signer, thus the attribute
key extraction and delegation queries are not needed here. The simulation is
performed as follows:
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1. Setup: B sets the public keys of the users and the common parameter as :
– B selects a random generator g ∈R G1 and two random number x, g2 ∈R

Z∗
p, then B chooses a d − 1 degree polynomial q with q(0) = x and

computes g1 = gx. B sets skp = α, pkp = gα, where gα, gβ are inputs of
the CDH problem.

– B then sends (G1,G2, e, p, g, x, g1, g2, H) and pkp to AIII .
2. Hash queries:Assume AIII makes qH1, qH2, qH3 times for attribute, war-

rant and message queries, respectively. B maintains hash tables T1, T2, T3

for attribute, warrant and message queries. For the hash queries for the at-
tribute and warrant, B performs the same as in Theorem 1. For the message
query on any m of AIII ’s choice, B chooses a random number I ∈ (1, qH3),
for each query on message mi, if (mi, H(mi)) exits in hash table, B just
returns H(mi) to AIII , otherwise, the simulation is performed as follows:
– If mi �= mI , B chooses random ri ∈R Zp, returns H(mi) = gri and adds

(mi, H(mi)) to T .
– If mi = mI , B chooses random rI ∈R Zp, return H(mI) = (gβ)rI .

3. Proxy Signing Queries: Suppose AIII issues a proxy signing query for
a message M ∈ {0, 1}∗ under a warrant W with predicate Υk,ω∗ . B first
generates the attribute key skω using the same method as the attribute
key extraction queries in Theorem 1. Then B generates the delegation key
dsk = (σ0, {σi}i∈ω∗∪Ω′ , σ′

0) using the method same as Delegation signing
key queries in Theorem 1. Then B simulates the proxy signature queries
as follows:
– If M ∈ T3, assume H(M) = grM , B simulates the proxy signature σ =

(σ1, σ2, σ3) where σ1 = σ0 · pkrM
p , σ2 = {σi}i∈ω∗∪Ω′ and σ3 = σ′

0.
– If M /∈ T3, B chooses random r∗ ∈R Zp and simulates the proxy signature

as σ1 = σ0 · pkr∗
p , σ2 = {σi}i∈ω∗∪Ω′ and σ3 = σ′

0. B adds (M,H(M)) to
hash table T .

4. Forgery: Assume that the adversary AIII can output a proxy signature
σ∗ = (σ∗

1 , σ
∗
2 , σ

∗
3 , ) of the message M∗ under the warrant W ∗ for predicate

Υ ∗ such that:
– (M∗,W ∗) has not been submitted as one of the proxy signing queries.
– σ∗ = (σ∗

1 , σ
∗
2 , σ

∗
3) is a valid proxy signature.

In this case, if M∗ = mI , B can compute:

gαβ = (
σ∗
1

gx2
∏

i∈ω∪Ω∗(σ∗
2)

ai(σ∗
3)

a′
δ

)
1
rI

Next, we analyse the success probability of B. B will not abort if the following
conditions hold:

– H(mw) = gaδ .
– H(M) = (gβ)rI .
– Correct guess of d− k elements Ω∗ from Ω.

Therefore,

SuccCDH
B =

ε

qH2(qH3 + qps)C
d−k
d−1

.
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6 Conclusion

In this paper, we studied attribute-based proxy signature (ABPS) for threshold
predicates. We presented a formal security model and a concrete construction of
ABPS scheme. Our model has considered different types of potential adversaries
against an ABPS scheme. An interesting feature of our scheme is that it offers
original signer privacy, that is even the proxy signer cannot find out who is the
original signer except that the original signer’s attributes satisfy a pre-claimed
predicate. We leave the problem of building ABPS for other types of predicates
as our future work.
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