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Anonymous proxy signatures are very useful in the construction of anonymous credential systems
such as anonymous voting and anonymous authentication protocols. As a basic requirement, we
should ensure an honest proxy signer is anonymous. However, in order to prevent the proxy signer
from abusing the signing right, we should also allow dishonest signers to be traced. In this paper,
we present three novel anonymous proxy signature schemes with different levels of (namely, public,
internal and original signer) traceability. We define the formal definitions and security models for
these three different settings, and prove the security of our proposed schemes under some standard
assumptions.
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1. INTRODUCTION

Proxy signature, introduced by Mambo er al. [1], is a special
type of digital signature that allows a signer (or original signer)
to delegate his/her signing right to other users, namely the
proxy signers. The delegation is usually done through a war-
rant in which the original signer can specify the identities of
the proxy signers, the message types that can be signed by the
proxy signers, as well as the delegation period.

A proxy signature scheme can be used to build a credential
system. For example, in order to build an e-voting system, we
can let the administrator serve as the original signer and del-
egate its signing right to the legitimate voters. By checking
the validity of a proxy signature on the vote submitted by a
user, we can determine whether the user is a legitimated voter
or not.

In the above e-voting application, it is also desirable to
ensure the anonymity of the voters can be preserved (i.e. the
administrator cannot discover the real identity of a voter or
proxy signer). However, this will bring another issue—a proxy
signer may abuse the signing right and cast multiple votes. So
a mechanism for tracing dishonest proxy signers is also nec-
essary in the construction of an anonymous proxy signature
scheme.

Informally, we can summarize the desirable security proper-
ties of an anonymous proxy signature scheme as follows:

(i) Unforgeability. Only legitimate proxy signers can gen-
erate valid proxy signatures.

(i) Anonymity. Aslong as the proxy signer behaves honestly
(e.g. cast only one vote for each topic in the e-voting sce-
nario), his/her identity is well protected, which means
even the original signer cannot determine the identity of
the proxy signer or link two different signatures gener-
ated by the proxy signer.

(iii) Traceability. If a proxy signer behaves dishonestly,
then someone can recover the identity of the proxy
signer. Here we can define a hierarchy in terms of

traceability:
Level 1: Public Traceability. Anyone can trace a dis-

honest proxy signer.

Level 2: Internal Traceability. Only internal users,
including the original signer and other legitimate
proxy signers, can trace a dishonest proxy signer.
Level 3: Original Signer Traceability. Only the orig-
inal signer can trace a dishonest proxy signer.

The different levels of traceability can be applied in differ-
ent applications. For example, we can use an anonymous proxy
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signature with Level 3 (i.e. original signer) traceability to build
an anonymous paper review system for academic conferences.
The program chair can serve as the original signer, and the pro-
gram committee (PC) members can serve as proxy signers. If a
PC member only gives one report for a paper, then no one includ-
ing the program chair can recover the identity of the PC mem-
ber. However, if a PC member submits two different reports for a
paper, e.g. the paper is written by some friends and the PC mem-
ber wants to increase the average score of the paper, then his/her
identity can be traced by the program chair. It is worth noting
that if a PC member submits a modified report for a paper at
a later time, then the identity can be recovered by the program
chair. But this is unavoidable since otherwise we cannot prevent
the PC member from submitting two reports for one paper with-
out being caught. Nevertheless, with Level 3 traceability, we can
still ensure other PC members cannot trace the identity of a PC
member under any circumstances.

1.1. Our contributions

Based on the motivation outlined above, we perform a for-
mal study on anonymous proxy signature with hierarchical
traceability in this paper.

We first define the formal definitions and security models for
anonymous proxy signature with public, internal and original
signer traceability, respectively. Our security models capture
all the security requirements we have informally presented
above. In terms of the Level 2 (i.e. internal) traceability, we
also define the security model for untraceability against out-
siders. Similarly, we also define untraceability against proxy
signers for Level 3 (i.e. original signer) traceability.

We also present three concrete anonymous proxy signature
schemes that can achieve different levels of traceability. Our
first scheme with public traceability is based on the traceable
ring signature scheme proposed by Fujisaki and Suzuki [2] by
extending their scheme to the proxy setting. The main difficulty
of this work is to construct anonymous proxy signature schemes
with Level 2/3 traceability. To achieve Level 2 traceability, we
modify our first scheme so that each proxy signature is ran-
domized and only the original signer or a proxy signer, who
has a secret de-randomizing key that is generated by the origi-
nal signer and distributed to all the proxy signers, can perform
the de-randomization operation. Also, we add two (efficient)
non-interactive zero-knowledge (NIZK) proofs to enforce the
de-randomizing key is used in the proxy signing operation. To
deal with Level 3 traceability, we further extend our scheme to
allow each proxy signer receive a distinct de-randomizing key
from the original signer. We prove that our proposed schemes
are secure under the Discrete Log (DL) and the Decisional
Diffie-Hellman (DDH) assumptions.

1.2. Related work

The first proxy signature scheme was proposed by Mambo et al.
[1]. In their seminal work, they classified proxy signatures into

three main categories, namely full delegation, partial delegation
and delegation by warrant. Shortly after that, Kim et al. [3] pro-
posed a new type of proxy signature combining partial delega-
tion and warrant. They further showed that such a combination
can provide a higher level of security. Since then, many proxy
signature schemes based on partial delegation and warrant have
been proposed (e.g. [4-7]).

Many extensions on proxy signature have also been pro-
posed according to different application needs, such as threshold
proxy signature [8, 9], proxy blind signature [10], one-time
proxy signature [11]. Threshold proxy signature, also known as
multi-proxy signature, enables an original signer to delegate his
signing right to multiple proxy signers. The proxy signers need
to work together in order to produce a valid proxy signature
on behalf of the original signer. One-time proxy signature puts
strict restrictions on the signing capability of a proxy signer,
who is only allowed to generate one valid proxy signature on
behalf of the original signer. Proxy blind signature allows a user
to obtain a valid signature on a message from a proxy signer in
a way that the proxy signer learns neither the message nor the
resulting signature.

Signer anonymity is an important security requirement of
many digital signature schemes such as Group signatures [12],
Ring signatures [13] and Anonymous signatures [14]. An
anonymous signature [14] is an ordinary digital signature with
the additional property that the signer’s identity is protected if
the message is unknown to the adversary. In a ring signature
scheme [13], any ring member can sign messages on behalf of
the whole ring without revealing his/her real identity. More-
over, no one can determine whether two signatures have been
signed by the same ring member or not. A group signature [12]
is similar except that it has a group manager who is able to
reveal the identity of the signer for any valid group signature.

To construct an anonymous proxy signature, we can com-
bine a normal proxy signature with one of the above signatures
with signer anonymity. However, anonymous signature [14] is
not suitable for our purpose since it requires the message to be
hidden. A group signature [12] is not suitable either since the
group manager can trace any valid group signature. Hence, sev-
eral existing anonymous proxy signature schemes [5, 15-17]
used the idea of combining ring signature with proxy signature
to construct anonymous proxy signatures. However, there is
a potential problem in these schemes: since there is no way
to trace the identity of a proxy signer, he/she may abuse the
signing right without being caught.

The notion of Traceable Signature, introduced by Kiayias
et al. [18], is an extension of group signature, which allows
a third party that is authorized by the group manager to trace
group signatures generated by dishonest group signers. How-
ever, the identities of honest group signers are well protected
against the third party. Nevertheless, the group manager can
still trace all the signatures, and hence is not suitable for our pur-
pose. To address the traceability problem such that no one can
trace signatures generated by an honest signer, in this paper, we
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make use a special type of ring signature named traceable ring
signature, which was introduced by Fujisaki and Suzuki [2]. A
traceable ring signature is a tag-based signature with the restric-
tion that a ring member can only sign once per tag in order to
remain anonymous. If a ring member signs two different mes-
sages under the same tag, then his/her identity can be publicly
traced. As we will show later, by combining proxy signature
with traceable ring signature, we can build an anonymous
proxy signature scheme with public traceability. However,
the construction of a scheme with type 2/3 traceability is not
straightforward, and requires some novel design ideas.

In [19], Wei et al. partially solved the problem and proposed
an anonymous proxy signature with restricted traceability,
which is similar to the internal traceability defined in this
paper. However, the scheme presented in [19] only achieves
very weak security. To be more precise, it is only proved that
a proxy signer cannot forge a delegation key without the help
of the original signer. On the other hand, the standard defini-
tion of unforgeability requires that a proxy signer cannot forge
a valid proxy signature. Note that from the adversary’s view
point, forging a proxy signature is strictly easier than forging
a delegation key. Also, there is no anonymous proxy signature
with Level 1/3 traceability presented in [19]. In this paper, we
address all these problems by presenting anonymous proxy
signature schemes, which can achieve the standard notion of
unforgeability and provide different levels of traceability.

Paper organization. In the next section, we give the defini-
tion and security model for anonymous proxy signature with
public traceability, and present a concrete scheme with secu-
rity proofs. Then in Section 3, we present a new scheme that
achieves internal traceability. We also proved the untraceability
against outsiders for the second scheme. Lastly, we present our
construction of anonymous proxy signature with original signer
traceability in Section 4. We also give an efficiency analysis for
the proposed schemes in Section 5 and conclude the paper in
Section 6.

2. ANONYMOUS PROXY SIGNATURE WITH
PUBLIC TRACEABILITY

2.1. Definition

An anonymous proxy signature with public traceability consists
of the following algorithms:

Parameter generation (PG): This is a probabilistic
polynomial-time (PPT) algorithm that on input a security
parameter k outputs the system parameters Param.

Key generation (KCG): Given the system parameters Param,
it outputs a user public and private key pair (Y, x).

Delegation sign (DS): Given a warrant m,,' and an original
signer’s private key xo, it outputs a delegation signing key o for
M.

! In this paper, we assume that the proxy signers’ public keys are explicitly
included in a warrant.

Delegation verification (DV): Given an original signer’s
public key Yy, a warrant m,,, and a delegation signing key oy, it
outputs ‘accept’ if og is valid with regard to Yy and m,,; other-
wise, it outputs ‘reject’. A proxy signing key psk; is generated
based on (Y, my, 00), and a proxy signer’s private key x;, if the
delegation signing key oy is valid.

Proxy Sign (PS): On input a message m € {0, 1}*,atagL =
(issue, Yy), where Yy = {Y1,...,Y,} are the public keys of the
proxy signers in the warrant m,,, and a proxy signing key psk, it
outputs a proxy signature o.

Proxy Verification (PV): On input a message m, the
original signer’s public key Yy, a proxy signature o, a tag
L = (issue, Yy) as defined above and a warrant m,,, it outputs
‘accept’ if the signature is valid; otherwise, it outputs ‘reject’.

Trace (7R): On input two message-signature pairs (m, o)
and (m’, o) with respect to the same tag L and warrant my,, it
outputs either ‘indep’, ‘linked’, or ¥; € Yy.

Remark. Similar as a traceable ring signature [2], the trace
algorithm has three possible outputs:

(1) ifo and o’ are generated by different signers, then Trace
returns ‘indep’;
(2) else, if o and o’ are generated by one signer, then

(a) if m = m’ (i.e. a signer signs the same message m
twice under the same tag and warrant), then Trace
returns ‘linked’;

(b) else,if m # m' (i.e. a signer signs two different mes-
sages under the same tag and warrant), then Trace
returns the public key Y; of the signer.

2.2. Security model

In this section, we present the security models for anonymous
proxy signature with public traceability.

2.2.1.  Unforgeability
There are three types of adversaries:

Type I Adversary (or an outsider). This type of adversary only
has the public keys of the original signer and the proxy signers.
His aim is to forge a valid proxy signature.

Type II Adversary is a proxy signer. This type of adversary
has all the public keys and the private key of a proxy signer. His
aim is to forge a proxy signature for a warrant m,, that has not
been delegated by the original signer.

Type III Adversary is the original signer. This type of adver-
sary has all the public keys and the private key of the original
signer. His aim is to forge a valid proxy signature on behalf of a
proxy signer.

It is obvious that if an anonymous proxy signature scheme is
unforgeable against Type II and Type III adversaries, it is also
unforgeable against Type I adversary. So we will only focus on
the adversarial models with regard to Type I and Type III adver-
saries in the rest of this paper.
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Unforgeability against type Il adversary

A aims to forge a valid proxy signature for a warrant, which
has not been delegated by the original signer. The model is
defined via the following game.

Setup: The challenger C runs the key generation algo-
rithm to generate the secret key and public key pairs (xg, Yo),
(x1,Y1),...,(xy,Yy) representing the keys of the origi-
nal signer and n proxy signers, respectively. C then sends
(Yo, Y1,..., Yy, x1,...,x,) to the adversary Ay;.

Delegation signing queries: .A;; can request a delegation
signing key on any warrant m,, he chooses. In response, C
returns a signature og for m,,.

Output: Finally, Aj; outputs a warrant m;,, a tag L = (issue,
Yy) and a message-signature pair (im, o *) and we say A;; wins
the game if

(i) o* is a valid proxy signature with respect to m and m;;
and
(ii) m; hasnever appeared in the delegation signing queries.

We define the advantage of the adversary as
Advf{(; (k) = Pr[ Ay wins the game].

Unforgeability against Type Il Adversary

Ay is an original signer who aims to forge an anonymous
proxy signature. It is defined via the following security game.

Setup: The challenger C runs the key generation algo-
rithm to obtain the secret key and public key pairs (xop, Yp),
(x1,Y1),...,(xy, Yy) representing the keys of the origi-
nal signer and n proxy signers, respectively. C then sends
(Yo, Y1,..., Yy, x0) to the adversary Apy.

Proxy signing queries: Aj; can access the proxy signing
oracles: Sig,y. for any 1 <i <n by providing a valid dele-
gation signing key o for any warrant m,,, and a tag L, which
includes Y;. C then generates the proxy signature using psk; and
returns it to Ayy.

Output: Finally, Ay outputs a warrant m,,, atag L = (issue,
Yy), and a message-signature pair (m*, o*) and we say Ay wins
the game if

(i) o* is a valid proxy signature; and
(ii) (mg, L, m*) has never appeared in the proxy signing
queries.

We define the advantage of the adversary as

Advff; ; (k) = Pr[Apy wins the game].
2.2.2. Anonymity against original signer
If a proxy signer is honest, then a proxy signature should
remain anonymous even against the original signer. We define
the anonymity against the original signer via the following
game.

Setup: The challenger C runs the key generation algo-
rithm to obtain the secret key and public key pairs (xg, Yp),

(x1,Y1),...,(xy, Yy) representing the keys of the origi-
nal signer and n proxy signers, respectively. C then sends
(Yo, Y1, ..., Yy, x0) to the adversary A.

Key selection: The adversary A outputs (¥;,Y;) as the two
target proxy signer’s public keys. Let b € {i, j} be a random bit
chosen by the challenger.

Proxy signing query: .4 may access three signing oracles:
Sig,,i, - Sig,e, and Sigpskj by providing a valid delegation sign-
ing key oy for any warrant m,,, and a tag L which includes both
Y;and Y.

(1) Sig,g, is the signing oracle with respect to proxy signer
b (note that b € {i,j}) who has a valid proxy signing key
pskp derived based on xp, and op;

(i) Sig,, (respectively, Sigpskj) is the signing oracle with
respect to proxy signer i (respectively, proxy signer j)
who has a valid proxy signing key psk; (respectively,
psk;j) derived based on x; (respectively, x;) and op.

The following conditions must hold for all the signing queries
made by A:

(i) If (L, m)and (L, m") are two queries of A to the challenge
signing oracle Sig,,, , then m = m’.
(i) If (L, m) is a query of A to Sig,y, and (L, /) is a query

of Ato Sig,,, or Sig, . then L 7# L.

Output: Finally, A outputs abit ’. A wins the game if ' = b.
We define the advantage of A as

AdvYY (k) = Pr[b = b'] — 1.

2.2.3. Tag-linkability

Tag-linkability is defined by following the definition given
in Fujisaki and Suzuki’s paper [2]. The adversary .4, which
is a PPT algorithm, takes as input the system parameters,
and outputs the original signer’s public key Yy, a warrant m,,
and a delegation signing key oy, a tag L = (issue, Yy), where
Yy = (Yy,...,Y,) are the proxy signers’ public keys, and n + 1
message-signature pairs {(m", o), ... (m"tD g0y
The adversary’s advantage is defined as

AdvTE (k) = Pr{Expt™ (k) = 1.

The experiment ExptA (k) is defined as follows:

(1) (Yo,my,00,L, {(mD, M), ..., ("D o0+Dy})
A(1F);
(2) Return 1 iff
(a) DV(Yy, my,00) = 1, and
(b) PYV(Yo, Mg, Lm® @) =1, for all ie{l,...,
n—+ 1}, and
(¢) TR(Yy, My, 00, L,m®, 6@ mP o0y =
foralli,j e {1,...,n+ 1} where i # j,

‘indep’

where DV, PV and TR are the Delegation Verification, Proxy
Verification and Trace algorithms defined in Section 2.1.
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2.3. Scheme 1 with public traceability

The idea behind our anonymous proxy signature with public
traceability is to extend Fujisaki and Suzuki’s publicly trace-
able ring signature scheme [2] to the proxy environment. To
deal with delegation signing, we apply the Schnorr signature
scheme [20] to generate the delegation signing keys. The details
of the scheme are presented below.

Parameter generation. Taking as input the security parame-
ter k, this algorithm outputs (G, ¢, P), where G is a cyclic group
of prime order g and P is a generatorof G. Let Hy : {0, 1} * G —
Z;, H:{0,1}* - G, H' :{0,1}* > Gand H" : {0, 1}* — Z,
denote independent cryptographic hash functions. The system
parameters are Param = (G, q,P,Ho,H,H',H").

Key generation. User i/ randomly selects x; € Z, and com-
putes Y; = x;P. The public key of user i is ¥; and the correspond-
ing secret key is x;.

Delegation sign. The original signer first generates a
warrant mg. There is an explicit description of the delega-
tion relation such as the identities of the original signer u
and the proxy signers U = {uy,up,...,u,} and their public
keys, the expiration time of the delegation, etc. The original
signer picks a random number r € Z,; and computes R = rP,
s = r + xoHo(my,, R) mod g. Finally, the original signer sends
(mg, R, 5) to all the proxy signers in U/ via a secure channel.

Delegation verification. Upon receiving (my,R,s), the
proxy signer u; checks if sP =R+ Ho(my,R)Yp. If it
does not hold, the delegation is rejected. Otherwise, the
proxy signer u; computes his/her proxy signing secret key
pski = s + xiHy(my,, R) = r 4+ Ho(my, R)(xo + x;) mod q. For
simplicity, we use pk; = psk;P = R + Ho(m, R)(Yo + Y;) to
denote the corresponding proxy signing public key in the rest
of the scheme.

Proxy sign. To sign a message m € {0, 1}* with respect to a
tag L = (issue, Yy), where Yy are public keys of the proxy sign-
ers described in the warrant m,,, the real proxy signer u; proceeds
as follows:

(1) Compute F = H(L) and o; = psk;F.

(2) SetAg = H'(L,m) and A} = 1/i(0; — Ag).

(3) For all j # i, compute o; = Ap +jA; € G. Note that
every (j, logr(o})) is on the line defined by (0, log(Ao))
and (i, psk;).

(4) Generate (cy,zy) based on a (non-interactive) zero-
knowledge proof of knowledge for the language

L ={(L.F.oy) | 3i € N s.t.logp(pki) = logg(o)},

where oy = (01,072, ...,0;,) as follows:

(a) Pickrandomw; < Zgandseta; = w;P,b; = w;F €
G.

(b) Pick random zj, ¢; < Zg, and set a; = z;P + ¢jpk;,
b; = zjF + cjo; € G for every j # i.

(¢c) Setc=H"(L,m,Ag,A1,an,by), where ay = (ay,
...,ay) and by = (by,...,by).

(d) Set c¢j=c—Zjzc; modg and 7z =w;—
¢i-psk; mod q.

(e) Return (cy, zy), where cy = (¢1,...,c,) and zy =
(z1,--.,2n), as a proof for L.

(5) Return o = (A1, R, cy, zv) as the signature on (L, m).

Verification. To verify a proxy signature o = (A1, R, cn,2n)
on message m and tag L, check the following:

(1) Parse L as (issue, Yn), and compute pk; = R + Hy(m,,,
R)(Yy+ Y;) foralli e N.

(2) Set F=H(L) and Ag=H'(L,m), and compute
o =Ag+iA; € Gforalli e N.

(3) Compute a; = z;P + cipki, b; = z;F + cjo;, for all

ieN.
(4) Check that H”(L,m,Ag,A1,ay,by) = Zienc; mod g,
where ay = (ai,...,a,) and by = (b1, ...,by).

(5) If all the above checks are successful, outputs accept;
otherwise, outputs reject.

Trace. To check the relation between (m,o) and (m’,0”)
under the same warrant m, and the same tag L where
o =(A1,R,cy,zv) and o' = (A},R,c)y,zy), check the
following:

(1) Parse Las (issue, Yy).Set F = H(L) and Ay = H' (L, m)
and compute o; = Ag 4+ iA| € G for all i € N. Do the
same operation for o’ to get o/ forall i € N.

(2) Foralli e N,ifo; = crl.’ , store Y; in TList, where TList
is initially empty.

(3) Output Y if Y is the only entry in TList; ‘linked’ if
TList = Yy; ‘indep’ otherwise.

Correctness. The correctness of our scheme can be verified
as follows:

ziP + cipki
= glwi — cilr + Ho(mg, R) (xo + xi)11P + cipki
= w;P — ¢ilr + Ho(mg, R) (xo + x;) 1P
+ ¢i[R + Ho(my,, R)(Yo + Y))]

= w;P
= ai
ZiF + cio;
= [ = ai[r + Homa R0 + x| |F
+ cipskiF

= wiF — ci(r + Ho(mg, R) (xo + xi))F
+ ciF (r + Ho(my, R) (xo + X))

= w,-F

= b;.

2.4. Security analysis

In this section, we analyse the security of our proposed anony-
mous proxy signature with public traceability. The security
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proofs for Tag-linkability, Anonymity and Unforgeability
against the Type III adversary can be obtained directly by
following the proofs in [2] since the proxy signers in our
scheme have the same role as the ring signers in Fujisaki and
Suzuki’s paper [2]. Below we focus on the security proof for
Unforgeability against the Type Il adversary.

DEeFINITION 2.1 ((DL Problem)). Let G denote a cyclic group
of order q and P a generator of G. Given (P,xP) € G* for a
randomly selected x € Zg4, compute x. The advantage of an
algorithm A to solve the DLP is defined as

AP (k) = Pr[A(P,xP) = x].

THEOREM 2.1. If there exists a type Il adversary Art, which
can break the Type Il unforgeability of the proposed anonymous
proxy signature scheme, then we can construct another adver-
sary B who can use A1 to solve the DL problem.

Proof. We prove the theorem via the following two lemmas.

LEMMA 2.1, Ifthe adversary Ay can forge a valid signature in
our scheme, then we can construct another adversary Ay, who
can forge a valid delegation signing key.

After Aj, obtains (Yo, Y1,..., Yy, x1,...,X,), it simulates the
game for Ay as follows.

A}, answers Ho, H, H' hash queries and the delegation sign-
ing queries by referring those queries to its own oracles. Aj,
simulates H” queries by maintaining a hash table for the hash
function H” and answers Aj’s H” queries as follows: when-
ever a message is queried, Aj; first checks if a record for this
input exists in the table. If so, the same output is returned; oth-
erwise, A}I chooses a random number in Z; as the hash output,
and adds the hash input and output into the table, and finally
returns the output to A;;.

Finally, Aj; outputs a proxy signature o* = (A, R, cn, 2n),
which is a valid signature for the message m and the warrant
m,. Note that m, should not be queried in any delegation
signing queries.

Due to the use of the Proof of Knowledge protocol for the lan-
guage L in the scheme, if the adversary Ay can output a valid
signature (A1, R, cy, zy), then by rewinding .A;; and providing
another hash value ¢}, A}, can obtain another valid signature
(A1, R, c)y,zy) where cy # ¢y, which means there exists at least
one index i such that ¢; # c}. Then A}, can compute

/
Zi

/o
i 1

<i

pski = mod g

which is a valid proxy signing key of proxy signer i for war-
rantm) . Then A}, canreturn s = psk; — x;Ho(m],, R), whichis a
valid delegation signing key. Notice that B knows the secret keys
of all the proxy signers.

LEMMA 2.2. If there exists an adversary A}, who can forge
a valid delegation signing key, then we can construct another
algorithm B who can solve the DL problem.

Given (P,Y* =x*P) for some unknown x* € Z; as an
instance of DL problem, we will show how B can use A/II to
find x*. B sets the original signer’s public key Yy = Y* = x*P,
and generates the keys for the proxy signers honestly. After
that, B sends Yy and all the public/private key pairs of the proxy
signers to adversary Aj;.

B maintains a table for the hash function Hy to record all the
hash queries/answers as follows:

Hj hash queries: A}I sends a query (my,, R), B will check the
hash table.

(1) If (my, R) has already been queried to Hy oracle, which
means there is a record of ((m,,, R), h;) in the hash table,
B simply returns i; to A’

(2) Otherwise, B chooses a random number h; € Z,, adds
((mg, R), h;) into the hash table, and returns A; to 'A/II'

The H and H' hash queries are handled similarly by maintain-
ing the corresponding hash tables.
Delegation signing queries: For each query m,, chosen by
“r» B performs the following steps:
(1) Randomly choose c, s € Zj and compute R =sP — cY™.
(2) Set the hash value as Hy(mg, R) = ¢ and store ((my,,
R), ¢) into the H list.

(3) Returnog = (R, s) as the delegation signing key for m,,.

When Aj, outputs a valid delegation signing key s = r + x*h
where i = Hy(m},, R), based on the forking lemma, by rewind-
ing A}, and returning a new hash output 4’ for Ho(m,R), B
can obtain another valid delegation signing key s’ = r + x*/'.
Therefore, B can output

. s—=

X =mm0dq

as the answer of the DL problem. O

3. ANONYMOUS PROXY SIGNATURE WITH
INTERNAL TRACEABILITY

In this section, we consider a different scenario where only
internal users, including the original signer and all the legit-
imate proxy signers, can perform the trace function. So any
dishonest behaviours of an internal proxy signer will not be
made public.

3.1. Definition

An anonymous proxy signature with internal traceability con-
sists of the same set of algorithms as defined in the previous
section with the following difference:
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Trace (7R): On input two message-signature pairs (m, o)
and (m’,c’) with respect to the same tag L and warrant m,,,
and a valid delegation signing key o for m,,, it outputs either
‘indep’, ‘linked’, or Y¥; € Yy.

3.2. Security model

The security models for Unforgeability, Anonymity and Tag-
linkability are the same as in the previous section. One
distinguishing feature of internal traceability compared with
public traceability is that even if a proxy signer signs twice
with respect to the same tag, only the original signer and other
legitimate proxy signers can perform the trace function, i.e.
outsiders cannot trace a dishonest proxy signer.

3.2.1. Untraceability against outsider
It is defined via the following game.

Setup: The challenger C runs the key generation algo-
rithm to obtain the secret key and public key pairs (xo, Yp),
(x1, Y1), ..., (xy, ¥y) of the original signer and n proxy signers,
respectively. C then sends (Yp, Y1,. .., Y,) to the adversary \A.

Key selection: The adversary .A outputs a warrant m,,, a tag
L = (issue, Yy), and (Y}, Y;) where i # j as the two target proxy
signer’s public keys. The challenger then randomly selects
b e {i,j}.

Proxy signing query: .4 may access three signing oracles:
Sig, . Sig,, and Sig, . for the warrant m, and the tag L
where

(1) Sig,, is the signing oracle with respect to proxy signer
b (notice that b € {i,j}) who has a valid proxy signing
key pskp;

(i) Sig,, (respectively, Sigpsk/_) is the signing oracle with
respect to proxy signer i (respectively, proxy signer j)
who has a valid proxy signing key psk; (respectively,
Dskj).

Output: Finally, A outputs a guess b’ for b. A wins the game
if b’ = b. Define the adversary’s advantage as

AdvY! (k) = Pr{b/ = b] — .

3.3. Scheme 2 with internal traceability

We extend our Scheme 1 to achieve internal traceability. The
challenge problem is to develop new techniques that could dis-
allow outsiders to perform the trace operation. Our idea to solve
the problem is to randomize each proxy signature so that only the
original signer or a valid proxy signer who has obtained the same
delegation signing key has the ability to de-randomize the proxy
signature. Below are the details of our proposed scheme.

Parameter generation. Same as in Scheme 1 except that now
the system parameters include two additional hash functions H
and H.

Key generation. Same as in Scheme 1.

Delegation sign. The original signer first generates a warrant
m,. Then it randomly chooses o € Z, and computes W, = aP.
After that, the proxy signer picks another random number
r € Zg and computes R = rP, s = r + xoHo(my, R, W,) mod q.
Finally, the proxy signer sends (m, o, R,s) to all the proxy
signers via a secure channel.

Delegation verification. Upon receiving (my, o, R, s), the
proxy signer u; checks if sP = R + Hy(my,, R, W, = aP)Yy. If
it does not hold, the delegation is rejected. Otherwise, the proxy
signer u; computes his/her proxy signing secret key psk; =
s+ xiHo(my, R, W,) = r + Ho(my, R, W) (xg + x;) mod q.
For simplicity, let pk; = psk;P = R + Ho(mg, R, W,) (Yo + Y))
denote the corresponding proxy signing public key.

Proxy sign. To sign a message m € {0, 1}* with respect to a
tag L = (issue, Yy ), where Yy are public keys of the proxy sign-
ers described in the warrant m,,, the real proxy signer u; proceeds
as follows:

(1) Randomly choose B € Z;, compute F' = H(L), W, =
(Wp1, Wpo) = (@BP,BF) and o; = afF + pskiF =
(aB + psk)F.

(2) SetAg = H'(L,m) and A| = (1/i)(0; — Agp).

(3) For all j # i, compute 0; = Ag +jA1 € G. Note that
every (j,logg(o;)) is on the line defined by (0, logx(Ao))
and (i, psk; + af).

(4) Generate (cy,zy) based on a (non-interactive) zero-
knowledge proof of knowledge for the language

L ={(L,F,on) | 3i € N s.t.logp(pk}) = logg (o))},

where oy = (01,02,...,0,) and pkj = Wy + pk; =
(B + psk;)P as follows:

(a) Pickrandom w; < Z, andseta; = w;P,b; = w;F €
G.

(b) Pick random zj, ¢; < Zg, and set a; = z;P + ¢;pk,
b; = zjF + cjo; € G for every j # i.

(c) Set ¢=H"(L,m,Ag,A1,W,, Wp,an,by) where
aN = (al,. . .,an) ande = (bl,. .. ,bn).

(d) Setci=c— Eﬁg,’Cj mod ¢ and z; = w; — ci(ef +

psk;) mod q.
(e) Return (cy, zy), where cy = (c1,...,c,) and vy =
(z1,- - ->2n), as a proof for L.

(5) Perform another (non-interactive) zero-knowledge
proof of knowledge for

E/ = {(Fs W[)29 WO’ Wpl) | IOgWU Wpl = IOgF sz}

as follows:

(a) Pick random w < Z, and set a = wW,, b= wF €
G.

(b) Set& = H(L,m,A,A1, Wy, Wy, a,b).

(c) Setz=w —cB.

(e) Return (¢,Z) as a proof for £’
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(6) Perform a third (non-interactive) zero-knowledge proof
of knowledge for

L' ={(P,W,) | W, = aP}

as follows:

(a) Pick random w < Zy, and seta = wP € G.
(b) Seté = H(L,m,Ag, A1, Wy, Wy, ).

(¢) Setz =w — ca.

(e) Return (¢, ?) as a proof for L”.

(7) Return 0 = (A1, R, W,, Wy, cn, 2N, €, 2, ¢, 2) as the sig-
nature on (L, m).

Verification. To verify a proxy signature o = (A1, R, W,
Wp,cn,2N,€C,2,¢,2) on message m and tag L, check the
following:

(1) Parse L as (issue, Yy), and compute pkl{ = Wy +pk; =
Wp1 + R+ Ho(my, R, W,) (Yo + Y;) foralli € N.

(2) Set F=H(L) and Ag= H'(L,m), and compute
0 =Ag+iA; € Gforalli e N.

(3) Compute a; = z;P + c;pkj, b; = z;F + cjo;, for all
ieN.

(4) Check that H"(L,m,Aq, A1, W,, Wp,an,by) = Zienci
mod g, where ay = (ai,...,a,)andby = (by,...,by).

(5) Compute & = ZW, + W1, b = ZF + tWpo.

(6) Check if H(L,m, Ao, A1, Wy, Wy, @, b) = ¢.

(7) Compute a = zP + ¢W,.

(8) Check if H(L,m, Ao, A1, Wy, Wy, 0) = &.

(9) If all the above checks are successful, outputs accept;
otherwise, outputs reject.

Trace. To check the relation between (m,o) and (m',o’)
under the same warrant m, and the same tag L, where
o= (AR, W,, Wp, CN»ZN»Cs 2, ¢, %) and o’ = (A/ ,R/’ W(;7 WI/”
Cy»2y» €2, ¢, 7)), check the following:

(1) Parse L as (issue,Yy). Set F=H(L) and Ay =
H'(L,m). Compute 0; = Ag +iA; € G for all i € N.
With the secret «, the original signer or any proxy
signer specified in the warrant m, can compute
0; = 0; —aWy = 0; — a(BF) = pskiF € G for all
i € N. Do the same operation for o’ to get :7;’ for all
i €N. .

(2) Foralli € N,if 6; = o], store ¥; in TList, where TList
is initially empty.

(3) Output Y if Y is the only entry in TList; ‘linked’ if
TList = Yy; ‘indep’ otherwise.

3.4. Security analysis

Below we prove the unforgeability and untraceability against
outsiders of Scheme 2.

THEOREM 3.1.  Ifthere exists a type Il adversary A1 who can
forge a valid proxy signature, then we can construct another
adversary B who can use Azt to solve the DL problem.

Proof. The proof follows the same approach we have used in
the proof of Theorem 2.1. However, the proof of Lemma 2.1
needs to be modified since the proxy signing key in Scheme 2
has a slightly different structure.

LEMMA 3.1.  Ifthe adversary Ay can forge a valid signature in
Scheme 2, then we can construct another adversary .A;, who can
forge a valid delegation signing key.

After Aj, obtains (Yo, Y7, ..
game for Ay as follows.

A}, answers Ho, H, H' hash queries and the delegation sign-
ing queries by referring those queries to its own oracles. Aj,
simulates H” queries by maintaining a hash table for the hash
function H” and answers Aj’s H” queries as follows: when-
ever a message is queried, Aj; first checks if a record for this
input exists in the table. If so, the same output is returned; oth-
erwise, A}I chooses a random number in Z, as the hash output,
and adds the hash input and output into the table, and finally
returns the output to Ajy. A}I uses the same way to simulate
Hand H queries.

Finally, Aj; outputs a valid proxy signature o * = (A1, R, W,,
Wy, cn. 2N, €, 2, ¢, 2), which is a valid signature for the message
m and the warrant m;. Note that m, should not be queried in any
delegation signing queries.

As in the proof of Lemma 1, due to the Proof of Knowledge
protocol for the language £, Aj; can obtain

L Ya,x1, ..., x,), it simulates the

psk. = psk; + B mod q.

Similarly, due to the Proof of Knowledge protocols for the lan-
guage £ and L, Aj; can obtain « and 8. Then Aj, can derive
psk; = psk; — ap mod ¢, and a valid delegation signing key s =
psk; — xiHo(m},, R, W,).

LEMMA 3.2. If there exists an adversary A}, who can forge
a valid delegation signing key, then we can construct another
algorithm B who can solve the DL problem.

The proof is the same as that of Lemma 2.2.
By combining Lemmas 3.1 and 3.2, we can directly obtain
Theorem 3.1. O

DErFINITION 3.1 ((DDH Problem)). Let (G, g, P) be defined as
in the DL problem. Given (P,xP,yP, zP) € G*, decide whether
z = xy. The advantage of an algorithm A to solve the DDH is
defined as
AadviPH (k) = PrLA(P,xP,yP, xyP) = 1]
— PILA(P,xP,yP, rP) = 1],

where x,y, r are randomly chosen in Z,.
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THEOREM 3.2. If there exists an outsider adversary D, who
can break the untraceability of the proposed anonymous proxy
signature scheme, we can construct another adversary B who
can solve the DDH problem.

Proof. If there exists an adversary D who can correctly guess
b with an non-negligible advantage €, we can construct another
algorithm 13 that can solve the DDH problem. Let (P, aP, bP, zP)
be a given instance of the DDH problem. We construct B as
follows:

Setup: 5 generates the user public and private keys (¥, xo),
(Y1,x1), ..., (Yy,x,) for the original signer and the proxy sign-
ers by running the key generation algorithm. B then gives all the
public keys Yo, Y1, ..., Y, to the adversary D.

Key selection: D outputs a warrant m,,, atag L = (issue, Yy),
and (Y;, Y;) as the two target proxy signer’s public keys. B then
sets W, = aP and F = H(L) = bP, randomly selects r € Z,
and computes R = rP and s = r + xoHy(my, R, W,)). B also
randomly selects b € {i,;}, and answers D’s queries as follows.

Hash queries: All the hash queries made by D are answered
as in the previous proof where 3 maintains a hash table for each
hash function.

Proxy signing queries: When D makes a proxy signing
query to Sig, . on message m, B randomly selects B € Z,
and computes W, = (8W,, BF) and o; = BzP + psk;F. B
generates Ag,A; and oy (¢t # i) by following the proxy signing
algorithm. B also simulates the NIZK proof for language L
using the following simulator.

NIZK Simulator for L:

(1) For all i € N, uniformly pick up at random z;, ¢; € Z,
and compute a; = z;P + ¢;pk;, bj = ziF + cjo; € G.
(2) Set H"(L,m,Ao,A1, Wy, Wp,an,by) as ¢ := Zienc;

where ay = (ay,as, . ..,a,) and by = (b1, by, ..., by,).
(3) Output (cy,zn), where cy = (c1,...,cy) and zy = (21,
. 7Zn)-

Similarly, B also simulates the NIZK proof (¢, 7) for language
L', and the NIZK proof (¢, 7) for language £”. Finally, B3 returns
o = (A1,R,W,,Wp,cn, 2N, C,2,¢,2) to D.

B also uses the same method to simulate signing query to
Sig,,,- Note that since b € {i. j}, the signing queries to Sig,,
are simulated using either Sig,, or Sigpskj based on the value
of b.

Output: Finally, D outputs ’. If b = I/, B outputs 1; other-
wise, BB outputs 0.

Analysis: if (P, aP, bP, zP) is a DDH tuple, then the simula-
tion is identical to the original game, and hence the adversary
D has probability 1/2 + € to guess b correctly. On the other
hand, if (P, aP, bP, zP) is not a DDH tuple, i.e. z is a random
element of Z, then the simulation does not reveal any informa-
tion of b, and hence D has probability 12 to guess b correctly.
Therefore, the advantage of B to solve the DDH problem is at
least €. O

4. ANONYMOUS PROXY SIGNATURE WITH
ORIGINAL SIGNER TRACEABILITY

In this section, we further restrict the traceability to ensure that
only the original signer can trace dishonest proxy signers.

4.1. Definition

An anonymous proxy signature with original signer traceabil-
ity consists of the same set of algorithms with the following
differences.

Delegation sign (DS): Given a warrant m,, for n proxy
signers, the original signer computes n delegation signing key
{oi}(1 < i < n) and securely distributes them to the respective
proxy signers.

Trace (7R): On input two message-signature pairs (m, o)
and (m', o) with respect to the same tag L and warrant m,,, and
all the delegation signing keys {o;}(1 < i < n) form,,, it outputs
either ‘indep’, ‘linked’, or Y¥; € Yy.

4.2. Security model

The only security model that needs to be changed is the untrace-
ability model since now we require that only the original signer
can trace dishonest proxy signers.

4.2.1.  Untraceability against proxy signers
It is defined via the following game.

Setup: Unchanged.

Key selection: The adversary .4 outputs a warrant m,,, a tag
L = (issue,Yy), and (Y;,Y;) as the two target proxy signer’s
public keys. For each proxy signer ¢ ¢ {i,j}, the challenger
sends to A the proxy secret key x; and delegation signing key
oy for m,,. The challenger also randomly selects b € {i,j}.

Proxy signing query: .4 may access three signing oracles:
Sig,, 1, Sig,, and Sig,;. for the warrant m,, and the tag L
where

(1) Sig,, is the signing oracle with respect to proxy signer
b (notice that b € {i,j}) who has a valid proxy signing
key pskp;

(i) Sig,g, (respectively, Sig, ) is the signing oracle with
respect to proxy signer i (resp. proxy signer j) who has
a valid proxy signing key psk; (respectively, psk;).

Output: Finally, A outputs abit . A wins the game if b’ = b.
Define the advantage of the adversary as

AdvY (k) = Pr[b’ = b] — L.

4.3. Scheme 3 with original signer traceability

In our Scheme 2, the original signer shares a single secret o with
all the proxy signers. Therefore, not only the original signer but
also all the proxy signers who have « can trace a dishonest proxy
signer.
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In order to ensure that only the original signer can perform
the trace operation, we should use different tracing secrets
rather than the same one for different proxy signers. One sim-
ple way to do so is to generate a unique «; for each proxy signer.
However, this simple solution brings a problem: the scheme is
no longer anonymous against the original signer, who can use
the information related to «; (more precisely, «;P) in Scheme
2 to identify a proxy signer even if the proxy signer is honest.
Below we propose an oblivious key distribution protocol to
solve the problem. The protocol allows the original singer to
distribute a unique delegation signing key to a legitimate proxy
signer without knowing the identity of the proxy signer.

Delegation sign. The original signer first generates a warrant
my, for n proxy signers. Then for each 1 <i < n, the origi-
nal signer randomly chooses «; € Z, and computes W; = a;P.
After that, the original signer picks another random number r; €
Z4 and computes R; = r;P, s; = r; + xoHo(my, R;, W;) mod q.
The original signer then obliviously distributes the delega-
tion signing keys {o; = (mgy, i, Wi, R;, si)}1<i<n to the proxy
signers (u1, uo, . .., uy) as follows.

(1) The original signer first sends the warrant m,,, which
includes the public keys Yy of all the proxy signers, to
each proxy signer. The original signer also maintains
an encryption key table T, which is initially empty.

(2) Upon receiving the warrant, a proxy signer first gener-
ates an ephemeral key pair (pk;, sk;) for a secure public
key encryption scheme (e.g. the Cramer—Shoup encryp-
tion scheme [21]). Then the proxy signer uses his/her
long-term public/private key pair (Y;,x;) to generate a
Fujisaki—Suzuki [2] traceable ring signature A; for the
message pk; and the tag L = (‘Key Delegation’, Yy).
The proxy signer sends (pk;, A;) to the original
singer.

(3) Upon receiving a message (pk;, A;) from an (unknown)
proxy signer, the original signer first checks if pk; exists
in the table T. If not, the original signer verifies the
validity of the ring signature. If the signature is valid,
then the original singer runs the Trace algorithm of
the Fujisaki—Suzuki traceable ring signature between
(pki, A;) and each entry (pkj, A;) in the table T. If
the output of the Trace algorithm is ‘indep’ for each
entry in the table T, (pk;, A;) is added into T. If any of
the above checks fails, the original signer aborts the
protocol.

(4) After receiving N public keys in the table T, the orig-
inal signer encrypts each delegation signing key C; =
& (pki, 0;) using the public key encryption scheme, and
sends {(pk;, C;)}(1 < i < N) to each proxy signer.

(5) The proxy signer then uses the decryption key generated
in Step 2 to decrypt one of ciphertexts to obtain a dele-
gation signing key.

The above delegation signing key distribution protocol
achieves the following properties. First, each public key in the

TABLE 1. The computation cost for n proxy signers.

Scheme DS DV PS PV TR

1 le 3¢ (Sn—1e 6ne 2ne
2e 4e  (5n+5)e (bn+6)e (2n+2)e

3 2ne  4e (Sn+5e (bn+6)e (2n+2)e

table T must be sent by a legitimate proxy signer due to the
unforgeability of the Fujisaki—Suzuki traceable ring signature
scheme. Secondly, the original signer cannot tell the owner of
a public key pk; due to the anonymity property of the traceable
ring signature scheme. Thirdly, each proxy signer can only sub-
mit one public key due to the traceability of the traceable ring
signature scheme. Therefore, after running the above protocol,
each proxy signer can obtain one of the delegation signing keys
without letting the original signer or other proxy signers know
which one.

The rest of the algorithms are the same as in Scheme 2 except
that we replace W, by W;, « by «;, s by s;, and R by R; for proxy
signer i. We omit the details of these algorithms here.

The security analysis also follows that for Scheme 2. Note that
since now each proxy signer only knows his own secret tracing
key «;, they cannot trace other proxy signers. On the other hand,
the original signer has all the secret tracing keys, and hence can
trace any dishonest proxy signer.

5. EFFICIENCY ANALYSIS

We give an efficiency analysis for the computation cost of
the proposed anonymous proxy signatures with different lev-
els of traceability in Table 1. Our proposed schemes do not
involve any expensive pairing operations, so we only count
the number of modular exponentiations (denoted by e) in the
Delegation Sign (DS), Delegation Verification (DV), Proxy
Sign (PS), Proxy Verify (PV) and Trace (TR) operations. From
the table, we can see that all the tree schemes have linear
(i.e. O(n)) complexity in proxy sign, proxy verify and trace
operations.

6. CONCLUSION

In this paper, we proposed three anonymous proxy signature
schemes with different levels of (namely, public, internal and
original signer) traceability. We also defined the formal secu-
rity models and proved the security of our schemes under some
standard assumptions.
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