Singapore Management University
Institutional Knowledge at Singapore Management University

Research Collection School Of Computing and

Information Systems School of Computing and Information Systems

1-2016

Hidden ciphertext policy attribute-based encryption under
standard assumptions

Tran Viet Xuan PHUONG

Guomin YANG
Singapore Management University, gmyang@smu.edu.sg

Willy SUSILO

Follow this and additional works at: https://ink.library.smu.edu.sg/sis_research

b Part of the Information Security Commons

Citation

PHUONG, Tran Viet Xuan; YANG, Guomin; and SUSILO, Willy. Hidden ciphertext policy attribute-based
encryption under standard assumptions. (2016). IEEE Transactions on Information Forensics and
Security. 11, (1), 35-45.

Available at: https://ink.library.smu.edu.sg/sis_research/7337

This Journal Article is brought to you for free and open access by the School of Computing and Information
Systems at Institutional Knowledge at Singapore Management University. It has been accepted for inclusion in
Research Collection School Of Computing and Information Systems by an authorized administrator of Institutional
Knowledge at Singapore Management University. For more information, please email cherylds@smu.edu.sg.


https://ink.library.smu.edu.sg/
https://ink.library.smu.edu.sg/sis_research
https://ink.library.smu.edu.sg/sis_research
https://ink.library.smu.edu.sg/sis
https://ink.library.smu.edu.sg/sis_research?utm_source=ink.library.smu.edu.sg%2Fsis_research%2F7337&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/1247?utm_source=ink.library.smu.edu.sg%2Fsis_research%2F7337&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:cherylds@smu.edu.sg

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 11, NO. 1, JANUARY 2016 35

Hidden Ciphertext Policy Attribute-Based
Encryption Under Standard Assumptions

Tran Viet Xuan Phuong, Guomin Yang, Member, IEEE, and Willy Susilo, Senior Member, IEEE

Abstract— We propose two new ciphertext policy attribute-
based encryption (CP-ABE) schemes where the access policy
is defined by AND-gate with wildcard. In the first scheme,
we present a new technique that uses only one group element
to represent an attribute, while the existing ABE schemes of
the same type need to use three different group elements to
represent an attribute for the three possible values (namely,
positive, negative, and wildcard). Our new technique leads to
a new CP-ABE scheme with constant ciphertext size, which,
however, cannot hide the access policy used for encryption. The
main contribution of this paper is to propose a new CP-ABE
scheme with the property of hidden access policy by extending
the technique we used in the construction of our first scheme.
In particular, we show a way to bridge ABE based on AND-gate
with wildcard with inner product encryption and then use the
latter to achieve the goal of hidden access policy. We prove that
our second scheme is secure under the standard decisional linear
and decisional bilinear Diffie-Hellman assumptions.

Index Terms— Attribute based encryption, hidden policy, inner
product encryption, Viéte’s formula.

I. INTRODUCTION

CCESS control (i.e., authentication and authorisation)

plays an important role in many information systems.
Among all the existing cryptographic tools, Attribute Based
Encryption (ABE) has provided an effective way for fine-
grained access control. ABE, which is an extension of identity-
based encryption (IBE) [4], [23], allows an access structure/
policy to be embedded into the ciphertext (this is referred to
as ciphertext-policy ABE, or CP-ABE) or user secret key (this
is referred to as key-policy ABE, or KP-ABE). In a CP-ABE,
the user’s attributes used for key generation must satisfy the
access policy used for encryption in order to decrypt the
ciphertext, while in a KP-ABE, the user can only decrypt
ciphertexts whose attributes satisfy the policy embedded in
the key. We can see that access control is an inherent feature
of ABE, and by using some expressive access structures, we
can effectively achieve fine-grained access control. Since its
introduction in the seminal work of Sahai and Waters [21],
ABE has been extensively studied in recent years
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(e.g.,[2],[3], [7], [8], [11], [12], [17], [26]). There are different
ways to define an access structure/policy for ABE.
The fuzzy IBE given by Sahai and Waters [21], which
can be treated as the first KP-ABE, used a specific threshold
access policy. Later, the Linear Secret Sharing Scheme (LSSS)
realizable (or monotone) access structure has been adopted by
many subsequent ABE schemes [3], [11], [12], [26]. In [7],
Cheung and Newport proposed another way to define access
structure using AND-Gate with wildcard. To be more precise,
for each attribute in the universe, there are two possible
values: positive and negative. A user’s attributes are then
defined by a sequence of positive and negative symbols w.r.t.
each attribute in the universe (assuming that the attributes
are placed in order in the universe). An access structure
is also defined by a sequence of positive and negative
symbols, plus a special wildcard (i.e., “don’t care”) symbol.
Cheung and Newport showed that by using this simple access
structure, which is sufficient for many applications, CP-ABE
schemes can be constructed based on standard complexity
assumptions. Subsequently, several ABE schemes [6], [9],
[20], [28] were proposed following this specific access
structure.

A. This Work

In this work, we explore new techniques for the construction
of CP-ABE schemes based on the AND-gate with wildcard
access structure. The existing schemes of this type need to
use three different elements to represent the three possible
values — positive, negative, and wildcard — of an attribute in the
access structure. In this paper, we propose a new construction
which uses only one element to represent one attribute. The
main idea behind our construction is to use the “positions”
of different symbols to perform the matching between the
access policy and user attributes. Specifically, We put the
indices of all the positive, negative and wildcard attributes
defined in an access structure into three sets, and by using the
technique of Viete’s formulas [22], we allow the decryptor to
remove all the wildcard positions, and perform the decryption
correctly if and only if the remaining user attributes match
those defined in the access structure. Our new technique
leads to a new CP-ABE scheme with constant ciphertext size.
Although a secure ABE can well protect the secrecy of the
encrypted data against unauthorised access, it does not protect
the privacy of the receivers/decryptors by default. That is,
given the ciphertext, an unauthorised user may still be able to
obtain some information of the data recipients. For example,
a health organization wants to send a message to all the

1556-6013 © 2015 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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TABLE I
COMPARIONS AMONG CP-ABE SCHEMES

Scheme Order Groups Ciphertext Size Dec. Cost | Security Models Assumption Access Structures Wildcard | Hidden Policy
CN[7] P [Gr[+ (n 4+ 1)[G] (n+1I)p Selective DBDH AND-gates on +/- X
Nishide et al.[20] P [Gr[+ Cmn+ 1G] | Bn+1)p Selective DBDH + DLIN AND-gates on multi-valued attributes
Emura et al.[9] P [Gr[+ 2[G] 2p Selective DBDH AND-gates on multi-valued attributes X X
Li et al.[18] P [Gr] + 4mn[G] 4np Selective DBDH + DLIN AND-gates on multi-valued attributes
ZH[28] P [Gr[+ 2[G] (2n+1Dp Selective n-BDHE AND-gates on multi-valued attributes v X
Herranz et al.[13] P [Gr] + 2|G] 3p Selective aMSE-DDH Threshold Gates X X
Lai et al.[15] pqr [Gr[+ 2mn + 2)[G] (n+1Dp Fully Subgroup Assumption | AND-gates on multi-valued attributes
Li et al[19] pq Gr[+2[G 2p Fully AND-gates on multi-valued attributes X
Chen et al.[6] D Gr[+2[G 2p Selective n-BDHE AND-gates on +/- X X
Ge et al.[10] D Gr|+2[G 2p Selective n-BDHE Threshold Gates X X
Chen et al.[5] pqr Gr[+2[G 2p Fully Subgroup Assumption Threshold Gates X X
Zhang et al.[27] P Gr[+2[G 2p Selective n-BDHE AND-gates on multi-valued attributes X X
Scheme 1 [25] p Gr[+4[G 6p Selective DLIN AND-gates on +/- X
[ Scheme 2 [ P [ ICr[+ (4w +2)[G] [ (4w +2)p | Selective DBDH + DLIN | AND-gates on +/-

Notations. p: pairing operation; n: number of attributes in an access structure/list; m: number of possible values for an attribute; w: number of wildcard in an access structure.

patients that carry certain diseases. Then the attribute universe
will contain all the diseases, and an access policy will have the
format “+ + — % * 4 ...” where “+” (“—") indicates positive
(negative) for a particular disease. If a CP-ABE cannot hide the
access policy, then from the fact whether a person can decrypt
the message or not, people can directly learn some sensitive
information of the user. Therefore, it is also very important
to hide the access policy in such applications. However,
most of the existing ABE schemes based on AND-Gate with
wildcard cannot achieve this property. To address this problem,
we further study the problem of hiding the access policy for
CP-ABE based on AND-Gate with wildcard. As the main con-
tribution of this work, we extend the technique we have used in
the first construction to bridge ABE based on AND-Gate with
wildcard with Inner Product Encryption (IPE) [1], [14], [24].
Specifically, we present a way to convert an access policy
containing positive, negative, and wildcard symbols into a
vector X which is used for encryption, and the user’s attributes
containing positive and negative symbols into another vector Y
which is used in key generation, and then apply the technique
of IPE to do the encryption. Again, we use the positions of
different symbols and the Viete’s formulas [22] to perform
the conversion. The details are provided in Section IV-A.
In Table I, we give a comparison among CP-ABE schemes that
are based on the AND-Gate access structure or have constant-
size ciphertext. We use p to denote the pairing operation,
n the number of attributes in an access structure or attribute
list, m the number of all possible values for each attribute,
and w the number of wildcard in an access structure. We can
see that among all the schemes that can support wildcard and
provide hidden access policy, our Scheme 2 gives the best
performance since the ciphertext size and the decryption cost
depend only on the number of wildcard in an access structure.

B. Paper Organization

We present the preliminaries and security definitions
in Section II, which is followed by our first scheme
in Section III. We then present the second scheme with security
proof in Section IV. The paper is concluded in Section V.

II. PRELIMINARIES

A. Bilinear Map and Its Related Assumptions

Let G and GT be two multiplicative cyclic groups of same
prime order p. Let e : G x G — G be a bilinear map with

jl jz jra L
[5=(| vy [ L m vy m m v | j |a::;:}r:lj;[".iiﬁ
Fml=]s]a]s] - == |- 2=l]en=2x

=1 jey k=0

L
i=1

Fig. 1. Expressing two vectors o and Z.

the following properties:

1) Bilineariry: e(u®,v?) = e(u’,v*) = e(u, v)®. for any

u,v0 € Ganda,beZ,.

2) Non-Degeneracy: e(g, g) # 1.

Definition 1: The Decisional Bilinear Diffie-Hellman
(DBDH) problem in G is defined as follows: given a tuple
(g, 8% g, ¢, T) € G* x Gr, decide whether T = e(g, g)**¢
or T e(g,g)" where a,b,c,r are randomly selected
from Z,. An algorithm A has advantage € in solving the
DBDH problem in G if

AdvRBPH (k) = PrlA(1%, g, g%, g, &%, Z)=1|Z =e(g, g)]
—Pr{A(1%, g,8% 8", 8. 2)=1|Z=g"] <.

We say that the DBDH assumptions holds in G if € is
negligible for any PPT algorithm A.

Definition 2: The Decisional Linear (DLIN) problem in G
defined as follows: given a tuple (g, g% g%, g%, g%, Z) <
G® x Gr, decide whether T = gb(C+d) or Z in random in G.
An algorithm A has advantage € in solving the DLIN problem
in G if

AdvRMN (k)
= Pr{A(1%, g, % g%, 8%, g%, 2) = 112 = gP“* )
—PrlA(1%, g, 8% g%, 8%, 8%, Z)=11Z=¢"]1 < ¢

where a, b, c,d,r €r Z,. We say that the DLIN assumptions
holds in G if € is negligible for any PPT algorithm A.

B. The Viete’s Formulas

Consider two vectors v = (v1,v2,...,01) and Z
(z1,22,.-.,2z1) (Fig. 1). Vector o contains both alphabets
and wildcards, and vector 7. only contains alphabets. Let
J = {j1,-..,ju} C {1,..., L} denote the positions of the
wildcards in vector T .
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TABLE II
LI1ST OF ATTRIBUTES AND POLICIES
Attributes Att; | Atts Atts Atty
Description CS EE Faculty Student
Alice + - - +
Bob — + + —
Carol + + + -
wi T + 1 -1 - T + ]
L we [+ [ - T « [ « ]

Let H @i—j) = z Axi*, where A are the coefficients

dependent on J, then we have

Z v,H(z—n—szZzz : (1)

i=l,i¢J jeJ

ifv=zivoy=xfori=1...L

To hide the computation, we can choose a random group
element H; and put v;, z; as the exponents of H;. Then (1)
becomes

S | PP (A )
[ = F
i=1,i¢J k=0 i=1

Using the Viete’s formulas [22] we can construct the
coefficient A; in (1) by:

k= (D8 Y

1<ii<ip<...<ix<n

Jirdip -+ Ji» 0 <k <mn,
where n = |J]|.

Take as an example, if we have J = {j, j2, j3}, then the
polynomial is (x — j1)(x — j2)(x — j3), and we have A3 = 1,
la = —(j1+j2+3), 4 = (et jjz+j2J3), Ao = —j1j2J3-

C. Access Structure

Let U = {Att, Atty, ..., Atty} be the universe of the
attributes in the system. Each Att; is represented by a unique
value A;. When a user joins the system, the user is tagged
with an attribute list defined as S = {Si, S2,..., Sz} where
each symbol S; has two possible values: ‘+’ and ‘—’. Let

= {5],5),...,5,} denote an AND-gate with wildcard
access policy where each symbol S/ has three possible values:
‘+’, ‘=7, and ‘x%’. The wildcard ‘¥’ means “don’t care”
(i.e., both positive and negative attributes are accepted). We use
the notation S = W to denote that the attribute list S of a user
satisfies W.

For example, suppose U = {Att; = CS, Att, = EE,
Atts = Faculty, Att4 = Student}. Alice is a student in
the CS department; Bob is a faculty in the EE department;
Carol is a faculty holding a joint position in the
EE and CS departments. Their attribute lists are illustrated
in Table II. The access structure Wj can be satisfied by all
the CS students without being in the EE department, while
W, can be satisfied by all CS students and faculties excluding
those in EE.

D. CP-ABE Definition
A ciphertext-policy attribute based encryption scheme con-
sists of four algorithms: Setup, Encrypt, KeyGen, and Decrypt.
e Setup(A,U): The setup algorithm takes security
parameters and attribute universe description as input.
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It outputs the public parameters PK and a master
key MSK.

e Encrypt(PK, M, W): The encryption algorithm takes as
input the public parameters P K, a message M, and access
structure W over the universe of attributes, and outputs a
ciphertext CT.

o Key Generation(MSK, L): The key generation algorithm
takes as input the master key MSK and a set of attributes
L C U, and outputs a private key SK.

e Decrypt(PK, CT, SK): The decryption algorithm takes
as input the public parameters PK, a ciphertext CT, and
a private key SK, and outputs a message M or a special
symbol ‘L’.

E. Security Definition for CP-ABE With Hidden Access Policy

We define the Selective IND-CPA security for CP-ABE with

hidden access policy via the following game.

o Init: The adversary commits to the challenge access
policies Wy, Wj.

o Setup: The challenger runs the Setup algorithm and gives
PK to the adversary.

e Phase 1: The adversary submits the attribute list L for a
KeyGen query. If (L = Wy A L = W) or (L &= WoA
L = W), the challenger gives the adversary the secret
key SK;. The adversary can repeat this polynomially
many times.

e Challenge: The adversary submits messages Mo, M1 to
the challenger. If the adversary obtained the SK; whose
associated attribute list L satisfies both Wy and W;
in Phase 1, then it is required that My = M. The
challenger flips a random coin £ and passes the ciphertext
Encrypt(PK, Mg, Wg) to the adversary.

o Phase 2: Phase 1 is repeated. If My # M, the adversary
cannot submit L such that L = Wy A L = Wj.

o Guess: The adversary outputs a guess S’ of S.

We say a CP-ABE scheme with hidden access policy is

secure if for any probabilistic polynomial-time adversary A,

Prlp = 1 5

is negligible in the security parameter k.

Full Security: In the above selective security model, the
adversary is required to commit the challenge policy before
seeing the system parameters. In the full security model, the
adversary can choose the challenge policy in the Challenge
phase, which makes the model stronger. However, similar to
many other CP-ABE schemes given in Table I, we cannot
directly prove the security of our schemes in the full security
model. We should note that there are transformations from the
selective security to full security [15], and we can apply the
same transformation to our schemes presented in this paper.
However, the transformed schemes will be based on composite
order pairing groups, and hence less efficient.

Adv{PCPA (k) =

III. OUR FIRST CONSTRUCTION

In this section, we present our first scheme based on the
AND-Gate with wildcard access policy. Below is the main
idea of our construction.
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| 5
|+[+| -] 1] - | [—»A “wEI{me)mEV
[T T - - T ] -, ez
Aty Atta  Atey  Atry, Atts At n‘:tﬁ—l
Fig. 2. Access Policy.

We represent each attribute in the universe by an element A;.
Given an access structure W, we first define three sets J,
V, and Z where J contains the positions of all the wildcard
positions, and V and Z contain the positions of all the positive
and negative attributes, respectively. We then represent each
positive/negative attribute in an access structure as shown
in Fig. 2.

The set J is attached to the ciphertext and sent to the
decryptor. In the decryption process, based on J, the decryptor
can reconstruct the coefficients 1, ;s and generate

H(Ai)mw

jeJ

[T (—w))
(A )w ceJ

according to the Viete’s formulas, for each positive or negative
attribute Art; associated with the secret key. In this way, all the
wildcard positions will take no effect during decryption. Below
are the details of our construction.

Setup( 1%): Let Ni, Na, N3 be three upper bounds defined
as N; < L: the maximum number of wildcard in an access
structure; No < L: the maximum number of positive attribute
in an attribute set S; N3 < L: the maximum number of
negative attribute in an attribute set S.

The setup algorithm first generates bilinear groups G,
Gr with order p, and selects two random genera-
tors Vo,Vi,g € G. Then randomly choose a, S, f2,
ai,...,arp €r Zp, and set Qi = e(g, Vo)*Pre(g, Vi)*Pr,
Qy = e(g, Vo)Pre(g, V)2 Let Ay =g% for1=1,...,L

The Public Key and Master Secret Key are defined as:

PK :(e’g’Ql,Qz,ga’VO’ Vl’Al,"'
MSK = (a, p1, 2, a1, ...

,AL),
,ar).

Encrypt(W, M, PK): Suppose that the access structure
W contains: n1 < N; wildcards which occur at positions
J ={w1,...,wy}; np < N positive attributes which occur
at positions V = {ovy,...,0,,}; 73 < N3 negative attributes
which occur at positions Z = {zi1,...,2s;}. Compute for
the wildcard positions {w;} (j = 0,1,2,---,n1) {iu;}
and set 1, = Z;l:o Aw;. The encryption algorithm then

chooses r1, 7 €g Zp, and creates the ciphertext as:

rl rn 4 n
Co=MQ'Qy, Ci=gw, Cr=ghw,
T -0
=
Ci=Wo[Jea, ™ e,
ieV
jl;io(i—wj)
Ca= W], = e,
ieZ

The ciphertext is set as:

CT = (C05 C15C29 C39 J = {w19w25 "'9w}’11})'

KeyGen(M SK, S): Suppose that a user joins the system
with the attribute list S, which contains: n’2 < Nj positive
attributes which occur at positions V' = {vi,...,v;,z};
ny < N3 negative attributes which occur at positions Z' =
{22 )

By means of the Viete’s formulas, for all the posi-
tive positions {v,/(} (k = 0,1,2,---,n}), calculate HUL}
and set f, =
tions {z/} (r =

04> and for all the negative posi-
0 l 2,---,n3), calculate {4} and set
1=

7 ZT o 4z, - The algorithm then chooses s €r Z), and
computes s; = f1 + 5,52 = fr + 5 and creates the secret
key as:

as

\|9

Ly = g o L2 =g"
Ky = {Kl,o,Kl,l,.-.,Kl,N.}
N s i s i1
VOI H gsa V0| H gsa,t,“.’ V0| H gsa,l },
iev’ iev’ eV’
/ / / /
Ky :{KIO’Kll"' s Kin )
asg Hgsaa, (;lsz Hgsaaii, asz Hgsaall l
eV’ eV’ eV’
K> = {K2,0, K2,1, ..., K2, vy }
N
51 sa 51 sa;l S1 sa;iM
=" []s I1¢ ITe“" "
iez’ ieZ ieZ
/ / / /
Ky ={Ky0, K515, Ky}
_ {Vasz Hgsaa, Vasz Hgsaa,t ) VaS2 gS(miiN' }
ieZ ieZ ieZ'

The user secret key is set as:
= (L1, L2, K1, K, K2, K3).

Decrypt(CT, SK): The algorithm first identifies the wild-
card positions in J = {wy,...,wy,,} and computes {4,,}.
Then we have the equation shown at the bottom of this page,
and M can be recovered by Q;"' Q" - Cy.

e(Ly, C3)" - 6(L2, C4)t5

ni Aw: ni ,
e([1 Kl,jj» C)-e(]] (Kl,
j=0 j=0

)i, Ca) - 6(H sz,Cl) e(H(K

/1
w , C2)

= e(g, Vo) P1rie(, Vo) “ﬂme(g, Vi)~ *Pirie(g, vy)Tebon
— Q;H Q;rz
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IV. CP-ABE WITH HIDDEN ACCESS PoOLICY

Although the CP-ABE scheme presented in the previous
section can achieve constant ciphertext size, it cannot hide the
access policy since the wildcard positions need to be included
in the ciphertext. In this section, we extend the technique used
in our first construction to build another CPA-ABE which can
hide the access policy. One way to achieve the attribute hiding
property is to apply the Inner Product Encryption technique in
the construction of CP-ABE. Such an approach has been used
in previous works on policy hiding CP-ABE [5], [15], [16].
Howeyver, since our CP-ABE scheme is based on the Viéte’s
formula, we cannot directly use the previous approach. In this
paper, we propose a new transformation technique which can
deal with the Viete’s formula.

A. Our Idea

Our main idea is to convert the access policy and user
attributes into two vectors, and then apply the technique of
Inner Product Encryption to hide the access policy. Similar
to the first scheme, we separate the positive, negative, and
wildcard symbols in an access structure into three sets: V, Z,
and J. Based on the set J, by applying the Viete’s formulas,

n
we can construct a polynomial axi® with coefficients
k=0
(a09 al» ] an)'
Then we combine the set of positive positions V as:

v =+3 [T~
ieVwjel

and the set of negative positions Z as:
i€eZwjel

We then produce a vector

%
v = (a(),al,...,an,0n+1,...,ONI,HV,HZ)

which will be used for encryption.

In user key generation, we also separate the positive
and negative attributes into two sets and construct two
vectors

g / / / !
Xy, = (00’01’02’°"9DN19 1’0)’
d / / / /
Xz = (20921922’°"9ZN1’09 1)9
in which:
op = —Zik,kzo,...,Nl,
ieV’
=+ i k=0 N
iez'

Notice that we assume there are at most Ny wildcard positions
in an access policy. The decryption will be based on the inner
products of (v, xy/) and (9, x7/), which should both return 0
in order to have a successful decryption.

Below we give a simple example based on Table II to
illustrate our idea. Let L =4, Ny =2 and W, = (+, —, *, %)
be the access policy. Then we create three sets for wildcard

39

=(] o 1, 2, 3, 4, )
=c| 1z | =% 1L, +1-3-4 -2-32-9 |)
Fig. 3. The vector o for access policy W».
g=( 0, 1] 2, 3 4 )
Alicer| —(1°+4°%) | (1" +4") | —(1*+4%), 1 0 )
=t | |
Alicez | (2°+3%) (2 +3Y) (22 +39), 0 1 )
=i
Boby | —(2°+3%) | —(2'+3Y) | —-(22+3Y), 1 0 )
={
Bobz | (1°+4") (1t +44) (12 +4%), 0 1 )

Fig. 4. The vector Z for Alice and Bob.

positions J = {3, 4}, positive positions V = {1}, and negative
positions Z = {2}. Based on Viete’s formulas, we can calculate

a=1;, a=-7, ay=12

and obtain the vector v for the access policy (Fig. 3) and the
vectors for Alice and Bob as shown in Fig 4.

If we calculate the inner product of & and the two vectors
of Alice, the product will return 0, i.e., Alice’s attributes
satisfy the access policy W>. On the other hand, the inner
product of (v, Bob,) = 8 and (v, Bob;) = 4, which means
Bob’s attributes cannot satisfy W».

B. Our Second Construction

Setup(1¥): Assume that we have L attributes in the universe,
and each attribute has two possible values: positive and
negative. In addition, we also consider wildcard (meaning
“don’t care”) in access structures. Let Ni, N, N3 be
three upper bounds defined as:

N1 < L: the maximum number of wildcard in an access
structure;

N, < L: the maximum number of positive attribute in an
attribute set S;

N3 < L: the maximum number of negative attribute in an
attribute set S.

The setup algorithm first randomly  generates
(g, G, Gr, p, e) and set n = N1+ 3. It then chooses randomly
Y1 v2, 01, O, {uigd_ys 0, {ntisg {nadie, (o,
{Zl,i}zr'l:p {szi}lr-lzl in Z, and g in G. Then it selects a
random A € Z, and obtains {uz;}}_, {w2,;}i_;, w2, u2
under the condition:

A =yiup; — your; A =0w2; —Ohwy ;.

For i from 1 to n, it creates:

Ui =g, Uyi=g"", Wii=g", Wy =g",
1 X ;
T, =g", T;=g%, Zii=g",
0 9
Vi=g", Va=g", Xi=g", Va=g"

Next it sets g1 = g2, Y = e(g, g2), and the public key PK
and master key MSK as
PK = (g, G,Gr, p,e, g1, Y, {U1,i, Uz, i, Tni,
Wi, Wai, Z1i, Zo¥iy Vi, XiYis))
MSK = (g2, {u1,i, u2,i, 11,i, 12,0, W1,i5 W25, 2105 22,i Y11
{vi, xi}2_)).
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Encrypt(W, M, PK): Suppose that the access structure W
contains: n1 < Nj wildcards which occur at positions J =
{wi,...,wy}; no < Ny positive attributes which occur at
positions V = {v1,...,04,}; n3 < N3 negative attributes
which occur at positions Z = {zj,...,2,;}. Based on
Viete’s formulas, compute for the wildcard positions {w;}
(.] 20’192"" ,nl)

an, =1
an—1 = —(w1 + w2+ ...+ wy)
an;—2 = (w2 + WIW3 + ... + Wy —1Wy,)

ap = —(w1 - Wy - - Wy,)
Next it computes:

Oy =+> [[G-w)

ieVwjel
11, = —Z H(i—wj)
ieZwjel
It creates a vector v = (v1,02,..., v,) as:
.y ONl , Hv, Hz).
The encryption algorithm chooses random s1, 52, a, 8 € Z,
and creates the ciphertext as follows:
Cn=M Y2 Cy=g" Cp=g,
{Cri, Coi} = (U 175V, U T35 V),

{C3,i, Cai} = {Wf,',-Zf,-X?m, Wzs,',-ZifiXSiﬁ},

v = (a(),al»~-~,an1,0n1+l,-~

Then ciphertext CT is set as:
CT = (Cym, Ca, Cp,{C1,i, Co,i, C3,i, Caifiy)-

KeyGen(M SK, S): Suppose that a user joins the system
with the attribute list S, which contains: n/2 < N positive
attributes which occur at positions V' = {0/1""’0:,/};

2

ny < N3 negative attributes which occur at positions Z’' =
{z’l, .. .,z;, }. By means of the Viete’s formulas, for all the
positive positions {v;} (k = 0,1,2,---,n), for all the
negative positions {z,} (r =0, 1,2, --- ,ng), it sets:
op=—> i"k=0,.... N
eV’
7 = +Zik,k:0,...,N1
i€z’
It creates vectors x_‘)/ and x_} as:
= (005 V15> Oy, > 1, 0).
.2y, 0, 1).
The key generation algorithm chooses randomly r; 1, r; > for
i =1ton,and fi, f2,71,72 € Zp, and then creates the secret
key as follows:
{Kl,i, Kz,i} — {g*)'zrl,igflw,vuz,f, g)'lrl,[g—fleiul,i},
(K3, Ky} = {g—ﬁzrz,fgfzmiwz,i, g‘glVZ,ig*fZXZiwl,i},

—I,i

_ n —1i =21, =22,
KA—gZ'Hizl Ky Kyim Ks i Ky

n _ . .
KB — HiZI g (rl,l+r2,l).

- !/ !/
Xz = (ZO’Z1’+'-'

The secret key is set as:
SK = (Ka, KB, {K1,i, K2,i, K3,i, Kai}i_)).
Decrypt(SK, CT): The decryption algorithm returns
Cm
e(Ca, Ka)-e(Cp, Kp) Hj-:1 [T/ e(Ci, Kji)
Correctness:
e(Cri, K1,i)
= e(U}, T3 V)™, g7 glivvitid)
= e(g, §)" (T L e(g, ) TN L e(g, K, 0)4
e(g g)fIXV;Ml,iuz,isl -e(g g)fIUiXVia)’IMZi.
e(Cai, Ka,i)
— e(U;"iTzsi- VZU”X, g)’l"l,ig*flxv,-ul,[)
— e(g, g)rl,islu2,iyl . e(g, g)rl,il)iaVIVZ . e(g’ K2 l.)IZ,iSZ
e(g g)*flxviul,iul[sl ce(g g)*fIUiXVia}Qul,i.
2 n
Hj:l Hi:l e(Cjis Kji)
n ) .
=[[_ e(s. 9% - e(g, 91wt
(g K1) (g, Ko)%.

n
Hj=3H‘3(Cj,i, Kji)
i=1

— n riS1A | fo,‘Xz[ﬁA
N Hi:l e(s.8) e(g, 8)
-e(g, K3,1)2e(g, Kq,i)%>.

Then we have:
4 n
Hj:1 Hi:l e(Cj,i’ Kj,i)
= e(g, g) X108 (g, o) Virz)LIA
: ;)12 $)12.i52 \ELis2
x Hizl e(g, K1,)"*%e(g, Ka,i))>*2e(g, K3,i)*"
x (g, K4,1)>e(g, g)" " P e(g, &)1 2.
Also, since
n —I1,i —1,i —Z1,i —22,i
e(Ca, Kp) = e(g”, &2 'H,-Zl KKy Ky Ky )
= 514 " —(r1,i+r2,i)

we have
Cn
e(Ca, Ka) - e(Cp. Kp) - [T5=; [Tj=; e(Crir Kji)
M
)((ZUiXV;)flaA)""((zUiXZ;)fZﬁA) '

e(g. g
Therefore, the message M will be returned iff (v, x_)v) =0 and

@, x_z)) = 0, meaning the attributes list in user key SK satisfies
the access policy in the ciphertext CT.

C. Security Proof for Our Second Construction

Theorem 1: Assume the Decision Bilinear Diffie-Hellman
assumption and Decisional Linear Assumption hold in
group G, then our CP-ABE scheme is selective IND-CPA
secure and policy hiding.
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Since our scheme actually uses the vector corresponding
to an access policy to do the encryption. In order to prove
that our scheme is policy hiding, we only need to prove
that the adversary cannot tell which vector, among the two
vectors » and X corresponding to Wy and W) respectively,
has been used to generate the ciphertext. In our proof we will
consider two cases My = M| and My #= M.

In the case My = M;, we only consider the following
game sequence from Game; to Games. In this case, we only
prove the property of attribute hiding. For the other case
Moy # M;j, we need to consider the whole proof from
Gamey to Gameg. Below we first give a high level descrip-
tion of each game. In each game, we separate the vector
used to generate (Cy4,Cp, Ci,i, C2,;) from the vector for
(Ca,Cp, C3,;,Cs,;). However, the same vector is used for
both parts in Gamey and Gameg.

Gamey: The challenge ciphertext CTy is generated under
(0,v) and My. The ciphertext CTy is computed as
follows:

(Mo - Y2, %, g1 (U TV, Up Ty Vi

N i=1
{Wsl ZSZ X”iﬁ WSI ZS2 X“iﬁ}n )
Li“1L,i1 2 72,i72,i4v2 Ji=1

Gamej: The challenge ciphertext CT; is generated under
(0, ) and a random message R € Gr. The ciphertext CT is
computed as follows:

(R 8%, &) (U T Vi, Uny T3 Vo ).

N i=1>
{WSI ZS2 X”iﬁwsl ZS2 X“iﬁ}n )
1,i~1,i1 2,i<2,i*2 Ji=1

Gamey: The challenge ciphertext CT, is generated under
(0, 0) and a random message R € Gr. The ciphertext CT; is
computed as follows:

(R, gsz’gil’{UfJiTls,zivlvia» Ug,liTzs,zi Vzvia i1
N s s s
{Wl,lizl?i’ Wz,lizzfi P15
Games: The challenge ciphertext CT3 is generated under
(v, X) and a random message R € Gr. The ciphertext CT3 is
computed as follows:
(R, gsz’gil’{uls,liTls,zivlvia’ U;JiT;,zivzvia 1>

51 78 yXiB st 752 yxiByn
(W20 X0, W 2y X5 o

_Gamey: The challenge ciphertext CTy4 is generated under
(0, X) and a random message R € Gr. The ciphertext CTy is
computed as follows:

(R/9 gsz’ gil, {UigjliTsz i=1>

IRE

S1 752 wXif St 752 yXif
{Wl,lizl?ixl ’WZ,liZ2?iX2 }?21)

S| s2y\n
U2,iT2,i

Games: The challenge ciphertext CTs is generated under
(X, X) and a random message R € Gr. The ciphertext CTs is
computed as follows:

(R ] (VT VTV

S1 752 wXif st 752 yXif
{Wl,lizfixl ’W2,|iz2?ix2 Yi1s)

i=1>
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Gameg: The challenge ciphertext CTg is generated under
(%, X¥) and message M; € Gr. The ciphertext CTg is computed
as follows:

(M- Y™, g%, g\ (U TV Uy TS Vs o )

N i=1>

51 52 X;ﬂ 51 52 x;ﬁ n
{Wl,izl,iXI ’W2,iZ2,iX2 Yiz1)-

D. Indistinguishability Between Gamey and Gamej

Suppose that there exists an adversary A which can
distinguish the two games with a non-negligible advantage e,
we construct another algorithm B which uses A to solve the
Decision Bilinear Diffie-Hellman problem also with advan-
tage €. On input (g,A = g% B = g’,C = g%, Z) € Gy,
B simulates the game for A as follows.

o Setup: B selects random elements yi, y2, 61, 6,
A Aundi_y (g (e, (w2l
{Z2,i}?:1, in Zp~

Then it selects a random A € Z, to obtain
{u2,i}?_;, {w2,;}’_, under the condition:

A =yiup; —your; A =0iwy; —bhwy,.

Then for i =1 to n, B sets:

Ui =g"", Uy =g",
Ty = (gb)l)i)’lgfl,i, T, = (gb)UiVthZ,i’
Wi =g, Wy =g",

Zii = (g")"g, Zog = (8" g
and
Vi=g", Va=g", Xi=g" Xp=3"
g1 =g Y=e(g. g " e@s 9"

Each public key component is distributed properly fol-
lowing the random exponents:

1, =viyib+n,, hi=viypb+n,,
2L = vithb+z1,i, 22, = vithb + 22,
—abA
g =g """

o Key Generation Phase 1 & 2: A issues private key queries
for the attribute list L. Consider a query with two vectors
w = Ov,--->yv) and yz = (yz,,...,z,)- A can
request the private key query as long as (7, 7\/) =
(T, ¥ 2z)=c, #0.

B picks random exponents {ri;}7_,,{r2,:}/_,, and
f{s f3.r1,72,. Then B computes:

a ! ? .
Kl i = g_y2rl,ig(m+f1))V,-u2,z
a ) . .
= gz‘:y yViuZ[ g_yzrl’i gf]yViuZA
a
— o2y YVil2,i ’
=g KL
Ky = g7|r|,ig_(ﬁ+f1/)yviu1,i
a ? .
= g_m-)viul”gylrl’ig_fll.)yviul,i

a ? .
_ —E)V,-Ml,: . /
=g 9 szi.
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which implicitly sets: fj + f{. Next B computes:

_Zc

—bhra i (m +£3)yz;w2,i

Ksi=g
/1 .
— gz‘yﬂ “’Z'g—ﬁzrz,igfgyz,- wy,i
— gzgv Yz; 02,0 Ké N
Ky = g91r2; (& +)yz;wi

=g 26y YZ; 01 1g91r1,ig*fz/yz,- wy,i

=8

—m)’szl,i

/
Ky

which implicitly sets: f, = 2c + f2 Then Kp and K4
are computed as:

Ko =1 s
K4 —821_[ Kll

For K4, we can compute:

—(r1,i+r2,i)

01 =T =i
KZl K3,i K4,i .

—11,i =12,
Kl,i KZ,i
a_ ., X J—
_ (gmyviuz,z . K/ _)—tl,i . (g 2pVyV ui,i K ) 11,

cy ua,i i i i i
= (g2 V‘2) (iy1b+t1i) | (K ) i (KZz) hi

(g 2L~yWl’“s')*(ﬂz}’zbﬂl,z)
ab _ _
_—aeviyy; (P1ug,i—yaui i) 7 N—T14 /' N—I2i
=g "W (K )T (KS )T
) gffyyv,v (uy,ity,i—uz,it1,i)
abA a _ _
=50y ey (Uit i—u it i) 7 N—T14 /' N—Ta
=g Ccy zg Ccy i '(Kl,l‘) ’l'(KZ,l‘) oL

Similarly, we can compute:

abA _a X . . .
T2y UzyZigz‘;y yZi(wl,tZZ,t w2,iZ1,i)

—Ti 220 _
Ky 7Ky 7 =8 8 B
’ (Ké,i)_zl’i ’ (K‘/U)—zz,,-,

abA

Since g» = g2 ¢* then K4 can be computed as:

—AT1"
Ka=g Hi:l
% g%y'v,» (Ml,[tz,i*llz,itl,i)g%YZi(lUl,[ZZ,[*lUZ,[Zl,[)
'(K{,i)ft“ : (Ké,i)itz’[ : (Ké,i)im : (Kz/t,i)ia'
B gives A the private key: SK = (K4, Kp, {K1,i, K2,i,
K3, K4} ) for the queried vector y.
o Challenge Ciphertext: To generate a challenge ciphertext,
B picks random s{,a’, f" € Z,. B implicitly sets:
B=—bc+p.
Then B sets A = g° = g%, B = g1 =g’
1 to n, B computes:
= (g"1i)" ((gb)vm gtl,i)c viy1(—=bc+a’)
Cz i = (g"2)" ((gb)lwz iy e viy2(=beta’) _
C3 i= (gwl,,)sl ((g )l)llgngL,)Cgl)l(g](—bC-I—ﬁ)
X s vif
= Wl,lizl?ixl
C4 i= (ngyi)ﬂ ((gb)l);ezgzz,i)cgl)iez(fchrﬁ/)
— 51 ZSZ X v

si=sj,2=c, a=—bc+a,

. For i from

N S ;o
=U1|iT12iV

N s ;o
U ! T 2V2

Next B computes C, = A e(g, g9 - M. If
Z = e(g, g)** the challenge ciphertext is distributed in

Gamey, otherwise if Z is randomly chosen in Gr, then
the challenge ciphertext is distributed in Game;. Hence,
if A can distinguish these two games, 3 can solve the
DBDH problem.

E. Indistinguishability Between Game; and Game;

Suppose that there exists an adversary .4 which can dis-
tinguish these two games with non-negligible advantage e,
we construct another algorithm B which uses 4 to solve
the Decision Linear problem with advantage €. On input
(g,8% g%, g%, g%, Z) € G¢, B simulates the game for A as
follows.

o Setup: B selects random elements y{, y2, 61, 62, 4,
{uni Yoo Aty A Y Awn Y Az sz
in Z,. Then it selects a random A € Z, to obtain
{uz,i}!_, {w2,i}?_;, w2, uz under the condition:

A =yruzi — youri, A=01wr; —bhw,,

Then for i = 1 to n, B sets:
Uy, = ()", Ui = (g")"*,
T, =g, Ti=g"?,
Wl,i — (ga)wu (gb)é)w,', Wz,i — (ga)wz,; (gb)é)zu,"

Z1i =g (M, Zag = g7 (8N,
V) = gyl’ Vy, = gyz, X, = g¢91
Xo=g" gi(g"", g =g"

Each public key component is distributed properly
following the random exponents:

uy; =auy;, uz;=auy;,

w1,; = awy,; + 01bv;,
21, = vithb +z1,

w2, = aws,i + bhbv;,

22,1 = vihb + 22,;.

o Key Generation Phase 1 & 2: A issues private key
queries for the attribute list L. Consider a query will
be created two vectors yy = (yy,...,yy,) and
yz = (yz., ..., yz,) following (5). BB picks random expo-
nents {r{ ¥ "l {ré’i}l’.’zl, and f1, f>. Then B computes:

Ki;= g*}’z(*ﬂiy‘/,»b+rf,,v)gf1yv,~u2,i
— glivvibg= V2";,,'gf1yv,-u2,i
U b /
— g)'z Yv; 'Kl,z
Kyi = )'l(*vfyv,vb+r{,;)g—f1yv,~u1,i
=g 7101yv,bgyzri,,»g*flyviul,i
- g*}’w;yvib . Kéz

which implicitly sets: r;; = —yy,0;b + r{ ;- Next B

COmputeS:
Ks; = g—@g(u,-yzib+ar£,.) fayzwai
=g —bv;yz, bg 72r2,a fayz,uzi
_ _—bthojyz.b /
=g At LKy
Ki; = g‘gl(UiyZib‘H"é’i)g*nyzfwl,i

/
— g‘glvi)Z[b 92“r2,,'g—f2)2;w1,i

— gﬁlv,-yzib LK.

4,i-
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which implicitly sets: r2; = yz,0;b 4 ar} ;.
Then Kp and K4 are computed as:
n
Kp = —(r1,i+r2,i)
s=]]_¢
n / /
—(=yv,0ib+r| ;+yz,vib+ar; ;)
X 1 N i N3
[1_¢

_ gf(ri+ar§) Hn g—(ri’i+ar§’i).
i=1

_ n —1,i 12,0 =210 32,0
KA_gZHilel,i Ky Ky " Ky ;o

For K4, we can compute:

KK
— g—)’zviyv,-bfl,fgylvfyv,-btz,i . (K{jl_)—fl,i . (Ké,i)_tz’i'
K
_ g—ﬁz(m’zib)(—z1,i—91bvi)g(*Hzaré,,»)(*Zu*@lbvi)
x g(fzyzi wz,i)(-Zl,i—91bvi)g(—fzyziwl,i)(—Zz,f—szvi)
x g/ wivz; b)(—zz,f—«9zbvi)g(9|ar£,;)(*zz,i*92bvf)
— g*(Uiy'Z,»bJrarﬁ,,v)Ag(fzyzi w2,;)(—z1,i —01bv;)

x g(—fZ)'Z,-wl,i)(—ZZ,i—‘gszi)_

Since g» = g* then K4 is computed as:

Kj = gi ﬁ g*}’zvfyvibtug}’lvfyv,-btz,i
i=1
(Kp ) (K )T
« g—(vfyzib+ar§,,-)Ag(f2yziwz,i)(*m,r&bvi)
x g(_fzyZ,'wl,i)(—ZZ,i—QZbl)i)‘

B gives A the private key SK = (Ka, Kp, {K1,,

K>, K3, 1{4,,-}?:1 ,) for the queried vector ¥.

o Challenge Ciphertext: To generate a challenge ciphertext,

B picks random s}, a’ € Z,. B implicitly sets:

si=c, so=d, a=ad

Then B sets: A = g? = g2, B = (g*)* = g|'. For i

from 1 to n, B computes:
Cl,i — (gaul’,')C(gd)f]’,'gl)l‘yl(a) — Uf,liTls,zi V]Uia
Cri = (g212)° (g2 ghi72(@) = US,Ii Tzszz v,y
Next B computes for i from 1 to n:

Cii = (gaw],;)C(gd)Zl,fzew;’
Cai = (g (g)y 2 2%

If Z = gP*+d¢" for r chosen randomly in Zp, then B is

simulating Game; with f = r:

Cai = (") (g (gPler e = wit. z32 X\1P
Cyi = (g""20)  (g)72i (gh(eT D grylvi = w5 Z;?ixg'ﬁ

If Z = g?td_ then B is simulating Game,
Cai = (81 (g™ (" = Wy 2,
Cai = (g (g) 21 (PTDY2 = iy, 232,

Therefore, if A can distinguish the two games, B can solve

the DLIN problem.
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F. Indistinguishability of Game; and Games

Suppose that there exists an adversary .4 which can dis-
tinguish these two games with a non-negligible advantage e,
we construct another algorithm 5 that uses A to solve
the Decision Linear problem with advantage €. On input
(g,8% g%, g%, g%, Z) € G¢, B simulates the game for A as
follows.

o Setup: B selects random elements yj, y2, 61, O,
A Auridi_y, {tdiys (et {wuidl, {2l
{zZ,i}Ll, in Zj,. Then it selects a random A € Z, to
obtain {uz;}7_,, {w2,;}}_,, w2, uz under the condition:

A=y —pauri, A=0iwy;i —bwi;.
Then for i = 1 to n, B sets:
Ui = (gD", Ui = (89",
Tii=g", Ti=g",

L (o0\W1,i ( ,D\O10; L (o@\W2,i ( ,0\O20;
Wii = (8" (g™, Wai = (89" (g")™",
Zyi=g" ("), Zy; =g ("™,

Vi=g", Va=g", Xi=g" X>=3",
g1=0" =g
Each public key component is distributed properly fol-
lowing the random exponents:

1,i = auli, U2 =dauy;
w1,; = awy,; +01bv;, W2; = aws; + thbx;,
7, = 0ihb+ 21, 22 =0ithb+ 2.

o Key Generation Phase 1 & 2: A issues private key
queries for the attribute list L. Consider a query will
be created two vectors yy = (yy,...,yv,) and
yz = (¥z,5.-.,¥z,) following (5). Notice that A obey
the restrictions defined in the model. That is (¥, yy) =
(@,y¥z) = 0mod p if and only if (X, yy) mod p and
(%, ¥z) mod p. There are two cases we need to consider.

o Case I: (0,yy) =0 = (¥, yz) mod p. In this case,
B picks random exponents {r{,i R {ré,i}?:p and
f1, f>. Then B computes:

Kii = g*)’Z(*Ui(YVi)bJFri’i)gfl()’Vi)’n,[

=38
— g720i()’V;)b . K{,i'

VZUi(YV;)bg*}’ﬂ;,,'gfl (v uz,i

Ky = gyl(—vf(yv;)b-i-ri,,»)gﬂ(yv,-)ul,;
— g*)'lui(yv,-)bgyﬂ'i’,'gfl Orvpuri
— g*)'lvi(yvi)b . Ké,i'

which implicitly sets: r; = —yv,0;b + r{ ;- Next B

computes:
K3 = g—ﬁz(Xf(yZ,v)b+ar§,i)gfz(yzi)w2,i
— g*02xi(yZi)bg_VZré’,'ang(yZi)uZ,i
— gfezxz'(yzi)b . K%z
Kui = g91(Xi(yz,»)bJrarﬁ,,v)gfz(yz[)wl,i
_ gﬁlxr'(yz[)bggzaré,;gfz(yz[)wl,i
— gﬁlx,'(yzi)b . Kﬁ/l,i'
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which implicitly sets: r2; = x;yz,b + ar}; B also
compute K4 and Kp as follows.

n — (1 ; . n —( . -
KB — Hizl g (71,1+72,1) — Hizl g (rl,z+ar2,z).

=1,

_ n 0 =700 =220
Ka =g Hi:l Ky Ky Ky Ky
For K 4, its components are computed as follows:

K;l{u Ki;z’[
— g_VZUiyVibfl,ig_yll)iyV[bQ,i . (K{’i)*tl,i . (Kii)ftz,i‘
K?zfl,i K‘Zfz’i
— g*QZ(Xi)’Zib)(*ZI,i*91bx[)g(_@a"é’i)(_zl,i—‘9lbxi)
% g(fZ)’Z; w2,i)(—Zl,i—91bxi)g(—f2y2[wl,i)(—ZZ,i—‘gszi)
x g91 (xiyz,b)(—22,i *HZbXI)g(el ary ;)(=z2,i—02bx;)
_ g—(vfyzib+ar§,i)Ag(f2yz, w3,i)(—z1,i—01bx;)
x g(—fZ)'Ziwl,i)(—ZZ,i—‘gszi)‘

Since g» = g* then K4 can be computed as:

n
Kj = g'l Hi:1 g—VZUiyVibtl,ig)’lUi)’V;bIZ,i
7 oN—tl,i I N—1
'(Kl,i) " (Kz,i) 2
,g*(xiyzibJrarﬁ,,v)Ag(fzyzi wy,;)(—z1,i —01bx;)
,g(*f2y2iwl,i)(*z2,[*92bxf)_

B gives A the private key SK = (Ka, Kp, {K1,i,
K>, K3, K4,;}!_, for the queried vector y.

o Case 2: (0,%y) = ¢, # 0 and (X,yz) =
¢x # 0. In this case, B picks random exponents
{r1 Yo, {r3 ;}_,, and f1, f>. Then B computes:

Ki;= g*)'z(*cxv;yv,-bJrr{,;)gflyV[uz,f
72Cx i YV; bg

=8
= gl k1L

Ky = g71(Cx*Ui)’Vib+ri,,')g*flyviul,i

*Vzr{l;gflyvfuz,f

_VleUiyV[bgVZr{,i g—fly'viul,i

=8
— g_)’lcxvl’yV[b . Kﬁ,i'
which implicitly sets: r1; = —cyx;yv.b + r{ ;- Next
B computes:
Ks; = gfezcu(x,'yzib+ar§’[)gf2yziwz,i
— g—ﬁzCanyzibg*}’zrﬁ,iagfzyziuz,f

—brcpxiyz. b /
=g 200XiYZ; 0 | K3,i'

Ky = g91cu(x;yzib+ar§’;)g—f2yziwl,i
— gelcvxiyzibggﬂlré,ig_fZYZ;wl,i
— gﬁlcl,xiyzib . KA/U-
which implicitly sets: ra; = cpxiyzb + aré,i,rz.

Then Kp and K4 are computed as follows:
_ o+ TT" —(r1,i+r2,i)
Kg =g Hi:l g

= Hn gi(ri,fl’aré,i) .
i=1

_ n —t,i 12,0 3> —21,i 3 —22,i
KA—82H,-:1 Ky ;" Kyi Kz Ky

For K 4, the components are computed as follows:

—11,i =12,
1,i Kz,i

— g*)'zcxv;yv,-bfl,fg
.(K{ji)ftl,[ . (Ké,i)7t2’['

—Z0,i 22,
K3,i K4,i

K

Y1¢x0iyv; b i

_ gfezcu(Xiyz,»b)(*m,;fﬁlbxl')g(—ezaré,,-)(—m,i—491in)
x g(fzyzi w2,i)(=z1,i—01bx;)

x g91 v (XIYZib)(*ZZ,[*92bxi)g(elaré’i)(*12,i*92bxi)

X8
— g(*CinYZ,»b+ar£,;)Ag(f2yz; w2,i)(—21,i —01bx;)

(= f2yz; w1,i)(—22,i —62bx;)

x g(—fZ)’Ziwl,i)(—ZZ,i—‘gszi)

Since g» = g* then K4 is computed as:
— ATT"  or2exvivv;bini yicaviyy;bia,
Ka=g¢"T]_ ¢ g
(K] (0 )
. g—(Canyzib+ar§,,»)Ag(f2yz,v w2,i)(—2z1,i —01bx;)
,g(—fzyz[wl,f)(—22,i—49szz‘)
B gives A the private key SK = (Ka, Kp, {K1,i,
K>, K3, K4;}!_,) for the queried vector y.
Challenge Ciphertext: To generate a challenge ciphertext,
B picks random s{, a’ € Z,. B implicitly sets:
s1=c, so=d, a=dad
Then B sets: A = g? = g2, B = (g%)® = g'. For i
from 1 to n, B computes:
Cri = (g (gMig" ") = UPL T3 v
Coi = (g2 (g2 g" ") = U3 T2 vy
Next B computes for i from 1 to n:
Cai = (g™ (g4 20
C4,i — (gaw2,i)C(gd)Zz,i Z@gxi.
If Z = gh*+9) then, B is playing Game, with A
C3; = (gaw]’i)c(gd)Z"i (8b(c+d)gr)910i = Wls,]izi?ix)lqﬁ
Cyi = (g""20)  (g)72i (gh(cT D grylvi = W5 Z;?ix)zciﬁ
Otherwise, if Z = gb (e+d)8" for r chosen randomly in Z,
then B is playing Games with A by setting f =r
Cai = (g (g ("™ = Wy Zy,
Cai = (g ()1 (g H M)

=Wy, Z3%
Therefore, if A can distinguish Game; from Games, then
B can solve the DLIN problem.

The rest of the proof is similar to the above proofs:

the indistinguishability between Games and Games can
be proved in the same way as for Gamey and Games;
the indistinguishability between Games and Games can
be proved in the same way as for Game; and Gamey;
the indistinguishability of Games and Gameg can be
proved in the same way as for Gameo and Game;.
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V. CONCLUSION

In this paper, we presented two new constructions of
Ciphertext Policy Attribute Based Encryption for the
AND-Gate with wildcard access policy. Our first scheme
achieves constant ciphertext size, but cannot hide the access
policy. On the other hand, our second scheme can even hide
the access policy against the legitimate decryptors. We proved
that our second construction is secure under the Decisional
Bilinear Diffie-Hellman and the Decision Linear assump-
tions. One shortcoming of our second construction is that its
ciphertext size is no longer constant, then proving this con-
struction in fully secure. We leave the solution for this problem
as our future work.
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