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The Internet of Things (IoT) is commonly deployed with devices of limited power and com-
putation capability. A centralized IoT architecture provides a simplified management for
IoT system but brings redundancy by the unnecessary data traffic with a data center. A
decentralized IoT reduces the cost on data traffic and is resilient to the single-point-of-
failure. The blockchain technique has attracted a large amount of research, which is
redeemed as a perspective of decentralized IoT system infrastructure. It also brings new
privacy challenges for that the blockchain is a public ledger of all digital events executed
and shared among all participants.

The decentralized [oT system relies on the leader election deeply to implement the
decentralized communications among the distributed nodes. The conventional leader elec-
tion must have a centralized authority, contrasting to the decentralization. As an alterna-
tive, self-tallying type schemes have been proposed in the literature for decentralized
systems. These schemes suffer from adaptive and abortive issues. Also, some additional
factors should be considered, such as the availability of candidate nodes. If the candidate
node is unavailable after the voting phase due to being offline or ongoing tasks, the next
available candidate should be elected. To accommodate such a need, in this paper, we pro-
pose a new leader election paradigm called voluntary-tallying leader election, which
achieves the core requirements such as ballet secrecy, voter privacy and the additional fea-
ture of voluntary-tallying. We formalize the system and security models for this new elec-
tion paradigm and present a secure and practical construction.

© 2021 Elsevier Inc. All rights reserved.

1. Introduction

The continuous developing wireless and mobile technologies have enabled the communication among a massive number
of devices such as computers, smartphones, and daily-life devices (e.g. refrigerators, vehicles and wearable devices), which
brings the blossom of the Internet-of-Things (IoT) [1-5]. These devices are allowed to communicate with other devices with-
out any human interaction. However, the traditional centralized IoT infrastructure brings some disadvantages, such as com-
munication and computation redundancy, single point of failure, surveillance, easy target for cyber-criminals and
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proprietary solutions without external security verification [6]. Fortunately, the above problems can be addressed by the
decentralized IoT infrastructure.

Some significant blockchain-based works in IoT systems have been proposed aiming to address the vehicle management
system [7], edge computing [8], and data management [9] by access control mechanism [10]. In the aforementioned works,
the leader election plays an essential role. General speaking, the leader election is to select a special node as the manager or
gateway for coordinating a group of energy, communication, and computation constrained IoT nodes in various tasks. In
practice, the leader node is chosen by some common principles such as their capability, proximity to base station, the ratio
between its residual energy and the average energy of the cluster, and the sum of distances between the node and others
nodes [11]. Leader election is crucial in some critical [oT systems, e.g., the healthcare systems like the AlarmNet [12], which
consists of devices monitoring heart rate, pulse rate, temperature, etc., for the patients. The leader node will serve as a com-
munication gateway between the IoT devices and the server (e.g., the IoT cloud), which is illustrated in Fig. 1. It can also serve
as a coordinator for the IoT devices in certain tasks, e.g., software driver update for a group of devices. Therefore, it is impor-
tant to ensure that the leader node is elected fairly by all the legitimate nodes to avoid the leader node from being controlled
by an attacker.

Leader election has been extensively studied in the literature. The conventional leader election schemes are based on
some privacy-preserving cryptographic tools and a trusted authority is required to compute the tally, include: the mix-
based [13], homomorphic encryption-based [14], and blind signature-based [15].

To address the obstacle in the decentralized setting, the self-tallying type schemes [16-20,1]| were proposed to allow the
tally to be performed by the voters themselves. However, the self-tallying type schemes are inherently vulnerable to the
adaptive and abortive attacks performed by some voters. The abortive issue indicates that some of the voters refuse to vote
and give up before casting their ballots. The adaptive issue indicates that the last voter has the priority to access the final
result. Thus, it may affect the choice of the last voter an even cause the last voter to give up. Solving adaptive and abortive
issues is a challenge to the existing self-tallying type schemes.

Besides the adaptive and abortive issues in self-tallying leader election, we observe that there is another important fea-
ture that is desirable for leader election in IoT but has been neglected in the literature. Due to the dynamic state of an IoT
device and its constrained resources and computation power, it is possible that an leader node elected by other IoT nodes is
not the best candidate, e.g., due to its current system state, availability or workload. Therefore, if a winning candidate is
unavailable, e.g., being offline or overloaded by other tasks, it is desirable to allow the next available candidate to be elected.

1.1. Contribution

To achieve the aforementioned features, in this paper, we propose a new election paradigm called voluntary-tallying lea-
der election. In a nutshell, besides the common features required by an election scheme, a voluntary-tallying leader election

«—— Vvote

~am\ communicate

Fig. 1. Leader election in healthcare systems: the sensors in the body-area network select the leader node as the preprocessor of the sensors’ data and the
gateway to the IoT cloud.
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requires that a candidate is voluntary to claim its ballots in the tallying phase. Specifically, a voluntary-tallying leader elec-
tion should achieve the following features:

e Decentralization: there is no central authority involved in the whole leader election process.

« Ballot Secrecy: the partial tally corresponding to the ballots of a set of voters (beyond what is known and computed triv-
ially by merely having the final tally) is not accessible to any other voters in any phase.

e Soundness: each legitimate voter can only cast one ballot, and the ballot can only be claimed by the intended candidate in
the tallying phase. Specifically, a candidate cannot claim a ballot that belongs to other candidates.

e Fairness: no information of the tally is known to any voter, including the last voter, in the voting phase. It means that none
of the voting nodes is able to take adaptive or abortive actions before they cast the ballot.

e Voluntary-tallying: in the tallying phase, a candidate can voluntarily claim ballots that voters cast to him/her. In partic-
ular, if a candidate is unavailable due to some reason, he/she can choose not to claim the ballots. Then, the next available
candidate with the highest number of votes will be elected.

e Dispute Freeness: it ensures that any party can verify that all the claimed ballots are counted towards the correct candi-
date in the tallying phase.

e Voter Anonymity: it ensures that voters’ identities are not disclosed during the entire process.

We formalize the system and security models for the proposed voluntary-tallying leader election framework and present
a proven secure construction. We also implement our construction to evaluate its performance. The performance analysis
indicates that the instantiation is efficient and practical.

1.2. Organization

The rest of the paper is organized as follows: We introduce the related works including the blockchain-based IoT appli-
cations and cryptographic technique on leader election in Section 2. We introduce some preliminary, primitives, system
model and the security models in Section 3. We construct a blockchain-based voluntary-tallying leader election in Section 5
then prove the security of our construction in Section 6, respectively. The implementation of the proposed protocol is illus-
trated in Section 7. Finally, we conclude our work in Section 8.

2. Related work

The blockchain-based applications for IoT systems have attracted a large amount of attention. The blockchain-based vehi-
cle management system [7], blockchain-based edge computing [8], and blockchain-based data management system [9] are
all mentioned that the communication to the internet must be with the leader node. Considering the security and privacy
issues in IoT system, the leader election in IoT systems commonly adopts the cryptography-based voting schemes.

In conventional centralized voting schemes, a central trusted authority is deployed for organizing the voting and tallying
including: the mix-based [13,21], homomorphic encryption-based [14], and blind signature-based [15]. Motivated by
removing the trusted third party, Kiayias and Yung [16] suggested a voting scheme, characterized by “ self-tallying”. In a
self-tallying voting scheme, anyone can check the ballot validity and compute the valid ballots to get the voting result.
The concrete construction achieves perfect ballot privacy and dispute-freeness. It ensures the partial tally of the ballots of
any set of voters that is able to be computed only by the coalition of all the remaining voters and the integrity of the vote.
Groth et al. [22] proposed a voting scheme with better efficiency, which adopts the anonymous broadcast channel to achieve
the perfect message secrecy. Hao et al. [18] proposed a lower round complexity self-tallying voting scheme for large-scale
voting, which is based on a two-round anonymous veto protocol (AV-net) [17]. However the aforementioned works are vul-
nerable to the adaptive and abortive issues. If voters refuse to vote before casting their ballots or the last voter accesses the
final result prior to others, it may affect the choice of the last voter and even cause the last voter to give up.

Considering the development of blockchain technique in voting schemes, some existing voting schemes make use of the
blockchain as a public bulletin board and provide the voter privacy with a trusted authority, such as FollowMyVote [23]| and
TIVI [24]. Unlike theses works, [19] is the first implementation of a decentralized self-tallying voting scheme [18] which is
based on blockchain to compute the tally result and to protect the voter’s privacy. Additionally, [1] introduces a framework
of self-tallying systems in decentralized IoT based on blockchain. Their work satisfies the Maximum Ballot Privacy (MBP)
suggested in [18] and partially solves the adaptive and abortive issues. In [20], the authors proposed the first decentralized
ranked-choice online voting system implemented in Ethereum’s Solidity language. To provide transparency, integrity, and
confidentiality for reliable online voting, they suggested to combine the blockchain technology and modern cryptography.
They implemented a decentralized online voting system as a smart contract on the Ethereum blockchain. It eliminates hard-
wired restrictions on possible vote assignments to candidates by using homomorphic encryption to protect voter confiden-
tiality and storing proof of knowledge for each element of a vote. se Table 1.

However, choosing a leader node in IoT system is not a simple case that the system chooses the node with the highest
votes, but the system has to balance the workload and the state of node, simultaneously. The aforementioned works do
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Table 1
The State of Art.
Type Ballot Privacy Voter Privacy Abortive Adaptive

[14] Centralized Vv X NA NA
[15] Centralized Vv X NA NA
[21] Centralized v x NA NA
[16] Self-Tallying V4 x X X
[18] Self-Tallying Vv X X X
[22] Self-Tallying v v X X
[1] Self-Tallying V4 x V4 Vv
[20] Self-Tallying Vv X X X
Ours Voluntary-Tallying Vv v Vv v

not support this feature which is requested for IoT system. We call it as “voluntary-tallying”. The aforementioned works do
not support voluntary-tallying, as well to deal with the abortive or adaptive issues by restarting the election.

3. Preliminaries
3.1. Hardness assumptions
Let G be a cyclic group of prime order g and g a generator of G.

Definition 1 (Discrete Logarithm Assumption (DL)). The Discrete Logarithm assumption is referred to as the following
statement: on input g and a random h € G, there is no probabilistic polynomial time (PPT) algorithm that can compute x such
that g* = h with a non-negligible probability.

Definition 2 (Decisional Diffie-Hellman Assumption (DDH)). The Decisional Diffie-Hellman assumption (DDH assumption) is
referred to as the following statement: there is no probabilistic polynomial time (PPT) algorithm that can distinguish
(g,8%,¢",8gY) from (g,g*%,g",g*) where x,y,z are randomly chosen from 7.

3.2. Primitives

3.2.1. Linkable ring signature

A linkable ring signature scheme with unconditional anonymity, introduced by Liu, et al. [25], is a ring signature scheme
that provides unconditional anonymity but at the same time allows one to determine whether two signatures have been
issued by the same group member. A linkable ring signature consists of five algorithms (Setup,KeyGen,Sign,Verify,Link).

e Setup(1%): It takes the security parameter 2 and outputs system parameters pp.

KeyGen(pp): It takes system parameters pp and outputs public/private key pairs (pk, sk).

Sign(sk, L, m): It takes private key sk, a list L of n public keys and message m. Then, it produces a signature o.
Verify(L,m, ¢): It takes a list L of n public keys, message m and a signature g, returns 1 or O for accept or reject, respectively.
Link(L,my,my, 01, 07): It takes a list L of n public keys, message m;, m, and a signature o1, g,, returns 1 or 0 for linked or
unlinked, respectively. It requires that for any message m;,m;, any L= (pk,pks,...,pks) and any
01 < Sign(sk;, L,my), 0, «— Sign(sk;,L,my). If i =, it returns 1. Otherwise, 0.

Review the construction in [25] as follows:

e Setup: Let G be a group of prime order p that the discrete logarithm problem is intractable. Let H: {0,1}" — G and
H' :{0,1}" — Z, be two hash functions. Let g and h be two generators of G.

e KeyGen: A user randomly chooses x,y € Z, as the private key and computes Z = g*h” as the public key.

e Sign: On input (event,n, {pki}], skr,m), where event is the event description, n is the size of the ring, public key set
{pk1 =Zi,...,pkn = Z,} of the ring, sk, is the private key corresponding to the public key pk,, 7 € [1,n] and m is the
message to be signed, the user computes the following:

—-Compute e = H(event) and T = e*.
-Randomly generate ry,1y,C1,...,Cr1,Cr41,---,Cn € Z, and compute
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n

n
K= grxhry H ZiCI7 K = e'xri=li#n

i=1,i#n
-Find c;; such that
¢ 4+ camod p = H'({pk;}}|levent||z|jm]|K|[K").

-Compute

X=Ty—CX, Y=T1y,—Cq).

-Output the signature ¢ = (1,X,y,c1,...,Cn).

e Verify: On input (event, {pk;}, m, g), first compute e = H(event) and
n

n Ci

co = H'({pki}y|levent||t|[m||g"h" ] [Z{ ||z =T )

i=1

then check whether 37 ,¢; mod p = co.
Output accept if it is equal. Otherwise, output reject.

e Link: On input two signature ¢; = (11,), 02 = (T2,-), tWo messages m;,m, and an event description event, first, check
whether two messages are valid. If yes, output 1ink if T; = 7, and output unlink otherwise.

The LRS with unconditional anonymity requires that for an adversary it should not be possible to identify the identity of
the actual signer with a probability significantly greater than 1/n when n is the size of the ring.

3.2.2. Non-interactive zero-knowledge proof system [26]
Let R be a relation, corresponding to an NP language L. A non-interactive zero-knowledge (NIZK) proof system for R is a
tuple of polynomial-time algorithms IT = (I, P, V) specified as follows.

e The randomized algorithm I takes as input the security parameter and outputs a common reference string .

e The randomized algorithm P(w, (y,x)), given (y,x) € R outputs a proof 7.

e The deterministic algorithm V(w, (y, )), given an instance y and a proof 7 outputs either 0 (for “reject”) or 1 (for
“accept”).

We say that a NIZK for relation R is correct if for all 4 € N, every  output by I(1*), and any (y,x) € R, we have that
V(w, (y,P(w, (y,x)))) = 1.

o Completeness. If P,V honestly follow the NIZK with (x,w) € R,V will always accept the proof provided by P.
o Soundness. A NIZK IT for a relation R satisfies the knowledge soundness if there exists a PPT extractor K = (Ko, K;) such
that the following holds:
- Algorithm Ky outputs w and an extraction trapdoor ¢, such that the distribution of @ is computationally indistin-
guishable to that of I(1%).
- For all PPT adversaries A, we have that

Viw,y,m)=1 (0,{) «— Ko(1")
Priaxy) ¢ R:  (y,m) — A(w) | <negl().
X — K1 (gﬂyv TL')

« Honest Verifier Zero Knowledge (HVZK). A zero-knowledge proof is a proof that shows the statement is true, but does
not reveal anything else. A NIZK IT for a relation R satisfies HVZK if there exists a PPT simulator Z = (Zy,Z;) in the con-
dition that all verifiers are honest, such that the following holds:

- Algorithm Z, outputs w and a simulation trapdoor (.
- For all PPT distinguishers D, we have that
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[PrD” ) () =1: w — I(1")—
PrD?C (@) =1+ (w,) «— Zo(1%)]] < negl(2),

where the oracle O(¢, -, -) takes as input a pair (y,x) and returns Z;({,y) if (y,x) € R (and otherwise ).

We review a concrete non-interactive zero-knowledge proof system as follows [27] in Fig. 2.

4. System model and security models

The blockchain-based voluntary-tallying leader election for decentralized IoT system is shown in Fig. 3. There are three
entities in the system, smart devices, the gateway, and blockchain. In the IoT system, smart devices are as voting devices. The
blockchain is able to take over the device management and be a bulletin board. Each device should register in the system
when they first enroll then cast the ballot through the gateway to the blockchain. Next, the candidates can check the ballots
and compute the auxiliary information and then cast it to the blockchain to claim their ballots, once the ballots have been
collected from the blockchain. The tally results for each candidate can be verified by anyone. In this part, we give the system
architecture, algorithm definition and security model of our scheme, which contains five phases:

e Setup. It takes the security parameter then outputs the system parameters.

o Registration. It takes the system parameters, then all voters and candidates cast their public/private key pairs.

e Voting. It takes voter’s private key and candidate’s public key to produce a valid ballot with a weight of 1. Then voters cast
the ballot to the blockchain.

e Link. It takes two ballots and check whether they are generated by the same voter. If yes, the second ballot is discarded.

e Tallying. Once the voting phase is over, the candidates check the ballots voting for them and release the auxiliary infor-
mation that enables anyone who is interest to the tallying result to verify the number of ballots for each candidate.

4.1. Syntax

e Setup(1%): It takes the security parameter and outputs the system parameter pp. Set the time slots that the registration,
voting and tallying are within timeyg, time o, timeqy,, respectively.

e Registration(pp): It takes the system parameter pp and establishes the voter’s signing key pair (pk;, sk;). Each candidate C
generates the public/private key pair (pk., sk¢), during the registration time slot time.

e Voting(sks, pke): It takes the voter’s secret key and the candidate’s public key. For voter V;, it computes the ballot on the
elected candidate C; represented as ballot.

e Link(balloty, ballot,): It takes two ballots ballot;, ballot,. Anyone can determine whether these two ballots are generated by
the same voter. If so, the ballots are 1ink and the second ballot is discarded. Otherwise, they are unlink.

P 1%
(a,g,R,A =g RA=R") (g, R, A, RA)

1T ER Zp

Compute

T, =g,

Ty = R™,

To = I‘I("r]_7 Tg),

S =71 —ary

m=(T1,T2,s,72)

Verify
gs CAT2 = Ty,
R° - RA™ =T,
Ty = H(Tl,TQ).
If so, accept .
Otherwise, reject.

Fig. 2. PoK{(a): A =g ARA = R'}.
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R ' @ . Mapping

AV, 27 8 9998
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Step 1: Voters and Candidates Step 2: Voters submit their votes to Step 3: Candidates check the ballots that are voted them.
Registration the blockchain . Then, generate and submit the corresponding auxiliary
information to the blockchain .

Fig. 3. System Model of the Anonymous Voluntary-tallying Leader Election System.

e Tallying({ballot;}, pke, sk¢): It inputs all the ballots cast in the voting phase and a candidate’s public/private key pair. The
candidate identifies ballots voted for him/her and compute the auxiliary information I, for the public tallying. The public
can then verify the result for each candidate.

4.2. Security Models

In this section, we formalize the security models for ballot secrecy, voter anonymity and soundness.

Ballot Secrecy (BS). Suppose there are maximal n-2 corrupted voters in the ballot secrecy game, who are fully controlled
by the adversary. The adversary can control the corrupted voter’s ballot, and also get access to the final result of the leader
election. In the challenge phase, given two ballots from two uncorrupted voters, the adversary needs to figure out which of
the two ballots is designed to vote the specific candidate. The detailed security model is as follows.

Definition 3 (Ballot Secrecy). We say a voluntary-tallying leader election scheme is BS-secure if no polynomial bounded
adversary A has a non-negligible advantage against a challenger C in the following game:

o Initial. There are n voters and C declares two target voters {V,,V:} to be challenged. Other voters are corrupted by the
adversary.

e Setup. A generates the private and public key pairs for all corrupted voters. The uncorrupted voters and candidates gen-
erate their public/private key pairs. Then all voters and candidates publish their public keys.

e Queries. A can control the corrupted voters to generate ballots. .4 can make queries on the ballots generated by any voter
other than {V,,V;}.

o Challenge. C randomly chooses one voter from {V,, V;} denoted as V,,. Set the vote of V, to the candidate C, and the vote
of Vi_, to the candidate C; (to simplify the security model, we assume that there are two candidates in the election). C
outputs two challenge ballots on behalf of the uncorrupted voters V, and V; chosen in the Initial phase.

o Tally. A can compute the final result by verifying all auxiliary information with the corresponding ballot.

o Guess. A outputs a guess b’ € {0,1} on b to determine which one between V, and V; has cast the ballot to Co. We define
the advantage of the adversary wins the game as follows

AdV®(3) = [Prlb’ = b] - % ]
A voting scheme is BS-secure if for any PPT adversary, the advantage is negligible.
Voter Anonymity (VA). Given a ballot generated by one of n voters, by voter anonymity, an adversary should not be able

to identify the identity of the actual voter with a probability significantly greater than 1.

Definition 4 (Voter Anonymity). We say a voluntary-tallying voting scheme is voter-anonymous, if any adversary A has a
negligible advantage against a challenger C in the following game.

o Initial. C generates and gives A the system parameters pp.
e Queries. A queries C voter’s public key, then C returns the public keys to A.
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o Challenge. C chooses a voter V,, from all the voters {V;}; and generates a ballot ballot,, by running the Voting algorithm. C
sends the ballot to A.

o Guess. Finally, A outputs a guess b’ € {0, 1,...,n} on ballot,. We define the advantage of the adversary winning the game
as follows

VA, 1
Adv, (%) = |Pr[b’ = b] —E|.
A voting scheme is voter anonymous if for any PPT adversary, the advantage is negligible.

Soundness. Given a ballot and the auxiliary information from a candidate, any party can check if the ballot is for the can-
didate. The soundness guarantees that a ballot can only be claimed by the exact candidate encapsulated in the ballot.

Definition 5 (Soundness). We say a voluntary-tallying voting scheme is sound, if no polynomial bounded adversary .A can
win the following game with a non-negligible advantage.

o Initial. C sets up the system with the security parameter A.

o Setup. A generates the public/private key pair for all candidates and voters. Then, all public keys will be published to the
public.

e Queries. A controls the voters to generate the ballot. Then, C records a list List ¢ to be (C;, {ballot;}) to record the votes
on i-th candidate C;. A claims the ballots with the candidates’ public/private key pairs.

o Challenge. A generates an auxiliary information I, to claim a ballot ballot’ € {ballot}}, where {ballot;} is the bal-

lot set for candidate C* as recorded in the list List ... However, (I,,,,ballot’) is verified successfully for candidate C',

which means ballot’) is claimed by C' rather than C'. Then we say A Wins the game. We define the advantage of the

adversary winning the game as follows

Adv"™(7) = Pr[A Wins].

A voting scheme is sound for any PPT adversary, the advantage is negligible.

5. Privacy-preserving Voluntary-tallying Leader Election
5.1. Framework
To clarify the whole process, we describe our leader election in five phases:

i Setup phase: In this phase, the vote initiator publishes the system parameters, candidate’s information and time slots.
The time slots are for the registration, voting and tallying phases. In the registration time slot, the voter can collect the
system information and apply them to obtain their keys. Then, the validated voters can cast their ballots during the voting
time. The tally phase starts after the tallying time and, of course, no new ballot can be accepted in this phase.

ii Registration phase: In this phase, the voter can obtain the system information such as the candidate public keys, and
establish their key pairs.

iii Voting phase: In this phase, the valid voter uses its private key and public information of candidate. It firstly computes
the ballot for the chosen candidate with the public key of the candidate. Then it publishes the ballot in the blockchain. The
Link algorithm will be used to determine whether the ballot can be linked to a previous ballot. If yes, the ballot is dis-
carded in the consensus protocol; otherwise, the ballot is posted in the blockchain.

iv Tallying phase: No one can vote during the tallying phase. The candidates identify the ballots that vote for them and
generate the corresponding auxiliary information. Then, anyone who is interested to the tally result can access all ballot
information and verify the result with the auxiliary information given by candidates.

5.2. Instantiation
We give an instantiation based on the hardness of discrete logarithm problem and decisional Deffie-Hellman problem.
e Setup(1%): It inputs the security parameter and outputs the system parameter pp. Common parameters are: g, a prime

number; g,h, generators of the group. Set the time slots that the registration, voting and tallying are within
tiMereg, LIMe yore, LiMeqyy, respectively.
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e Registration(pp): It inputs the system parameter pp and all voters publish their public/private key pair such as
(pks, sks) = (g*h”; (x,¥)). For each candidate C; there is a set of public/private key pairs (pk; skc) = ((4;, B)); (a;, b;)), where
A; = g%, B = gh.

e Voting(sks, pk¢): It takes the voter’s secret key and the candidate’s public key. For voter V;, it computes the ballot on the
selected candidate Cj, that R; = g'i,BA; = Aj” -B;. Then, the voter treats (R;,BA;) as the message to be signed that
(t,%,¥,¢1,...,cn) = LRS.Sig((R;, BA;), sks). It finally sends the ballot ballot = (R;, BA;, 7,X,y,c¢1,...,Cy) to the public ballot
board.

e Link(balloty, ballot,): It inputs two ballots ballot;, ballot,. Any party in the system can determine tags of two ballots
whether they are generated by the same voter. If 7; = 1, it outputs 1ink. Otherwise, it outputs unlink.

e Tallying({ballot;}, pke, sk¢): It inputs the set of ballots and candidate’s public/private key pairs. The candidate computes

RA; = R% if BA;/RA; = B;, providing RA; and a proof 7 = PoK{a; : A; = g% A RA; = R%} to the blockchain. In this phase, the
candidate only knows the set of members who has voted it, but cannot identify the individual.
Anyone who is interested to the result can tally it with a set of auxiliary information and ballots, by the following steps.
For example, when someone counts the number of votes on Cj, it firstly checks the proof 7 to ensure that it is acually
computed with the secret g; for C;. Then, it computes BA;/RA; with the auxiliary information RA; on ballot; that C; has
claimed. If BA;/RA; = B;, Cj claims ballot; successfully. It means the number of ballots on C; adds 1. The verification is
anonymous that means the third party has no knowledge of the voters or their ballots.

6. Security analysis

This section is devoted to a theoretical security analysis of our leader election. Our formal security proof is based on the
security models given in Section 4.2.

Theorem 1. There does not exist any PPT adversary who can win the game in ballot secrecy security model with a non-negligible
advantage, if the DDH assumption holds.

Proof. Suppose there are n voters V1, ..., V, in the game. The challenger C can interact with the adversary .A. We prove The-
orem 1 by a sequence of games [28]. We denote Pr; as the winning probability of an adversary in Game i.

Game 0. This game is the original game defined in Section 3. A chooses two target voters Vj,V; to be challenged and
forwards them to C. C tosses a coin to decide that one of the voters from {V,,V;} votes the candidate Cy and the vote of
another voter to the candidate C; (to simplify the security model, we assume that there are two candidates in the election).
By this way, we make .4 knows nothing even from the tally result. The one who votes Cy is denoted by V,,. The challenges
consist of (R, BAp,Sig.<«(Ry, BAp)). The adversary outputs a guess b’ on V), then from the definition of the BS game, we have

Pro = Pr[b = b/} = Pryss.

Game 1. This game is the same as Game 0. The only difference is to replace the zero-knowledge proof system with a zero-
knowledge simulator, and replaces the zero-knowledge proof = with the simulated proofs 7’ without using the real witness,
which is indistinguishable from A’s view. If A can distinguish between Game 1 and Game 0 with a non-negligible advantage,
then we can use the adversary to construct an algorithm to break zero-knowledge property of PoK. Thus, the adversary’s win-
ning probability in Game 1 satisfies the following equation

|Pr] — Pr0| < €.

Game 2. This game is the same as Game 1. The only difference is to replace the challenged BA, with a random group ele-
ment h. C sets the generator of the group as g. C selects a voter from {V,, V1 }. It sets Cy’s public key as (g*, g%). Another uncor-
rupted candidate C;’s public key is (g%, g ). C chooses b € {0, 1} and sets the challenged ballot ballot, on the chosen voter V),
as (R, =g¥,BA, = h-g%.V;_,’s ballot is (R,_, = g"-+,BA;_, = gh+%1g). A analyzes which of {V,, V;} stands for V), that votes
Co.

This replacement is indistinguishable from A’s view. If h = g¥ Game 2 is the same as Game 1. Suppose that h # g¥ but A
can tell what V}, stands for candidate Cy with a non-negligible advantage, we can use A to construct an algorithm to break
the DDH instance. Thus, .A’s winning probability in Game 2 satisfies the following equation

|Pr2 — PI‘1‘ < €ppH.

Game 3. This game is the same as Game 2. The only difference is to replace the another voter V;_,’s BA;_, with a random
group element h' - g1, By the same reduction, we can conclude that A’s winning probability in Game 3 satisfies the following
equation

|Pr3 — Pry| < €ppy.

Therefore, A breaks the ballot secrecy security of our voting scheme with the advantage
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AdVis(;y) = Pl'o < 2€DDH + €z.

Theorem 2. There does not exist any adversary who can win the game in the voter anonymity model with a non-negligible advan-
tage, if the linkable ring signature holds the anonymity.

Proof. Suppose that there are n voters Vy,...,V, in the game. C runs Setup to generate the system parameters pp. C runs Key-
Gen to generate public/private key pairs for all voters and candidates, then it sends the system parameters pp and all voters’
public/private key pairs {(pki, ski)},i € {0,...,n} to A. C sets the public key of the candidate to be challenged as (g%, g’") and
(a*,b") as the corresponding private key.

C generates the ballots for one of voters in {V;}§ by running Voting algorithm. For the ballot ballot,, on candidate Cj, it is in
the form of

{Ry, BAy, LRS.Sign((Ry, BAy), sk)},

where R, = g™, BA, = AP - B;.

C sends the ballot to A. A outputs a guess b’ € {0,1,...,n} on b.

Since R, and BA, only contain candidate’s key and the index of R, is randomly chosen from the finite field, they are
identical from A’s view. Besides, LRS is anonymous. If A can successfully give a guess on b, C will construct an algorithm with

A to break the anonymity of LRS scheme. Hence, A will give a guess b’ on b with the advantage
, / 1
Adv¥*(2) = |Prjb’ = b] — Sl=0.

Therefore, the self-tallying voting scheme is voter-anonymous.

Theorem 3. There does not exist any PPT adversary who can win the game in soundness model with a non-negligible advantage, if
the underlying zero-knowledge proof is sound.

Proof. The auxiliary information I,,, = RA; is added to the blockchain with corresponding proof 7, generated by using zero-
knowledge proof. The soundness of our scheme is guaranteed by the soundness of zero-knowledge proof system.

C sets up the system. All candidates and voters are controlled by .A. For each candidate, A chooses a; € Z, to A; = g%. Then,
A can simply compute RA; = Rf’ corresponding to R; in the ballot. Also, A can generate the eligible proof 7 on this statement
(Ai,Ri, RA;).

C records the auxiliary information and the corresponding proof on ballot; in the list as {A;, R;, RA;, ;} and records each
candidate’s vote in the list Listore as {C;, {ballot;}}.

If A chooses a ballot ballot”™ in the form of (R*, BA", LRS.Sig((R*, BA"), sk;)) on the candidate C* to be challenge. To produce
a proof to prove ballot” on candidate C, it computes RA' = BA*/B’, where B’ is the public key for some other candidate C'.
Then, A has to produce a proof 7’ on the incorrect statement (A’ = g% R* = g" RA' = g"@+b"-b' to claim the ballot on C,
where A’ is the public key of C’, where b* — b’ = 0.

However, the correct proof 7* should be on the statement (A* = g% ,R* = g" ,RA" = g"' %), where RA* = BA*/B* (B" is the
public key of the challenged candidate C*). The challenged ballot ballot* ¢ {ballot'} in the list List o as (C', {ballot'}). Then,
the tallying result will be different from the records in List ... Therefore, we define this case as A Wins.

If A provides such proof 7' successfully. C can use the incorrect statement {A’,R*,RA’} and the proof 7’ to break the
soundness of the zero-knowledge proof system. Hence, .4 will win the game with the advantage

AdVZ"™ (7)) = Pr[A Wins] < €,

where € is negligible.

7. Performance analysis
7.1. Experimental analysis

This section discusses the performance of our voluntary-tallying leader election. The analysis is based on the computation
time of two processing steps, vote casting performance and tallying performance. All tests were performed using a 512-bit
key. We test our proposed scheme on a laptop with the following environmental parameters: 2.8 GHz quad-core Intel Core i7
with 6 MB shared L3 cache and with 16 GB of 1600 MHz DDR3L onboard memory. We test the efficiency of each algorithm
when the number of voters increases. The implementation is deployed with Java. The results are illustrated as follows. The
time of vote casting is measuring the time cost of Voting for generating a ballot when there are 3, 5, 10 and 20 voters. The
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time of vote tallying is measuring the time cost of Tallying for generating the auxiliary information and counting the number
of ballots for one candidate when there are 3, 5, 10 and 20 voters who have voted it.

For simplifying the condition, here we assume that all voters have voted the same candidate. The ring size of the deployed
ring signature is the total number of voters. For simplifying the comparison, we assume that there are only one candidate in
the experiments. As we can see from all figures that the running time of Voting and Tallying are O(n) for voters and the public.
For the candidates, the running time of generating the auxiliary information in Tallying phase is O(n?).

Vote Casting. According to the Voting, we use Fig. 4a to denote the total time for a voter generating a ballot including the
corresponding signature. .

Vote Tallying. Our proposed system allows anyone who is interested to verify all claimed votes. However, before tallying
starts, each vote must be verified using the corresponding proofs. Fig. 4b is used to demonstrate the time that candidates
spend on signature verification in ballots and generate the auxiliary information. Fig. 4c shows the time that individuals
spend on proof verification and count the results.

To avoid the abortive issues and adaptive issues, we take the authorization mechanism in which the valid ballots should
be authorized by candidates. By this way, all ballots seems to be randomly, in the voting phase. Any voter can not know how
others vote and who generates the ballot. For achieving the voluntary tallying, the candidates also have the rights to claim
the ballots on themselves. However, in the conventional self-tallying type schemes, there is no need to provide such func-
tionality to candidates. Thus, in conventional self-tallying type schemes [18,1] the candidates are free from the tallying
phase. It is a trade-off between functionality and computation.

7.2. Theoretical comparison

We summarize the computation cost of [18,1], and our proposed scheme. The comparison is over the efficiency and func-
tionality among the above schemes. We assume there are n voters in the systems and ¢; indicates the vote on candidate C;.
The voting cost is on generating one ballot and the tallying cost is for one candidate votes counting. The comparison is given
in Table 2.

[18] requires voters to generate a zero-knowledge proof for publishing their ballots, then verify other’s proofs. In the tally
phase, the participants have to provide a zero-knowledge proof to prove the ballot’s validation and the public will verify all
these proofs while tallying. [1] suggests the participant to give a commitment with a zero-knowledge proof on the commit-
ted value. The participants will provide the ballot with a zero-knowledge on it. If the abortive issue occurs, the commitment
will be open and verify the corresponding zero-knowledge. In our leader election, we avoid the abortive issue. For compute a
ballot, the voter will provide an anonymous ring signature on the ballot. In the tally phase, the candidates verify all the sig-
nature and claim the ballots (only the ballots on themselves) with a zero-knowledge proof. The one who is interest to the
final result will verify those proofs. Our proposed scheme is the only one that can provide the voter anonymity comparing
to the existing schemes. Besides, our scheme does not need repeat the voting phase suppose that there exist some voters

20| —e—Ours || 50 |- —e—Ours || —e—Ours
—— (18] —— (18] —— (18]
M 6 = [1] H
15
E 10 - 1 g g
& & b &
50 1 20 1
of g g of g
0 5 10 15 20 0 5 10 15 20
Number of Voters Number of Voter Number of Voter
(a) Time of Vote Casting (b) Time Cost of The Candidate(c) Time Cost of The Public
during Tallying during Tallying
Fig. 4. Experimental Performance on Voting and Tallying Phases.
Table 2
The Efficiency and Functionality Comparison.
Voting Tallying
Public Candidate
[18] nM + 3nE 2nM + 2nE NA
[1] (7n+1)M + (9n + 15)E (9n — 1)M + 16nE NA
Ours (n+2)M+ (n+6)E 3nM + 4nE (n? +3n)M + (n? + 5n + 2¢;)E
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who reject to cast their ballots or do not generate their ballots. Although our scheme takes more computation during the
tallying phase, our scheme provides voter privacy and fault tolerant without further cost.

8. Conclusion

In this paper, we present a blockchain-based voluntary-tallying leader election system with both ballot privacy and voter
anonymity. We give a solution to the adaptive and abortive issues in the conventional self-tallying type schemes by suggest-
ing a novel leader election paradigm, the voluntary-tallying leader election. We also provide the concrete construction and
formally prove the security of the construction.

The future work can focus on reducing the communication cost during the tallying phase for the restricted communica-
tion and computation capacity of the nodes in some IoT systems. We will pay efforts to implement the novel full-fledged ring
signature scheme to achieve more efficient ballot generation algorithm in the voting phase.
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