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Efficient Fine-Grained Data Sharing
Mechanism for Electronic Medical
Record Systems with Mobile Devices

Hui Ma*™, Rui Zhang™, Guomin Yang

, Member, IEEE, Zishuai Song, Kai He, and Yuting Xiao

Abstract—Sharing digital medical records on public cloud storage via mobile devices facilitates patients (doctors) to get (offer) medical
treatment of high quality and efficiency. However, challenges such as data privacy protection, flexible data sharing, efficient authority
delegation, computation efficiency optimization, are remaining toward achieving practical fine-grained access control in the Electronic
Medical Record (EMR) system. In this work, we propose an innovative access control model and a fine-grained data sharing
mechanism for EMR, which simultaneously achieves the above-mentioned features and is suitable for resource-constrained mobile
devices. In the model, complex computation is outsourced to public cloud servers, leaving almost no complex computation for the
private key generator (PKG), sender and receiver. Additionally, the communication cost of the PKG and users is optimized. Moreover,
we develop an extensible library called libabe that is compatible with Android devices, and the access control mechanism is actually
deployed on realistic environment, including public cloud servers, a laptop and an inexpensive mobile phone with constrained
resources. The experimental results indicate that the mechanism is efficient, practical and economical.

Index Terms—Data sharing mechanism, attribute based encryption, secure outsourced computation, cloud computing,

electronic medical record

1 INTRODUCTION

AS an attractive paradigm for digital information proc-
essing, Electronic Medical Record (EMR) benefits
patients to obtain medical treatment of high quality and effi-
ciency and enables doctors and patients to conveniently
share medical records, e.g., medical history, medication and
allergies, radiology images and personal health information
etc. To reduce the cost of maintaining specialized data cen-
ter and achieve data sharing, the EMR systems can out-
source medical records to public cloud, where doctors and
patients can store, manage and share medical records.

To achieve data sharing, various server-based access
control mechanisms have been proposed, e.g., Role-Based
Access Control (RBAC) [1], Temporal-RBAC [2], [3] and
GEO-RBAC [4], where a trusted access control server is
employed to act as a supervisor. However, traditional
access control mechanisms may be not suitable for cloud-
assisted EMR systems where the records are stored on
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public cloud, because the cloud and users are not in the
same trust domain. As a well-known accident, personal
electronic medical information on 26.5 million military vet-
erans, including social security numbers was artificially
exposed.' Hence, the medical records must be encrypted to
protect privacy before outsourcing to the cloud. As a
secure access control method that can protect data privacy,
the key assignment scheme (KAS) [5], [6], [7], [8], [9], [10]
is a symmetric cryptographic primitive that can be used to
enforce mandatory access control. In KAS, every security
class is assigned a key that can be used to compute the key
assigned to any class lower down in the hierarchy. Since
security classes in KAS should be set in advance, the access
policy should follow the fixed classes and is not flexible
enough.

As an innovative cryptographic solution, attribute based
encryption (ABE) [11] integrates flexible access control with
encryption functionality. The flexibility denotes that every
single file can be encrypted with a flexible access policy. Fig. 1
presents the traditional access control model of ABE. In partic-
ular, ciphertext-policy ABE (CP-ABE) [12] that is conceptually
closer to RBAC has potential to be applied in ERM systems. In
order to meet the immediacy and mobility, doctors use mobile
devices to create, read and update medical records anywhere,
at any time. A doctor is assigned with several attributes based
on his/her role, such as “Surgery”, “Director”, “Male” etc.,
and uses a mobile device to encrypt patients” medical records
associated with access policy, e.g., “Pediatrics” A (“Doctor” V
“Head-nurse”), before uploading to the EMR cloud. Other

1. http:/ /articles.latimes.com /2006 /jun /26 /health /he-privacy26
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Fig. 1. Traditional access control model of ABE.

doctors who have private keys containing attributes can
decrypt encrypted medical records if the attributes satisfy the
access policy.

There exist a series of works on ABE for EMR, e.g., multi-
authority ABE [13], traceable and revocable multi-authority
ABE [14], multi-authority ABE with semi-outsourced dec-
ryption [15] etc., which achieve many practical features.
However, several serious challenges still remain when ABE
is deployed in a large-scale EMR system.

e  Computation Efficiency. A major drawback that impe-
des ABE from wide-range deployment is the heavy
computation cost, largely the paring and exponentia-
tion operations, which often grow with the complexity
of access policy. This is a huge burden for the private
key generator (PKG) and users, especially for the
resource-constrained mobile devices in EMR. There-
fore, the first challenge is how to simultaneously reduce
the computation cost for the PKG and users?

e  Authority Delegation. For some emergent temporary
consultations, the urgent patients’ records need to be
rapidly delegated to unauthorized doctors. Therefore,
the second challenge is how to achieve efficient authority
delegation without revealing the data privacy in ABE?

e  Economic Practicality. For a large healthcare corpo-
ration with several thousands of staffs, it is not
economic to buy a high-end mobile device (with
powerful computation capability) for every staff.
Then, the third challenge is how to design an eco-
nomical ABE system that can be suitable for resource-
constrained mobile devices?

1.1 Our Contribution

Aiming at solving the above challenges, we propose an
efficient data sharing mechanism for EMR, which not
only achieves data privacy, fine-grained access control and
authority delegation simultaneously, but also optimizes
the computation efficiency and is suitable for resource-
constrained mobile devices. Our contribution is five-fold:

1) New Access Control Model. We propose a new access
control model for ABE in Fig. 2, which additionally
utilizes the powerful outsourced computation capa-
bility of public cloud. Compared with the traditional
model in Fig. 1, our new model can significantly
improve the computation efficiency for PKG and
users by adding only one extra public cloud service
provider.

2)  High Computation Efficiency. Based on the new model,
the heavy computation of all the ABE algorithms
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Fig. 2. Access control model of FO-CP-AB-PRE.

(i.e., key generation, encryption and decryption) is
outsourced to public cloud servers, leaving 0 expo-
nentiation for PKG (key generation) and data owners
(encryption) and 1 exponentiation for data consum-
ers (decryption). Furthermore, the new model can
prevent public cloud servers from learning secret
information.

3)  Efficient Authority Delegation. We propose a fully
outsourced ciphertext-policy attribute based proxy
re-encryption (FO-CP-AB-PRE) system, which can
re-encrypt an ABE ciphertext into a new cipher-
text under a new access policy without revealing
the plaintext. In the system, it takes almost no
complex computation for the doctor to perform
one authority delegation operation. Moreover, we
propose the security model and give the security
proof.

4) Low Communication Cost. Outsourced computation
definitely brings extra communication cost, e.g., net-
work latency, battery consumption. Nevertheless,
the extra communication cost in our system is
“imperceptible” for the PKG (users). Because the
servers can do the computation once receiving public
key, and the PKG (users) can download the results in
the spare time (while being charged). They can later
rapidly complete operations in real time without
waiting for the cloud’s response and draining the
battery. Hence, our method is suitable for resource-
constrained mobile devices.

5)  Performance Evaluation. We give theoretical compari-
sons with various practical ABE schemes. Moreover,
we develop an extensible library libabe that is com-
patible with Android devices. We implement a pro-
totype of our mechanism within libabe on two cloud
servers, a laptop and a low-end mobile phone. The
results indicate high efficiency and economy of our
methodology. We believe the prototype makes ABE
a step closer to the actual deployment on EMR with
mobile devices.

1.2 Related Work

The key assignment scheme was first considered by Akl and
Taylor [5] to achieve cryptographic access control. Recently,
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Alderman et al. [6] designed a space-efficient key assignment
scheme based on a binary tree and proposed a tree-based
cryptographic access control mechanism. Castiglione et al. [7]
introduced the cryptographic hierarchical access control for
dynamic structures. [16] presented that how to achieve access
control in publicly verifiable outsourced computation based
on KAS. [8] explored the relations between all security notions
for hierarchical key assignment schemes. [9] presented a
framework for the cryptographic enforcement of information
flow policies. In [10], Castiglione proposed two hierarchical
and shared key assignment schemes based on symmetric
encryption and public key threshold broadcast encryption
separately. Since the security classes in KAS should be set in
advance, the access policy must follow the set security classes.

Attribute based encryption can achieve flexible access
control over encrypted data. It was first introduced by Sahai
and Waters [17], and Goyal et al. [11] formalized two forms
of ABE: key-policy ABE (KP-ABE) [11] and ciphertext-pol-
icy ABE [12]. In KP-ABE, the secret key is associated with
an access policy, while an access policy is assigned to the
ciphertext in CP-ABE. A user can decrypt a ciphertext if the
set of attributes satisfies the access policy.

However, a major drawback of ABE is the heavy computa-
tion cost. Green et al. [18] introduced key blinding technique
to construct an ABE scheme with outsourced decryption. Li
et al. [19] considered Outsourced ABE (OABE) with out-
sourced key-issuing and decryption. Online/offline ABE
(OOABE) was first considered by Hohenberger and Waters
in [20]. Zhang et al. [21] proposed fully outsourced ABE to
outsource all the computation. Ma et al. [22] proposed verifi-
able and exculpable outsourced attribute based encryption
which first achieved exculpability in ABE setting. But none of
the above work considered authority delegation.

Proxy re-encryption (PRE) first introduced by Blaze
et al. [23], can achieve authority delegation. Ateniese
et al. [24] proposed a unidirectional PRE scheme. Hanaoka
et al. [25] proposed a CCA-secure PRE scheme. Many differ-
ent PRE schemes were proposed, such as anonymous proxy
re-encryption [26], attribute based proxy re-encryption [27].
Recently, Shao et al. [28] proposed online/offline attribute
based proxy re-encryption (OOABPRE) which aims at
reducing the online computation cost on the mobile device
side. The scheme in [28] is a promising and practical solu-
tion for high-end mobile devices, but it may not be econ-
omical for some scenarios, e.g., for a large healthcare
corporation with several thousands of staffs, buying a high-
end mobile device for every staff is not a preferred option.

2 PRELIMINARY

In this section, we review some notations and definitions.

Notations. Let A(a,b,...) — z denote the operation of run-
ning an algorithm A with inputs a,b,... and output z. A
function f is negligible if for every ¢ > 0 there exists
Ao > Osuchthat f(A) < 1/A“forall A > .

Definition 1 (Bilinear Groups). Let G, Gy be two multiplica-
tive cyclic groups of prime order p. Let g be a generator of G
and e : G x G — Gr be a bilinear map with the following prop-
erties: 1) Bilinearity: for all g,h € G and a,b € Z;, we have
e(g®, k) = e(g, h)™. 2) Nondegeneracy: e(g,h) # 1 whenever
g, h §£ 1(;.
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Definition 2 (Access Structure [29]). Let {Py,...,P,} bea
set of parties. A collection A C 2{71+Tu} is monotone for VB and
C,if Be A,BC C, then C € A. An access structure (respec-
tively, monotone access structure) is a collection (respectively,
monotone collection) of nonempty subsets of {P,...,DP,}, ie.,
A C 20PePal\ [(). The sets in A are called authorized sets, and
the sets not in A are called unauthorized sets.

ABE utilizes the access structure to achieve access con-
trol. Users are represented by some attributes according to
their roles, and the access structure A includes a set of
authorized attributes. If a user’s attribute set satisfies the
access structure, the user can obtain the authorized right.2

Definition 3 (Linear Secret Sharing Schemes (LSSS)
[29]). A secret sharing scheme 11 over a set of parties is called
linear over Z, if 1) The shares of the parties form a vector over
Zy; 2) There exists a matrix M with | rows and n columns
called the share-generating matrix for I1. There exists a function
p which maps each row of the matrix to an associated party, i.e.,
fori=1,...,1, the value p(i) is the party associated with row
i. When we consider the column vector v = (s,19,...,1y),
where s € 7, is the secret to be shared, and ro, ... ,r, € Z, are
randomly chosen, then Muv is the vector of | shares of the secret
s according to I1. The share (Mv), belongs to party p(3).

The access structure is described by LSSS, that enjoys the
linear reconstruction property: Suppose that I is an LSSS for
the access structure A. Let S € A be any authorized set, and
let 7C{1,2,...,l} be defined as I = {i: p(i) € S}. Then,
there exist constants {w; € Z,},.; such that, if {);} are valid
shares of any secret s according to I, then ), _; w;\; = s. For
any unauthorized set S ¢ A, the secret s should be informa-
tion theoretically hidden from the parties in S.

3 SyYSTEM MODEL AND SECURITY MODEL

In this section, we present the system and security model.

3.1 System Model

Compared with the traditional model of ABE in Fig. 1, we
adopt two different public cloud servers to achieve secure
outsourced computation, such as outsourced key genera-
tion/encryption/re-encryption key generation/decryption.
Actually, one public cloud server (e.g., public cloud 2) is
sufficient for outsourced decryption, but not enough for
other operations, because all the secret will be exposed to
the unique cloud server. Concretely, once the server that
helps data owner generate the intermediate ciphertext (IT),
obtains the final original ciphertext (CT), it can easily
recover the secret in CT. Consequently, two non-collusive
cloud servers are adopted in our system, where a data
owner first obtains I7'1, IT2 from two cloud servers respec-
tively, then generates the final /7" by combining /7’1 and
IT2. Since two public cloud servers cannot collude with
each other, the final combined IT should be information-
theoretically hidden from two cloud servers.

The access control model consists of five entities: private
key generator, public cloud 1, public cloud 2, data owners

2. We restrict our attention to monotone access structures that do
not contain the “not” of an attribute.
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TABLE 1

Acronyms Used in This Paper
Acronym Description
PKG private key generator
KGS key generation service
ES encryption service
SS storage service
RES re-encryption service
DS decryption service
PK public key
MSK master secret key
SK user private key
IT intermediate ciphertext
ISK intermediate private key
CT original ciphertext
cT transformed ciphertext
RCT re-encrypted ciphertext
RK re-encryption key

TK conversion key
RtK retrieval key

and data consumers. Table 1 lists the acronyms used in this
paper. Fig. 2 shows the organization of these entities.

e PKG is responsible to set up the system parameters
and distributes all the cryptographic keys PK, MSK,
SKs, TKs and RtKs to other entities.

e Data owner defines access policies and encrypts data
under these policies before uploading them to public
cloud 2. He/she can also delegate (re-encrypt) the
encrypted data to unauthorized data consumers. All
the heavy computation in the above operations is done
with the help of public cloud 1 and public cloud 2.

e Public cloud 2 equipped with PK and TK is deployed
to provide outsourced computation service and cloud
data storage service, such as KGS, ES, RES, DS and SS.
The description of the services is as follows.

— KGS generates ISK's to help PKG/data owners
with key generation/authority delegation.

— ES generates IT's to help data owners with
encryption and authority delegation.

— RES generates RCT's to help data owners with
authority delegation.

— DS generates CT" to help data consumers with
decryption.

— SSstores all the encrypted cloud data.

e Public cloud 1 equipped with PK is another different
cloud service provider. It is deployed to provide only
outsourced computation service, such as KGS and ES.

e Data consumer equipped with a retrieval key RtK
can download any encrypted data of his/her interest
from public cloud 2 and try to decrypt the ciphertext.

Let S, represent two sets of attributes, (M, p), (M, p)

be two access structures. The fully outsourced ciphertext-
policy attribute based proxy re-encryption key encapsula-
tion mechanism (FO-CP-AB-PRE-KEM) for access structure
space G consists of 10 algorithms:

e Setup(\,U) — (PK, MSK). It is performed by PKG.
On input a security parameter A and a universe
description U, it outputs public parameters PK and
a master secret key MSK.
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o KeyGen.out(PK,N) — ISK. It is performed by KGS.
On input public parameters PK and a number N
which assumes the number of attributes, it outputs
an intermediate private key ISK.

o KeyGen.pkg(MSK, S,ISK1,ISK2) — SK. It is per-
formed by PKG. On input a master secret key MSK,
an attribute set S and two intermediate private keys
ISK1, ISK2, it outputs a private key SK.

o KeyGen.ran(SK) — (TK,RtK). It is performed by
PKG. On input a private key SK, it outputs a conver-
sion key TK and a corresponding retrieval key RtK.

e  Encryptout(PK,N') — IT. It is performed by ES. On
input public parameters PK and a number N’ which
assumes a maximum bound of N’ rows in LSSS
structure, it outputs an intermediate ciphertext I7".

o  Encryptuser(PK,IT1,IT2, (M, p)) — (CT, key). It is
performed by data owners. On input public parame-
ters PK, two intermediate ciphertexts I7'1, 172 and
an access structure (M, p), it outputs a ciphertext CT'
and an encapsulated key key.

e  RKeyGen.user(PK,SK,ISK1,ISK2,IT1,1T2, (M, p'))
— RK.Itis performed by data owners. On input pub-
lic parameters PK, a private key SK associating with
an attribute set S, two intermediate private keys
ISK1,ISK2, two intermediate ciphertexts I7'1, 12
and an access structure (M, p'), it outputs a re-encryp-
tion key RK associated with the delegation from the
attribute set S to the access structure (M, p').

e ReEnc(PK,CT,RK) — RCT. It is performed by RES.
On input public parameters PK, an original ciphertext
CT under access structure (), p) and a re-encryption
key RK corresponding to the delegation from the attri-
bute set S to the access structure (M, o), if CT is
well-formed original ciphertext and S satisfies (M, p),
it outputs a re-encrypted ciphertext RCT', otherwise L.

e Decrypt.out(TK,CT/RCT) — CT'. It is performed by
DS. On input a conversion key TK and a ciphertext
CT (or a re-encrypted ciphertext RCT), it outputs a
transformed ciphertext CT" or L.

e  Decrypt.user(RtK,CT') — key. It is performed by
data consumers. On input a retrieval key RtK and a
transformed ciphertext CT”, it outputs an encapsu-
lated key key.

Correctness. We require that FO-CP-AB-PRE-KEM is correct,
i.e., the Decrypt.out and Decrypt.user algorithms correctly
decrypt a ciphertext/re-encrypted ciphertext of an access policy
A with a secret key on an attribute set S, when S satisfies the
access policy A. Formally, for a fixed universe description U
and A € N, the FO-CP-AB-PRE-KEM correctness property
requires that for all (PK, MSK) € Setup(\,U), all S,5 CU,
all (M, p), (M, p)e G, all ISK1,ISK?2,ISK3, ISK4, ISK5,
ISK6 € KeyGen.out(PK, N), all SK € KeyGen.pkg(MSK, S,
ISK1,ISK?2), all SK' € KeyGen.pkg(MSK,S’, ISK3,ISK4),
all (TK,RtK) € KeyGen.rand(SK), all (TK',RtK') € KeyGen.
rand(SK'), all IT1,IT2,IT3,IT4 € Encrypt.out(PK,N'),
all (CT, key) € Encryptuser(PK,IT1,IT2, (M, p))RK €, all
RKeyGen.user(PK, SK, ISK5, ISK6,IT3,IT4,(M', ")), all RCT
€ ReEnc(PK,CT,RK), all CT'€ Decrypt.out(TK,CT), all
CT" € Decrypt.out(TK', RCT), if S satisfies (M, p), Decrypt.
user(RtK,CT") — key. If S satisfies (M, p) and S’ satisfies
(M, p"), Decrypt.user(RtK',CT") — key.
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System Initialization. PKG runs Setup to generate PK and
MSK, then broadcasts PK to all the entities and keeps
MSK locally. Data consumers are assigned to several attrib-
utes (such as “Surgery”, “Director”, “Female” etc.) accord-
ing to their roles in the system. With the help of KGS
(running KeyGen.out), PKG downloads ISKs from two
cloud servers and runs KeyGen.pkg with an attribute set and
MSK to obtain a user private key SK, which can be used to
decrypt ciphertexts. Then PKG randomizes SK with a blind
factor to obtain the convention key 7K and the correspond-
ing retrieve key RtK by running KeyGen.ran, where TK is a
randomized version of SK and is used to do outsourced
decryption, RtK is the blind factor and is used to retrieve
the plaintext. At last, PKG sends TK to public cloud 2 and
sends RtK and SK to the data consumer.

Data Encryption. With the help of ES (running Encrypt.
out), the data owner downloads IT's from two cloud servers
and encrypts the data in the Key/Data Encapsulation Mech-
anism (KEM/DEM) setting [30]° (see Fig. 3). The data owner
first defines the access policy, e.g., “Paediatrics” A (“Doctor”
V “Head-nurse”), then creates an ABE ciphertext (CT, key)
with the access policy by running Encrypt.user, where key is
an encapsulated AES key. Next, the data owner encrypts
the data by running the AES algorithm with key. At last, the
data owner uploads the encrypted data to public cloud 2.

With the help of KGS, ES and RES, the data owner can
achieve efficient authority delegation by downloading
ISKs, ITs from two cloud servers, running RKeyGen.user to
create a re-encryption key RK with the new access policy
and uploading (CT, RK) to public cloud 2. RES in public
cloud 2 can later run ReEnc with the new access policy to
generate the re-encrypted ciphertext RCT.

Data Decryption. Data consumers can download any
encrypted data of his/her interest from public cloud 2.
Receiving the decryption request, DS in public cloud 2
equipped with TK runs Decrypt.out with ABE ciphertext
CT/RCT to obtain a transformed ciphertext CT”, then sends
CT' and the AES ciphertext to the data consumer, who runs
Decrypt.user with RtK to recover the encapsulated AES key
from CT”, and decrypts the AES ciphertext.

3.2 Security Model

Adversarial Model. In our system, public cloud 1 and public
cloud 2 are “honest-but-curious” [19], [31]. More precisely,
they will follow the protocol but try to find out as much pri-
vate information as possible. Most of the data consumers
are honest, while few of them are corrupt and will leakage

3. A key encapsulation mechanism, where the public key (ABE)
ciphertext encapsulates a symmetric encryption (SE) key which could
be used to encrypt the plaintext. The SE ciphertext is the DEM part.
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their secret keys in the collusion. On the contrary, PKG and
data owner are assumed to be fully trusted. Besides, public
cloud 1 and public cloud 2 cannot collude with each
other [32], [33]. The non-collusive assumption is reasonable,
because the client can demand that two cloud severs cannot
reveal users’ information by contract.

The channels that transmit ISK, IT,TK, RtK should be
secure and this can be easily implemented by SSL. Because the
secret keys TK, RtK are always distributed privately, and the
intermediate computation results ISK, IT cannot be accessed
by outsiders. If the channels that transmit /SK, IT are public,
meaning ISK,IT can be accessed by any entities, the out-
sourced key generation/encryption/re-encryption generation
are not secure. Since we adopt two non-collusive public cloud
servers, we should take into account the circumstances that
each cloud server colludes with other entities. As depicted in
Fig. 4, we consider the following two types of adversaries:

e Type-1adversary refers to corrupt data consumers col-
luding with public cloud 1, who can obtain SKs of cor-
rupt data consumers, all the ISK1s/IT1s at public
cloud 1, some RK's of RES and all the CT's/RCT's of
SS.* It intends to decrypt unauthorized CT's/ RCT's.

e Type-2 adversary refers to corrupt data consumers
colluding with public cloud 2, who can obtain SK's
of corrupt data consumers, ISK2s/I12s/RK s/
TKs/CTs/RCTs at public cloud 2. It intends to
decrypt unauthorized CT's/ RCT's.

Next, according to the capabilities of two different adver-
saries and the attack targets (CT" or RCT), we define the fol-
lowing selective CPA security game.

Selective CPA Security at Original Ciphertext (CT). Accord-
ing to two types of adversaries, selective CPA security at CT
for FO-CP-AB-PRE-KEM is described as follows.

Selective CPA Security Game at CT for Type-1 Adversary.

Init. The adversary A sends the challenge access policy
A” to the challenger C.

Setup. C runs Setup and gives PK to A.

Phase 1. C initializes two empty tables 77, 7, and an inte-
ger counter j=0. A can adaptively issue the following
queries:

4. Since the ciphertexts should be public, we consider type-1 adver-
sary with the knowledge of CT's, RK's, RCT's.

5. The RKs that accesses by the adversary are limited by some con-
ditions, please refer to the security definition in Appendix, which can
be found on the Computer Society Digital Library at http://doi.
ieeecomputersociety.org/10.1109/TDSC.2018.2844814.
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o Create(S): C first checks whether S satisfies A*, if so,
returns L. Otherwise, C sets j = j + 1. It runs KeyGen.
out with PK twice to obtain ISK1,ISK2, and runs
KeyGen.PKG(MSK, S,ISK1,ISK2) to obtain SK,
then runs Encrypt.out with PK to obtain I7'1. It stores
the entry (4,5, SK, ISK1, IT1) in table T7.

e Corrupt.SK(i): If the ith entry (¢,5,SK) is in T3, C
returns SK, or returns L. Note that S in the entry
(1,58, SK) cannot satisfy A that has been queried to
Corrupt. RK along with S’ satisfying A". It captures
the case of corrupt users who have their private keys.

o  Corrupt.IT1(i): If the ith entry (;,5,IT1) is in T}, C
returns /71, or returns L. It captures the case of the
encryption service (ES) on public cloud 1.

e  CorruptISK1(i): If the ith entry (7,5, SK, ISK1) is in
T1, Creturns ISK1, or returns _L. It captures the case of
the key generation service (KGS) on public cloud 1.

e  Corrupt.RK(i, 5", A): If the entry (i,.5",SK) is in T3, C
obtains SK. Otherwise, C runs Create(S’) and Corrupt.
SK to obtain SK, then runs KeyGen.out and Encrypt.out
twice respectively to obtain ISK1,ISK2,IT1,IT2,
and runs RKeyGen.user to obtain RK, it stores (5,
A, RK) in Ty. Note that any S queried to Corrupt.SK
cannot satisfy A, if S’ satisfies A*. It means that the
adversary can obtain re-encryption keys from RES.

e ReEnc (C,5,A): C checks whether the entry (Y,
A, RK) is in Ty. If so, it obtains RK. If not, C runs Cor-
rupt.RK to obtain RK. Then C runs ReEnc to output the
corresponding RCT to A. Note that any S queried to
Corrupt.SK cannot satisfy A, if S’ satisfies A*. It means
that the adversary can generate RCTs with RES.

Challenge. C runs Encrypt.out two times to get I7T'1%, IT2*

and runs Encrypt.user to obtain (key®, CT*). C selects a ran-
dom bit b € {0,1}. If b = 0, it returns (key*, CT*, IT1") to A.
If b =1, it picks a random key R* in the encapsulated key
space and returns (R, CT*, IT1").

Phase 2. Phase 1 is repeated with the above restrictions.

Guess. A outputs a guess b of b. A wins the gameif b =10'.

Definition 4. A FO-CP-AB-PRE-KEM scheme is selective
CPA-secure at original ciphertext against type-1 adversary if
all probabilistic polynomial time (PPT) type-1 adversaries have
at most a negligible advantage in the security game, denote:
e = |Prlb =0 — 3| < negl(N).

Selective CPA Security Game at CT for Type — 2 Adversary.

Init, Setup, Phase 2 and Guess are the same as the above
game. Phase 1 and Challenge are as follows.

Phase 1. C initializes two empty tables 77, 75 and an integer
counter j = 0. A can adaptively issue the following queries:

o Create(S): C first checks whether S satisfies A*, if so,
returns L. Otherwise, C sets j = j + 1, runs KeyGen.
out with PK twice to obtain ISK1,ISK2, runs Key-
Gen.pkg(MSK, S,ISK1,ISK2) to obtain SK, runs
KeyGen.ran with SK to obtain TK, RtK, and runs
Encrypt.out once with PK to obtain IT2. It stores the
entry (4,5, SK,TK, RtK, ISK2,IT?2) in table T;.
Corrupt.SK(i): Same as the above game.

Corrupt. TK(i): If the ith entry (¢,5,7K) is in T}, C
returns 7K, or C returns L. It captures the case of the
decryption service (DS) on public cloud 2.
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o  Corrupt.IT2(i): Same as the above game except that
IT1 is replaced by IT2. It captures the case of the
encryption service on public cloud 2.

o  Corrupt.ISK2(i): Same as the above game except that
ISK1 is replaced by ISK2. It captures the case of the
key generation service on public cloud 2.

e Corrupt.RK(i, 5, A): Same as the above game.

e ReEnc(C,S’,A): Same as the above game.

Challenge. 1t is the same as that in the game for type-1

adversary except that /71" is replaced by 172"

Definition 5. A FO-CP-AB-PRE-KEM scheme is selective
CPA-secure at original ciphertext against type-2 adversary if
all PPT type-2 adversaries have at most a negligible advantage
in the security game, denote e; = | Pr[b = b'] — | < negl(X).

Selective CPA Security at Re-Encrypted Ciphertext (RCT).
According to different adversaries, selective CPA security
at RCT for FO-CP-AB-PRE-KEM is described as follows.

Selective CPA Security Game at RCT for Type-1 Adversary.

Init. The adversary A sends the challenge access policy
A” to the challenger C.

Setup. C runs Setup and gives PK to A.

Phase 1. C initializes two empty tables 7', 15 and an integer
counter j = 0. A can adaptively issue the following queries:

e  Create(S): C first checks whether S satisfies A*, if so,
returns L. Otherwise, C sets j = j + 1. It runs KeyGen.
out with PK twice to obtain ISK1,ISK2, and runs
KeyGen .PKG(MSK, S,ISK1,ISK2) to obtain SK,
then runs Encrypt.out with PK to obtain IT'1. It stores
the entry (4,5, SK, ISK1, IT1) in table T;.

o  Corrupt.SK(i): If the ith entry (¢, S,SK) is in Ty, C
returns SK, otherwise C returns L. Note that S in the
entry (4,5, SK) cannot satisfy the policy of the origi-
nal ciphertext A that corresponds to the challenge re-
encrypted ciphertext RCT™. It captures the case of
the corrupt users who have their private keys.

e  Corrupt.IT1(i): If the ith entry (¢,S,IT1) is in T}, C
returns I7'1, or C returns _L. It captures the case of the
encryption service on public cloud 1.

o  Corrupt.ISK1(7): If the ith entry (i, 5, SK,ISK1) is in
Ty, C returns ISK1, or returns L. It captures the case
of the key generation service on public cloud 1.

e  Corrupt.RK(i, S, A): C checks whether the entry (i, .5,
SK) is in table T3. If so, C obtains SK, otherwise, C
runs Create(S’) and Corrupt.SK to obtain SK. Then C
runs KeyGen.out and Encrypt.out twice respectively to
obtain ISK1,ISK2,IT1,IT2, and runs RKeyGen.user
to obtain RK, it stores (S, A, RK) in T,. It means
that the adversary can obtain RKs from RES.

e ReEnc(C,S',A): C checks whether the entry (5, A,
RK) is in table T5. If not, C runs Corrupt.RK to obtain
RK. Then C runs ReEnc to output the corresponding
RCT to A. It means that the adversary can generate
RCT's with RES.

Challenge. C runs Encrypt.out two times to get IT1*, IT2*
and runs Encryptuser with access policy A to obtain
(key*,CT™). Note that any S queried Corrupt.SK cannot sat-
isfy A. C selects a random bit b € {0,1}. If b= 0, it sets K* =
key*. If b = 1, it picks a random key R* in the encapsulated
key space and sets K* = R*. C selects an attribute set .S that
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Fig. 5. The flow chart of FO-CP-AB-PRE-KEM. ! Let PC1, PC2, DO, DC denote the public cloud 1, the public cloud 2, the data owner, and the data

consumer respectively.

satisfies A and runs Create(S) to obtain SK, then runs Key-
Gen.out, Encrypt.out twice to obtain ISK1*, ISKZ* I,

IZ‘Z\* Next, C runs RKeyGen.user(PK, SK, ISK1*, ISKZ*
ITI* | IT2*, A*) to get RK. At last, C runs ReEnc(PK,

cr, 'RK) to obtain RCT* and returns (K*,IT1*, ISK1*,
ITI* ,RCT*) to A.
Phase 2. Phase 1 is repeated with the above restrictions.
Guess. A outputs a guess b of b. A wins the game if b = ¥/.

Definition 6. A FO-CP-AB-PRE-KEM scheme is selective CPA-
secure at re-encrypted ciphertext against type-1 adversary if all
PPT type-1 adversaries have at most a negligible advantage in
the security game, denote e3 = | Pr[b = b'] — 1| < negl(\).

Selective CPA Security Game at RCT for Type — 2 Adversary.

Init, Setup, Phase 2 and Guess are the same as the above
game. Phase 1 and Challenge are as follows.

Phase 1. C initializes two empty tables 7}, 75 and an
integer counter j = 0. A can adaptively issue the following
queries:

e  Create(S): C first checks whether S satisfies A%, if so,
returns L. Otherwise, C sets j = j + 1, runs KeyGen.
out with PK twice to obtain ISK1,ISK2, and runs
KeyGen.pkg(MSK, S, ISK1,1SK?2) to obtain SK, and
runs KeyGen.ran with SK to obtain 7K, RtK and
runs Encrypt.out once with PK to obtain [72. It stores
the entry (5,5, SK,TK, RtK, ISK?2,IT2) in table 7.
Corrupt.SK(i): Same as the above game.

Corrupt. TK(i): If the ith entry (¢,5,7TK) is in T3, C
returns TK, or returns L. It captures the case of the
decryption service on public cloud 2.

o  Corrupt.IT2(i): Same as the above game except that
IT1 is replaced by IT2. It captures the case of the
encryption service on public cloud 2.

o  Corrupt.ISK2(i): Same as the above game except that
ISK1 is replaced by ISK2. It captures the case of the
key generation service on public cloud 2.
Corrupt.RK(3, S, A): Same as the above game.
ReEnc(C, S, A): Same as the above game.

Challenge. 1t is the same as that in the game for for type- 1
adversary except that the Challenge (K™, IT1", ISK1 1+, IT1* |
RCT") is replaced by (K*, IT2*, ISK2* IT2" RCT™).

Definition 7. A FO-CP-AB-PRE-KEM scheme is selective
CPA-secure at re-encrypted ciphertext against type-2 adversary
if all PPT type-2 adversaries have at most a negligible advan-
tage in the security game, denote ey =|Pr[b=1V]—-3| <
negl(\).

4 FuLLYy OUTSOURCED CIPHERTEXT-PoLICY
ATTRIBUTE BASED PROXY RE-ENCRYPTION

We present a fully outsourced ciphertext-policy attribute
based proxy re-encryption key encapsulation mechanism
(FO-CP-AB-PRE-KEM) system and prove its selective CPA
security at CT/RCT in the standard model.

4.1 The Construction

The construction includes four main functions: Key Generation
(e, KeyGen.out, KeyGen.pkg, KeyGen.ran), Encryption (i.e.,
Encrypt.out, Encrypt.user), Re-Encryption (i.e., RKeyGen.user,
ReEnc) and Decryption (i.e., Decrypt.out, Decrypt.user). Fig. 5
presents the whole process. Let S1,S2 be two attribute sets,
policy1, policy2 be two access policies, where S1 satisfies
policy1, and S2 satisfies policy2 but not policy1. The encryp-
tion phase utilizes hybrid encryption [30]. The KEM part is
CT1 which encapsulates a symmetric secret key key1, and the
ciphertext CT_SE that encrypted by the symmetric encryption
algorithm with key1 is the DEM part.

Before presenting the details, we give some intuitions of
our construction. To achieve secure outsourced key genera-
tion/encryption, we adopt two non-collusive cloud servers,
then if ISKs/ITs are generated randomly by KeyGen.out/
Encrypt.out, the final combined ISK/IT by the PKG/user
should be information-theoretically hidden from two serv-
ers. Actually, one re-encryption key generation operation
consists of one key generation operation and one encryption
operation, thus it can be outsourced with the help of
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KeyGen.out and Encrypt.out. Besides, every user in the sys-
tem has a dummy attribute A_; which is used to protect the
security of RCT's. We utilize key blinding technique [18] to
achieve outsourced decryption. The FO-CP-AB-PRE-KEM
scheme consists of 10 algorithms:

Setup(A,U). The algorithm chooses a bilinear map D =
(G,Gr,e,p), where p € ©(2*) is the prime order of the
groups G and Gy. The attribute universe is a set of elements
in Z,. It chooses random g, h,u,v,w € G, picks a ran-
dom « €Z, and a cryptographic secure hash function
H("): Gy — G. It outputs PK = (D, g, h,u,v,w,e(g,9)", H),
MSK = (PK, ).

KeyGen.out(PK, N). On input public parameters PK and a
number N which assumes the number of attributes, the
algorithm picks 2N +2 random o',/ ,r),7h,... 7y, a],d},
...,dy €Z, and computes K = g‘”,w"/,Kllz g/'J. "/l"hen for
i=1to N, it computes K, = ¢'i, K;3 = (u“ih)iv™". Atlast,
it outputs ISK = (PK7 Oll7 ’f’l, K07 Kl, {ré, a;, Ki‘g, Kiﬁ}ie[l,N])‘

KeyGen.pkg(MSK, S, ISK1,1SK2). On input a master
secret key MSK, an attribute set S={A_;, A1, As,...,
A} CZ, (k + 1 <N) and two intermediate private keys
ISK1, ISK?2:

17

ISK2 = (a//7 r//’ K(,)/7 K{,’ {7",,/ U,,,/ K§f27 Kﬁb’}ie[—l,k])’

ISK1 = (0/7 T,a K(,)7 KL {’I“, a‘/' K;,Zv Kz{ﬁS}ie[—l,k]):
1770
the algorithm first recomputes «, r, Ky and K,
& = o/ +C¥”, r = 7'/ + 7'”7 K1 = Ki . Ki/ = gT/ . gTU = gr’
KO — K(/) ) K(/)/ — ga’+a”w7"+r” — g;;’ll]r.
Then for i = —1 to k, recompute the following parameters:

1.0 "1
_ Wi+

o " _ "o o
=TT G 7Ki,2*Ki‘2'Ki,2*g’7

T

Ty

a’irg +a§/ r;/ Ty )
Kiz=Ki; K3 = <u i h) v = (u¥h) v
It obtains the combined ISK = (a,r, Ko, K1,{r:,a;, K;2,
Kiﬁ}ie[—l,k])'

Next it computes K, = « — @, then for : = —1 to k, it com-
putes K, 5 = r;(A; — a;). This will correct to the master key
and the proper attribute. It outputs the private key
SK = (57 PKa K07 K17 K4a {Ki,Qa Ki,37 Kivf’}ie[fl.k])‘

KeyGen.ran(SK). On input a private key SK, the algo-
rithm chooses a random t € Z;, then computes

K6 _ Ké/l’ :g;;/ruj'r/r7 Ki _ Kll/r _ g'r/r
K,=Ky/t=(a—a)/t.

)

For ¢ = —1 to k, it computes

K3 ) 1

K., =K;5/t=ri(4 —a)/z.

K(A’Q = Klléf — gTi,/T K{,3 — Kllél' _ (ua,»h)ri/rvfr/r7

It outputs the conversion key TK = (S,PK, K, K}, K},
{K 5, K3, K] 5}ici_1 ), the retrieval key RtK = (PK, ).
Encrypt.out(PK, N'). On input public parameters PK and
a maximum bound of N’ rows in LSSS access structure, the
algorithm first picks a random s’ €Z, and computes
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C= e(g, g)o‘sl7 Cy = ¢*. Then for j = 1 to N, choose random
N, 2, t; € Z, and compute
/

ANt 2!\t t
Cj,l =wivi, CjﬁQ = (u Jh) i, Cj‘s =gi.

It outputs the intermediate ciphertext IT = (s, C, Cy, {1t
7, Cj1,Cj2, Cjsljen wr))-

Encrypt.user(PK, IT'1,IT2, (M, p)). On input the public
parameters PK, an LSSS access structure (M, p), where M is
an [ x n matrix and [ < N'. Note that (M, p) does not contain
the attribute A_;, and two intermediate ciphertexts

IT1 = (s, C", Co, {X;, 1,25, O, G Gl s )

C/-/

IT2 = (5//7 cr, C(/)lv {)‘l'/ t},a},C} 5,20 0;13},16[1,1])'

VAR R R N
The algorithm first recomputes s, Cjy and 6,
s = S/ +S”, CO — C() . C(/)/ — gs’ . gs” _ gs7
C=C-C"=e(g,9) -e(g,9)" =elg,9)".

Then for j = 1 to [, recompute the following parameters:
!4l 14l
x]-tj + tj

7 7
tj + LLJ-

I ! " 1"
Cia=Cl - Cl = @i @il = @i

Ji1
—t—t"
J " i
h) = (u"h)"Y,

v no ot PR
Cis=Cj3-Cig=g7-g7 =g7.

A= XN+ N, =t 4t =

I

ot +allt!

./f /J/ J
o "o t o+t
Cj2 = Cj.z Lo = (“ s

The user obtains the combined intermediate ciphertext /7" =
(8: C, Cy, {A]a tj7 Ljy Cjﬁlﬂ Cjﬂ’ CjaS}je[l,l])'

~

Set key = C = e(g,9)*, then pick random s, ..., y, € Z,,
set the vector i = (s,92,...,yn)" and compute a vector of
shares of s as (Xl, .. .,XI)T =M7vy.For j=1tol, compute
Cja= A — A\, Cjs5 = tj(x; — p(4)). This will correct to the
shares of s and the proper attribute p(j). It outputs the
encapsulated key key and the ciphertext CT = ((M, p), Cy,
{Ci1,Ci2,Cj3, Cja, Cis e g)-

RKeyGen.user(PK, SK, ISK1, ISK2,IT1,1T2, (M, p')). On
input public parameters PK, a private key SK = (S, PK, Ky,
K, Ky, {KZ',Q,Ki,37Ki,5}ie[fl,k]) associating with an attribute
set S ={A 4,41, A,,...,A;} CZ,, two intermediate private
keys ISK1, ISK2, two intermediate ciphertexts 71, 112
and an access structure (M’,p'), where M’ is an ' x n’/
matrix and I’ < N'. Note that (M, p/) must contain the attri-
bute A_;. The algorithm combines ISK1 and ISK2 to

ISK = (&/>T/7K(/J7K17{T/' a K;,ZvK/g?)}ie[l,k]L

177 K3

as KeyGen.pkg does, and combines I7'1 and 72 to

ARV J

IT = (S,,,C'/7 (/)7{A’ t (L-(,,/.’C,l-’l, JII,Q’CT;Q%}.]E[LZ’])’
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as Encrypt.user does. Then it computes

Ky =Ky Kj=g"w - gw
K/=K K =g g =g"

Kl=K,—d =a—a—-d.
For i = 1 to k, it computes

[ oy
K{IQ = KL'Q . KIQ = g’L . g’i = g’7+’z7
1 a; TP —T a N 7
K3 =Kz K;3=(u"h)"v" (uih)"v

a,,rﬁru’rl
] / /
ri+r ri+r.  —pr—r
= (u Ry

Ky = Kis +7i(A; — @) = ri(Ai =

a;) + ri(4; — a).

It sets key =C' = e(g,9)** 1k = H(key) K{. Then p1ck

random ¥, ...,y, € Z,, set the vector y = (sr,yQ, ..7yn)
and compute a vector of shares of s, as OYTY N =My
For j=1tol, compute C}, = \; = X}, 5 = t’]( ’] o' (7)) It

outputs the re—encryption key RK = 4(S, (M, ), K, K, {K},
Ki’s’ K:’ }Leu R ,k, Cy, {C AT j27 C; 3 0:47 0}5} jelr)-

ReEnc(PK, CT, RK). On input public parameters PK, an
((]\/I )0) C(J7{thO]2 C]% ]47 }]E[ll])
and a re-encryption key RK = (S,(M', (), K{, K, {K},,
Kz 3 Kz 5}76 [1,K]> Tk, CO’ { 4,10 j 2> C] 3 C_;4’ ;‘75}]-6[1‘[/])/ if S/A
does not satisfy (M, p), the algorithm outputs L. Otherwise, it

original ciphertext CT =

calculates I = {i :
{w; € Z),},.; such that Y, ; w; - M; = (1,0,...,

is the ith row of the matrix M. Then compute

p(i) € S/A_,} and computes the constants
0), where M;

C' = e(wzaet 0 K) - [ [(e(Cin K7) - e(Crz -0, K )-
el

(r+1")-s

(C735K 3 U J))) e(gvg) 5

where j is the index of the attribute p(7) in S/A_; (it depends

on ). It outputs the re-encrypted ciphertext RCT = ((M’,
,0) KX,C' Co, 7k, Cév{ AR ]27 C;sa C‘;-l’c_;o}je 11/])

Decrypt.out(TK,CT/RCT). On input an original cipher-
text CT = (M, p), Cy,{Cj1,C;2,Cjs3, C]4,C]d}]E 1,) (or a re-
encrypted ciphertext RCT = ((M',p), K}, C',Cy,rk,Cy,

U
{C}1,C5.C)5,Cl Y, J5} e[ll’ ) ) and a conversion key TK =

(S, PK, Ky, K1, K, { K] 5, K3, K5}, 1) for the attribute

set S, two situations are considered as follows.

o Case 1: an original ciphertext CT. If S/A_, does not
satisfy the access structure (M, p), the algorithm
outputs L. Otherwise, it calculates I = {i: p(i) €
S/A_1} and computes the constants {w; € Z,},;
such that >, ; w; - M; = (1,0,...,0), where M; is the
ith row of the matrix M. Then it recovers the encap-
sulated key by computing
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A=T](e(Cir, K7) - e(Ciz - u5, K )

el
/ K’ w;
-e(Cig, K- ui9))™,
e(Co, K6 'QK‘/‘)
e(w ie[ci-4w77Ki) A

as/t

=e(g,9)"",

key =

where j is the index of the attribute p(i) in S/A_; (it
depends on ). The transformed -ciphertext is
CT' = (M, p), key' = e(g, 9)*").

o  Case 2: a re-encrypted ciphertext RCT. If S does not sat-
isfy the access structure (M’, p’), the algorithm out-
puts L. Otherwise, it calculates I={i":p(i)e S}
and computes the constants {w; € Z,},; such that
Doicrwi - M! =(1,0,...,0), where M is the ith row
of the matrix M. Then it recovers the encapsulated
key by computing

A=TJ(e(Cly k) - e(Cly - uSin, K )
el
(Ol K- u'59))",
e(C, K, - gKl4)
e(wsiel Ciaes VKD - A

k:ey/ _ _ e(g7 g)asT/z

)

where j is the index of the attribute p(i)' in S (it
depends on ). The transformed ciphertext is
CT' = (M',p), K{,C",Cy, 7k, e(g,9)"*"").
Decrypt.user(RtK, CT'). On input a retrieval key RtK =t
and a transformed ciphertext CT”, if CT” is a transformed
ciphertext of an original ciphertext, the algorithm computes
key = key'™ = e(g, g)(o”/f> " =e¢(g,9)"". If CT" is a transformed
ciphertext of a re-encrypted ciphertext, it computes

K{ =rk/H(key™), key=e(Cy, K| - gKZ)/C’ =e(g,9)""

4.2 Security Analysis

Theorem 1. The FO-CP-AB-PRE-KEM scheme in Section 4.1 is
selective CPA-secure at original ciphertext under the assump-
tion that the CP-ABE scheme in [35] is selective CPA-secure.

We postpone the proof to Appendix, available in the online
supplemental material due to page limit.

Theorem 2. The FO-CP-AB-PRE-KEM scheme in Section 4.1 is
selective CPA-secure at re-encrypted ciphertext under the
assumption that the CP-ABE scheme in [35] is selective CPA-
secure.

We postpone the proof to Appendix, available in the
online supplemental material due to page limit.

5 PERFORMANCE EVALUATIONS

In this section, we give both theoretical and experimental
analyses of the proposed fine-grained data sharing scheme.

5.1 Theoretical Analysis

Computation Cost Comparison. The computation cost of PKG,
data owners and data consumers refers to the execution
time of KeyGen.pkg, KeyGen.ran, Enc.user, RKeyGen.user, Dec.
user for CT, and Dec.user for RCT. Table 2 compares the
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TABLE 2
Computation Cost Comparison
Schemes KeyGen.pkg Enc.user RKeyGen.user Dec.user for CT Dec.user for RCT
[27] (1 +2y)Exp B+DExp  (4+2y+DExp 2P 1Exp + 2|I] + DP
[34] (1 + 6y)Exp B+DExp  (4+2y+DExp 3P 1Exp + (1 + 3|IP
[28] (B +4y)Exp OExp OExp QII|+ DExp + 2+ 3]I)P 2[1] + Exp + (3 + 3|I)P
[21] 0 1Exp X 1Exp X
[19] 3Exp B+ DExp + 1P X 1Exp X
[31] (1 +3y)Exp 4Exp X II|Exp + 2|I|P X
Ours 0 0 0 1Exp 2Exp + 1P

 Exp and P denote a modular exponentiation and a pairing computation, respectively. y, 1, and 1 indicate the number of attributes, the
access policy size, and the set that satisfies decryption requirement, respectively.

number of modular exponentiations and pairing operations
in our system with those in [19], [21], [27], [28], [31], [34].

Our scheme achieves outsourced key generation, encryp-
tion, re-encryption key generation and decryption simulta-
neously, only leaves few simple operations to the PKG, data
owners and data consumers. In Table 2, the data owner and
data consumer need almost no complex operation except 1
exponentiation in Dec.user for CT, 1 paring operation and 2
exponentiations in Dec.user for RCT. Though the schemes
in [27], [34] achieve ABPRE, the computation cost is heavy.
The scheme in [28] only optimizes the computation effi-
ciency of encryption and re-encryption, but the mobile
device still needs to do plenty of complex offline operations,
thus it is a promising and practical solution for high-end
mobile devices, but may not be economical for some scenar-
ios. Although the schemes in [19], [21], [31] support out-
sourced ABE, they do not support authority delegation.
Compared with above schemes, our scheme has a consider-
able advantage in efficiency. We remark that the compared
schemes may find different applications.

Communication Cost Analysis. Nevertheless, outsourced
computation certainly brings extra communication cost,
e.g., a user needs to wait for the cloud server’s response and
downloads the computation results online. In the above
process, the user’s mobile device will experience the power
consumption and the network latency. The power con-
sumption always increases with the transmission size. The
network latency can be influenced by many factors, but
only the transmission size depends on the scheme. Next, we
will compare the transmission size below.

Table 3 compares the transmission size of our scheme with
those in [19], [21], [31]. For outsourced key generation and
encryption, the transmission size of our scheme is larger than
that in [19], [31], but our scheme still behaves better. Because
the communication cost of [19], [31] is online, meaning the
cloud servers should wait for the essential information (e.g.,

the plaintext, access policy and attributes) before outsourced
computation. While in our system, the cloud servers can gen-
erate [Ts/ISK's once they obtain PK instead of waiting for
essential information, and the downloading can be executed
when the mobile device (PKG) is plugged into a power source
(in the spare time). When the key generation/encryption/re-
encryption key generation request arrives, the PKG/data
owners can rapidly assemble private key/ciphertext/re-
encryption key without waiting for the cloud server’s
response. Thus, the communication cost in our system is off-
line, which means it is “imperceptible” for the PKG and users.
The communication cost of [21] is also offline, but [21] cannot
achieve efficient authority delegation. For outsourced decryp-
tion in original ciphertexts (CT), all the above schemes utilize
key blinding technique [18], thus the communication cost is
small and fixed (always the size of an element in Gr). For out-
sourced decryption in re-encrypted ciphertexts (RCT), the
communication cost is also small and fixed (always the size of
three elements in G and two elements in Gy).

In the EMR system, the PKG downloads ISKs from
two cloud servers (running KeyGen.out with PK) when it
is in the spare time. When the key generation request
arrives, the PKG can rapidly assemble and generate pri-
vate key pair (SK,TK, RtK) by running KeyGen.pkg and
KeyGen.ran. When the doctor is in the spare time (off
hours or lunch break), he/she plugs the mobile device
into a power source, the device starts to download IT's,
ISKs from two cloud servers (that run Encrypt.out and
KeyGen.out) and stores them in the local storage. When
the doctor wants to share/delegate (encrypt/re-encrypt)
the medical record, he/she can rapidly perform encryp-
tion and re-encryption key generation on move without
significantly draining the battery and waiting for the
cloud server’s response, then send CT'/(CT, RK) to pub-
lic cloud 2. To decrypt encrypted medical records, a doc-
tor requests public cloud 2 the target record, then DS

TABLE 3
Transmission Size Comparison

Schemes KeyGen Encryption Re-KeyGen Decryption for CT Decryption for RCT Type
[19] 2y|G] X X 1|Gr| X online
[31] X 2yn|G| X X X online
[21] @j+D(Z,| + |G (61+2)(|Z,| + |G]) X 1|Gr| X offline
Ours 4j + D(Zy| + |G]) (6] +2)|Z,| + (61 + )|G| (4 + 6] + 6)|Z,| + (4 + 6] + 8)|G]| 1|Gr| 3|G| + 2|Gy| offline

i |Zp|, |G| and |Gr| denote the size of an element in Z,, an element in G and Gy, respectively. n, 1, y and j indicate the number of cloud servers, the number of rows
of the matrix M for LSSS, the number of leaf nodes and the number of attributes, respectively.
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TABLE 4
Device Configuration
Type Configuration Role Algorithm
Alibaba Cloud Intel Xeon E5-2682 v4@2.4 GHz, public cloud 2 (KGS, ES, RES, KeyGen.out, Encrypt.out,
2 GB RAM, 1 Mbps, Ubuntu SS, DS) ReEnc, Decrypt.out for CT/
16.04 64-bit RCT
Tencent Cloud Intel Xeon E5-26XX v3@2.3 GHz,  public cloud 1 (KGS, ES) KeyGen.out, Encrypt.out
1 GB RAM, 1 Mbps, Ubuntu
16.04 64-Dbit
Laptop (HASEE) Intel Core i7-4710MQ@2.5 GHz, PKG, data owner, data con- KeyGen.pkg, KeyGen.ran,
8 GB RAM, Kali Linux 2.0 64-bit sumer Encrypt.user, RKeyGen.user,
Decrypt.user for CT/RCT
Mobile phone (K-Touch 3)  Snapdragon MSM8926@1.2 GHz,  data owner, data consumer Encrypt.user, RKeyGen.user,
1 GB RAM, WIFI Decrypt.user for CT/RCT
(IEEE 802.11 n/b/g),
Android 4.3

decrypts the record with TK and sends CT’ to the doc-
tor. At last, the doctor decrypts the record.

5.2 Experimental Analysis

To evaluate the practical performance, we develop an extensi-
ble library libabe, which offers essential APIs for implement-
ing ABE schemes. To be compatible with Android OS, libabe
is developed by C language and only dependent on Pairing-
Based Cryptography (PBC) library [36] and OpenSSL [37].
Based on libabe, we develop the evaluation program with
Java Native Interface (JNI). The curve that we choose is the
224-bit MNT elliptic curve from the PBC library.

We hire two public cloud service providers (Alibaba
Cloud and Tencent Cloud) to execute the corresponding
algorithms. We utilize a laptop to act as the PKG, and the
same laptop and a low-end mobile phone play the part of
users. The device configuration is presented in Table 4. To
emphasize the economy of our scheme, we choose a low-
end mobile phone whose price is about $66 (439CNY).

Experiment Setting. We set access policies for CT's and
RCTs in the form of (S; A Sy A ... A S)) to simulate the worst
situation. We set 20 distinct access policies with [ increasing

(a) KeyGen.out (KGS) Time (b) Encrypt.out (ES) Time

from 10 to 100, repeat each instance 10 times and take the
average value. The time is given in milliseconds.

Computation Time. As depicted in Fig. 6, we show KeyGen.
out Time, Encrypt.out Time, ReEnc Time, Decrypt.out for CT/
RCT Time, KeyGen.pkg Time, KeyGen.ran Time, Encrypt.user
Time, RKeyGen.user Time and Decrypt.user for CT/RCT Time
of our FO-CP-AB-PRE scheme.

For KeyGen.out and Encrypt.out, we only evaluate the
time cost of one server, because two servers run in parallel.
In Figs. 6a and 6e, KeyGen.out Time is about 0.12s~1.18 s
while KeyGen.pkg is only 0.4~2.9 ms. In Figs. 6b and 6g,
Encrypt.out Time is about 0.13~1.26 s while Encrypt.user
Time on the laptop is 3.3~31.7 ms, Encrypt.user Time on the
mobile phone is 30.1~295.7 ms. In Fig. 6¢c, ReEnc Time is
about 0.21~2.11 s. In Fig. 6d, since the operations in Decrypt.
out for CT and Decrypt.out for RCT are almost the same, the
execution time is about 0.25~2.25 s. We remark that if we
choose higher configuration for the cloud server, the results
will be improved significantly.

In Fig. 6i, for the laptop, Decrypt.user for CT Time is about
1.4 ms, Decrypt.user for RCT Time is about 7.1 ms. For the
mobile phone, Decrypt.user for CT Time is about 24.1 ms,

(c) ReEnc (RES) Time (d) Decrypt.out for CT/RCT (DS) Time

« 1600 » 1600 250 «» 3000
T 400 "KeyGen.out(KGS)" —>— 1400 "Encrypt.out(ES)" —*— h=] "ReEnc(RES)" —>— o Decry t.out for CT(DS)" —*—
g c S 2000 5 2500 "Decrypt.out for RCT(DS)" —=—
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Q 1] L
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Decrypt.user for RCT Time is about 105.5 ms. Decrypt.user for
RCT Time is more than Decrypt.user for CT Time because of
the extra 1 paring operation and 1 exponentiation. In Fig. 6f,
KeyGen.ran Time is about 82.4~795.9 ms. KeyGen.ran will be
called only when the user’s private key pair needs to be gen-
erated or updated. In Fig. 6h, RKeyGen.user Time on laptop is
about 6.1~38.2 ms, RKeyGen.user Time on mobile phone is
about 62.5~330.7 ms.

Since the servers undertake the majority of heavy work,
the PKG and users can rapidly complete all the operations.
Hence, our technique significantly enhances the efficiency.

Comparisons with OOABE/OOABPRE. The primary differ-
ence between our scheme and online offline ABE [20]/
online offline ABPRE [28] is that the preparation work
in [20], [28] is performed by the mobile phone, while that in
our scheme is outsourced to public cloud. We conjecture
that the scheme in [20], [28] may not be suitable for low-end
mobile devices, because the mobile device may take long
time to do massive complex computation during the offline
phase. To prove our conjecture, we present the following
comparative experiment.

In OOABE/OOABPRE, KeyGen.out Time on mobile phone
is about 1.2~10.7 s, and Encrypt.out Time on mobile phone is
about 1.4~12.8 s. In our scheme, the extra communication
cost mainly depends on the transmission size, so we present
ISK size and IT size in Fig. 6l. ISK size is about 2.6~24.1
KB, and IT size is about 3.6~32.4 KB.

In an EMR system, we assume that a doctor separately
encrypts and re-encrypts the medical records 500 times
everyday. For the access policy in the form of (S; A Sy A
... A Sigp), the mobile phone in OOABE needs about 5 hours
of spare time ((10.7 + 12.8 + 12.8)*500/3600 ~ 5 hours) to
generate ITs and ISKs. For the doctors who deal with
emergencies, sometimes they may not have 5 hours of spare
time. While in our scheme, the mobile phone needs to
download 43 MB of ITs and ISKs from one cloud server
((24.1 + 32.4 + 32.4)*500/1024 ~ 43 MB). We use the mobile
phone to evaluate the transmission time from Alibaba
Cloud.® The mobile phone connects to Internet via Wi-Fi
and the network speed is 8 Mbps. The mobile phone spends
374 seconds (about 6 minutes) of spare time to download 43
MB of ITs and ISKs from Alibaba Cloud via File Transfer
Protocol (FTP) (note that the bandwidth of Alibaba Cloud is
1 Mbps). Since the mobile phone has to complete the down-
load from Tencent Cloud, the total time is about 12 minutes.
The more money we pay to improve the cloud server band-
width, the more download time we will save. We remark
that OOABE and OOABPRE are promising solutions for
high-end mobile devices, and our scheme is an economical
solution for low-end mobile devices.

6 CONCLUSION AND FUTURE WORK

In this work, we propose a fine-grained data sharing mecha-
nism for the EMR system, which not only achieves data
privacy, non-interactive fine-grained access control, and
authority delegation simultaneously, but also is suitable for
low-end mobile devices. Moreover, we develop an extensible
library called libabe that is compatible with Android devices,

6. The server’s computation time is ignored, because it has superior
computation capability and can do the computation once receiving PK.
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and we implement our mechanism on realistic environment.
The experimental results indicate that our scheme is efficient,
practical and economical. In the future, we will focus on
designing the efficient revocation mechanism.
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