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Efficient Certificateless Multi-Copy Integrity
Auditing Scheme Supporting Data Dynamics

Lei Zhou™, Anmin Fu™, Member, IEEE, Guomin Yang"“, Senior Member, IEEE,
Huaqun Wang", and Yuging Zhang

Abstract—To improve data availability and durability, cloud users would like to store multiple copies of their original files at servers.
The multi-copy auditing technique is proposed to provide users with the assurance that multiple copies are actually stored in the cloud.
However, most multi-replica solutions rely on Public Key Infrastructure (PKI), which entails massive overhead of certificate computation

and management. In this article, we propose an efficient multi-copy dynamic integrity auditing scheme by employing certificateless
signatures (named MDSS), which gets rid of expensive certificate management overhead and avoids the key escrow problem in
identity-based signatures. Specifically, we improve the classic Merkle Hash Tree (MHT) to achieve batch updates for multi-copy
storage, which allows the communication overhead incurred for dynamics to be independent of the replica number. To meet the flexible
storage requirement, we propose a variable replica number storage strategy, allowing users to determine the replica number for each
block. Based on the fact that auditors may frame Cloud Storage Servers (CSSs), we use signature verification to prevent malicious
auditors from framing honest CSSs. Finally, security analysis proves that our proposal is secure in the random oracle model. Analysis
and simulation results show that our proposal is more efficient than current state-of-the-art schemes.

Index Terms—Cloud storage, integrity auditing, multi-copy storage, data dynamics

1 INTRODUCTION

IN the era of big data, the amount of data is increasing
explosively, and users can no longer manage and share
data well by relying on traditional computing platforms.
The emergence of cloud computing provides a new solu-
tion to this dilemma. With the cloud storage model, users
can upload their data into the cloud and delete the local
copy, enjoying high-quality services on a fee basis [1], [2],
[3]. However, users can no longer manage the data as they
process it locally [4], [5], [6], [7]. They may be concerned
that Cloud Storage Servers (CSSs) do not store their data
correctly. Although a Cloud Storage Provider (CSP) sup-
porting CSSs claims that users’ data has been stored
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correctly, it is in their interest to hide data corruption
events in order to maintain their reputation. Therefore, an
efficient mechanism is necessary to enable users to check
the integrity of cloud data.

Integrity auditing technology is regarded as an effective
means to allow users to verify whether the cloud data is
stored correctly. To liberate users from the heavy computa-
tional burden, a Third Party Auditor (TPA) is introduced
into the integrity auditing model to interact with the cloud
on users’ behalf [8], [9], [10], [11], [12], [13], [14], [15], [16],
[17], and all of these schemes mainly focus on single copy
research. In single-copy proposals, despite the existence of
auditing mechanisms, the damaged data is hard to recover
due to the deletion of the local copy. Therefore, multi-copy
storage has become an inevitable choice to improve data
availability and restorability by storing multiple copies of
raw data across various CSSs. A notable feature of multi-
copy storage is that the damaged data can be correctly
restored as long as one copy of the data stored in the cloud
remains intact. Therefore, for valuable data, such as finan-
cial applications, scientific research materials, and educa-
tional documents, it is necessary to provide multi-copy
storage to avoid data loss.

Despite existing multi-copy proposals [18], [19], [20], [21]
devoting to improving auditing efficiency, all of them have
been constructed under Public Key Infrastructure (PKI) tech-
nology, which is an uneconomical choice for users, for sub-
stantial certificate management overhead is introduced in
their model. Although several multi-copy schemes [22], [23]
have employed ID-based signatures [24] to reduce certificate
overhead, they do not consider the data dynamics problem.
Some early multi-replica achievements [19], [21] have imple-
mented dynamic updates for all replicas, but suffer replace-
ment attacks launched by malicious CSSs. Another multi-
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replica dynamic construction [20] is designed to resist
replacement attacks, but it is only applicable in the case of
one-by-one copy verification to locate the damaged copies.
Moreover, the overhead for dynamic updating in dynamic
proposals [19], [20], [21] always increases linearly with the
replica number, which is impractical in reality. Therefore,
reducing the cost of dynamic auditing in multi-replica con-
structions as much as possible, while resisting replacement
attacks, is a major hurdle.

Besides data dynamics, variable copy number storage is
another practical requirement worth considering. Existing
multi-copy solutions always assume that all blocks of one
file are copied into the same replicas for storage. In practice,
some blocks in an original file do not contain valid informa-
tion, while other blocks are of high value. This being the
case, users might be allowed to store one or two copies for
low-value blocks and store more for valuable ones. Each
block in a file will be stored with a different copy number.
At present, it is an exciting challenge to provide variable
copy number storage for multi-replica auditing.

In addition, all of the aforementioned schemes always
assume that CSSs are not entirely trusted in an integrity
auditing model. But in fact, users and the TPA might also
be dishonest [25], [26]. Even though CSSs have passed the
verification, the user/TPA can still claim that the verifica-
tion is unsuccessful to obtain compensation from the CSP.
Additionally, a TPA may collude with CSSs to hide from
users the fact that the stored data has been corrupted to
obtain bribes from the CSP. Therefore, a fair arbitration ser-
vice needs to be provided for multiple-copy storage.

In order to address these issues, we propose an efficient
multi-copy integrity auditing scheme supporting data
dynamics (named MDSS) by employing certificateless sig-
natures [27], which realizes dynamic data support and pro-
vides variable copy number storage simultaneously. Also,
the communication overhead of our MDSS in the dynamic
update procedure is independent of the replica number,
which dramatically improves the dynamic efficiency.

Our Contributions. The main contributions of this work
can be summarized as follows:

e As far as we know, we are the first to implement
multi-copy public auditing construction with certifi-
cateless signatures, which avoids the high costs of
employing expensive certificates in PKI settings and
key escrow threats in ID-based signatures.

e To achieve dynamics for a multi-replica model, we
design a novel dynamic structure (called MD-MHT)
that supports both block value and serial number vali-
dation. The overhead it incurs for dynamic auditing
does not increase with the count of replicas. Based on
the improved structure, a signature exchange verifica-
tion is proposed to deal with disputes that dishonest
auditors may frame CSSs for compensation.

e In order to benefit users economically, we provide a
storage strategy for an uncertain copy number. The
strategy allows users to determine the replica count
for different data blocks, thus improving the effi-
ciency and feasibility of multi-replica storage.

e We give the provable security analysis for MDSS in
random oracle model. Moreover, theoretical and
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experimental analysis demonstrate that MDSS is
efficient in terms of communication and computa-
tion costs.

Roadmap. The rest of the paper is organized as follows:
we outline the related work in Section 2. We present the sys-
tem and security model in Section 3. Then we propose the
dynamic structure and present detailed algorithms of our
MDSS in Section 4. Provable security analysis and perfor-
mance evaluation are presented in Sections 5 and 6. Finally,
we give the conclusion of our paper in Section 7.

2 RELATED WORK

Ateniese et al. [8] invented the concept of Provable Data Pos-
session (PDP), where an auditor or the user itself can verify
the data stored at untrusted servers. Homomorphic verifiable
authenticators were invented to aggregate many proofs into a
constant value, realizing batch auditing with an acceptable
communication overhead. However, the proposed scheme
was designed only for static data. Subsequently, Erway ef al.
[9] extended the model of PDP, and first proposed a fully
dynamic PDP construction, where Rank-based Authenticated
Skip List (RASL) was designed for supporting full dynamic
updating. Wang et al. [10] proposed another dynamic solution
based on the Merkle Hash Tree (MHT). MHT is an in-depth
research verifiable structure [28], which aims to effectively
and safely prove that a set of elements is undamaged and
unchanged. Unfortunately, only verifying the hash values of
the nodes made the proposal vulnerable to replace attacks
launched by malicious CSSs. Further, Zhu et al. [11] developed
another fully dynamic scheme for cloud storage data via a
designed structure, Index-Hash Table (IHT). However, any
insert and delete operations will cause the tag recalculation of
all data blocks located behind the operated block, thus incur-
ring high computation costs. Subsequently, similar solutions
are proposed to improve the efficiency of dynamic update [5],
[29]. Other research aspects have also been intensively stud-
ied, such as privacy protection [30], [31], user revocation [32],
[33], group sharing [34], [35], user key updates [14], [15], fog-
based clouds [36], etc. In order to relieve the certificate usage,
Li et al. [37] implemented fuzzy identity-based auditing for
cloud data. Shen et al. [38] achieved identity-based integrity
auditing for secure sharing with hiding sensitive information.
Nevertheless, due to the inherent defect of the identity crypto-
system, the above proposals suffer from the key escrow prob-
lem. To solve this issue, Li et al. [39] utilized the certificateless
signature to enable integrity checking of shared data, where
certificates are not required and key escrow issue is elimi-
nated simultaneously. Recently, Zhang et al. [40] presented
another public auditable proposal by combination certificate-
less signatures with blockchain, which achieves resistance
against procrastinating auditors.

To achieve public auditing in multi-copy storage,
Curtmola et al. [18] proposed the first multi-copy scheme
based on RSA signature. Unfortunately, data dynamics
could not be supported, for block numbers are involved in
calculating validation tags. To support dynamic updates,
Barsoum et al. [19] further proposed two dynamic proposals
by employing BLS signature, TB-DMCPDP and MB-
DMCPDP. However, the costs for TB-DMCPDP and MB-
DMCPDP increase with the number of replicas. Moreover,
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TABLE 1

Notations and Descriptions
Notations Descriptions
q A large prime
G Cyclic multiplicative group with order q
G Cyclic multiplicative group with order g
Z, {1,2,...,q—1}
e A bilinear pairing e : G; x G1 — Gs
Mimaz Maximum number of stored copies for all blocks
m; Number of stored copies for ith block, i € [1, m,4,]
by The jth replica block of ith block
P The proof generated based on the challenge chal
req The dynamic update request created by the DO
Py, The dynamic update proof generated by the CSSs
Pair The time cost of one bilinear pairing operation
Mul The time cost of one multiplication operation in G,
Exp The time cost of one exponentiation operation in G,
Ip| The size of an element in G in bits
lq| The size of an element in Z, in bits
n The block number of the original file F'
s The number of sectors divided for each block
c The number of challenged blocks for each auditing

TB-DMCPDP is subject to replay attacks launched by a
malicious CSS. Liu et al. [20] also proposed a multi-copy
public auditing scheme called MuR-DPA by improving a
classic MHT. MuR-DPR was designed for verifying all repli-
cas one by one; thus it incurs a large amount of computing
and communication overhead for users. Zhang et al. [21]
also put forward a multi-copy dynamic construction by
improving the MHT. However, each node of the improved
hash tree stores four elements, which introduces additional
communication overhead for dynamic updates in public
auditing. Peng et al. [22] introduced ID-based signatures
into multi-copy auditing, which reduces the use of certifi-
cates. In the replica generation phase, the replica number
and block number are used to generate differentiable multi-
ple replicas, so the model cannot support data dynamics.
Recently, Li et al. [23] presented another identity-based
multi-copy scheme in multi-cloud storage, which stores
many copies across several CSSs.

In summary, majority of existing multi-copy proposals
incur high overhead costs for certificate management, for
they are designed with PKI technique, and the constructions
predicated on ID-based signatures suffer from the intrinsic
key escrow problem. Besides, all dynamic multi-replica pro-
posals suffer the inefficiency that the costs for updating
increase linearly with the replica count. Therefore, it is moti-
vated to design an effective dynamic multi-copy integrity
auditing scheme, where the overhead for dynamics is inde-
pendent of the replica number.

3 SYSTEM AND SECURITY MODEL

In this section, we will present the system and security
model of the proposal. Additional notations and descrip-
tions for this paper are defined in Table 1.

3.1 System Model

Our multi-copy public auditing model, shown in Fig. 1, con-
tains five entities: a Data Owner (DO), a TPA, several CSSs

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 19, NO. 2, MARCH/APRIL 2022

KGC
O

Fig. 1. System model.

supported by a CSP, a Key Generation Center (KGC), and a
Trusted Arbitration Entity (TAE). Their responsibilities and
obligations are as follows.

e DO: The DO identified by /Dy generates a few cop-
ies for low-value data blocks and multiple replicas
for high-value blocks, then all blocks are uploaded
into CSSs for storage. To protect data integrity, the
DO needs to generate a tag for each data block by
using its private key.

e TPA: The TPA is an entity with more computing
resources and expertise than wusers. After the
approval of a DO, it launches a random challenge for
integrity auditing.

e (SSs: CSSs are resource centers with powerful com-
puting power and sufficient storage space. CSSs are
responsible for storing data and responding to chal-
lenges from a DO or TPA at any time. Here we assume
that all CSSs are supported by a CSP, meaning all CSSs
share the same key pair and identity /D¢.

e KGC: The KGC is responsible for generating partial
keys for other parties involved in the integrity sys-
tem based on a given identity.

e TAE: The TAE is a trusted party that provides fair
arbitration service in the model. In reality, the TAE
can be a trusted government agency.

Definition 1. Our MDSS system can be implemented by run-
ning an MDSS scheme in four stages, illustrated in Fig. 2,
where the setup stage will be executed at the system beginning,
for only once for one file owned by a DO; the proof stage and
update stage can be executed multiple times in an arbitrary
order. The arbitration stage will be run after the proof stage or
update stage being run at least for once. Specifically, our
MDSS scheme is composed of ten algorithms, described below:

o KeyGen(1*). The algorithm is run between the KGC
and the DOJCSSs to generate key pairs and system
parameters, which will be used in the following
algorithms.

o CopyGen(F,name,n, m;, Muaz, sko). The algorithm
is run by the DO to generate m; differentiable replicas
for each block.

o TugGen(params,b;, sko, IDo, name, m;, M, ). The
algorithm is run by the DO to generate verifiable tags,
MD-MHT, the root and the signature over the root.

o Store(bj, 0y, sko, Sigr,). The algorithm is run
between the DO and CSSs to agree on uploading
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Fig. 2. The procedure of the proposal.

information. It outputs 1 or 0, where 1/0 indicates that
the DO and CSSs agree/disagree on the uploading
data.

e ChalGen(params,n,c). The algorithm is run by the
DO|TPA to generate a random challenge ().

e ProofGen(Q,params,name,c,b;j,o;, pko). The
algorithm is run by the CSSs to generate the integrity
proof P.

e  ProofVerify(P, pko, IDo,params). The algorithm is
run by the DOJTPA to verify the proof P. The algo-
rithm outputs a decision bit b € {0, 1}, where 1/0 rep-
resents that the CSSs pass/not pass the DOJTPA’s
verification.

e DynaGen(name, b, o;). The algorithm is run by the
DO to generate a dynamic request req.

e DynaVerify(req, params, sko, F,name). The algo-
rithm is run by the DO to output a decision bit b; €
{0, 1}, where 1/0 represents that the DO approves/dis-
approves the CSSs” dynamic updating operation.

o ArbitrationJud(Siggr,., Ro, Rrpa, Rrap). The algo-
rithm is run by the TAE to output a decision bit by €
{-1,0,1,2}, where —1/0/1 represents a dishonest
CSS/DOJTPA respectively and 2 refers to a scenario
where both the DO and TPA are dishonest.

3.2 Security Model

First, we will give two security assumptions that provide
the cornerstone for subsequent provable secure analysis.

Definition 2 (Discrete Logarithm (DL) Problem). For a
unknown value a € Z,, given g,¢" € Gy, output a. The DL
Assumption in Gy holds if it is computationally infeasible to
compute a with given tuple (G1, g, g*).

Definition 3 (Computing Diffie-Hellman (CDH) Prob-
lem). For unknown a,b € Z,, given g, g*, ¢ € Gy, output g*.
The CDH Assumption in G, holds if it is computationally
infeasible to compute g with given tuple (G1, g, ¢, ¢").

Since our MDSS is constructed based on certificateless
signatures, we consider three types of attackers, A4;, 4, and
As. A tries to forge the tag for a block with the capability of
replacing the DO’s public key with any selected value, but
cannot access the master secret key. A, attempts to forge the
tag for a block with the capability of accessing the master
secret key, but is unable to replace the DO’s public key. A3
aims to forge the integrity proof to cheat the DO. Here we
define our security model through three games between a
challenger C and three types of adversaries respectively.

Game 1. The game is run between C and A;.

Setup. C executes the system initialization to obtain
parameters params and the master secret key msk. Then C
sends params to A; and keeps msk secret.

Arbitration

Queries. A; can pose a series of different queries to C. C
responds to A;’s inquiries as follows.

1)  Hash Queries: A; adaptively makes a series of hash
queries to C. C responds with the hash values to A;.

2) Partial-Key Queries: A, adaptively sends several
selected IDs to C. C responds with the partial keys
to Al.

3) Secret-Value Queries: A; adaptively sends several
selected IDs to C. C sends the secret values to A;.

4) Public-Key Queries: A; adaptively sends several
selected IDs to C. C responds with the public keys
to Aj.

5) Public-Key Replace: A; can replace the public key of
a user identified /D with any value.

6) Copy Queries: A, adaptively chooses some blocks
and sends them to C for getting the replicas of them.
C runs CopyGen and sends the replicas to A;.

7)  Tag Queries: A; adaptively chooses the tuple (b, ID)
and sends it to C' in order to obtain the tag on block
b, computed by the user ID. C executes TagGen to
produce the tag on block b and responds with the tag
value to A;.

Forge. A; outputs a signature o’ on all sectors of block ¥’

with the identity ID" and pkp. A; will win the game if the
following conditions are achieved:

1)  The generated tag o’ forged by A, is valid for block v’
with the identity ID’ and the public key pk;py.

2) A, does not query the whole secret key of the user
identified by the identity ID'.

3) A, does not query the partial key of the user identi-
fied by ID' and replaces the public key identified by
ID'.

4) A, does not query the tag value for (ID',b').

Game 2. The game is run between C and A, which is sim-
ilar to game 1 with some differences: (1) In setup, C sends
both params and msk to A;. (2) C does not make Partial Key
Queries and Public Key Replace.

Forge. A, outputs a signature ¢’ on all sectors of block b’
with the identity /D' and the public key pk;p. A will win
the game if the following conditions are achieved:

1)  The generated tag ¢’ forged by A, is valid for block b’
with the identity 7D’ and the public key pk;y.

2) A, does not query the secret value of ID'.

3) A, does not query the tag value for (ID',b').

Definition 4. If the probability of an adversary (A; or Az) win-
ning game 1 or game 2 is negligible, the signature of the block
copies of each raw block is unforgettable.

Game 3. The game is run between C and Aj;. Here Aj; is
regarded as untrustworthy CSSs. Game 3 focuses on
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whether CSSs can forge the auditing proof without the accu-
rate data. The process of the game is defined as follows.

Setup. C performs KeyGen to obtain msk, params, and
the private key of the user. Then C' keeps msk and the pri-
vate key of the user secret and sends params to As.

CopyGen Query. Az adaptively sends the tuple (b, 1D, m;)
to C' to obtain the replicas {b;},.,,, , where m, refers to the
copy number of block b. C' runs CopyGen to create m; copies
for block b and sends the copies to As.

Challenge. C' presents a random challenge @ to A3 to
require A3 to respond to the corresponding proof.

Forge. A3 generates the proof P according to Q. If P can
pass C' verification, we will say that A3 wins game 3.

Definition 5. If the probability of an adversary A; winning
game 3 is negligible, the single signature of each data block is
unforgettable.

4 OUR PROPOSED SCHEME

In this section, we describe the dynamic structure for multiple-
replica updating, named MD-MHT. Then we explain how our
scheme is constructed based on MD-MHT.

4.1 Designed Dynamic Structure MD-MHT

Our MD-MHT is constructed by using a cryptographic hash
function H. Each node N in the MD-MHT stores three ele-
ments; one is the hash value hy, and the others are the loca-
tion information (I, py) of the node, where [y refers to the
level information of the node and py refers to the position
information of the node in its layer. In order to give each
node unique location information, the MD-MHT is marked
with hierarchical information from top to bottom and posi-
tion information from left to right. Compared with tradi-
tional MHT, our MD-MHT has the following advantages.
(1) MD-MHT significantly reduces the cost for multi-copy
updates. Suppose that the cost of using MHT to support one
copy update is ¢, and the cost of using MHT to support m
copies update is m * ¢. In contrast, the cost of employing our
MD-MHT for multi-copy updates is independent of m, and
it is slightly greater than ¢ for each node needs to store the
location information of small size. (2) Only verifying the
hash value makes the MHT suffer from replacing attacks,
while our MD-MHT supports simultaneous verification of
value and location to resist replacing attacks.

In our MD-MHT, we treat the aggregated hash value of
all replicas of a block as the value of the leaf node. For each
non-leaf node, {hN = H(hlchildrenHhrchild'r’enHH(ZNHPN))v ZN =
llch'ildren —-1= lrch,ildren, - 1apN = [plch,ildren,/2-| = {prchildren/z—‘ }/

node, and A, igren Tepresents the hash value stored by N’s
right child node. We set the location information of the root R
as null, namely lp = null,pr = null. According to the bottom-
to-top order, it is easy to get the hash value and location infor-
mation of all nodes to construct our MD-MHT. Meanwhile, the
verification path is defined as the sibling nodes on the path
upward from the node to the root. For instance, if the fourth
block needs to be updated, we provide the verification path
(h3,3,3), (ha,2,1), (hp,1,2). The verifier calculates hy, =
H(hs||hal| H(lp||pp)), where I, is 3 — 1 = 2 and p, is [4/2] = 2.
Then {hA = H(hGthHH(lAHpA)),lA =1,pa= 1} and {hR =
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m
Fig. 3. The structure of the MD-MHT.

H(hallhs|H(lr|lpR)),lr = 0,pr = 1} are calculated. As
showed in Fig. 3, assuming the first block has three copies,
namely bi1,b12,b13 and the second has two copies, namely
ba1, bae. According to our construction, the first leaf node is set
to hy = H(H(by1)||H(b12)|| H(b13)) and the second node is set
to ho = H(H (ba1)||H(bg2)). That is, each leaf node stores the
hash value calculated using all copies of the corresponding
block. Note that the dynamic overhead in our proposal is inde-
pendent of the replica number and it can support updates of
blocks with different replicas.

4.2 Construction of Our Proposal
Based on the MD-MHT, we have constructed a proposal
where all algorithms run as follows.

4.2.1 Setup Stage

DO/CSSs interact with the KGC by running KeyGen to
obtain key pairs. For F' = {b;},,.,,, the DO runs CopyGen to
generate {b;;}, ., for each block. Then, the DO uses
TagGen to generate an aggregation tag o; for all replicas of
b;, create a MD-MHT tree, and produce a signature Sigg,,.
Finally, the DO uploads ({b;;},{0;}, MD — MHT, Sigg,,) into
CSSs, while deleting local storage other than Ry. The CSSs
verify the validity of the uploading data, and accept the
DO’s data if the verification passes by executing Store.

KeyGen(1*). Let G; and G+ be two multiplicative groups
of prime order ¢, where ¢ is a large prime. e is selected as a
computable bilinear pairing: e: G; x G; — G3, and ¢ is a
generator of . Four cryptographic hash functions, H :
{0, 1}* — G17 H1 : {0, 1}* - Gl, HQ . G1 - Zq, Hg . Zq
x{0,1}" — Z,, Hy:{0,1}" — G, are selected. The KGC
selects a master key msk = s € Z,, and computes a system
public key mpk = ¢° € G;. The KGC publishes system pub-
lic parameters params = {G1,Gs,q.¢e,9,H, Hi, Hs, H;, Hu,
mpk}, and keeps the secret key msk private. Given params,
the DO and CSSs obtain a pair of public and private keys,
(sko,pko) and (skc,pkc), through the following steps,
respectively. Note that the DO’s secret key is used for three
purposes: one is participating in the replica generation; the
second is involved in the tag generation; the third is pro-
ducing a signature over the root during the update pro-
cess. On the contrary, the secret key obtained by the CSSs
is only used to generate a signature over the root in the
update phase.

e The DO sends its identity IDo € {0,1}" to the KGC
to obtain its partial key. The KGC computes ssko =
H\(IDo)® and returns ssko to the DO. After receiving
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ssko, the DO verifies the formula e(ssko,g) =
e(H,(IDo), mpk). If the validation fails, the DO
requests a partial private key again. In this case, the
DO selects xp € Z, as a secret value and computes:

sko = {sko1r = ssko, skoa = (xo + Ha(ssko)) mod ¢}, a
pko = g*or.

e The CSSs send ID¢ € {0,1}" to the KGC to obtain a
partial key. The KGC computes sskc = Hy(ID¢)*
and returns it to the CSSs. After receiving ssk¢, the
CSSs verify the equation e(sskc,g) = e(Hi(ID¢),
mpk). If the validation fails, the CSSs request a par-
tial private key from the KGC again. In this case, the
CSSs select ¢ € Z, as a secret value, and compute:

skc = (z¢ + Ha(sske)) mod ¢, pke = g™ 2

CopyGen(F, name,n, m;, Muqs, ko). Assume an original
file F', and we divide it into n blocks, where each block has
the same size. If the size of the last block is less than that of
others, then fill it with O at the end. Note that the length of
the file itself is known, and then the number of blocks will
be obtained in the process of file partitioning. Based on the
above two factors, although the last block may be filled with
0 to achieve the same length as other blocks, its length is still
clear to its owner. Therefore, even if the file ends with 0, the
original number of 0 can be easily recovered. The DO selects
a random name € {0,1}" for F and creates m; copies for ith
block, where m; € [1,Mq,], and the value of m,,,, is the
max value of replica number m; determined by the DO. For
each block b;, the DO computes b;; = b; + Hs(skos, namel|j),
where j € [1,m;]. Note that for any block b;;, the DO is able
to recover the plaintext b; = b;; — Hs(skog, namel|j) easily.
Thus, the DO can get all replica blocks b;; of each original
block b; in F. Then the operated block b;; is further frag-
mented into s sectors {b;ji};;,, Where each sector belongs
to Z,. The number of the sectors relies on the value of ¢ and
the block size, namely s = [|b;;|/|q|]] = [|F|/(nl|q])] , where | -
| represents the bit length.

TagGen(params, b, sko, IDo, name, m;, Mmq,). The DO
selects s values {a; € Z,;},.,., randomly and computes s
public values A;, = g%. After that, the DO produces the tag
for b;; by computing

01 = skoy - (Hy(bidy;) - goier Wik ) oz, 3)

where bid;; = namel||IDo||myq||j||hi and h; is the hash
value stored by the ith leaf node in our MD-MHT, namely
hi = H(H(bit)| - - - |H(bij)|| - - - || H(bim,))- Then the DO pro-
duces an aggregated tag o; =[]}, 0i; for all the replica
blocks of the same indices. Meanwhile, the DO also initial-
izes the MD-MHT, generates a root Rp based on the MD-
MHT, and computes a signature over the root Siggr, =
H,(Rp)™ oz,

Store(byj, 0i, sko, Sigr,). Then the DO forwards all
blocks, corresponding tags and the MD-MHT along with
Sigr, into CSSs for storage, and deletes all information
other than Rp. When receiving these data, the CSSs first ver-
ify the consistency between blocks and tags by

1123

TPA

CSSs

Create a random challenge O={(i.7))}

Compute & = HIEQ o’
Compute #x = Zisgr; 'ZFI by
{0-9/"{hi’Qi}ieQ}’Sich}

Compute R by using {hi’Qi}zeQ
Checke(Sig, .g) =e(H,(R), pkc)

and output 0 if it fails;

&(0,8) = e(H,(ID,) =" ,mpk).

Check m s
e(I TT1H.@id)" -TT 4", pko,)
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Otherwise send 1 to the DO

Fig. 4. The description of the proof stage.

e(o4,9) =e(H1(IDo), mpk)-

€<H H4(bld7j) . ’
J=1

j=1 k=1

4)
A[;l]k7pk0) .

If the validation fails, the CSSs refuse to store the DO’s data
and the algorithm outputs 0. Otherwise, the CSSs compute
the root R¢ based on the transmitted MD-MHT and verify
the validity of Sigg, by e(Sigr,,g) = e(Hi(Rc), pko). If the
validation fails, the algorithm terminates and outputs 0; oth-
erwise the CSSs store all the relevant data, generate Sigr,, =
H4(RC)Sk(’ and send Siggp, to the DO. The DO checks the
validity of Sigg,, by comparing e(Sigr,,g) with e(Hy(Ro),
pkc). If the verification passes, the algorithm outputs 1,
meaning that the DO believes that the CSSs store the MD-
MHT honestly; otherwise the algorithm terminates and out-
puts 0. After that, the DO sends the root Ry to the TAE and
the TPA, and both the TAE and the TPA will store the root
Rrag/Rrpa = Ro.

4.2.2 Proof Stage

The proof stage involves multiple proof sessions. In each
proof session, as shown in Fig. 4, the TPA first computes a
random challenge ) by performing ChalGen. Based on Q,
the CSSs generate the proof P by launching ProofGen. The
TPA checks the validity of P by launching Proo fVeri fy.

ChalGen(params,n,c). In each audit, the TPA creates a
random @ = {(i,7;)}, where i is randomly selected from I
selected subset of [1, n] with ¢ elements and {r; € Z,},_, are
randomly chosen as ¢ coefficients. Afterwards the TPA
sends @ to the CSSs for integrity auditing.

ProofGen(Q, params, name, ¢, {b;;},0;,pko). When receiv-
ing the challenge (), the CSSs generate the integrity proof
P={o,u} by validating the following formula: o=
[Lico o' € Gy, puy= dicQTi- Z;”:ll b;jx. Ultimately, the CSSs
return P to the TPA. In addition, the CSSs also return some
auxiliary verification information {{h;,{;},cq,Sigr.}, where
{Qi};c( represents the node siblings on the path from leaf
nodes {h;},, to the root R in our MD-MHT.

ProofVeri fy(P, pko, IDo, params). Upon receiving the
responses from the CSSs, the TPA computes the root R
using {h;, Qi },., and authenticates R by checking e(Sign,,
g) = e(Hy(R), pkc). If the verification fails, the TPA rejects
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Compute by =b]+H(sko,,name | j)

Compute o = sk, -(H,(bid})- gz“"a“b/‘)’]‘” ol H

req = {name, OP,i,{b] } o}
Update blocks and tag
Update MD-MHT and computc R..
Compute Sigy, = H, (RLY™*

Pd.\* - {thx’SlgR'c:Rc}

Compute old root R by using {/,,Q,}
and compare R with Ry
output 0 if it fails;

Check e(Sich ,8) = e(H4(Ré),ka)
output 0 if it fails;

Store new root R’ 4
and comp1|ﬁe Sigg, =H, (R})* o

CSSs

Sigy,

Check e(Sig, , ) = e(H,(R.), pk,)
output 0 if it faffﬂg
Otherwise update successfully and output 1

Fig. 5. The description of the update stage.

by emitting 0 to the DO. Otherwise, the TPA verifies the
proof P by verifying the following formula:

e(o,9) = e(Hl(IDO)ZieQ " mpk)-

<H H Hy(bidy;)" H Al pk())

1€Q j=

(5)

If the equation is established, the TPA sends 1 to the DO,
which means the CSSs have stored replicas correctly as the
DO required. Otherwise, the TPA sends 0 to the DO.

4.2.3 Update Stage

For each update, the DO sends an update request req to the
CSSs by running DynaGen. Upon receiving req, the CSSs
update the stored data and compute the proof Py, as a
response. Further, the DO will decide to agree/disagree on
the updating operation with the CSSs by running
DynaVerify. The details of the update stage are illustrated
in Fig. 5. In our proposal, three kinds of dynamic opera-
tions will be realized via Modi fication, Insertion, and
Deletion. The previous data update constructions only
require the DO to verify the updating evidence returned
by the CSSs. If the verification is passed, the DO believes
that the CSSs have performed the updating operations
honestly. As for our construction, both the DO and CSSs
are required to agree on each update, which prevents the
DO from deliberately framing the CSSs who have per-
formed the update operation honestly.

DynaGen(name, b;j, 0;). When updating data, the DO
sends a request req = {name, OP,i,{b};},<;<,,,0;} to the
CSSs. We denote OP as M for modification, OP as I for
insertion, and OP as D for deletion. bj; and o represent the
new replica values for the operated block and the corre-
sponding tag. The value of b}; and o7 is null when OP is D.
Finally, the update request is sent to the CSSs.

DynaVeri fy(req, params, sko, F,name). When receiving
req, the CSSs interact with the DO as follows.

e Modification: Given F = {b;},.,.,, we suppose
ith data block b; is modified as b.. The DO creates
m; copy blocks b} = b} + H;z(skoz,name||j), and
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Insert block before b, Al (e 1.2)

2 [(hn2.D)] [(h,2.2)] [(h.2.3)] [(he2.4) ]

N1
3[(h1.3.D)] [(12.3.2)] [(h3,3.3)] [(hx1.3.8)] [(h5,3.5)][(h6,3.6) ][ (h7,3.7)] [ (hs.3.8)

N2 N3
(hs',4.7) || (h4,4,8)

H(bay) H(ba2) H(bas)

Fig. 6. An example of block insertion in MD-MHT.

computes o7; = skoi - (Ha(bid};) - ng 1 'l?k)5k0° and

o, = Hjm 1 O’Z], where bid;; = name||ID()||mmaTH]||h

Then the DO sends a modification request req =

{name, M,i,{b;}1<;<,;,0i} to the CSSs. When

receiving req, the CSSs replace b;;Vj with ¥/ ;Vj, and

replace o; with ¢}. Then the CSSs update the MD-

MHT and generate the signature Sigpy, = Hy(Rp)™

on the new root Ry.. Finally, the CSSs respond to the

DO with an update proof Py, = {h;,Q;, Sigr , R¢},

where (); represents the verification path of old block

b;. After receiving the evidence, the DO first gets the

old root by using {h;,€;} and compares it with

the stored Rp. If the verification is unsuccessful, the
algorithm terminates and outputs 0; otherwise the

DO checks the validity of SzgR/ by e(Sigg ,g9) =

e(Hy(Ry), pke). If SzgR/ is found to be invalid, the
algorithm terminates and outputs 0; otherwise, the

DO stores the new root R, = R;, and generates a

new signature Sigp = H4( b)GkOZ, and sends it to
the CSSs. the CSSs Verlfy the validity of Sigr, by

e(Sigr . 9) = e(Hy(Rp),pko). If Sigr is found fo be
invalid, the algorithm terminates and outputs 0. Oth-
erwise the algorithm outputs 1, which means the
CSSs believe that the DO has approved the modifica-
tion operation. Afterwards, the DO sends the root

) to the TAE and the TPA, and the CSSs send
Sigp to the TAE and the TPA. Then the TAE and
the TPA will update Rpap/Rrpa = R, if Sign, is
proved to be valid.

e Insertion: Given F = {b;},_,.,, we suppose a block
b/ is inserted after position i. The DO creates m; cop-
ies b, = b + H3(skoz,namel|j), and computes o}; =
skor - (Hy(bid}) - 2= 51> and o
where bid}; = name||IDo||myq||j]|h;. Then the DO
sends an insertlon request {name, 1,4, {b];},<;<,,,, 07 }
to CSSs. When receiving req from the DO, the CSSs add
b;Vj and of into storage. Then the CSSs update the
MD MHT and generate Sigp on the new root Ry..
Finally, the CSSs respond to the DO with an update
proof Py, = {Q;, h;, Sigr , R}, where (); represents
the verification path of b; in the old tree. After receiving
Py, the DO first gets the old root by using {€);, h;} and
compares it with the stored Ro. If the verification fails,
the algorithm terminates; otherwise the DO continues
to check the validity of Sig R An example of inserting
block b! before b, is illustrafed in Fig. 6, only the new
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node {H}, = H(H(bu)||H(b)||H(bw)), 1, = 4,9} = 2+
4—1=7} and an internal node {hyi = (H(V))
||h4HH(l\/1 ||p1\r])), l[\q = 3,pN1 = 4} are added into the
tree and the old node {h4, 1y = 3,ps = 4} is changed to
{h4,ly = 4,py = 8}. The DO further computes the new
root Ry, using {€;, h;, H(b/)} and checks Sigr,, by
e(Sigp ,9) = e(Hy(Ry), pke). If Sigp  is proved to be
invalicf} the algorithm terminates; otherwise the DO
stores the new root R}, and generates a new signature
Sigr, = Hy(R.,)*?, and sends SigRb to CSSs for stor-
age. The CSSs verify the wvalidity of Sigp by
e(Sigp ,9) = e(Hs(R},), pko). If the validation faifs, the
algorithm terminates and outputs 0; otherwise the
algorithm outputs 1, which means the CSSs believe
the DO has approved the insertion operation. After-
wards, the DO sends Rj, to the TAE and the TPA,
and the CSSs send Sig; to the TAE and the TPA.
The TAE and the TPA will update the root
RTAE/RTPA = R/O if SigR’C is valid.

e Deletion: The deletion request is {name, D, i, null,
null}. Other steps are similar to Modi fication.

4.2.4 Arbitration Stage

When ProofVeri fy outputs 0 and the CSSs disagree with the
auditing result, the CSSs will apply to the TAE to judge the
honesty of auditors by running ArbitrationJud.

ArbitrationJud(Sigr,., Ro, Rrpa, Rrag). The current chal-
lenge @) on the TPA’s side and the proof P on the CSSs’ side are
provided to the TAE. If P is found to be invalid, the TAE rejects
the CSSs” appeal and the algorithm outputs —1; otherwise the
DO and TPA are required to provide Ry and Rrp4 to the TAE.
If Ro = Rrap # Rrpa, the TAE considers the TPA to be dishon-
estand the algorithm outputs 0. If Rp # Rrap = Rrpa, the TAE
considers the DO to be dishonest and the algorithm outputs 1.
If Ro # Rrap and Rrap # Rrpa the TAE considers both the
DO and the TPA to be dishonest and the algorithm outputs 2. If
Ro = Rrar = Rypa, the algorithm terminates.

5 SECURITY ANALYSIS

In this section, we provide a provable security analysis of
our scheme via the following theorems.

Theorem 1 (Correctness). If the DO, the CSSs, the KGC, the
TPA, and the TAE are honest in obeying the specified proce-
dures, then the proof can pass the TPA'’s verification.

Proof. According to the characteristics of bilinear pairings,
Equation (5) in the ProofVeri fy algorithm is proven to be
correct according to the deduction from left to right
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i@ j=1 iceQ j=1
— ([T #:(1Do)" ")
i€Q
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= ¢( [T #:(1Do)"  mpk)-
i€Q
e( H ﬁ Hy(bid;;)" - f[ AkzieQ Z;n:,l 7 bij 7 pko)
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Theorem 2 (Unforgeability of Tags). If the probability of an
attacker (Ay, As) winning the game is negligible, then our
MDSS satisfies tag unforgeability under Definition 4.

Proof. First, we provide validation that if the probability of
A; winning the game 1 is not negligible, then there exists
an extractor B can calculate g?° through a given instance
(9,G, g%, ¢°) with the probability of A;. Therefore, an
extractor B can solve the CDH problem. Here B simulates
each interaction with A; through the following steps.

Setup. B executes the system initialization to obtain
params and sets the master public key mpk = ¢°.

H;-Query. A, adaptively performs H;-Query for any
selected ID'. B maintains a list Ly, = (ID, hy, D, T) for the
H,-Query. If the selected ID’ belongs to Ly, , B extracts the
corresponding tuple (ID',hy', D', T") and responds D’ to
A;. If not, B chooses a value h;’ € Z, randomly and tosses
acoinT € {0,1}. Let’s assume that the probability of 7" tak-
ing 0 is y, then the probability of 7" taking 1is 1 — y. When
T =0 with the probability of y, B computes D' = g
When T =1, IV = (¢)"". Then B returns D’ to A; and
adds the tuple (ID', hy/, D', T") into Ly, .

Partial-Key-Query. A; adaptively runs Partial-Key-
Query for any selected ID'. B maintains a list Ly, =
(ID, sskip,zp) for the Partial-Key-Query. B checks
whether (ID',hy',D',T") belongs to Lg,. If not, B per-
forms H;-Query for ID'. If T' = 1, B terminates.

1) If ID' is in L., B checks whether ssk;y =1 . If
sskip =L, B inquires (ID',hy', D', T") from Ly,
and computes sskyy = D'® = ¢ for T' = 0, and
renews ssk;py. When 7' =1, B terminates. If
sskiy #1, B extracts sskjy directly. Then B
sends sskp to Aj.

2) If ID is not in Ly, B gets (ID',hy', D', T") from
Ly,, and computes sskyy =D = g"‘hl/ when
T' = 0. When T" = 1, B terminates. Then B sends
sskip to Ay and adds (1D, sskypr, L, 1) into Lggy.

Secret-Value-Query. A, adaptively runs Secret-Value-

Query for any selected ID'. B checks whether (ID', hy’,
D', T") belongs to Lg,. If not, B performs H;-Query for
ID'. Next, B checks whether ID' is in L.
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1) If ID'isin L, B checks whether 2 equals to L
. If 2y =1, B chooses a random value z € Z,,
and sets z;;y = z. Then B renews x;. When T" =
1, B terminates. If x;;y #.1 , B obtains z;y. Then B
sends z;y to Aj.

2) If ID' is not in Ly, B chooses z € Z, randomly,
and computes z;y = x. Then B sends z;y to A,
and adds (ID', L, z) into Lgg.

Hy-Query. A, adaptively performs Hy-Query for any
selected ID'. B maintains a list Ly, = (ID, h, sskip,
skipa, pkip) for the Ho-Query. B checks whether D' is in
Ly,. If ID" is in Ly,, B extracts the tuple. If not, B per-
forms H;-Query for ID'. Next, B checks whether 1D’ is in
Ly, If ID' is in Ly, B searches the tuple (ID', sskypy,
zrp) from L. If not, B performs Hy-Query for 1D'.

1) B checks whether /D' exists in Ly, . If it does, B sets
SkID/Z =T + hgl mod q, pk)ID/ = QSkIDIZ, updates SkID/Z
and pkp, and sends sk to A;. If not, B selects a random
value hy' € Z,, sets skipy =z +he'modq, pkppy =
g**2, adds (ID',hy',sskyp, skipr, pkip) into Lp,, and
sends skjy to A; for response.

Public-Key-Query. A, adaptively runs Public-Key-
Query for any selected ID'.

1) If (ID/, hQ,, SSkID/, Sk]D/27pk1D/) is in LH2, B checks
whether pk;y equals to L . If pk;y =1, B chooses
arandom value x € Z,, and sets x;y = x, skjpo =
iy + he' modq, pkyy = ¢**02. Then B renews
{.CL']D/, SkID’vakID’} and sends pk]D/ to .Al. If kaD’
#1 , B obtains pkp directly. Then B sends pk;py
to Al.

2) If (ID/, hQ/, SSI{I]D/, Sk]D/27pI€1D/) is not in LHQ, B
chooses x € Z, randomly, and computes x;y =
@, Skipry = Xy + ho' modq,  pkiy = ¢**2. Then
B sends pk;p to A; and adds (ID' hy, L
s 8kipra, pkipr) into Ly, .

Public-Key-Replace. A, adaptively runs Public-Key-

Replace with selected (1D, pkj ).

1) If (ID/, th, SSk]D/, SICIDQ, kaD’) is contained in LH2,
B replaces (ID',hy', sskip, skipo, pkrp)  with
([D,, h?’, SS]C[D/, L,pkj;D/).

2)  If (ID', hy, sskrpr, skipra, pkypr) is not contained in
Ly, Badds (ID', L, sskypy, L, pkip,).

H3-Query. A, adaptively performs Hsz-Query for
any selected b € Z,, B maintains a list Ly, =
(0, {hsi}1<i<im, {bi}1<i<m,» M) for the Hy-Query, where b
denotes a raw block with replica number m,. If Ly, con-
tains ¥/, B sends {h;,},;-,, to Ai. If not, B randomly
chooses my, values hf; € Z, and sends them to A;.

Copy-Query. A; adaptively runs Copy-Query with
(v, ID"). B checks whether 7" = 0 in Ly, for ID". If T" =
1, B terminates. Otherwise, B gets h}, € Z, from Ly,
computes b; = b’ + hf,;, divides b, into {b7 k}1< j<s TENEWS
b, in Ly, and sends {b7k}1<5<mb to A;.

Hy4-Query. A; adaptively runs Hy-Query for ¥'. B also
maintains a list Ly, = (bzd hy) for the Hy-Query. If Ly,
contains bid’, B sends g "l to A;. If not, B randomly choo-
ses a value b € Z, and sends gh4 to Ay, then B adds
(bid', k) into LH4

Tag-Query. A, runs Tag-Query with (bid',b',ID"). B
checks whether 7"=0 in Ly, for ID'. If T"=1, B
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terminates. Otherwise, B gets Hy(bid') from Ly, sskip
from Ly, skiy, from Lp,, and {bik}1gi§,n,, from Ly,.
Then B generates the tag for (bid', V', ID") by performing
TagGen and sends the tag value to A;.

Forge. A, outputs a tuple O = (¢*, bid*, b*, ID*, pkip+),
where ¢* is the forged tag of block b* divided into
{b}}1<1<, with the identity /D" and the public key pk;p-.

Analysis. When A; wins game 1, B can obtain e(o*, g) =

e(H1(IDo), mpk) - e(Hy(bid*) - [Ty 4} ,pk:ID) B extracts
the tuple (ID*, hj, D*,T*) from Ly, . If T* = 1, B terminates.
Then B extracts H,(ID*) = ¢?" from L, and H,(bid*) =
¢t from Ly,. According to the Validation equation B can
obtain e(o*, g) = e(¢", ¢*) - e(g" Hk LA ,pk]D*) Then

*

i p— (o hl
B can derive ¢* (H;:1 A:_k — h,’l)
probability of B getting the right result. Here we denote that
A; wins game 1 at the advantage e within time ¢ after
querying H;-Query, Partial-Key-Query, Secret-Value-
Query, Hy-Query, Public-Key-Query, Public-Key-Replace,
H3-Query, Copy-Query, H,-Query, and Tag-Query for up
tO q1, Gosks Gsvr G2/ Qpks Gokrs G35 Ges Qa4 G times respectively. If B
and A, interact perfectly, that is, B does not terminate the
algorithm in the query process, then H;-Query, Secret-
Value-Query, H-Query, Public-Key-Query, Public-Key-
Replace, H3-Query, and Hy-Query are executed successfully
without needing additional requirements. 3 may terminate
the algorithm in Partial-Key-Query, Copy-Query and Tag-
Query, and the probability of 5 and .A; interacting perfectly
is greater than (1 — y)%*%%_ Thus the probability of B get-

ting the right resultis € > ey(1 — y)™"" > -——c—". B

can therefore solve the CDH problem with the probability
€ > gz I time ¢ < {4 O0(qr + sk + s + @2 +
Gkt Gpkr + G5 + e + 41+ G1)-

We now provide validation for a case in which the
probability of A; winning game 2 is not negligible. Here
an extractor B can calculate g* through a given instance
(9,G, g%, ¢") with the probability of A. Therefore B can
solve the CDH problem defined in Definition 2. B simu-
lates each interaction with A, through the following steps.

Setup. B chooses a value s € Z, randomly as msk and
generates params. B sends msk and params to As.

H;-Query. A, adaptively performs H;-Query for any
selected ID'. B maintains a list Ly, = (ID,h;) for the
H;-Query. If the selected 1D’ belongs to Ly,, B extracts
the tuple (ID’, h,') and responds g™ to A;. If not, 3 choo-
ses a value h,’ € Zy randomly and returns g"1 to Ay and
adds the tuple (ID’ hy") into L H -

Hy-Query. A; adaptively performs Hy-Query for any
selected ID'. B maintains a list Ly, = (ID, hs) for the
Hy-Query. If ID' belongs to Ly,, B searches the tuple
(ID', hy"). If not, B performs H;-Query for ID'. Next, B
checks whether ID' is in Ly,. If ID' is in Ly, B searches
the tuple (ID', hy') from Ly,. If not, B chooses a value
he' € Z, randomly and returns h’ to A and adds the
tuple (ID', hy') into Ly, .

Secret-Value-Query. B does not run Partial-Key-Query,
as it already possesses the master key. .4, adaptively runs
Secret-Value-Query for any selected ID'. B maintains a
list Ly, = (ID, zrp, pkip,T) for the Secret-Value-Query. If

. We evaluate the



ID' belongs to Ly, . If not, B performs Hy-Query for ID'. B
checks whether ID’' belongs to Ly,

1)  Ifnot, Bchoosesavaluez’ € Z, randomly and tosses
a coin T" € {0, 1}. Let’s assume that the probability
of T taking 0 is y; then the probability of 7" taking 1
is 1 —y. When 7" = 0 with the probability of y, B
computes pkyy = g"* ho'modq When T = 1, pkypy =
(g* )1”22 modd Then B returns zyy to A, and adds
the tuple (ID', z;p', pkpy, T') into Ly,.

2) Otherwise, B checks 7. When T’ =1, B termi-
nates. When 7" = 0, B extracts z;p’ and returns it
to ./42.

Public-Key-Query. A, adaptively runs Public-Key-

Query for any selected ID'.

1) If(ID, xpy,pkiy,T') isin Ly, B sends pkrp to As.

2) If (ID',xrpy,pkip,T') is not in L, B chooses a’ €
Z, randomly, and tosses a coin 7" € {0,1}. Let’s
assume that the probability of T" taking 0 is y,
then the probability of 7" taking 1 is 1 — y. When
T' =0 with the probability of y, B computes
pkip = x+h2'modq. When T=1, pkip =
(¢7)" "2 M4 Then B returns pk;py to A; and adds
the tuple (ID', z1p', pkrp, T') into Ly,

H3-Query. A; adaptively performs Hs-Query for any
selected V' € Z,. B maintains a list Ly, = (b, {h3,}1<;<p,»
{bi}1<j<m,» M) for the Hz-Query. If Ly, contains v/, B
sends {h&i}léiémb to A. If not, B randomly chooses m;,
values h}; € Z, and sends them to As.

Copy-Query. A; adaptively runs Copy-Query with
(b',ID'). B checks whether T" = 0 in Ly, for ID". If T" =
1, B terminates. Otherwise, B gets hy; € Z, from Ly,
computes b} = b’ + hy;, divides b into {0 k}1<A<g renews
b in Ly, and sends {b7k}1<5<,”b to As.

Hy4-Query. A; adaptively runs Hy-Query for ¥'. B also
maintains a list Ly, = (bid, hy) for the Hy-Query. If Ly,
contains the value bid’, B sends gh4 to As. If not, B ran-
domly chooses a value i) € Z, and sends gh4 to A,, then
B adds (bid', b)) into LH4.

Tag-Query. A, runs Tag-Query with (bid',b',ID"). B
checks whether 7" = 0 in Ly, for ID'. If T' =1, B termi-
nates. Otherwise, B gets Hy(bid') from Lp,, sk, from
Lpy,, and {bik}i<;<,,, from Lp,. Then B generates the tag
for (bid', b, ID') by performing TagGen and sends the tag
value to As.

Forge. A, outputs a tuple O = (¢*, bid*, b*, ID*), where
o is the forged tag of block b* divided into {b}},-;,
with the identity ID". o

Analysis. When A, wins game 2, B Cablg obtain
e(o*, 9) = e(H1(IDo), mpk) - e(Hy(bid*) - [[;_, Ak, pkip+).
B extracts the tuple (ID*, h}) from Ly, . If T* = 0, B termi-
nates. Otherwise B extracts H; (ID*) =g"" from Ly,
Hy(bid") = ¢®"+ from Ly, and pkp = ( gt medd grom
L,. According to the validation equation, B can obtain

6(0'*,‘9) _ e(g}L1*795) . E(gﬂhl* HZ:I Al];k"gﬂl(z-%—hg*modq))_ Then
1

P
B can derive ¢*f = (a*)ShI%WHA’:l Al e modd) - Here we
evaluate the probability of B getting the right result. We
denote that 4; wins game 2 at the advantage ¢ within
time ¢ after querying H;-Query, Secret-Value-Query,
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Hy-Query, Public-Key-Query, H3-Query, Copy-Query,
H;-Query, and Tag-Query for up to qi, gsv, @2, Gpis 93, Ges
q1, g times respectively. Then Secret-Value-Query,
Hs-Query, Public-Key-Query, H3;-Query, Copy-Query,
and H,-Query are executed successfully without needing
additional requirements. B may terminate the algorithm
in H;-Query, Copy-Query and Tag-Query, and the prob-
ability of B and A, interacting perfectly is greater than
(1 —p)8%% Thus the probabﬂity of B getting the right
resultis € > ey(1 — y)U%d > W Thus B can solve
the CDH problem with the probability € > 7" in

timet" <t+O0(@q+quw+@+gr+@+e+au+q) O

Theorem 3 (Unforgeability of Proof). If the probability of
an attacker (As) winning game 3 is negligible without possess-
ing the correct data, then our MDSS scheme satisfies the unfor-
geability of proof under Definition 5.

Proof. To make the Equation (5) hold, the CSSs should gen-
erate a valid proof P = {o,u} based on the undamaged
data. However, the CSSs must generate a proof P’ =
{0’,u'} based on the corrupted data to win game 3. If the
Equation (5) is validated by using the proof, then the
CSSs win the game; otherwise, they lose. Since a valid
proof can pass the verification, we can get the following
formula:

e(o,9) = e(Hl(IDO)ZiGQ " mpk)-

(H H Hy(bid;;)" H ALk ,pk0>

i€qQ j= k=1

Supposing the CSSs win the game, we also can get the
following formula:

e(d’,g) = e(Hl(IDO)ZieQ” mpk)-

<HﬁH4 bZdt/ HAl}j27pkO>

i€Q j=

Then, we denote Au;, = p), — ), where o =o’. With
the properties of bilinear pairings, we derive
S apAp’ =0. If we let G be a multiplicative cyclic
group of a large prime g, and we suppose there are A dif-
ferent Ap, = uj, — p), where 1 <X <s. We know that
the tuple (aj,as,...,as) are randomly chosen and kept
secret from the CSSs. Thus the probability of making
Z Aup hold is less than ¢*'/¢°, where ¢*'/¢° <

1/q =1/q. As q is selected as a large prime, 1/q is
neghglble Therefore, the CSSs cannot pass the data
integrity verification by forging a integrity auditing proof
without storing the correct data. 0

6 PERFORMANCE ANALYSIS

In this section, we will demonstrate the efficiency of our
MDSS by comparing it with other the-state-of-art schemes,
namely TB-DMCPDP [19], MuR-DPR [20], and ID-MRPDP
[23]. To our knowledge, TB-DMCPDP and MuR-DPR are
the two classic BLS-based schemes to provide multi-replica
dynamics, saving more costs than RSA-based multi-replica
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TABLE 2
Computational Overhead Comparison
TB-DMCPDP [19] MuR-DPR [20] ID-MRPDP [23] MDSS
Tag-Gen(DO) mn(s+ 1)Exp + n(ms +m — 1)Mul 2mnsEzp + mnsMul (2mns + 1)Exp + mnsMul  2mnExp + (2mn +m — 1) Mul

Proof-Gen(CSS) cExp+ (c— 1)Mul mcExp +m(c—1)Mul  Pair + (c+2)Exp+ cMul  cExp+ m(c—1)Mul
. 2Pair + (mc+ s)Exp 2mPair +m(c+ 1)Exp  3Pair + (mc+ 4)Exp 3Pair + (mc+ s+ 1)Ezp
Proof-Verify(TPA) +(me+s—1)Mul +meMul +(me+1)Mul +(me+ s)Mul
Total Tess +Trpa Tess +Trpa Tess +Trpa Tess +Trpa
TABLE 3
Communication Cost Comparison
TB-DMCPDP [19] MuR-DPR [20] ID-MRPDP [23] MDS5

The Challenge [¢] + N lqf + N lq[ + N g+ N
Proof stage  The proof p| + mslq| m(|p| + lql) 3lp| + lq| p|+ slq|

Total pl+(ms+ Vg + N mlp|+ (m+1)|q| + N 3p|+2gl+ N |p|+ (s+1)|g|+ N
Update stage Update proof — mw(N + 1)[p[ + [p] w(N [log,m] +1)(Jp] +2N + 1) +2[p] — wN([p] + 2N) + 2[p]|

schemes. ID-MRPDP is a quite advanced proposal designed
with ID-based signatures. Thus we select the above three
proposals as comparison options to highlight the efficiency
of our MDSS from different aspects.

6.1 Theoretical Analysis

We analyze the computation and communication cost of our
scheme in tag generation of setup stage, proof stage, and
update stage, for they are the most resource-consuming phases
in our proposal. Some definitions used for theoretical analysis
are given in Table 1. In the table, Pair denotes the time cost of
performing one bilinear pairing operation, Mul denotes the
time cost of running one multiplication operation in G, and
Exp denotes the time cost of executing one exponentiation
operation in G. Other operations, such as addition and multi-
plication operations in Z, and hash, are neglected here because
their overheads are nearly negligible. In our assessment, the
experiment file /' is divided into n blocks and m replicas are
generated for the file (mn blocks in total). Each block is further
segmented into s sectors. The TPA challenges ¢ blocks for each
challenge, and the DO updates w data blocks for each updating.
|p| represents the size of an element in G /G5 and |¢| represents
the size of an element in Z,. Note that both TB-DMCPDP and
our MDSS take advantage of the fragment structure [41] to
maximize the storage efficiency and audit performance, while
MuR-DPR and ID-MRPDP only divide the file into blocks.
When the same file F'is segmented into n blocks and each block
is divided into s sectors by employing TB-DMCPDP and our
MDSS, there will be n x s blocks by applying MuR-DPR and
MuR-DPR. In this case, our MDSS only consists of n block-tag
pairs rather than n x s block-tag pairs in the settings without
employing the fragment structure. In other words, the over-
head for storing and transferring signature tags will decrease
with the increase of s for s sectors making up each block only
corresponds to one tag. Thus, this structure can reduce the
additional storage space and communication overhead for
tags, improving the audit performance. In addition, the unit
measurement unit of communication cost is bits, and the unit
of measurement of computation cost is seconds. For readability,
we omit them in subsequent analysis.

6.1.1 Computational Overhead

We evaluate the computational cost of our scheme against
three other schemes in tag generation of the setup stage,

proof generation and proof verification of the proof stage,
for they are the most resource-consuming phases. Table 2
shows the comparison of the four proposals.

In the tag generation, we can derive that the computation
overhead in MDSS is independent of the sector number,
while ID-MRPDP, TB-DMCPDP and MuR-DPR have
increased linearly with the count of sectors. Moreover, we
can see that our MDSS costs 2mnExp + (2mn + m — 1) Mul
for computing all tags for the DO’s file.

In the proof stage, the computation overhead of the four
proposals are mainly affected by the replica count and the
number of challenged blocks. In our MDSS, the CSSs are
required to cost cExp + m(c — 1) Mul to generate the audit-
ing proof and the TPA needs to cost 3Pair + (mc+ s+
1)Exp + (mc + s)Mul for verifying the proof.

6.1.2 Communication Cost

The communication cost of integrity schemes consists of
several parts: transmitting a random challenge and relevant
integrity proof in the proof stage, and transmitting the
update proof in the update stage. In the data update phase,
the size of the update request is ignored here, for it accounts
for a small proportion of the whole overhead. Here we give
the comparison of communication overhead as shown in
Table 3, where N represents [log,n] for readability.

In the proof stage, the random challenges in four
schemes have the same size, and the proof size in MDSS is
(|p| + sl¢]), which is not affected by the replica number. In
short, the total communication cost of our MDSS in the
proof stage is [p| + (s + 1)|¢| + N.

For the update stage, the size of the update proof Py, in
our MDSS is w[logs n](|p| + 2[logs n]) + 2|p|, which is inde-
pendent of the number of replicas, while the communica-
tion cost of TB-DMCPDP and MuR-DPR increases with the
growth of the replica number.

6.1.3 Storage Cost

In our scheme, the storage overhead is the extra space for
storing some information except for the copies of outsourc-
ing files, in which the tag storage overhead accounts for an
important proportion. For a data file divided into n blocks
with m copies, our MDSS is required to produce n aggrega-
tion tags, where each tag is an element in ;. Then we can
obtain that the storage cost for tag storing is n|G, |, which has
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Fig. 7. Computation overhead in tag generation (m=5,s=100).

nothing to do with the number of replicas or sectors. Here we
illustrate that the storage overhead is relatively small com-
pared with that used to store the uploaded copies. Without
losing generality, we select the security level as 80-bit. For a
16 M B file with five replicas, we can divide it into 8389 blocks
and each block is segmented into 100 sectors, we choose the
elliptic curve group with |¢| = 512 bits. Under the condi-
tions, our proposal costs 8389 x 512 bits ~ 525 KB to store
all tags into the cloud, where 525 KB/(16 MB x 5) & 0.65%
is relatively small compared to the size of the outsourced file
copies.

6.2 Experimental Result

To performed our experiments, we have implemented MDSS
and related comparison schemes by using the Pair Based
Cryptography (PBC) library [42]. In the implementation, we
conduct CSS computations on Alibaba Elastic Compute
Cloud (ECS. G5. xlarge) with 16 GB RAM while TPA compu-
tations are executed on a laptop with dual Intel Core CPU
running at 2.40 GHz with 8 GB RAM, and DO computations
are simulated on a laptop with dual Intel Core CPU running
Ubuntukylin-15.10-desktop-i386 with an Intel 2.4 GHz CPU
and 4 GB memory. Without loss of generality, we choose the
elliptic curve group of Type A defined over 512-bit base field
with 160-bit group order. Note that all the experiments are
carried out for 100 rounds for pursuing more precise results.

6.2.1 Computational Overhead

In this section, we evaluate the computational overhead of
all four schemes for tag generation, and the total cost of
proof generation and verification in the proof stage.
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Fig. 8. Computation overhead in tag generation (n=5000,s=100).
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We first measure the computation overhead for tag gen-
eration under different parameters, such as block number
n, replica number m, and sector number s. Without loss of
generality, we increase the block count from 0 to 10000 at
intervals of 500 when creating 5 copies for each block
divided into 100 sectors. As illustrated in Fig. 7, the com-
putation overhead of all proposals increases linearly with
n. To generate tags for 10000 blocks copied into 5 replicas
and segmented into 100 sectors, it only needs about 119
seconds by employing our MDSS. When creating 5000
blocks that contain 100 sectors for each, the comparison
result is illustrated in Fig. 8. As observed, the computa-
tional cost of our MDSS is much smaller than that of the
other schemes. Besides, we create 5 copies for 5000 blocks
that contain 0 to 200 sectors, and the comparison result is
shown in Fig. 9. It can be concluded that our MDSS always
has better efficiency with respect to tag generation, and the
computation cost is not affected by the sector number.

Then we test how m and c can influence the computational
cost for proof stage. For comparison, we used 5000 blocks of
160 bits each. The experimental results are depicted in Figs. 10
and 11. For proof generation and verification, the other three
schemes have the same cost except MuR-DPR since all copies
need to be verified one by one in MuR-DPR. Our MDSS, TB-
DMCPDP and ID-MRPDP need to spend about the same
amount of pairing and exponent operations of group Gy, so
their computation cost in the proof stage is almost the same.

We conclude that our MDSS performs well in tag genera-
tion and proof stage, especially since when the sector num-
ber increases, the advantage of our MDSS for tag generation
is more obvious.
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Fig. 10. Computation overhead in proof stage (c=300).
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6.2.2 Communication Cost

In this section, we evaluate the communication cost of the
four schemes for transmitting the total information in the
proof stage and update stage, respectively.

We first assess the communication overhead in proof
phase. The testing file is 16 MB with randomly selected data.
When fixing s = 1, we vary the count of generated replicas
for the testing file from 0 to 10, as illustrated in Fig. 12. Then
we divide each block into 100 sectors, and the results are in
Fig. 13. Although our MDSS need a little more communica-
tion overhead than MuR-DPR and ID-MRPDP, the storing
and computing of tags will soar without taking advantage of
the fragment structure in MuR-DPR and ID-MRPDP. In a
word, the advantage of our MDSS will become obvious
when m increases, and our communication cost is only
affected by the sector count.
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Then, we evaluate the communication overhead for the
update stage. Fig. 14 shows the comparison of communication
cost between our MDSS and TB-DMCPDP and MuR-DPR with
m varies from 1 to 10. Obviously, our scheme has the lowest
overhead and does not vary with m. When the number of
updated blocks grows from 0 to 100 at the interval of 10 when
setting m = 5, the comparison of the three schemes is shown in
Fig. 15. We can observe that our proposal still has the lowest
communication overhead. In addition, the phenomenon that
the communication overhead of the three schemes varies with
the block number is shown in Fig. 16. Again we conclude that
our scheme has the smallest communication overhead.

Whether in proof stage or update stage, our MDSS shows
good performance in contrast to other proposals. Moreover,
the communication overhead of our scheme is independent
of the replica number in both the proof and update stage.
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7 CONCLUSION

In this paper, we propose an effective multi-copy auditing
scheme by using certificateless signatures. The inherent
characteristics of the certificateless cryptosystem make our
system more efficient due to certificate removal. To realize
dynamics, we design a dynamic structure to update all rep-
licas through one interaction. Meanwhile, we also provide
users with an optional replica number storage strategy,
allowing users to decide the storage copy number. Finally,
based on the dynamic structure, we employ signature
authentication to provide arbitration services between audi-
tors and servers. Security analysis and experimental results
confirm that our proposal is provably secure and efficient.
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