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Abstract—Healthcare Internet-of-Things (IoT) is an emerging paradigm that enables embedded devices to monitor patients vital
signals and allows these data to be aggregated and outsourced to the cloud. The cloud enables authorized users to store and share
data to enjoy on-demand services. Nevertheless, it also causes many security concerns because of the untrusted network
environment, dishonest cloud service providers and resource-limited devices. To preserve patients’ privacy, existing solutions usually
apply cryptographic tools to offer access controls. However, fine-grained access control among authorized users is still a challenge,
especially for lightweight and resource-limited end-devices. In this paper, we propose a novel healthcare loT system fusing advantages
of attribute-based encryption, cloud and edge computing, which provides an efficient, flexible, secure fine-grained access control
mechanism with data verification in healthcare loT network without any secure channel and enables data users to enjoy the lightweight
decryption. We also define the formal security models and present security proofs for our proposed scheme. The extensive comparison

and experimental simulation demonstrate that our scheme has better performance than existing solutions.

Index Terms—Internet-of-Things, access control, cloud computing, edge computing, attribute-based encryption

1 INTRODUCTION

NTERNET-OF-THINGS (IoT) is a mnovel paradigm for

machine-to-machine communication by connecting the
various physical devices through the Internet to collect, ana-
lyze and exchange data. As agreed by both the academic
and industrial communities, IoT is the future of ubiquitous
computing. According to the reports from International
Data Corporation (IDC) [1], there will be 80 billion con-
nected devices in 2025. The real-time data created by
embedded devices, machine-to-machine communications,
and IoT networks will reach about 50 Zettabyte (ZB), and it
helps to incur 163 ZB of data in that year. IoT has been
extensively adapted to many fields such as smart home,
environment monitoring, logistics, etc., and healthcare is
certainly one of the most promising scenarios of its applica-
tions. The MGC architecture (i.e., eMbedded devices,
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Gateways, and Cloud architecture) of healthcare IoT net-
work is illustrated in Fig. 1. Embedded devices collect infor-
mation about patients by monitoring the corresponding
vital signals. The gateway device aggregates these data
from embedded devices and uploads them to the remote
cloud server. Medical staffs are allowed to fetch the out-
sourced data in the cloud through end-devices. However,
these devices are wusually resource-limited, and the
untrusted network environment is vulnerable to a variety of
threats. Hence, it is not straightforward to directly apply
MGC architecture in real-world applications due to a vari-
ety of practicality concerns.

In a healthcare IoT network, sensitive personal informa-
tion, such as health records and treatment reports, is trans-
ferred in the untrusted network environment. According to
the report from Thales Data Threat [2], about 49 percent of
healthcare organizations use IoT to collect sensitive data in
2018. To protect data confidentiality, cryptographic tools
such as public-key and identity-based cryptosystems would
be potential solutions to provide access control for autho-
rized devices. However, these methods only provide coarse-
level data sharing, which requires the encryptor to know
the information of the corresponding decryptor in advance
to produce the ciphertext; this strategy is a one-to-one data
sharing mechanism (i.e., one ciphertext for one decryptor
rather than for a group of decryptors). In healthcare IoT net-
work, the confidential data usually is shared with multiple
users who have similar or related sets of attributes with the
unknown group size, such as the group of attending physi-
cians and the medical staff on duty. To provide fine-grained
access control, attribute-based encryption (ABE) was intro-
duced as a promising tool, which allows one ciphertext
to be shared with multiple authorized users. However, the
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Fig. 1. MGC architecture of healthcare loT network.

standard ABE have a number of limitations which need to be
addressed before they can be applied in practice.

One disadvantage of ABE is its significant decryption
overhead. ABE cannot directly apply to healthcare IoT net-
work since lightweight devices in the IoT ecosystem have
many constraints such as computational resource, battery
lifetime and bandwidth cost. Specifically, medical staffs fetch
data collected by the embedded devices from the remote
cloud server via lightweight end-devices such as smartphone
and tablet. Directly operating ABE decryption on these devi-
ces is challenging because of their limited computational
resource and battery power. To mitigate this issue, it is criti-
cal to require another party to provide computational power
to unite the lightweight devices and ABE mechanism. One
possible solution is the cloud computing which pre-processes
ciphertexts and produces short ciphertexts to end-devices.
However, the spending on data transmission and the amount
of data transport is becoming the bottleneck, the feedback
from the remote cloud server is lag and even lost because of
the unreliable data transmission in the network. The other
practical solution is edge computing [3], [4], [5], which allows
data to process at the edge of the network to address the con-
cerns of lightweight devices (e.g., response time requirement,
battery life constraint, and bandwidth cost saving).

Another drawback of ABE is not sufficiently flexible for
data sharing, especially with large amount of lightweight
devices in healthcare IoT network. There are two main fla-
vors of standard ABE. In Key-Policy ABE (KP-ABE), secret
keys based on access trees, and ciphertexts are encrypted
over a set of attributes. Alternatively, Ciphertext-Policy ABE
(CP-ABE) inverts the relationship between ciphertexts and
keys. These two types of ABE cannot provide content-based
and role-based access control simultaneously [6]. KP-ABE
only offers content-based access control. Data users are
explicitly authorized to access the collection of records
matching certain requirement, which supports individuals
whose roles are not precisely defined such as contractors or
medical researchers. For example, some data owners might
be given access only to records within certain periods and
certain ranges of diseases. CP-ABE only provides role-based
access control. The access control policy is based on roles
associated with authorized accessors. The medical staff has
attributes including title, patient list, and specialty. Each pro-
tected data embeds a complex access control policy specify-
ing the type of authorized group. To aggregate advantages
of role-based and content-based access control, dual-policy
ABE (DP-ABE) was introduced [7]. In DP-ABE, a ciphertext
is generated according to a subjective access tree and a set of
an objective attributes simultaneously, and a secret key is
generated according to a set of subjective attributes and
objective access tree. Hence, DP-ABE offers a flexible data
sharing mechanism for healthcare IoT system, data users
(e.g., Affiliation: Hospital; Occupation: Doctor; Department:
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Fig. 2. Distributing system parameter.

Cardiology for role-based access control) have authority to
reveal some particular information (e.g.,, Emergencylnfo:
BloodType and Emergencylnfo: AllergyMedicine for content-
based access control) for emergency cases. Either KP-ABE or
CP-ABE cannot work in this scenario individually. There-
fore, DP-ABE is the promising cryptographic tool to offer
content-based and role-based access controls within one
cryptographic system.

The standard ABE also suffers key distribution problem.
Many cryptographic tools including DP-ABE remain the
problem of key distribution. Specifically, the key generation
center (KGC) is required to establish secure channels with
each data user as shown in Fig. 2 to distribute secret keys.
The secure channel is very expensive since both parties such
as healthcare infrastructure (as KGC) and data users must be
passed the mutual authentication to negotiate a session key
to build a secure channel to distribute secret keys against
the untrusted network environment. The agreed session key
will be discarded after data users receive secret decryption
valid keys. Hence, the scalability and usability still remain
problems.

Besides drawbacks of standard ABE, untrusted cloud ser-
vice providers also threat outsourced data integrity. The sen-
sitive data is encrypted and uploaded to remote could
service providers to enjoy cost savings and productivity
enhancements. However, the untrusted cloud service pro-
viders may modify the data to confuse users. The data integ-
rity checking remains one of the challenge issues in many
cloud-based applications.

1.1 Our Contributions

In this paper, we introduce an efficient, secure and expres-
sive fine-grained access control mechanism for lightweight
devices called server-aided dual-policy attribute-based
encryption (SA-DP-ABE) to build healthcare IoT network to
solve the above problems simultaneously.

Practical and Expressive Fine-Grained Access Control. Many
healthcare IoT cryptosystems [8], [9], [10], [11], [12], [13], [14]
only consider either content-based access control or role-
based access control. To support more efficient access control
(i.e., content-based and role-based access control simu-
Itaneously) for the lightweight devices, we introduce a novel
scheme called SA-DP-ABE by refining and fusing many
technologies, i.e., DP-ABE [7], edge computing [3] and out-
sourced ABE [15]. This combination is a challenge since these
techniques have individual purposes and constructions,
which leads to the combination to be non-trivial. Specifically,



the DP-ABE provides content-based, and role-based access
controls simultaneously. Edge computing offers the immedi-
ate response, computational resource and data storage to
lightweight end-devices. The outsourced ABE eliminates the
security channel to diminish costs during key distribution.
Besides, our security model not only considers data users are
untrusted but also permits collusion attacks among the
remote cloud server, the edge server and data users to reveal
unauthorized messages. Furthermore, we introduce the
modified ¢ assumption derived from the assumptions in [16]
and prove the security of the proposed assumption in the
generic group model. After that, we give the formal proof for
our SA-DP-ABE scheme based on the modified ¢ assump-
tion. We then prove our proposed healthcare IoT system is
secure based on the SA-DP-ABE scheme.

Lightweight Decryption Cost for End-Devices. Our scheme
only requires the constant-size public parameters, as well as
all operations and elements are in prime-order groups. In
comparison, the previous DP-ABE schemes are less efficient,
which require either linear-size public parameter [7] or
composite-order group [17]. Furthermore, the decryption
cost in our scheme is constant since expensive decryption
tasks are processed by the edge server rather than data users
themselves. The experimental analysis as shown in Section 6
demonstrates our scheme has significantly better perfor-
mance regarding computational cost and experimental
simulation than previous works [7], [17].

Scalable Key Distribution for Healthcare Infrastructure. Many
cryptosystems require secure channels between KGC and
each user to distribute secret keys against untrusted network
environment. However, the secure channel is very expensive
that affects the scalability and usability of the underlying sys-
tems. To overcome this issue, we require that each data user
to generate a secret and public key pair, and that KGC gener-
ates attribute-based keys depending on the public keys of
corresponding data users to eliminate the secure channel,
where attribute-based keys refer to transformation keys since
they are published publicly. Furthermore, with the help of
the edge server, data users need not store the corresponding
transformation keys to reduce the storage cost of data users,
and some heavy computation tasks are also performed by
the edge server to mitigate the workload of data users.

Data Integrity and Hybrid Data Encryption. Data integrity
checking prevents compromised data from malicious cloud
servers, which is performed by data users based on random-
ness extractors and collision-resistant hash functions, such
that the malicious cloud server cannot forge a valid verifica-
tion key for any compromised data. Besides, data integrity
checking also prevents the malicious edge server, which may
not transform the ciphertext honestly. Hybrid encryption is
used to reduce the cost of data sharing. Specifically, we use
SA-DP-ABE to encrypt a random key K, and then encrypt
data files using a symmetric-key encryption scheme (e.g.,
AES) with K. The valid data users will retrieve K and then
reveal corresponding files. By aggregating above techniques
with hybrid encryption and randomness extractors, our
healthcare IoT cryptosystem not only provides flexible fine-
grained data sharing with lightweight cost, but also allows
data owners to verify the integrity of outsourced data. It is
worth to notice that this hybrid encryption technology is also
called key encapsulated mechanism (KEM), which requires

to choose a session key (encrypted in ABE scheme) and hash
this key to be a symmetric key (to encrypt files). However,
the simple hash function incurs many security issues includ-
ing entropy loss and non-uniform distribution. To address
this problem, the randomness extractor is used for producing
a uniform symmetric key from non-uniform session key [18].

1.2 Related Work

Healthcare System. Wan et al. [8] proposed a fine-grained
access control data sharing system based on hierarchical
ABE, and it cannot apply to the IoT ecosystem since the huge
computational overhead in data owners. Abbas and Khan [9]
provided a survey about access control in the e-Health cloud,
but they did not consider the how to apply IoT devices to e-
Health cloud. Yang et al. applied ABE to provide fine-
grained access control and keyword search in the healthcare
system. However, the massive computational workloads of
decryption and keyword search are allocated to data users.
Yang et al. [11], [12], [13], [14] provided a serial of fine-
grained healthcare data sharing systems via the cloud. How-
ever, the workload of end-users still heavy and cannot offer
content-based and role-based access control simultaneously.
Therefore, it is desirable to have a solution in lightweight
devices with flexible access control.

Standard ABE. There are two main flavors of ABE. In KP-
ABE, users’ secret keys are based on access trees, and cipher-
texts are encrypted over a set of attributes. The encryptor has
no control over who has access to the data except by choosing
descriptive attributes for the data. Fuzzy IBE (FIBE) as the ini-
tial work of KP-ABE with k-out-of-n policy was introduced
by Sahai and Waters [19]. To enrich the expression, Goyal
et al. [20] provided KP-ABE with monotonic span programs
and Ostrovsky et al. [21] proposed KP-ABE supporting non-
monotonic access structures. Attrapadung et al. [22] and Rou-
selakis and Waters [16] then proposed KP-ABE with constant-
size ciphertexts. Alternatively, in CP-ABE, access trees are
used to encrypt data and users’ secret keys associate a set of
attributes. The encryptor has to manage the access tree to
specify the users” access policy. The seminal work was intro-
duced by Bethencourt et al. [23] with two-level random mask-
ing methodology. To improve the performance, Waters [24]
introduced the first selectively secure CP-ABE under the non-
standard assumption, and Rouselakis and Waters [16] pro-
vided CP-ABE with the large universe. Unfortunately, the
security of above CP-ABE schemes is based on either selec-
tively secure or the security depending on the non-standard
assumptions. Lewko et al. [25] provided the first fully secure
CP-ABE based on the dual encryption system [26]. To
imporve the efficiency, Zhang et al. [27] provided the con-
stant-size CP-ABE. Recently, Koppula and Waters [28] pro-
vided a transformation to improve the security of ABE in
chosen plaintext secure to chosen ciphertext secure. Both KP-
ABE and CP-ABE can prevent any users to access unautho-
rized data, even if the outsourced data is in the untrusted
server and collusion attacks among multiple unauthorized
users. Therefore, ABE schemes are attractive in the cloud-
based cryptosystems. However, directly using them to build
cryptosystem suffers many problems explained below.

Dual-Policy ABE. Standard ABE scheme fails to provide
content-based and role-based access control simultaneously.
To overcome this problem, DP-ABE was introduced in [7],



[17], which is a conjunctively combined between two types
of ABE. Ciphertexts are specified access trees and a set of
attributes simultaneously, and secret keys are also required
to specified a set of attributes and access trees. There are
two types of DP-ABE: sequential DP-ABE and parallel DP-
ABE. In sequential DP-ABE, receivers will be able to decrypt
ciphertexts if who pass both restrictions. In parallel DP-ABE
(sometimes called one-policy DP-ABE), receivers only requ-
ired to satisfy one of two limitations to reveal messages. In
this paper, we consider the sequential DP-ABE. In the rest
of this paper, we only consider sequential DP-ABE since
the transformation from sequential DP-ABE to paralleled
DP-ABE is not complicated [7].

Outsourced ABE. One drawback of ABE is large overhead.
To address this issue, the outsourced ABE was proposed in
[15] to enable a third party to transform ciphertexts to par-
tially decrypted ciphertexts to reduce the workload of data
users for applying in lightweight end-devices. This concept
has been widely adapted to various cryptosystems such as
revocable identity-based encryption [29] and revocable attri-
bute-based encryption [30], [31]. In cybersecurity, this concept
is also called edge computing to optimize the IoT ecosystem
[3]. An edge server such as router closed to data users can be
configured to provide a variety of services and reduce the
transmission cost by accessing the remote cloud server. In
cryptosystems, the primary responsibility of the edge server
is to reduce the workload of data users such as moving the
majority of the cost of data decryption into the edge server.

1.3 Outline

In Section 2, we introduce the preliminaries of proposed
schemes, including the access structure to achieve fine-
grained access control, hard problems of our proposed
schemes, definition and security model of SA-DP-ABE, and
randomness extractor to improve usability. In Section 3, we
present the system model and formal definitions, including
the system architecture of the proposed healthcare IoT sys-
tem, the corresponding threat model and the formal defini-
tion of the security model. In Section 4, we propose the
workflow and generic construction of our system based on
the hybrid encryption and its formal proof. In Section 5, we
introduce a novel SA-DP-ABE scheme including the concrete
construction and formal proofs, which is an important build-
ing block to realize healthcare IoT system. In Section 6, we
give performance analysis, including functionality, compu-
tational complexity, and experimental simulation. We then
summary this paper in Section 7.

2 PRELIMINARIES

2.1 Notation

Let N denote the set of all natural numbers. For n € N, let [n]
be a set of numbers from 1 to n, denoted [n] = {1,2,...,n}. If
S is a finite set, let S; denote the ith value in the set S. To sim-
plicity and prevent any understanding to readers, we give
the Table 1 to describe some frequently used notations in the
rest of the paper.

2.2 Bilinear Map

Let G and Gt be two cyclic multiplicative groups of prime
order p and g be a generator of G. Themap e : G x G — Gr is

TABLE 1
Notation Table

Notation Description

SA Abbreviation of SA-DP-ABE scheme
SE Symmetric encryption scheme

HS Healthcare IoT system

Q, Universe of objective attribute

Q, Universe of subjective attribute

P, Objective policies

Py Subjective policies

w A set of objective attribute s.t. w € £,
v A set of subjective attribute s.t. y € (b
(0] An objective access structures.t. O € P,
S A subjective access structures.t. S € P,
m Message in plaintext

c Ciphertext message

c Partially decrypted ciphertext (by edge server)

KGC Entity: key generate center
DO Entity: data owner

DU Entity: data user

ES Entity: edge server

CS Entity: cloud server

said to be an admissible bilinear pairing if the following prop-
erties hold.

e Bilinearity: for all u,v € G and a,b € Z,, e(u®,v’) =
e(u’ U)ab
Non-degeneration: e(g, g) # 1.
Computability: it is efficient to compute e(u, v) for any
u,v € G.

2.3 Linear Secret Sharing Scheme

We recall the definition of linear secret sharing scheme
(LSSS) [32]. A LSSS policy is of the type (M, p), where M is a
¢ x nmatrix over the base field F and p is a mapping function
from the set [¢] to the attribute universe. A policy (M, p) satis-
fies an attribute set vy if (1,0,...,0) € F" is contained in
Spang(M; : p(i) € ¥), where M; is the ith row of M. For sim-
plicity, we use F = Z,, for the rest of the paper.

2.4 Assumptions

We propose the modified ¢ assumption, which is derived
from ¢-1 and ¢-2 assumptions [16], [33]. The purpose of this
assumption is to allow the underlying KP-ABE and CP-ABE
in our proposed SA-DP-ABE share the same master secret
key in our formal security proof.

Recall the notations [i: z] and [i: x,i :y] in [33]. Let
[i:2z] and [i:x,i :y] denote the row vectors in Z;}X‘f in
which all components equal to 0 except the ith component
for the first vector and the ¢,'th component for the second.
The non zero elements are z for the first vector and z,y for
the i7,i'th possible, respectively, of the second vector.
Below we present the formal definition of modified ¢
assumption.

Definition 1 (Modified ¢ assumption). Suppose a challenge
runs a group generator algorithm G(1*) — (p,G, Gy, e) and
chooses generator g € G, and 2q + 2 random exponents a, s, b,
by, ..., bg,c1, €2, ..., cq € Zyaswell as following terms:
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g g%, g, " V,5) € la.d

g% Y(i,4,5) € [2¢,q, ) with j # j
g /b (i, j) € [2q,q] with i # ¢+ 1
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gl gld @t Id kel

gracklew | gator/ V(k,K') € [g,q) with k # K

g el y(kK) € [q.q) with k # K

By given the above terms, the modified q assumption is that
no polynomial-time adversary is able to distinguish the term
e(g, g)wq+1 from a random term R € Gr with more than a neg-
ligible advantage.

Remark. The modified ¢ assumption is derived from the ¢-1

and ¢-2 assumptions [16]. The absence of ¢''/% in the
forth line is to prevent trivially attack by pairing it with the
corresponding g% term. On the other hand, the terms

gaq il in the third line and ¢ # in the last line are

given, and this poses no problems in generic group model
since j # j and k # k' and by possible pairing the adver-
sary cannot get rid of the b;’s and ¢;’s. See Appendix D for
further details.

saltley/c?

pp, a message m € M, a subjective access structure S € £
and a set of objective attributes w € P, as input, and outputs
the ciphertext c.

SA.Transform (pp, ¢, (S, w), id, tkiq, (¥,0)) — ¢/ L: The
deterministic transformation algorithm is run by the untrusted
server. It takes the public key pk, the ciphertext c and the associ-
ated pair of the subjective access structure S € P, and the set of
objective attributes w € ,, an identity id € I and the corre-
sponding transformation key tk;q associated pair of the set of
subjective attribute € w, and the objective access structure
O € P, as input, and outputs the partially decrypted ciphertext
 or a failure symbol 1.

SA.Dec (pp,id, skiq,¢') — m: The deterministic decryp-
tion algorithm is run by data users. It takes the public parameter
pp, an identity id € I, the corresponding secret key skiq, the
partially decrypted ciphertext ¢ as input, and outputs the mes-
sage m.

The consistency condition is for all security parameter X € N,
all public parameter pp and master secret key msk output by the
setup algorithm, and all secret and public key pairs (skiq, pkiq)
output by the key generation algorithm, all messages m € M,
and the ciphertext c and the partially decrypted ciphertext as

SA.Enc(pp,m, (S,w)) — ¢
SA.Transform(pp, c, (S, ), id, tkiq, (¥, Q)) — ¢,

we have SA.Dec(pp, id, skiq, ') = m with probability 1.

Green et al. [15] introduced the security model for out-
sourced ABE, we refine this model and describe the security
model called selectively indistinguishable against chosen
plaintext attack (SIND-CPA) the following:

2.5 Definition of SA-DP-ABE

We propose the SA-DP-ABE based on definitions of DP-ABE
[7], [17] and outsourced ABE [15]. Our scheme not only pro-
vides content-based and role-based access simultaneously,
but also offers the lightweight decryption mechanism for
lightweight end-devices.

Definition 2 (SA-DP-ABE). A SA-DP-ABE with lightweight
decryption cost (or simply SA) scheme SA with the subjective
attribute universe Q) and the objective universe (), that sup-
ports the subjective policies Py and the objective policies P, with
the identity space T and the message space M involves four types
of entities: a KGC, data users, data owners and an untrusted
server, and consists of the following six algorithms:

SA.Setup (1*) — (pp, msk): The probabilistic setup algo-
rithm is run by KGC. It takes a security parameter A € N as
input, and outputs the public parameter pp and the master secret
key msk.

SA.KeyGen (pp,id) — (skia, pkia): The probabilistic key
generation algorithm is run by data users. It takes the public
parameter pp and an identity id € T as input, and outputs the
secret key sk;q and the corresponding public key pk;q.

SATKGen (pp, msk,id, pkia, (Y, Q)) — tk;q: The probabi-
listic transformation key generation algorithm is run by KGC.
It takes the public parameter pp, the master secret key msk, the
identity id € I, the corresponding public key pkiq, a set of sub-
jective attributes € Qs and an objective access structure
O € P, as input, and outputs the transformation key tk;q.

SA.Enc (pp,m, (S,w)) — c: The probabilistic encryption
algorithm is run by data owners. It takes the public parameter

Definition 3 (SIND-CPA in SA). A SA-DP-ABE scheme con-

sists of six algorithms given above. For an adversary A, we
define the following experiment:

Experiment Expgh> °7A(1%)

(S*, ") — A(1"); (pp, msk) — SA.Setup(1");
(mo,m1) — A°(pp); b — {0,1};

¢ — SA.Enc(pp, my, (S*,0"));: b — A°(c");
If b=V return 1 else return 0.

O denotes a set of oracles { O Ao (-, -), Of(ﬁrupt( )}

O34 o (-, -) is a creating oracle that allows A to query on any
set of subjective attribute W € Q, and any objective access
structure O € P,. It picks a random identity id € Z, then runs
SAKeyGen(pp, id) to obtain the corresponding secret and
public key pair (skiq, pkia) and runs SATKGen(pp, msk, id,
pkia, (Y, 0)) to obtain the corresponding transformation key
tkiq. Finally, it returns the transformation key tk;q to A.
Ofor,upt( ) is a corrupt oracle that allows A to query on any
identity id € Z, and it returns the corresponding secret key
skiq if it has been derived in the creating oracle. If no such key
exists, then it returns the error symbol L.

A is allowed to issue above oracles with the restriction such
that for each corrupted users, the corresponding set of subjec-
tive attribute € Q, and objective access structure O € P,
cannot satisfy the condition of the challenge subjective access
structure S* and set of objective attribute w* simultaneously.
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Fig. 3. System model of healthcare IoT network.

A SA-DP-ABE scheme is said to be SIND-CPA secure if for
any probabilistic polynomial-time adversary A, the following
advantage is negligible:

sIND CPA (1

= | Pr[Expd)% AN = 1] - 1/2].

2.6 Definition of Symmetric Encryption

Definition 4 (Symmetric Encryption). A symmetric encryp-
tion scheme SE with the key space IC and the message space M
involves two types of entities: data owners and data users, and
consists of following two algorithms:

SE.ENC(K,m) — ¢: The deterministic encryption algo-
rithm is run by data owners. It takes a key K € K and the mes-
sage m € M as input, and outputs the ciphertext c.

SE.Dec(K,c) — m: The deterministic decryption algo-
rithm is run by data users. It takes a key K € IC and the cipher-
text c as input, and outputs the message m.

For the security model of symmetric encryption, we only
consider the one-time semantically secure (SS) since our
proposed healthcare IoT system is based on the key encap-
sulated mechanism where the key K € K is a session key
and would not appear in the other sessions. Below we pres-
ent the details:

Definition 5 (SS in S€). A symmetric key encryption scheme
consists of two algorithms given above. For an adversary A, we
define the following experiment:

Experiment Expsw(l*)
(mg,my) — A(1MN);b — {0,1}; K — K;
C «— SE.EnC(K, ’fTLb); b/ — ‘,4(0)7

If b =10 return 1 else return 0.

A symmetric key is said to be one-time semantically secure
if for any probabilistic polynomial-time adversary A, the fol-
lowing advantage is negligible:

AdvggS L1 =

| Pr[Exp3s 4(1%) = 1] — 1/2].

Edge Server

Data Users

2.7 Randomness Extractor

We recall the definition of randomness extractor [18]. For a

discrete distribution X over &, H.(X) is the min-entropy

—log (maz,ex Pr[X = w]), and H,,(X|Y) is the average min-

entropy of X conditioned on Y as —log (E,._y [2~ = (XY=v)]).
We also recall the lemma that will be used in our proof.

Lemma 1 ([29)). Let X, Y and Z be random variables. If Y has at
most 2" possible values, then Hy,(X|(Y, Z)) > Hoo(X|Z) — 1.

Definition 6 (Randomness Extractor). The function
Ext: X x {0,1}' — YVisan average-case (k, €)-strong extractor
if for all random variables (X,Z) such that X € X and
HOO(X |Z) > E, we have the statistical distance S D between two
distribution within e, such that SD((Z,s,Ext(X,s)),(Z,s,
Uy)) < ey, where s € {0,1},Uy €, (Z,s,Ext(X,s)) and
(Z,s,Uy) represent two distribution.

3 SysSTEM MODEL AND FORMAL DEFINITIONS

In this section, we introduce our system construction includ-
ing the functionality of each entity and the system architec-
ture with the formal definition, and the security about the
system threat models.

3.1 Functionalities of Entities in Healthcare loT
System

Our healthcare IoT system includes five types of entities: a
key generate center (KGC), data owners (DOs), data users
(DUs), an edge server (ES) and a cloud server (CS), as
shown in Fig. 3. We assume CS is a remote server and ES is
a server closer to DUs, and CS and ES can be merged into a
single entity if we do not consider the geographical issues.
Moreover, our system model does not require any secure
channel. The characteristics and functions of each entity are
described as follows:

KGC KGC has responsibilities to initialize the whole sys-
tem, manage the credentials of DUs and issue trans-
formation keys to ES.

DOs represent a set of users who have confidential
messages uploaded to CS for distributing them to
DUs securely.

DOs



DUs DUs are a group of users who have valid credentials

from KGC and obtained data from ES. Furthermore,

each DU only has limited resources to manage data

storage and computation in our model.

ES ES manages transformation keys of DUs and helps
them to decrypt ciphertexts partially.

CS CS is a remote server who has a vast amount of stor-
age to accommodate the data from DOs and distrib-
utes ciphertexts to ES.

3.2 Syntax of Healthcare loT System

Definition 7 (Healthcare IoT System). Healthcare IoT sys-
tem with lightweight decryption and data verification (or simply
‘HS) with the subjective attribute universe {); and the objective
attribute universe (), that supports the subjective policies P, and
the objective policies P, with the identity space I and the message
space M sg involuves five types of entities as the above and consists
of following six algorithms:

HS.Setup(1*) — (pp, msk): The probabilistic setup algo-
rithm is run by KGC. It takes a security parameter X € N as
input, and outputs the public parameter pp and the master
secret key msk.

HS.KeyGen(pp, id) — (pkig, skiqa): The probabilistic key
generation algorithm is run by DUs. It takes the public param-
eter pp and an identity id € T as input, and outputs the secret
key skiq and the corresponding public key pkiq.

HS. TKGen(pp, msk, id, pkia, (¥, Q) — tkiq: The probabi-
listic transformation key generation algorithm is run by KGC.
It takes the public parameter pp, the master secret key msk, the
identity id € I, the corresponding public key pkiq, a set of sub-
jective attributes € Qg and an objective access structure
O € P, as input, and outputs the transformation key tk;q.

HS.Enc(pp,m, (S,w)) — (¢,vkn):  The  probabilistic
encryption algorithm is run by DOs. It takes the public param-
eter pp, a message m € M, a subjective access structure
S € Qg and a set of objective attributes w € P, as input,
and outputs the ciphertext ¢ and the corresponding verification
key vk,.

HS.Transform(pp, ¢, (S, w), id, tkiq, (¥, 0)) — ¢/ L: The
deterministic transformation algorithm is run by ES. It takes the
public parameter pp, the ciphertext c associated pair of the sub-
jective access structure S € Py and the set of objective attributes
w € O,, an identity id € T and the corresponding transforma-
tion key tk;q associated pair of the set of subjective attribute
Y € Qg and the objective access structure O € P, as input,
and outputs the partially decrypted ciphertext ¢ or a failure
symbol L.

HS.Dec(pp, id, skiq, ¢, vky) — m/L: The deterministic
decryption algorithm is run by DUs. It takes the public param-
eter pp, an identity id € I, the corresponding secret key sk;q,
the partially decrypted ciphertext ¢ as input, and outputs the
message m.

The consistency condition requires that for all security
parameter A\ € N, all public parameter pp and master secret key
msk output by the setup algorithm, and all secret and public key
pairs (skiq, pkiq) output by the key generation algorithm, all
messages m € M, and the ciphertext ¢ and the partially dec-
rypted ciphertext as

HS.Enc(pp,m, (S,w)) — (¢, vkn),
HS. Transform(pp, ¢, (S, w), id, thiq, (¥, Q) — ¢,

we have HS.Dec(pp, id, skiq, ¢, vk,,) = m with probability 1
for data sharing and SA.Dec(pp,id, skiq,¢,vk,,) = L for
any ¢ # ¢ with probability 1 for data verification.

Remark. Healthcare IoT system as shown in Definition 7 is
same as the proposed SA-DP-ABE as Definition 2 except
we consider the verification key to check the data integ-
rity from the edge server and key encapsulation mecha-
nism for real-world applications in healthcare IoT system.

3.3 Threat Model

We assume the KGC and DOs are fully trusted entities. KGC
generates the system parameter and distributes the valid
transformation keys to the ES for all DUs. DOs encrypt the
messages based on pre-defined algorithms and then upload
corresponding ciphertexts to the CS.

CS and ES are both honest but curious. They follow our
protocols and algorithms defined in healthcare IoT system
but try to learn sensitive information without authority. The
collusion attacks of them are also allowed. Besides, CS may
modify the original outsourced data from DOs to reduce
costs or fool DUs.

DUs are untrusted who try to decrypt unauthorized
ciphertexts, and even collusion attacks with other entities
(i.e., other unauthorized DUs, ES and CS) to reveal unautho-
rized data.

To ensure the security of our system against the above
attacks, we present two security models. One is sIND-CPA
game to the unauthorized information. This model includes
all possible attacks in our threat model, and it prevents any
probabilistic polynomial-time adversary to learn any sensi-
tive data without permission. The other one is verifiable one-
wayness secure game against chosen plaintext attack, or sim-
ply VOW-CPA, for data integrity, which detects the dishonest
CS discarding or replacing the original data from DOs.

3.4 Security Models
Definition 8 (SIND-CPA in HS). An 'HS consists of six algo-
rithms given above. For an adversary A, we give experiment:

Experiment Exp3jso; °FA(1%)

(S*,w") «— A(l)‘); (pp, msk) — HS.Setup(lA);
(mo,m1) — A°(pp); b — {0,1};

(C*a Ukmb) — HS.EnC(pp,mh7 (S*a 0)*)),

b — AO(C*,vkmb);

If b =10 return 1 else return 0.

HS HS
O dm?otes a set of oracles {Ogeate (s *)s Ocorrupt
are given below:

(1)}, and details

o ONS () isa creating oracle that allows A to query
on any set of subjective attribute € Q4 and any objec-
tive access structure O € P,. It picks a random identity
id € I, then runs HS.KeyGen(pp,id) to obtain the
corresponding secret and public key pair (skiq, pkia)
and runs HS.TKGen(pp, msk, id,pk, (¥, 0)) to
obtain the transformation key tk;q. Finally, it returns
the transformation key tk;q to A.

° (’)Z{O‘fmpt() is a corrupt oracle that allows A to query on
any identity id € Z, and it returns the corresponding



Let SA be a SA-DP-ABE scheme, SE denote a symmetric encryption scheme and H represent the universe of extractors, respectively.
The generic construction of healthcare IoT system with lightweight decryption and data verification HS are described as follows:

o HS.Setup(1') — (pp, msk): The setup algorithm runs SA.Setup(11) — (pp.sa,msks.z) to obtain the pubic parameters pps#
and the master secret key mskgs# of the outsourced SA-DP-ABE. The algorithm then picks an extractor & from the universe
of extractors H s.t. h: M — K, and two collision-resistant hash functions H: Mss — 7 and H' : 7 X Csg — 7, where
7 is the universe of tags and Csg is the ciphertext space in symmetric encryption. Finally, it outputs public parameters
pp = (ppsa,H,H’, h) and the master secret key msk = mskgs.#.

o HS.KeyGen(pp,id) — (pkia,skia): The key generation algorithm runs SA.KeyGen(ppsa,id) — (skiq, pkia) to return the
key pairs (skiq, pkia)-

o HS.TKGen(pp,msk,id, pkig,(¥,0)) — tk;4: The transformation key generation algorithm returns the transformation key tk;4
by running SA.TKGen(pps.a,msksa,id, pkiq, (W, 0)) — tkiy.

e HS.Enc(pp,m,(S,w)) — (c,vk,,): The encryption algorithm chooses a random key K € Mga and encrypts the key K by
running SA.Enc(ppsa, K, (S,w)) — csx. Next, the algorithm extracts the symmetric key K¢ via the extractor h s.t.
h(K) — Ksg and encrypts files to obtain the ciphertext csg by running SE.Enc(Ksg,m) — csg. To protect the integrity of the
outsourced data, the algorithm generates verification key vk,, based on the key K and ciphertext csg as H'(H(K),csg) — Tag.
Finally, it outputs the ciphertext ¢ = (cs4,csg) and the verification key vk, = Tag.

o HS.Transform(pp,c, (S, w),id, tk;q, (,0)) — ¢’/ L: The transformation algorithm generates the partially decrypted ciphertext
¢’ 5 by running SA.Transform(pp s a, csa, (S, w), id, tkia, (¥, 0)) — ¢ 5/ L. The algorithm returns ciphertexts ¢’ = (cse, €z g)
if the underlying transformation algorithm returns the valid ciphertexts ¢ 4., otherwise, returns the failure symbol L.

» HS.Dec(pp,id,skia,c’,vkyu) — m/L: The decryption algorithm runs SA.Dec(ppsa,id,skia,cs 4) — K to recovers the
random key K € Mg 4. Then, it computes H(K) — Tag. If H'(Tag, csg) # vk, the algorithm returns L, otherwise, computes
the key Ksx = h(K) and reveals files m € Msg by running SE.Dec(Ksg,css) — m.

Fig. 4. Generic construction of healthcare loT system.

secret key sk;q if it has been derived in the creating ora- 4 PROPOSED HEALTHCARE IOT SYSTEM
cle. If no such key exists, then it returns the error sym-
bol L.

A is allowed to issue above oracles with the restriction such
that for each corrupted users, the corresponding set of subjec-
tive attribute € Q) and objective access structure O € P,
cannot satisfy the condition of the challenge subjective access 4,1 Workflow of Healthcare loT System
structure S* and set of objective attribute w* simultaneously.

The HS is said to be SIND-CPA secure if for any probabilis-
tic polynomial-time adversary A, the advantage is negligible:

In this section, we introduce the workflow of healthcare IoT
system architecture as shown in Fig. 3 based on the generic
construction of the underlying scheme as shown in Fig. 4,
and the formal security proofs of this generic construction.

The workflow can be categorized into two phases: key distri-
bution and data sharing. Let HS be the generic construction
of healthcare IoT system as shown in Fig. 4, the details of
the key distribution phase are given below:
SIND-CPA (1A SIND-CPA (1 A
Advis ™ (17) = | PrBxpls 7010 = 1] - 1/2] 1) KGC runs the setup algorithm HS.Setup(1?) to
obtain public parameters pp and the master secret
key msk, and broadcast public parameter pp to DOs,
DUs and ES via the public channel or publishes these
parameters in the public platform allowing other
entities to access (See @).
Experiment Expi",CPA(1%) 2) Acfter receiving the public parameter from KGC (From
' e oer ), each DU obtains key pairs (sk;q, pkiq) by runnin
(pp, msk) — HS.Setup(1"); (", ", ") — A% (pp); the key generation algor}i,tim H(S.KeyGeZI(p};, id) ansgi
(¢", vkys ) « HS.Enc(pp, my, (S*, @")); sends the public component pk;; to KGC via the pub-
((j/7 ’Ld) — Ao(c*’ Uk/m*); lic channel (See e)
If 1S.Dec(pp, id, skia, ¢, vk.,.) & {m", L}returnl 3) Aft?r receiving the }.)ub.lic key.pkid (From @), KGC
defines a set of subjective attributes ¢ € (), and an
else return 0. objective access structure O € P, based on the role of
the corresponding DU and runs HS.TKGen(ppsa,
O denotes a set of oracles {Oz:gate(‘v s Oﬁé‘frupt(')}, and msksa, td, pkiq, (¥,0)) to derive the transformation

Definition 9 (VOW-CPA in HS). An HS consists of six algo-
rithms given above. For an adversary A, we define the following
experiment:

restrictions of these oracle are identical to the settings in the
SIND-CPA model.

The HS is said to be SIND-CPA secure if for any probabilis-
tic polynomial-time adversary A, the following advantage is
negligible:

AdvyCPA(1Y) = | Pr[Expiat PA (1Y) = 1].

key tkiq. Next, KGC sends this transformation key tk;q
to ES through the public channel (See @). Notice that
transformation keys are distributed publicly since par-
tially decrypted ciphertexts remain secure without the
knowledge of secret keys about corresponding DUs.
The data sharing phase likes the cloud-based cryptosystem
except for the majority workload of decryption are moved
from DUs to ES, and the details are described as follows:



4) To encrypt files m € Mge, DOs define a subjective
access structure S € P, and a set of objective attributes
w € Q, for authorized DUs, and runs HS.Enc(pp,
m, (S, w)) to derive and send the ciphertext c and the
corresponding verification key vk, to CS. Then, it
uploads the ciphertext ¢ and the verification key vk,
to CS to accommodate ciphertexts (See @).

5)  When DUs intend to reveal messages, ES first fetches
ciphertexts ¢ = (csg, c4¢) and the corresponding veri-
fication key vk, from CS (See ©®) and produces par-
tially decrypted ciphertexts ¢’ = (cs¢, ¢/4¢) by running
HS.Transform(pp, ¢, (S,w),id,tk;q, (¥,0)). Then, it
returns the partially decrypted ciphertext ¢ and the
corresponding verification key vk, to DUs (See (6 )BI
the algorithm returns the failure symbol L, ES rejects
current ciphertexts to corresponding DUs.

6) After receiving ciphertexts ¢ and corresponding
verification keys vk, (From @), DUs reveal files
m € Mgg by running HS.Dec(pp, id, skiq, ¢, vk,,) or
return the failure symbol _L if the outsourced data is
compromised.

4.2 Security Proofs

Theorem 1. Suppose the underlying SA-DP-ABE scheme SA is
SIND-CPA secure, H is a family pairwise independent hash
function and symmetric encryption scheme SE is SS secure,
then the generic construction HS in Fig. 4 is SIND-CPA secure
with the following advantage

Advs% PR (1) < AdoNT A1) + e + Adugp 4 (1)

The following proof based on sequence of games. Partic-
ularly, our proof includes on a serial games from Game, to
Games. Gamey is the original game, Game; and Games will
do some modifications based on the previous game (modifi-
cations are indistinguishable from the view of adversary),
and the advantage of adversary in Game; is negligible. It
is worth to notice that messages my,m; € Mgse in HS
SIND-CPA game rather my,m; € My s in SA sIND-CPA
game, the verification key and the message domain trans-
formation are based on H and SE. Hence, our HS system
relies on the security of underlying SA, H and SE. See
Appendix A for the details of proofs. Below we describe the
details of each game.

o (Game, is the original sIND-CPA game. Specifically,
the challenger ciphertext ¢* and verification key vk*
are in the forms of ¢* = (cg,, ¢5¢) and vk}, = Tag, and
the key K5 = h(K*) is derived from the randomness
extractor h € H, where K* € Mgy.

o Game, is the same as Game, except that we use a ran-
dom message R* € M4 for symmetric encryption to
derive the challenger ciphertext ¢* instead of the
K* € Mgy in Gamey.

e Game, is the same as Game; except that we use a ran-
dom string R%. € M 4s instead of K} from the ran-
domness extractor.

Theorem 2. Suppose H and H' are two collision-resistant hash
functions, then the generic construction HS in Fig. 4 is
VOW-CPA secure.

The proof based on security reduction. If an adversary
can break our VOW-CPA secure, then we can build
an algorithm B to break collision-resistance of underly-
ing hash functions. It is worth to notice that B knows
everything including the master secret key msk and each
user’s secret key ski; except for the constructions of two
collision-resistance hash functions and the security
model VOW-CPA is an adaptive model. The details are
given in Appendix B.

5 PRrRopPoseD SA-DP-ABE SCHEME

5.1 Concrete Scheme

The concrete scheme as shown in Fig. 5. which is derived
from Rouselakis and Waters” ABE schemes [16] and Green
et al.’s outsourced ABE [15].

The high-level idea of our proposed scheme is that DUs
individually generate the secret and public key pairs based
on the ElGamal type key pair such as (8, ¢*), where B is the
secret key only known by themselves, and ¢f is the public
key. The KGC keeps a master secret key « to issue transfor-
mation keys based on users’ public keys ¢?. Specifically, for
each DU, the KGC randomly picks «;q € Z, and derives
the transformation key which includes one KP-ABE secret
key to embed the secret information «;qf and one CP-ABE
secret key to maintain the secret information (o — a4q)B.
Anyone except the corresponding DU cannot eliminate g in
secret keys.

DOs encrypt data based on a subjective access structure,
a set of objective attribute and the public parameter from
the KGC. Specifically, messages are encrypted in the form of
m - e(g, 9)*. The ES can retrieve (g, g)*** for KP-ABE com-
ponent and e(g, g)* “*# for CP-ABE component, then
combine them to return e(g, g)*** for authorized data users.
The edge device cannot fully decrypt these ciphertexts since
B is unknown to the ES. By eliminating B, DUs retrieve the
message hiding component e(g, g)*° and reveal message m
by removing this component.

5.2 Security Analysis

Theorem 3. If the modified q assumption holds, then all probabi-
listic polynomial-time adversaries have a negligible advantage
in selectively breaking our scheme.

Our proof is based on the Rouselakis and Waters” ABE
schemes [16]. One of the most challenge is to answer the
transformation key for data users who have (¢, 0) s.t. ¥ € S*
and/or w* € Q. For data users who have either ¢ € S* or
" € 0, Brandomly chooses ;4 € Z, to generate the one part
of transformation key satisfying the challenge, and simulates
the other component with the secret information « — «;q nor-
mally. For data users who have both (y,0) s.t. y € S* and/
or w* € O, we chooses a random element g € Z,, to return tk;q
by running TKGen(pp, B, id, pkia, (¥, ©)), where tk;; has the
right distribution of the transformation key and the corre-
sponding secret key is unknown to B. Notice that .4 cannot
query the secret key for the users who have (¢, 0) s.t. ¢ € S*
and o* € O as the restriction is our model. See appendix E
for further details.



Let Qg and Q, be the subjective attribute universe and the objective universe, £ and P, denote subjective policies and objective
policies, M represent the message space. The concrete scheme of SA-DP-ABE with lightweight decryption SA are described as
follows:

SA.Setup(11): The setup algorithm runs the group generator G(11) to generate the description of bilinear group
(G,Gr,g,p). It then randomly pick terms w,v,u,h, i, heG and a € Z,. The algorithm returns the public parameter
pp = (g w,v,u, h,ii, h,e(g,g)*) and the master secret key msk = .

SA.KeyGen(pp,id): The key generation algorithm chooses a random exponent 8 € Z,,, and returns the secret key sk;q = 8
and the corresponding public key pk;q = g°.

SA.TKGen(pp,msk,id, pkiq,(¥,0)): Parse a set of subjective attributes is ¢ = (¥1,¥2,....¥x,) € Us and O = (M, p) € P, is an
objective access structure, where M is a £, xn, matrix and p : [{,] — Z,,. The transformation key generation algorithm picks
X = (g, X2y e Xn,) " € ZI",”Xl and computes 1= (1,42, ..., 4¢,) = MX. It then chooses exponents r,{r; }ie[¢, ], {7+ }relk,] € Zp,
then returns the transformation key tk;4 as:

thkia = ({tkyitko i tksiYiere, ) tka, {tksz tke+ }refi,])s
= ({pk i @ OR) T8 Yiee, 187 48" (W )TV Yy ))-

SA.Enc(pp,m,(S,w)): Parse a subjective access structure S = (N,7) and a set of objective attributes w = (w1, w2, ..., Wk, ),
where N is a {5 X ng matrix and 7 : [{;] — Zp,. The encryption algorithm picks ¥ = (s,y2, ..., yn,)" € 225X| and computes
IT = (I}, Iy, ..., Iz, ) = Ny. It then chooses {s;}ie[k, ], {57 }re[e,] € Zp and returns the ciphertext ¢ as:

c = (co.c1,{C2iC3,itielky o 1CaTs €505 Co,x Yrelts])s

= (m-e(g,8)™, g g™, (@ R W™ Yiepw, 1, WV, (WO h) 7, g5 Yeere, ).

SA.Transform(pp, ¢, (S, w),id, tk;q, (¥, 0)): For the pair (i, 0), the transformation algorithm calculates the set of rows in M that
provide a share to attributes in y, i.e. I = {i : p(i) € Y} and computes the constants ii = {u; € Z,} s.t. X;cf Miu; = (1,0,...,0).
For the pair (S, w), the algorithm calculates the set of rows in N that provide a share to attributes in w, i.e. J = {j € n(j) € w}
and computes the constants ¥ = {v; € Z,} s.t. 3 ;c; Njv; = (1,0,...,0). The algorithm computes By as:

v
0 Jo RS, > 1K6,7))™
By 1_[(6’(6‘4 n1ka) - e(cs,jtks,j) - e(co,j ke, )

jeJ

jeJ
= elgw)”.

For all i € I, the algorithm computes B, ; as:

id

The algorithm then calculates ¢ as:

iel

i€l

= elg.pkia)®”.

[ o™, gy e(@ P nyr,g")- e(g*, (s hY7v "))

Byi = e(c1,tky )/ By = e(g®, pk ™, @i Mixi yrigy (g, w)™S = e(g®, pk ™ Wi Mixi iy,

id

¢ = l_[(Bz,i'e(CZ,iJkZ,i)'e(c3,i,tk3,i))ui

= [ (el R e ey (@ DRy T, g% - el @ Ry )

o  SA.Dec(pp,id,skig,c’): The decryption algorithm returns the message m as:

co/(c)' P =m-e(g,8)™ [e(g, g)"P*F = m.

Fig. 5. Concrete construction of SA-DP-ABE scheme.

6 EFFICIENCY ANALYSIS

To our knowledge, in addition to our work in this paper, [7],
[17] are also DP-ABE schemes. The comparison of function-
alities for above DP-ABE schemes is described in Table 2.
Our scheme is based prime-order group since the purpose
of this paper is to derive a lightweight scheme to IoT devi-
ces, and composite-order group will incur heavy workload
to data encryption and decryption, even transmission band-
width. Our scheme inherits the advantages of edge comput-
ing. Data users keep own secret keys, and their secret keys
are unknown to the edge server. Hence, the edge server
could be untrusted, it cannot learn any sensitive data

without knowing the corresponding users’ secret keys.
Besides, the users’ secret keys are unknown to KGC, and
the transformation keys generated by KGC are published
publicly. Hence, our scheme need not initialize any secure
channel.

To demonstrate the high performance of our proposed
scheme, in the rest of this section, we focus on efficiency anal-
ysis for theoretical complexity and experimental simulation.

6.1 Theoretical Complexity

Table 3 focus on the cost of data users and data owners, then
compares the theoretical complexity among [7], [17] and



TABLE 2
Functionality Summary of DP-ABE Schemes

Functionality
Type of ABE Edge Server Order of Group Security Secure Channel Data Verification
AI09 [7] DP-ABE No Prime Selective Yes No
AY15 [17] DP-ABE No Composite Adaptive Yes No
Ours DP-ABE Untrusted Prime Selective No Yes

ours, including space complexity and computational com-
plexity. The theoretical analysis shows that our scheme is
comparable to DP-ABE schemes [7], [17].

For space complexity, our scheme requires KGC to gen-
erate constant-size public parameter which inherits from
the Rouselakis and Waters’ ABE [16], and constant-size
secret key (with one Z, element). It also requires cloud
server to store permanently the encrypted ciphertext, which
size is based on the ABE cryptosystem and the correspond-
ing plaintext, and requires edge server to store temporarily
the partially decrypted ciphertext (with its size equal to two
Gr elements) by applying outsourced ABE [15].

For computational complexity, all schemes have the same
cost of encryption since the data owners encrypt ciphertexts
without any support from either the remote cloud server and
the edge server. In our scheme, data users only demand one
multiplication in Gy group to reveal messages from the par-
tially decrypted ciphertexts. The other two schemes require
the data owners to decrypt ciphertext based on the corre-
sponding access policy and attributes. We do not consider
the cost of the edge server in Table 3 since the purpose of this
paper is to design an efficient, flexible and secure mechanism
for IoT devices and the edge service helps IoT devices to
reduce the cost. We will give the time and storage consump-
tion in the next section.

6.2 Experimental Simulation

For experimental simulation, we focus on evaluating AI09
[7], and our scheme because AY15 [17] is in the composite-
order group, and the composite-order is inefficient [34]. In
general, the composite-order group has a much bigger size
than the prime-order group. Specifically, the composite-
order group needs 1024 bits if the prime-order group
requires 160 bits (discrete log versus factoring). Our experi-
ential simulation was performed on a PC running 64-bit
Windows 10 with 3.60 GHz Intel(R) Core(TM) i7-4790 CPU
and 24 GB memory. In particular, we have implemented
AI09 [7] and our scheme in Java using the JPBE library with

Type A elliptic curve and the symmetric pairing setting
from “a.properties” provided by JPBE library. Hence, in our
scheme, p is a 160-bit prime number, and elements in G and
Gr have 512 bits and 1024 bits, respectively. The experimen-
tal performances are presented in Fig. 6.

Figs. 6a and 6b present the experimental performances of
the initializing system by increasing the maximum number of
attribute set allowed to be assigned to a key and a ciphertext.
In Fig. 6a, our scheme only remains the constant-size system
parameters rather than the linear to the maximum number of
attribute set in AI09. In Fig. 6a, our system only requires about
20 ms to initialize the system and keeps stable even the maxi-
mum number of attribute set increasing. The results are simi-
lar to what we expected performances in Table 3.

Figs. 6c and 6d give the performances of key generation
based on the number of attribute set and policies assigned to
a key. In AI09, we focus on KGC generating secret keys to
data. In our proposed scheme, we consider two cases. One is
the secret user key, each data user generates the own secret
and public key pair and broadcasts the corresponding public
key to KGC. The other one is the transformation key, KGC
generates the corresponding transformation key based on
the data user’s public key and sends the transformation key
to the edge server. From the point of data users, they need to
keep the secret key (as the blue line) in AI09 and the user
secret key (as the yellow line) in ours. Hence, from the data
user side, our scheme has much less cost of storage and com-
putation about user secret key than AI09.

Figs. 6e and 6f present the performances of encryption
based on the different number of attribute set and policy
assigned to a ciphertext (refers to key attributes). AI09 only
has ciphertext which is generated by the data owner. In our
scheme, we consider the ciphertext which is also generated
by the data owner and the partially decrypted ciphertext
which is derived from the edge server. Although our scheme
has larger ciphertexts than AI09, these ciphertexts are stored
in the remote cloud server, and we assume the cloud server
has a vast amount of storage to accommodate ciphertexts.

TABLE 3
Theoretical Analysis of DP-ABE Scheme

Space Complexity Computational Complexity
Public Parameter Secret Key Ciphertext Encryption Decryption
AI09 [7] O(maxs + maz,) Oy +0) O(S +w) O(S +w) O+ 0)
AY15 [17] o) O(y +0) O(S + w) O(S + w) O(y +0)
Ours o(1) o(1) o(1) O(S + w) o0(1)

max, denotes the maximum size of subjective attribute set allowed to be assigned to a key;

mazx, is the maximum size of objective attribute set allowed to be associated with a ciphertext;

Y and O represent the size of subjective attributes and objective access structure assigned to a key;
S and w are the size of subjective access structure and objective attributes assigned to a ciphertext.
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From the point of data owners, our scheme takes less compu-
tational cost than AI09. From the point of data users, the stor-
age cost is stable (2G; elements) in our scheme rather than
linear to key attributes in AI09. Hence, our scheme has much
less cost of storage and computation to handle of ciphertexts.

In Fig. 6g, we consider data users to decrypt ciphertexts
based on the number of attribute set and policies assigned to
a ciphertext. Our scheme only takes the constant-size compu-
tational time since the ciphertext has been pre-processed by
the edge server rather than data users individually in AI09.

Figs. 6h, 61, and 6j demonstrate the scalability based on the
number of users or edge servers. Specifically, we apply mul-
tithreading to decrypt 500 ciphertexts with different number
of A&P (is short for attribute set and policy). Although the
partial decryption in the edge server takes more time than
AI09 decryption, the decryption cost in user side of our
scheme is much faster (about 1900x to 1000x) than AI09
since no matter the number of A&P our scheme only requires
one pairing calculation. Besides, we consider edge servers
have much more powerful CPU than our PC, and we can
combine multiple devices to build edge servers for the real-
world application.

The above figures show that the experimental outcomes
are similar to what we expected in Table 3. In general, our
scheme has the constant cost in terms of system initialization,
key generation, data encryption and decryption in end-devi-
ces. Compared to the existing solution, our system requires
only 1/10 storage space and very little computing time in the
large-scale system (number of attribute set and policy is 60).

5 6
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Hence, the proposed construction has compared perfor-
mance, and the data user has much less workload than the
existing DP-ABE schemes. Therefore, our scheme is suitable
for the healthcare IoT system, especially for lightweight end-
devices.

Note that the above experimental simulations from
Figs. 6a, 6b, 6¢, 6d, 6e, 6f, and 6g are processed in the CPU
limited in a single core to simulate the environment of
healthcare IoT system. In healthcare IoT system, we consider
the router and PC (usually with the comparable computa-
tional resource to our experimental devices) as encryptors,
and lightweight devices such that smartphone and tablet
(with comparable computational power e.g., Apple Al12
with six-core CPU and 2.49 GHz) as decryptors. Since the
computational consumption in our experimental simulation
is in milliseconds, we consider our proposed scheme suitable
for the IoT ecosystem in the present and foreseeable future.

The scalable key distribution as shown in Table 4, we com-
pare key distribution overhead among AI09, AY15 and ours.
In AI09 and AY15, the secret key must be distributed via the
secret channel. To simulate this environment, we apply Dif-
fie-Hellman key exchange with 2048-bit large prime number
to form the secure channel, which has been widely used in
secure sockets layer and transport layer security and Diffie-
Hellman key exchange with 1024-bit has been proved unreli-
able. Diffie-Hellman key exchange requires at least 3-round
(2 rounds for key exchange between the server and the data
user and 1 round for key distribution from the server to the
data user), the server and the data user must keep the



TABLE 4
Performances of Scalable Key Distribution

Server

User

Time Overhead Bandwidth Storage Overhead Round Time Overhead Bandwidth Storage Overhead Round

A109 [7] 2.076s OV + 0) > 4096 bits
AY15[17] 2.0765 Oy + 0) > 4096 bits
Ours - Oy +0) -

2 0.684s O(¥ + 0) > 4096 bits 1
2 0.684 s Oy +0) > 4096 bits 1
1 - 0(1) - 1

ephemeral keys they have chosen. Our proposed scheme
does not require the server and the data user to record any
ephemeral information. Therefore, our scheme has no time
overhead and storage overhead in the key distribution
phase. Note that the server may distribute keys to multiple
data users simultaneously, overhead costs affect the perfor-
mance of key distribution.

The proposed scheme is a hybrid cryptosystem, such
that SA-DP-ABE is used for encrypting a symmetric key
K € K, and symmetric-key encryption is used for encrypt-
ing a data file in binary format with the key K. Hence, our
healthcare IoT system enables the encryptor to encode any
health document such as X-Ray pictures and MRI scan files
into a binary string m € {0,1}", encrypt m under the key K
using symmetric-key encryption and the key K under the
SA-DP-ABE scheme. The encryptor outsources the cipher-
texts to the cloud for fine-grained data sharing. Therefore,
our proposed scheme is suitable for protecting the health-
care system.

7 CONCLUSION AND FUTURE WORK

In this work, we investigated the problems of the IoT net-
work in the healthcare application scenario and produced a
system to realize secure IoT communication with source-
limited devices and fine-grained access control. The system
architecture, threat model and security definition were pre-
sented for the proposed system. We also provided the proof
of our proposed scheme and presented experimental analy-
sis to demonstrate our proposed construction has signifi-
cantly better performance than previous solutions. The core
technique to build secure healthcare IoT system is SA-DP-
ABE, which is a promising tool to provide lightweight and
expressive fine-grained access control. In the future, investi-
gating more scenarios based on SA-DP-ABE and discover
more applications could be interesting future works.

APPENDIX A
SECURITY PROOF FOR CONFIDENTIALITY

Claim 1. Suppose the underlying SA is SIND-CPA secure, then
the adversary’s view in Gamey and Game, are computation-
ally indistinguishable.

Proof. We can build an algorithm B to break the SIND-CPA of
the underlying SA scheme Cs4 under the help of A. B sim-
ulates Gamey, or Game; based on the underlying SA
scheme.

Init. B receives challenge information (S*, ") from A
and forwards them to Cs4.

Setup. Cs4 returns the public parameter ppsa to B. B
chooses two collision-resistant hash function H and H’,

a random extractor h € H and a SS secure one-time
encryption scheme SE. B then sends public parameters
pp = (ppsa, H,H', h) to A.

Query Phase 1 and 2. A adaptively queries the creating
oracle OS5 (¥, 0) and the corrupt oracle (’)Z:f)frupt(id). B
responses them directly based on oracles in Cs4 such as
Oféate(wv @) and Ogﬁrupt(id)'

Challenge. A submits messages my and m; with the
same length to B. B chooses two independent random
keys K*, R* € Mgy and sends them to Cs4. Csa returns
the challenge ciphertext c5, to B. Next, B chooses a bit
b e {0,1}, sets K5 = h(R") and computes the ciphertext
for symmetric encryption css = (K3, my;,) and verification
key vk,,, = H'(H(R"), cs¢). B then forwards ¢* = (c% 4, cse)
and vk, to A.

Guess. A submit a bit b’ as the guessing of b to B and B
forward this bit to Cs4.

If c5, is derived from R* then B perfectly simulates
Gamey, otherwise, simulates Game;. Hence, Gamey and
Gane; is computationally indistinguishable depending
on the underlying SA scheme. Therefore, we have the
following result:

| Pr[b = V/|Gameg] — Pr[b = V'|Game]| < Advf;'vZ‘B{CPA(l’\).
O

Claim 2. Suppose the underlying H is a family of pairwise inde-
pendent hash functions, then the adversary’s view in Game,
and Gamey are statistically indistinguishable.

Proof. In Game;, the key K. = h(R") is derived from the
random message R* through randomness extractor
h € H. In Game,, the key RS is a random message. By
Lemma 1, the key K. from the randomness extractor in
Game; and a truly random key R%c in Game; are ey-sta-
tistically indistinguishable from the adversary’s point of
view. Therefore, we have the following result:

| Pr[b = b/|Game;] — Pr[b = V/|Games]| < ex.
O

Claim 3. Suppose the underlying SE is SS secure, then the
adversary in Games has a negligible advantage.

Proof. In Game,, the key R} is a truly random message.
Hence, we can directly construct the algorithm 5 from A
to break the SS secure SE. Therefore, we have the follow-
ing result:

| Pr[b = V'|Games] — 1/2| = AdvggA(l’\).



APPENDIX B
SECURITY PROOFS FOR VERIFICATION

Proof. We can build an algorithm B to break collision-
resistance of Hand H'.

Setup. B receives two challenge hash functions (H,H’)
and then runs HS.Setup(1*) to generates the public
parameter pp and the master secret key msk, except for
hash functions H and H' are from the challenger. B
returns the public parameter pp to A.

Query Phase 1 and 2. A adaptively queries the creating
oracle OX5. (¥, 0) and the corrupt oracle Og‘prt(id). B
responses them by running the corresponding algorithms
since the master secret key msk is known by B.

Challenge. BB receives a challenge message m* and corre-
sponding challenge information (S*, w"). B generates the
challenge ciphertext by running HS.Enc(pp, m*,(S",
")) — (¢",vky-), where the verification key vk, =
H (H(K*), cse). Finally, B returns ¢* = (csa, css) vknm is
derived from the challenge hash functions (H, H').

Guess. A outputs the partially decrypted ciphertext ¢
and the identity ¢d. B retries the secret key B,;, and recovers
the message m ¢ {m*, L} via HS.Dec(pp, id, skiq, ¢, vky,).
Let vk, be the verification key of the message m and cs¢
be the ciphertext about symmetric component from the
returning message ¢/, we then consider following two
cases:

o If (H(K), cse) # (H(K™), c5e), B obtains the collision of the
hash function H' because the valid ciphertext ¢ from A.
Specifically, the ciphertext ¢ passing the verifica-
tion means we have vk, = vk, s.t. H(H(K),cse) =
H (H(K™), c5e ).

o If (H(K), cse) = (H(K™), ¢s¢), B obtains the collision of the
hash function H since H(K) = H(K™).

Therefore, if A can break our vVOW-CPA secure, then we
can break collision-resistance of underlying hash func-
tions H, H'. O

Data Integrity. The verification of outsourced data is oper-
ated by cooperating the encryption algorithm and the
decryption algorithm. Specifically, the encryption algorithm
generates the ciphertext c and the corresponding verification
key vk,,, and vk, is a hash result of symmetric key K € K
and the corresponding ciphertext css. The decryption algo-
rithm recovers the symmetric key K € K to generates the
hash value based on K and the ciphertext cs¢, and compares
this hash value to the verification key vk, to enable the data
user to verify the outsourced data integrity.

APPENDIX C
ROUSELAKIS AND WATERS’ ABE [16]

Rouselakis and Waters [16] proposed practical KP-ABE and
CP-ABE schemes proven secure under decisional ¢-1 and
¢-2 assumptions. Our concrete scheme based on these two
ABE schemes and the security of our proposed scheme can
be reduced to them. Let TP denote KP-ABE scheme and CP
represent CP-ABE scheme. We omit the definition and
secure model of above scheme and reader may refer to [16]
for details.

APPENDIX D
SECURITY PROOF FOR MODIFIED ¢ ASSUMPTION

Before giving the formal proof, we recall the corollary in [33]
as follows:

Corollary 1. If A' = (0,0,...,0,1) € 2" and (A', A" for all
i € [L], the corresponding Gp-monomial assumption is secure
in the generic group model if and only if for all 4,5 € [L] it is
true that A® £ At + AJ.

Lemma 2. The modified q assumption is secure in the generic
group model.

Proof. Recall the notations [i : 2] and [i : ;¢ : y] in [33]. Let
[i:z] and [i : z,4 : y] denote the row vectors in Z;Xq will
all components equal to 0 except the ith component for
the first vector and the ,7'th component for the second.
The non zero elements are x for the first vector and z,y
for the ,i'th possible, respectively, of the second vector.
The Table 5 shows a compact from of the matrix A where
rows of similar type are shown in one line.

In order to prove the lemma we have to show that by
adding any two rows of matrix A we cannot get the row
vector A’ = (¢+1,1,0,0,...,0). By inspecting Table 5,
we only have to check the rows of types 2,5,10,11,
14,15,16,19,21 and 22, which have non zero in the s
column.

The only rows that can be added to row 2 and give all
zero’s in the b; and ¢; columns are row 1, rows of type 3
and row 12. Both none of them we can get the ¢+ 1
component in the a column. Rows of type 5 can be
added to rows of type 8 to give only zeros in the b; and
¢; columns, but the term with ¢ + 1 is excluded since the
item j = j is not given. Rows of type 10 and 11 suffer
the same problem since term b;/ b?, with j # k' prevents
zero elements in the b; and ¢; columns. By adding the
other rows to rows of type 14, 15 and 16, it has either
only zeros in the b; and ¢; columns or the ¢ + 1 term in
column a. The term ck/cz, with &k # k' is not given to
rows of type 21 and 22, it prevents zero elements in the
b; and ¢; columns.

Therefore, according to corollary 1, the modified ¢
assumption is secure in the generic group model. O

Notice that the rows from 1 to 12 are the term in ¢-1 assump-
tion. By modifying a to z, a? to y, s to zand ¢ to b in the rows of
1to 3 and 12 to 22, we have all the terms in ¢-2 assumption.

APPENDIX E
SECURITY PROOF OF PROPOSED SCHEME

Our security proof is based on the security proofs in [16].
Specifically, we merge two proofs in [16] by simulating one
master secret key and less size public parameters based on
our modified ¢ assumption. The details are given below:

Proof. Suppose there exists a polynomial-time adversary A
that can break our scheme in SIND-CPA model with a
non-negligible advantage. We build a simulator B that
can attack the modified ¢ assumption with a non-negligi-
ble advantage. For simplicity, let C;, and C., be simulators
for KP-ABE and CP-ABE in [16], the following proofs will



TABLE 5

Compact from of Matrix A and Target Vector A for the Modified ¢ Assumption

Type  Given Terms Conditions a s by by by ¢ C2 €
1 g 0 0o 0 0 o 0 0 0
» 7 0 1 0 0 0 0 0 0
5 7 vi € [ i o o o0 . 0o 0 0 0
4 g v € [q) 0 0 [i:1] 0 0 0
5 g Vj € [q] 0 1 1] 0 0 0
6 ] Y(,5) € [4,4] i 0 i1 0 0 0
7 “n ¥(i,5) € lg,d] i 0 [+ (~2)] 0 0 0
8 il V(i.j,j) € [2q,q.q) withj £ 7 i 0 1,7 (=2)] 00 X
9 gl Vi.0.7) € agqwithj 2] i 0 1 (=2)] 00 0
10 gl ¥(i,5,7) € 4,4, q) with j # § i 1 1,7 (=1)] 0 0 0
1 gsa’bj/bjz, V(i,j,7) € (¢, q with j # 7 i 1 [1:1,7:(=2)] 0 0 0
1 o 2 2 0 0 0o 0 0 0
13 g Vk € [q] 0 0 0 0 0 [k : 1}

14 gsack Vk € [q] 1 1 0 0 0 [k : 1}

15 gl VE € [q] 1 1 0 0 0 [k 1]

16 sa’c vk € [¢] 2 1 0 0 0 [k: 1]

17 gl vk € [q] q o0 0 0 [k =2]

18 g vk € [q] ¢ 0 0 0 0 lk: 2]

19 sack./cFr (k k’) c [q7 q] with k& 7£ K 1 1 0 0 0 [k i1, K (_1)]

20 gl V(k, F) € [g,q] with k # I ¢ 0 0 0 0 [k 1,k (=2)]

21 g el V(k,K) € [q.q with k # K g+1 1 0 0 0 [k:1,K : (~2)]

2 sl V(k,K) € [¢,q) with k £ ¥ 2 2 0 0 0 i1,k : (—1)]

A0 e(g, 9" g+1 1 0 0 0 0 0 0

reuse some components in [16] using Cy, and C,. Notice
that the modified ¢ assumption includes instants of the
¢-1 assumption and the ¢-2 assumption.

Init. Breceives the given terms from the assumption and
the challenge information (S*,®*) from A, where S* =
(N* € Zi*"s " : [] — Z,) and 0" = (0}, @},..., 0} ).

Setup. B generates the public parameters by following
the setup in Cy, and C,,. C}, should output §, i, i, @ and
e(g,9)%, and C,, should output g, u,h,w,v and e(g, ).
Based on the terms from the modified ¢ assumption,
some of them can be merged as:

g=9=9, w=w=4g"
e(9,9)" = e(g.9)" - e(9,9)" = e(g". ") - e(9,9)",
where @ € Z, is known to B. B returns the public parame-
ters g, u, h, w, v, @, h to A.

Query Phases 1 and 2. A queries the following oracle
adaptively.

Ocreate (¥, ©): Parse ¥ = (Yry, vy, ..., ¥ )and O = (M €
Zﬁo Mo p: [0, — Z,). Bfirst chooses a random identifier id,
then picks B;; € Z, and derives the transformation key tk;q
as following cases:

Case 1: If * € O and y € S*. B returns the transforma-
tion key by running TKGen(pp, 8,4, id, pkiq, (¥, Q)).

Case 2: If w* ¢ Q. B picks a,q € Z,, then simulates the
KP-ABE component embedded @ — ;4 by reusing the sim-
ulation in Cj, and the CP-ABE embedded ;s normally. B
combines these two keys and modify every term with an
additional exponent g;,. The details are given below:

B reuses the key generation oracle of C, to generates
the secret key with secret information o — @ as:

Sk‘kp = ({Sk‘l‘?‘,, Skz’i, Sk&i}ie[&,])'

B Tplcks Zg,..Tn, €Z, and set I = (a— ajq,x,..,
x9) € .711"0Xl then computes
A=A, N,) = MZ.

It modifies the secret key sk, as:

Sk/ = ({sk, FE Sklziv Sk%,i}ie[fg])

= ({skvi- 9", skas, sksiticn,)-

B runs CP.KeyGen(pp, a4, V) to generates the secret key
sk, as:

Sk‘cp = (Slﬁ, Sk27 {Sk‘g‘i, Sk“»i}ie[ks])'

B then returns the transformation key based on s%p, skep
and B, as:
thia = ({this tho, thsiticip,) thas {ths,, the e trepry)s
= ((sky,; - i Skl)ﬂm Sk;ﬂ;dv Sklﬂldhe (6] Sk21 )
{skﬁ’ﬁ, Skf,g}re[ks] .
Case 3: If ¥ ¢ S*. B picks a4 € Z,, then simulates the CP-

ABE component embedded « — «;; by reusing the simu-
lation in C., and the KP-ABE embedded «;; normally. B



combines these two keys and modify every term with an
additional exponent B;,. The details are given below:

B reuses the key generation oracle of C,, to generates
the secret key with secret information « as:

skep = (ski, ska, {sks i, skui}iep,)-
B then modifies the secret key sk, as:

Sk;p = (sk}, sky, {Skgw Skiu}ie[ks])
= (sk1 - g %, sy, {sks, skai}icr,)-

B runs K'P.KeyGen(pp, a4, O) to generates the secret key
sky,, as:

skip = ({sku,i, skaji, sks,itier,))-

B then returns the transformation key based on sk, sk:;p
and g, as:

thia = ({thys thyi, thitiefy,), this {ths.e, thocbrepr,)),
= ((sha, - sky)Pi0, sk sk}, sk,

/Bia 'Bid
{Sk&rl ) 5k4¢‘ri }IE[/{S] ) .

Ocorrupt (id): If id has not been issued, B returns L. Other-
wise, B returns ;;. Notice that A cannot query this oracle
for the user id who has (¢,0) s.t. * € Oand ¢ € S*.

Challenge. A submits two messages mg and m; with the
same length. BB picks a bit b € {0,1} and follows the chal-
lenge phase of C;, and C,, to derive the challenge cipher-
text and returns it to A. Notice that both C;, and C,,
generate the challenge ciphertext based on the random-
ness based on the term ¢*, which is given in the modified ¢
assumption.

Guess. A outputs a guess V' for the challenge bit. If
b' = b, it outputs 0 to claim that challenge term is a valid
tuple. Otherwise, it outputs 1.

If the challenge tuple is valid, the simulation in above
game is proper since we have (g, 9)*""  and B will break
the modified ¢ assumption by using A. If the challenge
tuple is invalid, a random term R € Gy instead of
e(y, g)‘”q+l leads to misbehave challenge ciphertext.
Hence, A cannot learn any information from this cipher-
text and the advantage of A is 0. Hence, if A can break
our security game, then we can build B to break the mod-
ify ¢ assumption. Therefore, the security of our proposed
SA-DP-ABE relies on the modify ¢ assumption, which
has been proved secure in generic group model. ]
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