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|dentity-Based Encryption Transformation for
Flexible Sharing of Encrypted Data
in Public Cloud

Hua Deng, Zheng Qin*, Member, IEEE, Qianhong Wu*, Member, IEEE, Zhenyu Guan, Member, IEEE,
Robert H. Deng, Fellow, IEEE, Yujue Wang, and Yunya Zhou

Abstract—With the rapid development of cloud computing, an increasing number of individuals and organizations are sharing data in
the public cloud. To protect the privacy of data stored in the cloud, a data owner usually encrypts his data in such a way that certain
designated data users can decrypt the data. This raises a serious problem when the encrypted data needs to be shared to more
people beyond those initially designated by the data owner. To address this problem, we introduce and formalize an identity-based
encryption transformation (IBET) model by seamlessly integrating two well-established encryption mechanisms, namely identity-based
encryption (IBE) and identity-based broadcast encryption (IBBE). In IBET, data users are identified and authorized for data access
based on their recognizable identities, which avoids complicated certificate management in usual secure distributed systems. More
importantly, IBET provides a transformation mechanism that converts an IBE ciphertext into an IBBE ciphertext so that a new group of
users not specified during the IBE encryption can access the underlying data. We design a concrete IBET scheme based on bilinear
groups and prove its security against powerful attacks. Thorough theoretical and experimental analyses demonstrate the high

efficiency and practicability of the proposed scheme.

Index Terms—Cloud computing; Data sharing; Data privacy; Access control; Cryptographic encryption.

1 INTRODUCTION

LOUD computing provides powerful and flexible stor-
C age services for individuals and organizations [1]. It
brings about lots of benefits of sharing data with geograph-
ically dispersed data users, and significantly reduces local
burden of storage management and maintenance. However,
the concerns on data security and privacy are becoming one
of the major obstacles impeding more widespread usage of
cloud storage [2], since data owners lose physical control
on their data after data are outsourced to cloud servers
maintained by a cloud services provider (CSP). Data owners
may worry about whether their sensitive data have been
accessed by unauthorized users or malicious CSP.

Cryptographic encryptions are widely suggested as stan-
dard approaches to protect the security and privacy of
data outsourced to clouds [3]. With encryption mechanisms,
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data owners first encrypt their data and then outsource
to cloud servers. Then the data in clouds are stored in
ciphertext format and can only be accessed by the users
having matching decryption keys. In a public cloud storage
system, where different data owners may employ different
encryption mechanisms according to their own data sharing
requirements, it is often that a data owner wants to share
his data with only one user and thus encrypts the data to
generate a particular ciphertext that can only be decrypted
by the specific user. However, as data sharing requirement
changes, the same data owner would like to share his data
with more users, which, therefore, requires to transform the
ciphertext format so that multiple users can decrypt.

There are many scenarios in which the ciphertext trans-
formation mentioned above is highly desirable. Consider a
group of medical insurance agents draft a health insurance
plan for a client. To do so, each agent needs to collect
the client’s personal information (e.g., electronic health
records, occupations data, financial reports) from various
data sources such as hospitals, employers, tax departments.
The required data may be stored in remote cloud servers
and especially, may be encrypted under different encryption
mechanisms. To allow the agents to read and make use of
the required data, a naive way is to let each agent acquire
the corresponding decryption keys from the authorities who
manage respective data. However, this would pose great
concerns on data privacy. The authorities would ask a
natural question: “If I give my decryption key to the agents,
how to assure that all the agents would not leak the decryption
key or use the decryption key to access other clients” stored data?”

This paper attempts to solve such problem technically so
that the authorities can transform the ciphertexts from one



encryption system to another, without handing over their
decryption keys. In particular, we consider an encryption
transformation mechanism that connects two types of well-
established encryption systems, i.e., identity-based encryp-
tion (IBE) and identity-based broadcast encryption (IBBE).
We take electronic health records sharing as a motivation of
our work.

Suppose a patient is equipped with implantable or
wearable medical sensors to collect personal physiological
records. These records are aggregated at a mobile device
and then uploaded to a remote server. To protect personal
privacy, the patient may encrypt his health records by some
encryption mechanism, e.g., IBE, so that only his doctor can
read the health records and then make proper diagnosis.
At some point, the doctor finds a complicated situation
about the patient’s health and consequently, decides to
consult a group of experts from different hospitals. For full
understanding of the patient’s health condition, the experts
first need to read the health records (see Fig. 1). Since the
records are encrypted previously, the experts are impossible
to directly read the data. Meanwhile, the encryption method
taken by the patient and the corresponding decryption key
are unknown to the experts. This results in a dilemma for
the experts: “How could we read the patient’s health records in
order to provide our treatment advices?”
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Fig. 1. Electronic Health Records Sharing with More Doctors

A trivial solution would be that the doctor first de-
crypts all the encrypted records and then sends out the
data in plaintext (not encrypted) format to each expert.
This, however, may be impractical for the doctor since a
considerable computation and communication costs may be
caused due to the massive health data uploaded everyday.
More importantly, there is a risk of privacy disclosure by
sending data in plaintext format.

There exists a cryptographic tool called proxy re-
encryption (PRE) that would be of help here. PRE can trans-
form the doctor’s ciphertext into a ciphertext that can be
decrypted by one expert. Then, for n experts, PRE needs to
run n times repeatedly for transferring the patient’s health
data to all experts, which is inefficient. We observe that
IBBE achieves a useful encryption mechanism that allows
multiple users to simultaneously decrypt a ciphertext. Thus,
we ask: “Can we find an efficient way to transform the encrypted
data in IBE ciphertext format into an IBBE ciphertext so that
multiple users can decrypt at the same time?”

1.1 Our contributions

In this paper, we try to answer the above question by
studying encryption transformation between two differ-
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ent encryption systems. For the first time, we propose a
novel notion called identity-based encryption transforma-
tion (IBET). We also define the notion (including algorithm
definition and security model) of IBET. Then we design a
concrete IBET scheme in bilinear groups, which provides
the following attractive features.

o Identity-based data storage. Data owner can se-
curely outsource their data to a remote cloud server
which is not fully trusted. The data are encrypted
and stored in the server in IBE/IBBE ciphertext for-
mat so that only the users authorized by the data
owners can access them. All users, including data
owners and data consumers, are recognized with
their unique identities, which avoids the usage of
complicated public-key certificates.

o Cross-domain encryption transformation. Our IBET
scheme achieves a cross-domain encryption transfor-
mation which can be viewed as a bridge connecting
IBE and IBBE. In particular, a data owner (or an
authorized data consumer) can transform the data
stored in IBE ciphertext format into the data in IBBE
ciphertext format, so that a set of users specified by
the data owner (or the authorized data consumer)
can simultaneously access the data.

e Strong security guarantee. Our IBET scheme
achieves a strong security in the sense that: 1) it
can deter any unauthorized access to the data stored
in the cloud server; 2) it can prevent leakage of
some private information (e.g., private key) about
the one who authorizes to transform encrypted data;
3) the transformation would not reveal any useful
information about the sensitive data.

We also conduct a series of experiments on our IBET
scheme and make comparisons with some related schemes.
The results show that the IBET scheme achieves a high
performance in transforming the encrypted data, without
incurring any significant computation costs to cloud clients
or cloud servers.

Applications. Our IBET scheme can be applied to many
real-world data sharing applications. First of all, the exam-
ple of health records sharing described previously is an ap-
propriate area where our IBET can be applied. Cloud-based
encrypted email forwarding is another possible application.
Imagine that several companies deploy their email systems
on cloud servers. IBET can be used as a gateway to trans-
form an encrypted email destined to an employee in one
company into an encrypted email what can be received and
decrypted by multiple employees in different companies.
Vehicular ad-hoc network is also a potential application for
IBET. When a car receives an encrypted report about front
car condition or accident ahead and would like further to
broadcast the situation to rear vehicles, IBET can be used
to directly transform the encrypted report into a broadcast
ciphertext that allows multiple receivers to decrypt. Last
but not least, in a mobile office environment, IBET may be
utilized as a mobile application to securely share business
data with a company director via a public cloud, and then
transform the encrypted business data (if requested) so that
the whole management team can access.



1.2 Related Work

Outsourced data protection. Cryptographic encryption meth-
ods have been extensively used to secure data outsourced
to clouds. Traditional public-key encryption methods are
applied to achieve user-centric access control on outsourced
data [4], [5]. Identity-based encryption (IBE) [6] is a promis-
ing cryptographic tool which eliminates trusted certificates
for all users. Wei et al. [7] exploited IBE to secure data
sharing in mobile computing environments. He et al. [8]
employed IBE to construct a handshake scheme in health-
care social network to secure data exchanged in patients.
Identity-based broadcast encryption (IBBE) [9] extends IBE
to support multi-receiver encryption in the sense that a user
encrypts a message once for multiple intended receivers. In
light of such useful feature, Deng et al. [10] utilized IBBE in
cloud storage systems to allow multiple authorized visitors
to access the same outsourced file. To revoke some recipients
from the initial receiver set of the IBBE ciphertext, a number
of revocable IBBE schemes are proposed [11], [12], [13], [14].

Inter-domain Transformation. Blaze et al. [15] first intro-
duced the concept of proxy re-encryption to handle cipher-
text transformation within an encryption system. With this
PRE, a user can transform a ciphertext generated under
Alice’s public key into a ciphertext under Bob’s public key.
Ateniese ef al. [16] classified PRE into different categories:
bidirectional and unidirectional PRE, single-hop and multi-
hop PRE, interactive and non-interactive PRE. Many ef-
forts have been made to improve efficiency and security of
PRE and most of them focus on unidirectional PRE. Libert
and Vergnaud [17] presented the first unidirectional PRE
scheme. Cao et al. [18] proposed the autonomous path PRE
scheme to enable a user to designate a path of preferred
authorized visitors to his outsourced data. Guo ef al. [19] in-
troduced accountability into unidirectional PRE to identify
the proxy which abuses its re-encryption keys.

By combining PRE and IBE, Green and Ateniese [20]
proposed the first identity-based PRE (IBPRE), which is an
extension of PRE in identity-based settings. Chu and Tzeng
[21] presented an IBPRE scheme with short ciphertexts and
decryption keys, while it is vulnerable to collusion attack,
i.e., the coalition of the proxy server and the authorized
users could compromise the secret information about data
owners. Liang et al. [22] overcome this security issue by
proposing the cloud-based revocable IBPRE scheme. This
scheme requires the interaction between data owners and
a key generator authority for each transformation, which
may result an efficiency problem. Xu ef al. [23] proposed
an IBBE-based PRE scheme by introducing IBBE into PRE.
Apart from IBPRE, there are other extensions of PRE,
such as attribute-based PRE [24], [25], time-based PRE [26],
function-based PRE [27], etc. However, these PRE schemes
mainly provides ciphertext transformation in the same en-
cryption system, that is, ciphertexts cannot be converted into
another format.

Cross-domain transformation. There are a few schemes
achieving cross-domain encryption transformation. Mat-
suo [28] linked the traditional public-key encryption and
identity-based encryption by allowing to transform a ci-
phertext of public key systems into a ciphertext of IBE sys-
tems. Mizuno and Doi [29] also proposed a unidirectional
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PRE scheme that transforms ciphertexts of an attribute-
based encryption system into ciphertexts of an IBE system,
while requiring users to interact with each other and store
additional information for transformation. Recently, Jiang
et al. [30] proposed a cross-domain encryption switching
scheme that connects traditional public-key encryption and
identity-based encryption, while it requires cryptographic
certificates for all the users in the public-key encryption
system. This paper aims at addressing cross-domain trans-
formation in identity-based settings; thus saves the cost
for certificate management. Moreover, this paper provides
encryption transformation from (one-receiver) IBE system
to (multi-receiver) IBBE system so that one’s data can be
shared with more users even though the data have already
been encrypted.

1.3 Paper Organization

The rest of the paper is organized as follows. We describe the
IBET system architecture, threat model and security goals in
Section 2. The framework and security definition of the IBET
system are formalized in Section 3. We present a concrete
IBET scheme in Section 4. The security and performance
analyses are given in Section 5 and Section 6, respectively.
Finally, Section 7 concludes the paper.

2 SYSTEM MODEL

2.1 System Architecture

The architecture of our IBET system is shown in Fig. 2.
An IBET system consists of four types of entities, that is,
data owners, data consumers, registry authority (RA) and
cloud service provider (CSP). Generally, data owners and
data consumers are both cloud clients. RA is a trusted party
that is responsible for setting up system, responding to
registration requests and issuing public parameters for file
outsourcing. CSP has two major tasks: 1) providing storage
services for clients to store outsourced files; 2) providing
computation services for clients to transform stored files.
In real world, an enterprise or an organization can buy the
storage and computation services provided by CSP, and the
IT center of the enterprise or the organization plays the role
of RA. In this way, all the (registered) employees can make
use of storage and computation services.

Data owners can outsource data to CSP. Specifically, to
protect data privacy, data owners can employ IBE encryp-
tion mechanism to process data and then outsource the
resulting files (data in ciphertext format) to CSP. Suppose
that a file is the result of IBE encryption for some data (thus
the data can be accessed by only one data consumer). If the
corresponding data owner further wants to share the data
with more data consumers, he generates an authorization
token and sends it to CSP; then CSP can transform the
file in IBE ciphertext format into a file in IBBE ciphertext
format so that all designated data consumers can decrypt
and then access the underlying data. In this way, for the
data previously encrypted by IBE and originally accessible
to only one data consumer, the data owner can authorize
more data consumers to access it.
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Fig. 2. System Architecture

2.2 Threat Model and Security Goals

An IBET system confronts three types of active attacks. First,
cloud clients may impersonate data owners or authorized
data consumers to try to access outsourced data, e.g., an em-
ployee pretends to be his colleague by using the colleague’s
device to access CSP. Second, malicious CSP or hackers
intruding in cloud servers may search and steal owners’
data. Third, CSP may abuse the authorization tokens of
data owners to transform encrypted data that are out of the
scope of authorization. Considering these realistic attacks,
we require that a secure IBET system should at least satisfy
the following security goals.

o Data security protection: If data have been encrypted
before outsourced, then only the clients holding cor-
rect decryption keys can access (these client are also
called authorized clients). The encrypted data are
unreadable to CSP or unauthorized clients (those
having no correct decryption keys).

o Controllable transformation: Only the files specified
by the data owner in the authorization token can be
transformed by CSP. CSP and other clients cannot
cooperatively deduce a valid authorization token
in order to transform unspecified files, nor detect
sensitive information about the data encrypted in
unspecified files.

3 DEFINITIONS
3.1 Framework of IBET System

Formally, an IBET system consist of six polynomial-time
computable algorithms, that is, Setup, Register, Encrypt,
Authorize, Transform, and Decrypt.

o Setup(1*,m) — (PP,MSK) : The system setup
algorithm, run by RA, takes as input a security
parameter A and the allowed maximal number m of
data consumers authorized to access the same data.
It outputs the public parameter PP for the system
and the master secret key M SK for RA itself.

o Register(PP, MSK,ID) — SK;p : The registration
algorithm, run by RA, takes as input the public
parameter PP, the master secret key MSK and an
identity ID € {0, 1}*. It outputs a private key SKrp.

o Encrypt(PP,M,ID) — CT;p : The encryption algo-
rithm, run by a data owner, takes as input the public
parameter PP, the message M to be encrypted and
an identity I.D. It outputs an IBE ciphertext C'I'7p.
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. AUthOfiZG(PP, SK[D,S) — TKip_s: The autho-
rization algorithm, run by a data owner with identity
1D, takes as input the data owner’s private key
SKip, the public parameter PP and the set S of
identities of data consumers. It outputs an authoriza-
tion token TK;p_,s.

o Transform(PP,TK;p—s,CTip) — CTs: The trans-
formation algorithm, run by CSP, takes as input the
authorization token T'Krp_, g, the public parameter
PP and the IBE ciphertext CT;p. It outputs a trans-
formed (IBBE) ciphertext CTs.

. DeCprt(PP,CT[D/CTs,SK]D/) — M/J_ The de-
cryption algorithm, run by a data consumer ID’,
takes as input the public parameter PP, a private key
SKip: and a ciphertext C'I'7p or CTs. For CTyp, it
outputs the message M if ID = ID’ and a false
symbol L otherwise; for C'T’g, it outputs the message
M if ID’ € S and a false symbol L otherwise.

A secure IBET scheme should be sound, that is, if each
entity honestly follows the scheme, then any failure would
not happen during the scheme running. Formally, for any
(PP,MSK) < Setup(1*,m), the following conditions
must be satisfied:

 For any IBE ciphertext CT;p < Encrypt(PP, M,ID
) and any private key SK;p/ < Register(PP, ID’,
MSK), if ID = ID’, then the decryption algo-
rithm Decrypt(PP,CTrp,SKp/) always outputs
the plaintext M.

o For any transformed ciphertext C'Ts < Transform(
PP, TK]D_>5, CTID), where TK[D_>S < Authorize
(PP,SKip,S) and CTrp < Encrypt(PP,M,ID),
and any private key SK;p' < Register(PP, MSK,
ID"), if ID" € S, the decryption algorithm
Decrypt(PP,CTs, SK;p/) always outputs the plain-
text M.

The first condition is straightforward. It means that any
encrypted message in IBE ciphertext format can only be
decrypted by the intended data consumer. The second one is
somewhat sophisticated. Its main idea is to define that any
properly transformed ciphertext (from an IBE ciphertext)
can be correctly decrypted by all intended data consumers.
Thus, we must define what is a properly transformed ci-
phertext and who are the intended data consumers able to
decrypt the ciphertext.

For a transformed ciphertext, the second condition de-
fines that this ciphertext is properly transformed from the
original IBE ciphertext, if the authorization token used in
the transformation was created by the user who is capable
of decrypting the original ciphertext. Also, the second condi-
tion defines that a transformed ciphertexts can be decrypted
by the data consumers whose identities are indicated in the
authorization token.

3.2 Formal Security Definitions

We present formal security definitions to capture the in-
distinguishability of ciphertexts against selective identity and
chosen-plaintext attack (IND-sID-CPA) launched by unau-
thorized clients and curious CSP, and the leakage-resistance
of private keys against collusion attack (LR-CA) launched by



authorized clients and CSP. For the former, we prevent
an adversary, which is not given a valid private key for
decryption, from gaining access to the data encrypted in IBE
or IBBE ciphertext. For the latter, we prevent an adversary,
which could collude with authorized clients and CSP by
having their private keys and authorization tokens, respec-
tively, from recovering the private keys that were used to
generate the authorization tokens. We note that if the private
key of a data owner is compromised, then all the owner’s
data stored in CSP are revealed to the adversary.

We first consider the case where unauthorized clients
or malicious CSP try to access the data encrypted in IBE
ciphertext or transformed (IBBE) ciphertext. Let A be a
probabilistic polynomial-time adversary, which plays the
following game with the challenger C and tries to distin-
guish two encrypted messages.

Setup: The adversary A chooses a target identity ID*
and sends it to the challenger. With security parameter A and
the maximum number m of authorized data consumers, the
challenger C runs the Setup algorithm to generate system
public parameters PP and master secret keys MSK. It
gives PP to A and keeps M SK secret.

Phase 1: The adversary A can adaptively issue the
following queries to the challenger:

o User registration(ID;). A can ask for a private key
for any user with identity ID;. In response, the chal-
lenger C runs the registration algorithm and returns
the output private key SK;p, to A.

o Authorization(ID; — S;). In each query, A can ask
for an authorization token by submitting an identity
1D, and a set S; of identities. In response, if I D; has
not been queried for a private key, the challenger C
first generates S K p,. Then, C runs the authorization
algorithm Authorize(PP, SKip,,S;) to generate an
authorization token T'K;p,_,s, and returns it to .A.

Challenge: When deciding that Phase 1 is over, the
adversary A submits two equal-length messages My and
M;. The restrictions for A are that (1) it has never queried
private key for I D*; and (2) for any S; and any ID; € S, it
has queried at most one of two queries: a private key query
on ID; and an authorization token query on (I D*,S;). The
challenger C then flips a coin b € {0, 1}, encrypts M, under
ID* and returns the ciphertext C'Tp~ to A.

Phase 2: The same as Phase 1 with the restrictions
described in challenge phase.

Guess: The adversary A outputs a guess b’ € {0,1} and
wins the game if b’ = b.

The advantage of A4 in this game is defined as

AdyINP=sID=CPA 1 py[p = b/] — 1/2].

Definition 1. An IBET system is IND-sID-CPA secure if all
probabilistic polynomial-time adversaries A have at most a negli-
gible advantage in the above game.

In the challenge phase of the above game, the two restric-
tions are to prevent the adversary from winning the game
in a trivial way. Specifically, if the adversary has a private
key for ID*, then it can correctly decrypt the challenge
ciphertext CT;p- and always output b’ = b. If the adversary
has a private key for ID; € S; and an authorization token
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for ID* and §;, it can first convert C'Irp+ into CTs, and
then use the private key of ID; to decrypt CTg,. In this
way, the adversary can also always output b’ = b.

We note that Definition 1 covers the security against
unauthorized access attack to the data stored in both IBE
and IBBE ciphertext formats. The adversary, which is chal-
lenged with an IBE ciphertext CTrp+, can query authoriza-
tion token T'K;p~_,s and then apply T K;p+_,g to trans-
form CTrp~ into a transformed IBBE ciphertext C'T’s. This
means that in the IBET system, unauthorized clients and
CSP have access to both IBE and IBBE ciphertexts. Definition
1 says that a secure IBET scheme can resist unauthorized
access to the data encrypted in any ciphertext.

We proceed to define the LR-CA security of an IBET
system against authorized clients and malicious CSP.

Setup: With security parameter A\ and the maximum
number m of authorized data consumers, the challenger C
runs the Setup algorithm to generate system public param-
eters PP and master secret keys M SK. It gives PP to A
and keeps M SK secret.

Queries: The adversary A submits an identity /D* and
adaptively issues the following queries to the challenger as
in Definition 1:

o User registration(ID;). The same as Definition 1.
o Authorization(ID* — S;). The same as Definition 1.

Challenge: At last, the adversary .4 outputs a private key
SK' with regard to ID*. We say that A wins the game if the
following conditions hold.

e Ahas never queried the private key for 1.D*.
o SK'=SKip-.

The advantage of A in this game is defined as
AdviF=94 = Pr[SK’ = SK p-].

Definition 2. An IBET system is LR-CA secure if all proba-
bilistic polynomial-time adversaries A have at most a negligible
advantage in the above game.

4 AN IBET SCHEME
4.1 An Overview

It is challenging to achieve the mechanism that transforms a
file allowing just one authorized visitor, into another file that
allows multiple ones. At first sight, it seems that the original
authorized visitor could employ IBBE to encrypt his private
key for all the intended receivers, so that each one of them
can obtain the private key and then decrypt the file just as
the authorized visitor does. This, however, exposure of the
authorized visitor’s private key would lead to an unwanted
access to outsourced data.

To achieve the encryption transformation while main-
taining the secrecy of private keys, we introduce a privacy-
preserving authorization method to the construction of IBET.
Specifically, when generating an authorization token, the
data owner blinds his private key by a random factor; CSP
uses the authorization token to transform a file and obtains a
transformed file that is the result of the plaintext blinded by
the random factor. Only the authorized data consumers can
obtain the random factor from the transformed file and then



recover the plaintext. In this way, the data owner’s private
key is well protected.

From a technical point of view, we follow Boneh and
Boyen’s identity-based encryption scheme [31] in our con-
struction but compress the public parameters by reduc-
ing one element. We also employ Delerablée’s identity-
based broadcast encryption scheme [9] to achieve the multi-
receiver functionality. The authorization token is generated
by applying once the IBBE encryption and the transformed
file is in Delerablée’s IBBE-type ciphertext format.

4.2 Construction

In this section, we present our IBET construction built on bi-
linear groups. Table 1 summarizes the notations throughout
the paper.

Suppose G and G are two (multiplicative) cyclic groups
of prime order p. A bilinear map e(-,-) is a map G x G —
Gt which has the following properties: 1) Bilinearity: for all
g,h € Gand all a,b € Z,, (g%, h*) = e(g®, h*) = e(g, h)?;
2) Non-degeneracy: e(g,h) # 1. We say that G is a bilinear
group if the group operations in G and the bilinear map
e : G x G — G can be efficiently computed.

Our IBET scheme will rely on the following complexity
assumptions.

General Decisional Diffie-Hellman Exponent (GDDHE) as-
sumption [9]. Suppose G is a cyclic group of prime or-
der p and gp,hp € G. Let P and @ be two co-
prime polynomials with pairwise distinct roots, of re-
spective orders g and k. The GDDHE assumption says
that given (go,g8,....g8" got @ goP@)y ¢ gut2,
(ho, hS, ... ha™" hiP™)) € G*+2 and T € Gy, the proba-
bility of any probabilistic polynomial-time (PPT) algorithm
A in deciding whether T is equal to e(go, ho)*"(®) or is a
random value of Gr is negligible.

A variation of g-SDH assumption [32]. We give a natural
variation of the g¢-Strong-Diffie-Hellman (¢-SDH) assump-
tion. Suppose G is a cyclic group of prime order p. The
variation of ¢-SDH assumption states that, given a tuple
of elements (g,g””,gw27...,gzq) € G and a fixed value
¢ € Zp, the probability of any PPT algorithm .4 in comput-
ing gt/ @te) js negligible. We note that the value c is fixed
in this version of ¢g-SDH assumption, while, by contrast, it
is freely chosen in the standard ¢-SDH assumption [32].
Boneh et al. has already discussed this variation of ¢-SDH
assumption in [33], but for completeness we still give a proof
(in Appendix A) that this variation of ¢-SDH assumption
holds in any group where the ¢-SDH assumption holds.

4.2.1 System Setup

The trusted party RA generates two cyclic groups G and
Gr of prime order p > 3 and a bilinear mape : G x G —
Gr. RA chooses a random generator g € G and random
values o € Z;, and h,u € G. Then it computes g; = g and
u®, h®, ho‘z, ... h®" € G, where m is set as the maximum
size of the set of data consumers who can access the same
data. RA also selects two cryptographic hash functions Hy :
{0,1}* — Z; and H; : Gr — G. The hash function Hy
can be implemented by applying standard hash functions
such as SHA-2 and the hash function H; can be realized
by using the MapToPoint encoding function [6]. Specifically,

TABLE 1
Notations
Symbol Meaning
G,Gr | Cyclic groups with bilinear map e : G x G — G
D The large prime order of groups G and G
g A generator of G
PP The system public parameters
MSK | The system master secret key
Ho, Hy | Two cryptographic hash functions
ID An identity of a user, e.g., an email address
S A set of different identities, i.e.,, S = {ID;}
SKrp | A private key for the user with identity 7D
CTrp | AnlIBE ciphertext in an original file
CTs An IBBE ciphertext in a transformed file
s, t,r Random values in Zj
u, h Random values in G
m the maximum number of data consumers
who can access the same data
n the number of data consumers specified by a data owner

given the underlying elliptic curve (e.g., y? = 2% + 1 over
F,, where ¢ = ¢p — 1 and p does not divide ¢) of G, for an
input X € G, first use a hash function G : {0,1}* — F,
to map X to an element yy € F, and then compute z¢ € F,
such that Q = (x0, o) is a point on the elliptic curve. Then
take Y = Q° € G of order p as the output of H;(X). More
details about MapToPoint can be found in [6]. The system
public parameters and master secret key are defined as

PP = (g1, u,u® hh® b - b e(g, h), Ho(-), Hy ("))
and MSK = (g, ).

4.2.2 User Registration

In this procedure, a user asks RA for joining in the system.
RA first checks the validation of the requestor. If the user
passes, RA generates an authorized credential (e.g., a private
key). Suppose that the requesting user is associated with an
identity ID. RA uses its master secret key and the hash
function Hy to compute

1
SKID = gotHoUD)

Then RA gives SKp to the user through a secure channel.

4.2.3 File Creation

When using the storage service provided by CSP to store
data, the data owners encrypt their data and outsource
the resulting files to CSP. The files are stored in ciphertext
format and can only be accessed by authorized data con-
sumers. In practice, key encapsulation is a typical technique
to reduce the costs of encryption. In such technique, a data
owner first encrypts his data via a symmetric encryption
mechanism (e.g., AES) and then encrypts the symmetric
encryption key with the asymmetric encryption. The perfor-
mance of the asymmetric encryption is thus independent of
the data size. Our IBET scheme also follows this technique.
A data owner first picks a random symmetric key M € Gr
and uses it to encrypt the data to be outsourced to CSP. Then
the data owner employs IBE encryption mechanism to en-
crypt M. According to different data sharing requirements,
there are two cases where data owners encrypt M.



e Case 1: Some data should be accessed by only one
user. For example, a mobile user encrypts his pri-
vate photos to be stored in clouds and wants just
himself to be able to access. In such case, the user
(data owner) chooses a random value s € Z, and
computes

Co= M -e(g,h)*, Cy = h(@THoUD)),

Then CTip = (Cp,C4) is the ciphertext for M,
where ID is the identity of the intended data con-
sumer.

o Case 2: Some data would be shared with multiple
users but the identities of these users cannot be
determined beforehand. For instance, a patient feels
that his health records may be diagnosed by different
doctors, but for now, he can just determine one
doctor. In this case, the patient (data owner) chooses
a random value s € Z,; and computes

Co =M -e(g,h)*, Cy = holetHolID),
02 = US(Q+H0(ID)).

Then CT;p = (Cy, C1, Cs) is the ciphertext for M.

The ciphertext of case 2 includes one more component than
that of case 1. This component is crucial for transformation.
Thus, only the files created in case 2 can be transformed.

Finally, CT;p and the encryption of data under M form
the file outsourced to CSP.

4.2.4 Authorization

When a data owner (or an authorized data consumer) finds
that additional users should be authorized to access the data
encrypted in an outsourced file, the data owner authorizes
CSP to transform the file so that all the intended users can
access the data. To do so, the data owner generates an au-
thorization token as follows. Suppose that S = {ID;}!'S™ is
the set of the identities of all intended data consumers. The

data owner chooses random values ¢, r € Z;, and computes

di = gl_ta dy = ht [T~ (a+Ho(ID;))

ds = Hi(e(g,h)") - h", dy=SKip-u™",

where SK;p is the private key of the data owner. The
authorization token is set as TKrp_s = (dy,ds,ds,dy).
Then the data owner sends T'K;p_,5 to CSP.

4.2.5 File Transformation

Receiving the data owner’s authorization token, CSP starts
to transform the specified file. In fact, CSP just needs to
transform the IBE ciphertext (precisely, case 2 ciphertext)
about the symmetric key of the file. The other part of
the file, i.e., encryption of data under the symmetric key,
remains unchanged (see Fig. 3). Given the authorization
token TK;p_,s = (di,d2,d3,ds) and the IBE ciphertext
CTrp = (Cp, C,C3), CSP transforms CTrp to be CTyg =
(c1,¢2,¢3,cq,¢5) where ¢ = di,c2 = do,c3 = d3,ca = C
and

¢s = Co/e(Cy,dy)
=M -e(g,h)%/e (hs(“+H°(1D)),gm -u_r)

—M-e (hs(a'f‘Ho(ID)),ur) '
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This transformed ciphertext CT’s is an IBBE-type ciphertext.
Then, ciphertext CTs and the (unchanged) encryption of
data form a transformed file in CSP.

Original File: LC Tip=IBE_Encryption(ID, M) i Symmetric_Encryption(AM, DATA) J

\ Transformed J Unchanged

Transformed File: [C Ts=IBBE_Encryption(S. M) ‘; Symmetric_Encryption(, DATA) }

Fig. 3. File Transformation

4.2.6 File Access

There are two kinds of files in the system, i.e., the original
files and the transformed files. The access about these two
kinds of files are described as follows.

o Original files: An original file contains an IBE ci-
phertext of a symmetric key. For an IBE ciphertext
CTip = (Co,C4) (case 1 ciphertext) or CTp =
(Cp,C1,C%) (case 2 ciphertext) that is associated
with identity ID, the data consumer with the same
identity ID uses Cy and C; to compute: M =
Co/e(SK1p,Cy). Then the data owner uses the sym-
metric key M to finally recover the data.

o Transformed files: A transformed file contain an
IBBE ciphertext that is converted from an origi-
nal IBE ciphertext. For an IBBE ciphertext CTs =
(c1, c2,c3, ¢4, c5) associated with the identity set S, a
data consumer with identity I.D; € S can compute

1

B = (e (ChhAi,S(a)) -€(SKID1-,CQ))W

with A; g(a) =
1 n n
o Il (@+Ho(IDj)— [[ HoUD;)|,
J=1,j#i j=1,j#i

and h" = c3/H1(B). Then obtain M = c5/e(h", cy).
Using symmetric key M, the data owner can finally
recover the data.

5 SOUNDNESS AND SECURITY

In this section, we show that our IBET scheme is sound and
enjoys the IND-sID-CPA and LR-CA security.

Theorem 1. For any valid IBE ciphertext included in an original
file, a data consumer having the correct private key always
decrypts the ciphertext successfully. For any valid IBBE ciphertext
included in a transformed file, all the data consumers having
correct private keys always decrypt the ciphertext successfully.

Proof: For a valid IBE ciphertext CTrp = (Cop,Ch)
(we only consider case 1 ciphertext since only components
Cy and (' are used here), the data consumer who has the
private key SK;p can compute

M = Co/e(SKp, Ch)
=Co/e <9m7 hS(a+Ho(1D)))
= M -e(g,h)*/e(g,h)°.



For a valid IBBE ciphertext CT’s that is correctly trans-
formed from an IBE ciphertext, any data consumer with
identity I.D; included in S can first compute

B = (e (cl, hA'LVS(“)) -e(SKrp,, 02))
— e (g,at’ hAi,sm)) e (gm,hm;ﬂ(wffo(wm)
=e(g, h)—t‘(l_[;;l i@t Ho(ID;) =TI}y ;2 Ho(ID;))
(g,h) [T5-1 jzi(at+Ho(ID;y))
— (g, )" ITj=1 j: Ho(ID;)

Then compute B = BT ) e(g, h)t.
By having B, we have that
W' =c3/Hi(B) = Hi(e(g,h)") - h"/Hi(e(g, h)").

By having h", we have that

M =c5/e(h”, cq)

- M- e(hS(OH‘Ho(ID))’ ur)/e(hr7 us(a+HU(ID))>.

|

Theorem 2. Suppose that the GDDHE assumption holds in
bilinear groups. The proposed IBET scheme is IND-sID-CPA
secure against adaptive impersonation and unauthorized access
attacks. Specifically, neither CSP nor any client having no correct
private keys can access any data encrypted in any outsourced file
of his choice.

Proof: Given in Appendix B.
|

Theorem 3. Suppose that the variation of the g-SDH assumption
holds in bilinear groups. The proposed IBET scheme offers LR-
CA security for data owners against CSP and authorized clients.
Specifically, for any authorization token with regard to any set
S of identities, neither CSP nor any client specified in the set S
can recover the private key of the data owner who generated the
authorization token, and in this way access all the data of the
owner.

Proof: Suppose an adversary A can recover the pri-
vate key of a data owner (I D*) with probability €, then we
build an algorithm B to break the variation of the ¢-SDH
assumption with probability e. In the following, B perfectly
simulates the challenger interacting with A.

Setup: Given an instance (go,gg,gg‘z, ngd'e) €
G x Z,, of the variation of ¢-SDH assumption, B’s goal
is to compute gl/ (@+¢) B defines a univariate polyno-
mial f(z) = [1%Z)(z + w;) with randomly chosen val-
ues {w; € Z3}. Expand f and write f(z) = Y0, yia?,
where yo,...,y4-1 € Z, are the coefficients of polyno-
mial f B chooses a random 0 € Z, and computes g =
[T, (95")%% € G and g* HZ 0 (gotﬂ)yie € G, hence
g = ggf () and g1 = ggf (@) . B also randomly chooses
d,m € Z, and computes u = gg, u® = g6‘5 and h = géa+c)".
Hence, e(g, h) = e(gy’ ), g{*T9"). By deciding an integer
m < q, B computes h®' = (g{*TIMe’ = gn o - g™
for each i € [m]. At last, B outputs the public parameters
PP = (g1,u,u® h,h®, h(" .., h®" e(g,h)). Note that B
does not know the master secret key a.

Algorithm B models the hash functions Hy : {0,1}* —
Z; and H; : Gr — G as random oracles. It starts by
establishing a table Ty of tuples (ID;,w;, SKrp,) and a
table 77 of tuples (X; € Gr,Y; € G). Table T; contains
at the beginning {(,w;, )}’ and table T} is initialized
to be empty. The number of identities that are queried to
Hy is less than ¢ — qx, with gx the number of private key
queries. For a hash query of Hy on ID;, if ID; exists in
To, return w;; otherwise, choose an unused value w;, return
Hy(ID;) = w; and record (ID;,w;,*) on Ty. For a query
of Hi on X; € Gr, if X; exists in T}, return Y;; otherwise,
return a random element Y; € G and record (X;,Y;) on T7.

Queries: The adversary A submits an identity /D* and
adaptively issues the following queries to B:

o User registration(ID;). The adversary A submits
ID; # ID* for requesting private key for ID;. If
A has already queried private key for ID;, BB returns
the corresponding private key SK;p, in Tj. Other-
wise, if A has already queried the hash value for ID;,
B uses the corresponding w; to compute the private
key as follows. First, define f;(z) = f(z)/(z +w;) =
IT52, j#(x + w;). As before, we expand f; and

write fi(z) = Y975

efficients. Then compute SK;p, = [[j- 298 SRl

hence SKip, = gefl(a) = gl/(atHo(ID:)) Last,
return SK;p, and complete table Ty with SK;p,
for ID;. If neither the private key for ID; nor the
hash value for I D; have already been queried, B sets
Ho(ID;) = w;, computes SK|p, exactly as above
and completes the table Tj for I.D;.

o Authorization(ID* — S;). The adversary requests an
authorization token from ID* to S; = {ID;}}_4
As response, B should give out TKrp-_5,. To do
so, B defines Hy(ID*) = ¢ and records (ID*, ¢, *)
in Tp. Note that B cannot compute the private key
SKip+ = ggf(a)/(“+°’) since it does not have knowl-
edge about «. Thus, B randomly chooses t,7’ €
Z; and computes TKip-s5, = (di1,da,ds, dy),
where d; = gyt dy = htH;':l(aJFHO(IDj))’dB

Hi(e(g,h)t) - (go%f(a) A", dy = u~"". We note that
TKip+_s, is a properly-distributed authorization
token in A’s view. To see this point, we define a

random value r = % {X(fc) + 1’ € Zp, and obtain

zjz? while calculating its co-

L= (g(()CXJFC)??)%];(ij:C)JrT/ _ gOTT,f(@) . h’r'
and
SKip«u "= SKp- '90(7g )
= SKip- - SKih g5 =u".

Then we have that d3 = Hi(e(g,h)!) - h" and dy =
SKip~u~". Therefore TKip-_.s, = (d1,dg,ds,dy)
is a properly-distributed authorization token.

Challenge: A outputs a valid private key SK' for I D*. Since
a valid private key SK’ for ID* entails e(h* - h¢, SK') =
e(g, h) where ¢ = Hy(ID*), we deduce that e(h**¢, SK') =
e(g, h) and therefore




Similarly with the proof of Lemma 9 in [32], we use long
division to compute the ratio f(a)/(a + ¢) that appears
in the exponent. Using long division, we rewrite the poly-
nomial f as f(z) = (x + ¢)A(z) + ¢ for some easily
computable polynomial A\(z) = > 9-7 \;z’ and constant
¢ € Z,. Then the ratio f(z)/(z + ¢) can be written as
f@)/(x+¢) = IZ2Na' + ¢/(x + ¢). Thus the private
key SK' can be expressed as
SK' — gg(z;%;é X't ot )

Note that ¢ # 0 since (z + ¢) does not divide f(x). Then B
can compute

q—2 ) ¢!
D= ((SK’)el : H(gé”z)‘“)

i=0
—1
_ ) _ ) ¢ ¢
D St P YLD D VU =
= (go “ Yo “ Y90

1
=g O(a+6) .

B returns D as the required solution to the given instance of
the variation of ¢-SDH assumption. Therefore, if there exists
a PPT adversary that breaks the LR-CA security of the IBET
scheme with advantage ¢, then we can break the variation
of ¢-SDH assumption with advantage .

|

6 PERFORMANCE EVALUATION
6.1 Theoretical Analysis

We summarize the computation overhead of every algo-
rithm at each entity side in Table 2. We mainly consider the
most expensive cryptographic operations, i.e., exponentia-
tions and bilinear maps. In the table, we let ¢, and ¢, denote
the evaluation time of an exponentiation operations in G
and a bilinear pairing, respectively.

The computation cost of setup algorithm taken by RA
is linear in the allowed maximum number m of the data
consumers who can access the same data. In registration
phase, RA only needs to perform one exponentiation in G
to produce a private key. The Encrypt algorithm offers two
ways for a data owner to secure data. If the data owner
wants only one user (e.g., just himself) to access outsourced
data, he generates the case 1 ciphertext, which takes him two
exponentiations; if he would like to share data with more
users in the future, he can generate the case 2 ciphertext,
by taking just four exponentiations. When the data owner
decides the identities of the users who can access his data,
the owner takes the cost linear with the number n of
these users to create an authorization token. The Transform
algorithms takes CSP one pairing to transform a file. For an
original file, the Decrypt algorithm takes a data consumer
one bilinear pairing to decrypt; for a transformed file, the
cost of the Decrypt algorithm is linear with the total number
of authorized data consumers.

Table 3 further compares our IBET scheme with other
related schemes, in terms of storage costs of client and
CSP server and computation cost of token generation over
bilinear groups, as well as some useful functionalities. In the
table, |Z;|, |G|, |G| denote the length of a value in Z;,G

TABLE 2
Computation complexity of each algorithm in the IBET scheme
Algorithms Computations Entity
Setup (m + 2)te + 1t RA
Register 1te RA
Encrypt 2t (case 1) or 4t. (case 2) Data owner
Authorize (n + 4)te Data owner
Transform 1ty csp
Decrypt IBE: 1t, Data consumer
IBBE: (n — 1) - te + 3tp

and Gr, respectively. Matsuo’s and Jiang et al.’s schemes
support a cross-domain transformation that converts files
generated in public-key encryption (PKE) system into files
generated in IBE system, but their schemes require a user of
PKE to store public parameters (public keys) with the size
linear to the number (V) of intended data consumers who
can access his data. This efficiency drawback is overcome
by identity-based encryption mechanism which has been
achieved in Xu et al’s and ours schemes. In comparison
with Xu et al.’s scheme, ours requires less public parame-
ters to be stored at client side and achieves identity-based
cross-domain transformation feature. This feature erases the
limitation of transforming only in one encryption system.
Moreover, it enables users to first choose efficient identity-
based encryption mechanisms to protect data, and then
transform the encrypted data (if they like) so that users from
a different (IBBE) encryption system can access.

6.2 Experimental Analysis

We conducted a series of experiments to evaluate the per-
formance of the IBET scheme. The bilinear cryptographic
operations are implemented by using the Standford PBC li-
brary (http://crypto.stanford.edu/pbc/). The elliptic curve
is of Type A (y?> = 2 + x) so that p is a 160-bits prime
and the size of an element of G is 256 bits. The details of
hardware and software environments of our experiments
are summarized in Table 4.

In the experiments, we first evaluated the performance
of file creation and (original) file access. In particular, we
implemented the efficient BB04 IBE scheme [31] to compare
its performance with ours in terms of file creation and file
access. We also followed the idea of key encapsulation in
the experiments for backwards compatibility. That is, we
first used symmetric keys of 256-bits AES to encrypt real
data (about 1 KB), and then encrypted the symmetric keys
via IBE. The file access process thus involves two steps: first
obtaining the symmetric keys and then using the keys to
recover data.

Table 5 shows that BB04 IBE and our IBET schemes
require roughly the same computation times in file creation
(about 60 msec) and file access (about 50msec) processes,
respectively. This means that although our IBET scheme
introduces the encryption transformation mechanism, the
most frequently used file creation and file access processes
have not been affected. Cloud clients will feel little differ-
ence in using our IBET scheme or an ordinary IBE scheme
to outsource and access files.



TABLE 3
Comparison with related works in bilinear groups

Costs at Client side Costs at CSP side
Schemes Public parameters Private key Token Original Transformed | O | @ | &
storage storage computation file storage file storage
PKE: 3N|Z| PKE: 3|Z7|
Matsuo[28 p P 1t 3|IG| + 1|G 2|G| + 1|G
atsuo[28] IBE: 4/G| + |G| IBE: 2|G| ¢ (Gl 1Crl | 2ACI+ 1G] | V| >
. PKE: 7N|Z7] PKE: 2|Z%]
t al.[30 P P 6te + 1t 4|G| + 3|G 2|G 2|G
Niang et al130] | pp Gl 411Gy | IBE: 2|Z5| + 1/G| it (Gl + 3Gl | 261 +2(C2] | V| V| X
Xu et al.[23] (Bm + 2)|G| + 1|G| 1|G| (n 4+ 5)te 3IG| + 1|Gr| | 4G|+1|Gr| | x | V/ | V
Our IBET (m + 1)|G| + 1|G7| 1|G]| (n+Dte | 2IG|+ 1G] | 4G+ 1Gr| | v | v | V

Notations: () means cross-domain transformation; 2) means non-interactive transformation; ) means identity-based setting.

(a) Authorization Token Generation
0.6

(b) File Transformation

(c) File access
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Fig. 4. Execution time of Authorization token generation, File transformation and (transformed) File access

TABLE 4
Experiment environments

Details
Intel(R) Core(TM) i5-5200U
@ 2.20GHz
8GB
Microsoft Windows 10
Microsoft Visual C++ 6.0
Pairing Based Cryptography

Environment

Hardware CPU

Memory
Operating System
Compiler
Program Library

Software

TABLE 5
Execution time of File creation and (original) File access

File Access
54.112 ms
48.097 ms

File Creation
56.411 ms
60.786 ms

Schemes
BB04 IBE
Our IBET

Our IBET scheme provides the encryption transforma-
tion mechanism for data owners to transform original files
into files in Delerablée’s IBBE-type ciphertext format. Xu et
al.’s scheme achieves a similar mechanism that transforms
an IBBE-ciphertext-format file into another IBBE-ciphertext-
format file. Thus, we additionally implemented Xu et al.’s
scheme and Delerablée’s IBBE scheme to conduct the exper-
iments for authorization token generation, file transforma-
tion and (transformed) file access processes.

Fig. 4 (a) shows that the times cost by the generation of
an authorization token of our IBET and Xu et al.’s schemes
both grow linearly with the number (n) of authorized data
owners. More precisely, our IBET scheme consumes a little
(0.02112s) less time in this process. Fig. 4 (b) compares the
times cost by the file transformation of our IBET and Xu

et al.’s schemes. It can be seen that the time consumed in
Xu et al’s is linear with the number of authorized data
consumers; while in ours the consumed time is constant
(about 0.00458s). This is because that Xu et al.’s scheme
actually transforms an IBBE ciphertext into another IBBE
ciphertext, while ours transforms an IBE ciphertext. Fig. 4
(c) compares the times cost by the transformed file access
of our IBET scheme and file access of Delerablée’s scheme.
It reveals that the time consumed in our transformed file
access grows linearly with the number of authorized users,
but is very close to that cost by the file access of Deler-
ablée’s IBBE scheme. This is a very attracting feature in
that authorized users take almost no extra computations to
access a transformed file; in other words, for the users who
deploy IBBE scheme locally, there is no difference of time
cost in accessing a transformed file or a file generated under
ordinary IBBE encryption mechanism.

7 CONCLUSION

In this paper we studied how to securely and efficiently
transform encrypted data in clouds. To address this issue,
we proposed an identity-based encryption transformation
(IBET) model, which connects the well-studied IBE and IBBE
systems. IBET allows data owners to secure outsourced data
with identity-based access control, which eliminates compli-
cated cryptographic certificates for all users. Moreover, IBET
provides a transformation mechanism for data owners to
authorize cloud service provider (CSP) to transform a file in
IBE-ciphertext formant into a file in IBBE-ciphertext format,
so that a set of authorized users can access the underlying
data. We proposed a concrete IBET scheme that is secure
against powerful attacks. Thorough experimental analyses
demonstrate the efficiency and practicability of the scheme.
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APPENDIX A
PROOF OF THE VARIATION OF ¢-SDH ASSUMPTION

We show that as long as the standard ¢-SDH assumption
[32] holds in group G, then the variation of ¢-SDH as-
sumption also holds in G. We firs review the standard g-
SDH assumption. As shown in [32], the standard ¢-SDH
assumption states that given a (¢ + 1)-tuple of elements
(g,g’“',gzz, ., g™") € G, there exists no PPT algorithm
that outputs a pair (c,g"/(®*¢)) for a freely chosen value
¢ € Zy\{—=x}. Suppose that there exists a PPT algorithm A
breaking the variation of ¢-SDH assumption with advantage
¢, that is, on input (9,97, 9%, g%"c) € GIFL x Zy, A
outputs g'/(@+¢) with probability e. Then we construct an
algorithm B that breaks the standard ¢-SDH assumption
with the advantage - (1 —1/p). B is given a ¢-SDH instance
(9.9%, 9% ,...,g"") and its goal is to compute (c,g"/(@+o)
for a freely chosen ¢ € Zy\{—=z}. To leverage A, algo-
rithm B picks a random ¢ € Z, and forwards the tuple
(9,9%, 9% ,...,g*", c) as an instance of the variation of ¢-SDH
to A. A outputs ¢g'/(*+¢) € G as its solution. Then B outputs
(¢, g*/@+)) correspondingly. We note that B successfully
breaks the standard ¢-SDH assumption except for the case
¢ = —z. The probability for ¢ = —x is 1/p. Therefore, if A
breaks the variation of ¢-SDH assumption with advantage ¢,
then B can break the standard ¢-SDH assumption [32] with
advantage ¢ - (1 — 1/p).

APPENDIX B
PROOF OF THEOREM 2

In the IBET scheme, a file is composed by a ciphertext of
an asymmetric encryption (IBE or IBBE) and a ciphertext
of a symmetric encryption (e.g, AES). Many symmetric
encryptions have been well studied and extensively used
in practice. We assume that the symmetric encryption can
also well protect the data privacy in our scheme. Thus, we
focus on proving the security of the asymmetric encryption.
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Assume that an adversary A can access the symmetric
key encrypted in a file with probability € without using the
correct key. We show that we can leverage A’s output to
break the GDDHE assumption with probability at most e.
To do so, we construct an algorithm 5 which simulates a
challenger interacting with A.

Algorithm B is given an instance of GDDHE: (go, g, -.-,
g o gy ") and (ho, hg, .. b hEYY), as
well as T € G which is equal to e(go, ho)‘gp("‘) or a random
element of G, where g, ho are generators of Cglclic group
G, and P(z) = [[",(z + w;) and Q(z) = Hgiq;i_l(x + w;)
are two polynomials with distinct roots picked from Zj,.

Setup: The adversary A chooses a target identity ID*
and sends it to the challenger. The algorithm 5 sets m = k
as the allowed maximum number of data consumers who
can access the same data. B3 then sets

g = 0@ p = pllaesletwd
h® = hg Migalotwd ok of TI55 5, (atws)

(9, h) = € (go, ho) " THZrratot)

B chooses a random value 7 € Z; and computes
u = h7,u* = h*. To model hash functions H,
and H;, B establishes two tables 7 and 7 just the
same as in the proof of Theorem 3. Then B defines
the following public parameters PP and sends it to A:
PP = (gl,u,uo‘,h,ho‘,ho‘Q,--- ,ho‘k,e(g,h),HO(-),H1(~)).
Note that B does not know the master secret key MSK =

Plo
(9=90, ).

Phase 1: The adversary A adaptively issues the follow-
ing queries:

o User registration(I D;). A queries the private key for
identity I D; # I D*.If Ahas already queried the pri-
vate key for I D;, B returns the corresponding private
key SKrp, in Ty. Otherwise, if A has already queried
the hash value for 1D;, B uses the corresponding w;
to compute the private key

P(a)
1 aFw,
SKIDi = gotHoUDi) = gé i)

Then B returns SKp, to A and completes the table
Tp with SK;p, for ID;. If neither the private key for
ID; nor the hash value for I D; have already been
queried, B sets Ho(ID;) = w;, computes SK;p,
exactly as above and completes the table T for ID;.
o Authorization(ID; — S;). B initiates a table L =
(ID;, S;,TKip,—s,) to store related information
about authorization tokens. For an authorization
token query from ID; to S; = {ID, };lek, if
(ID;,S;,TK|p,—s,) already exists in table L, B
returns TK;p, s, to A. Otherwise, B first calls the
registration algorithm to produce a private key for
ID; and then uses it to create authorization token
TKip,—s,. In doing so, if ID; # ID*, B computes
the private key SK;p, as above; if ID; = I1.D*, how-
ever, SKrp~ cannot be created due to the absence
of (a + wg1) in P(«). Therefore, we elaborate the
responses of B into two cases:



- ID; # ID*: B first creates the pri-
vate key SKrp, just as in user registra-
tion query. Then B picks random values
t,r € Z; and computes d; = gyt dy =
htn}l:l(aJrHO(IDj))a d3 = Hl(e(gah)t)hr7d4 =
SKip, -u~". Then B gives the authorization
token TKIDZ'—»S,- = (dl,dg,dg,d4) to A and
records (IDZ‘, S, TKID¢—>S,-) in table L.

- ID; = ID*: In this case, B outputs a random
authorization token instead of a well-formed
one. It chooses random elements ds € G,
t,r € Z, and computes d; = gft7d2
ptIG= (et HoU D)) gy — Hy (e(g,h)t)h". Then
B gives TKp,—s, = (di1,ds,ds,ds) to A and
records (ID;,S,TK|p,_,s,) in table L.

Challenge: When deciding Phase 1 is over, the adversary
A outputs two messages My and M. If there are a record
(ID*,S;,TKrp+_s,) in table L and a record (ID;, SK;p,)
for any I D, € S; in table Ty, algorithm B aborts. Otherwise,
B randomly chooses a bit b € {0,1} and computes

o= My T (g0 4300
Cy = hSQ(a)7 Cy = Clv’

where A(a) = 1 (Hfi;w (a4 w;) — Hgi;-s-z wl)
One can verify that

Cy = pyHEasalotw- @) _ psatitorp)
Cy = (hs(aJrHo(w*)))7 _ St Ho(ID"))

Note that if T' = e(go, ho)*F(®), then Cy = Mye(g, h)*.
Then B gives CTyp = (Cy, C1,C2) to A as a challenge.
Phase 2: The same as Phase 1 with the restrictions

described in Definition 1.

Guess: The adversary A outputs a guess ' € {0,1} and

B outputs the same bit.

We claim that the probability of A in distinguishing

a well-formed authorization token from a random one is

negligible. In the case ID, = ID*, B chooses a ran-

dom d4 € G. For such d4, there must exist a value

r e Z, such that dy = SKjp- - u~"'. Then the ran-

dom authorization token can be written as T K p+_,g5, =

(g, ht Hi=alot HoUDD) H, (e(g, h)!)-h", SKp+-u~™""). On

the other hand, the well-formed authorization token is of the

form (gy ", b T=a (et HoUDD) p (e(g, n)Y) - b, SKyp- -

u™""). Then, distinguishing the random token from a

well-formed one is identical to distinguishing the part

(g7t Wt lim (@t HoDi) 'm (¢(g,h)t) - h") from the part

(g7, nt T (et HoI D)) Fr (e(g, h)!') - ™). Indeed, these

two parts are the Delerablée’s IBBE encryptions of h" and

", respectively. Since the probability of A in distinguish-

ing Delerablée’s IBBE ciphertexts has been proved to be

negligible by Theorem 1 in [9], the probability of A in

distinguishing a well-formed authorization token from a

random one is negligible too. Therefore, if the adversary

A can break the IND-sID-CPA security of the IBET scheme

with probability ¢, then we can use A to break the GDDHE

assumption with probability at most ¢, which completes the

proof of Theorem 2.
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