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Abstract
Internet of Things (IoT) is an integration of various technologies to provide technological enhancements. To enforce access
control on low power operated battery constrained devices is a challenging issue in IoT scenarios. Attribute-based encryption
(ABE) has emerged as an access control mechanism to allow users to encrypt and decrypt data based on an attributes policy.
However, to accommodate the expressiveness of policy for practical application scenarios, attributes may be repeated in a
policy. For certain policies, the attributes repetition cannot be avoided even after applying the boolean optimization techniques
to attain an equivalent smaller length boolean formula. For such policies, the evaluated secret shares are also multiple for
repeated attributes; hence, the ciphertext computed for those irreducible policies is long and computational effort is more.
To address this issue, a new CP-ABE scheme is proposed which employs our Repeated Attributes Optimization algorithm
by which the Linear Secret Sharing Scheme matrix sent along with ciphertext will contain the access structure of policy
including attributes appearing multiple times, but the ciphertext will only be evaluated for unique non-repeated attributes.
Security and performance analysis show that the proposed construction fulfils its goals of achieving desired security with low
communication overhead and computational cost for resource-constrained devices.

Keywords Optimization · Cloud computing · Internet of things

1 Introduction

Internet of Things (IoT) is a framework where ubiquitous
sensors (or devices) are connected to physical world via the
Internet [1,2]. The three core components of IoT consist of
devices, internet and connectivity [3]. IoT creates exciting
new application scenarios where data collection intersects
data analysis including making real time decisions based on
the collected data. However, the resource-constrained smart
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devices have problems in handling the enormous amount of
data generated in the era of Big Data.

On the other hand, cloud computing [4–6] has emerged to
provide on-demand, scalable access to resources as a service.
Therefore, to fully utilize the benefits provided by cloud com-
puting, most IoT applications outsource their data to cloud
infrastructure. However, due to privacy and security concerns
of data in the cloud, the data are encrypted prior to outsourc-
ing it and access control is enforced to retain data ownership.

Attribute-based encryption (ABE) [7] has evolved as a
potential candidate to provide data access in cloud computing
systems. To assure data security, the data owner constructs
a ciphertext over an access control policy for a set of user
attributes in Ciphertext Policy-ABE (CP-ABE). User has
access to data if the attributes in user key satisfy the pol-
icy in ciphertext. Boolean formulas or access tree structures
are mostly preferred by ordinary users to represent policies
because of their simplicity, whereas the highly expressive
and provably secure CP-ABE schemes [8–12] require LSSS
matrices for enforcing policies in ciphertexts. For CP-ABE
using LSSS, policy is not sent in plaintext; instead an LSSS
matrix (A, ρ) is evaluated for the policy and sent along
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with the ciphertext. Lewko and Waters detailed an algorithm
[9], for converting any monotone boolean access formula
to corresponding LSSS matrix. For all highly expressive and
proven secure constructions [8–12], ciphertext size linearizes
correspondingly to the associated rows of LSSS matrix.
Moreover, nature of LSSS matrix relies completely on the
underlying policy for which it is constructed, i.e., if any
attribute is repeated in policy its image will also appear in
LSSS matrix. Attributes repetition in LSSS matrix directly
affects the encryption operation of data owner, i.e., he has to
compute the ciphertext for repeated attributes multiple times
which leads to large ciphertext size and computational cost.

Disjunctive normal form (DNF) policies can be arbitrarily
expressed as boolean formulas containing attributes appear-
ing once, or even multiple times. Consider a scenario where
an enterprise and a firm have a collective database which
is updated by both the staff of enterprise and firm. The data
need to be shared between the staff of enterprise, firm and the
BoG with the policy: (Staff ∧ (Enterprise ∨ Firm)) ∨ (BoG
∧ Enterprise ∧ Firm). There is a repetition of two attributes
if we express the policy in any minimal representation.

Another scenario in which a patient suffering from a car-
diac and nasal polyp disease admitted at hospital with his
reports being shared with Cardiologist, Otolaryngologist and
a nurse on duty in-charge of patient with the policy specified
by: (Hospital∧Doctor∧ (Cardiologist∨Otolaryngologist))
∨ (Nurse ∧ Cardiology == Cardiologist ∧ Nasal polyp ==
Otolaryngologist). As any specific disease is treated by its
specialist doctor, both (Cardiology == Cardiologist) refer
to the same attribute. In this scenario, the attributes Cardi-
ologist and Otolaryngologist are repeated twice in policy.
For both scenarios (of irreducible policies) discussed above,
due to repetition of attributes in policy the corresponding
LSSS matrix will contain a replica of repeated attributes,
and so the generated attribute shares are multiple leading to
enhanced computation cost and ciphertext size. Generally,
an irreducible policy is that for which the attributes repeti-
tion cannot be avoided even after applying the optimization
algorithms to obtain an equivalent smaller length boolean
formula.

In real life, people working in different organizations have
affiliations pertaining to those organizations, and their spe-
cific secret keys can be generated by attribute authorities
relating to those organizations. A particular instance can
be a doctor, nurse belonging to a hospital attribute author-
ity and an enterprise employees belonging to its respective
attribute authority. In that case, the authorities belonging to
hospital and enterprise should be working independently in
a decentralized fashion to generate the public parameters for
attributes and secret keys for users attributes. Moreover, the
parameters should be set in a manner that any particular data
owner can be able to define a policy over attributes belonging
to multiple distant attribute authorities.

Ensuring privacy of an individual or entity is an important
parameter in the design of an interconnected system. This
privacy breach can be alarming in the context of IoT, where
resource-constrained devices are used to regularly monitor
data and send it to the specified entity. In the context of a hos-
pital, several IoT-enabled sensors are connected to the patient
to monitor his disease symptoms, and the data are shared
only with the specified doctors and nurses for treatment pur-
poses. The patient’s privacy can be ensured by specifying an
access control policy over IoT-enabled sensors data, where
only legitimate doctors and nurses on duty in-charge of the
patient can have access to his data.

Based on a particular application or scenario, attributes
may be repeated in policy. Due to repetition of attributes, the
ciphertext is computed for repeated attributes multiple times
elongating the ciphertext size and its evaluation cost. Hence,
there is a need to explore this issue and devise an algorithm
which lessens the computational cost and size of ciphertext
even when attributes appear multiple times in a policy.

Priorly, several constructions addressed the issues of
attributes repetition in different contexts. The author’s [9]
proposed that the repeated attributes should be replaced by k
new replicas,where each replication of attribute is considered
as a new attribute. This formulation can be applied in secu-
rity proof as well because the security proof restricted that
attributes should not be repeated in policy or access matrix.
Moreover, an algorithm is proposed for constructing anLSSS
matrix to reduce the ciphertext size for threshold-based poli-
cies [13]. Lewko and Water [14] employed dual system
encryption technique for proving their multi-use attributes
construction secure in the standard model. Takashima [15]
proposed a CP-ABEwith non-redundant key components for
multi-use of attributes. All of the schemes either improved
performance or elaborated the security versus performance
tradeoff [8]; however, none of the construction has focused
to address the issue of repeated attributes in the context
of an irreducible policy. We propose a repeated attributes
optimization (RAO) algorithm to address the issue for an
irreducible policy. The intuition behind RAO for optimiz-
ing the evaluated attributes shares is to re-randomize some
shares values by exploiting the secret reconstruction property
∑

cxλx ∈ Wi = s. The satisfaction of any attribute set Wi

of policy by the user leads to the reconstruction of the same
secret s and formally access to same data; hence, this fact is
utilized for optimization.

1.1 Research contributions

In this paper, the authors’ motivation is to address attributes
repetition in expressive LSSS-based irreducible policies
which leads to enhanced computational cost in encryption
and ciphertext size. Table 1 shows a comparison of schemes
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Table 1 Comparison of attributes optimization for an irreducible policy (Ir-Pol) containing repeated attributes

Scheme Access structure Policy type Ir Pol Proposed remedy Reduced cost

[9] LSSS-based Expressive No Replicated with a different name No

[12] LSSS-based Expressive No Replicated with a different name No

[13] Threshold-based Less expressive Yes Algorithm for small size threshold matrix Yes

[21] LSSS-based Expressive No Limited to multi-message CP-ABE No

This work LSSS-based Expressive Yes Optimization of repeated attributes shares Yes

based on addressing the issue of repeated attributes and their
proposed remedies.

The main contributions of our work are summarized as:

– An efficient decentralized multi-authority CP-ABE with
repeated attributes optimization is proposed. The scheme
employs our proposed repeated attributes optimization
(RAO) algorithm in encryption algorithm that takes as
input the LSSS matrix and its corresponding attribute’s
shares for irreducible policy and returns an optimized sin-
gle share value of each repeated attribute. Hence, RAO
algorithm significantly reduces the encryption cost at
owner for an irreducible policy and the communication
cost by reducing the ciphertext size.

– The proposed scheme is proven to be secure against Cho-
sen Plaintext Attack (CPA) in the Generic Gro-upModel.
Performance evaluation depicts the effectiveness of the
proposed scheme in comparison to existing standard con-
structions.

– Comprehensive performance analysis depicts the effec-
tiveness of the proposed scheme. The scheme can be a
possible solution for resource-constrained IoT devices by
reducing the computation and communication cost.

1.2 Related work

The first CP-ABE construction was put forward by Bethen-
court et al. [7], supporting monotonic access structure. Key
Policy - ABE (KP-ABE) for the first time was proposed by
Goyal et al. [16]. Kapadia et al. [17] proposed a hidden policy
CP-ABE; however, it suffered from collusion. Nishade [18],
then proposed a hidden policy CP-ABE based on less expres-
sive AND-based access structures. Mellisa and Chase [19]
proposed the first multi-authority KP-ABE scheme where
multiple authorities were responsible to manage, distribute
attributes and to assign attribute keys to users. First, CP-ABE
multi-authority scheme was proposed by Muller et al [20].
The scheme required a central coordination authority toman-
age other authorities unless the first decentralized CP-ABE
[9], was proposed by Lewko and Water.

CP-ABE schemes currently support And-based [18],
Threshold-based [13] and the most expressive LSSS-based

access structures [9,21]. Lewko and Water’s proposed an
algorithm [9] to provide ordinary users with capability for
converting any monotone boolean access formula to corre-
sponding LSSS matrix using AND-OR gate tree. A boolean
access formula can contain repeated attributes with their
image appearing in corresponding LSSS matrix leading to
large communication and computation cost.

Prior approach to address the repeated attributes issue
were [9,12] which stated that repeated attribute X should
be replaced by k new “attributes” X : 1, . . . , X : k, and
these were controlled by the same authority that controlled
X. For policy (A ∧ (B ∨ C) ∨ (B ∧ C ∧ D)) containing
attributes “B, C” twice; the attributes “B, C” are replaced by
“B1, B2” and “C1, C2” respectively. The policy is rewritten
with distinct attribute names as (A ∧ (B1 ∨ C1) ∨ (B2 ∧
C2 ∧ D)). Considering only attributes “B1, B2” in this case,
the public parameters for B1 and B2 are different and gen-
erated separately for each of them by the authority; hence,
the evaluated ciphertext corresponding to them is also differ-
ent. Moreover, in the LSSS access matrix, the attributes B1
and B2 are explicitly mentioned and for any user satisfying
the policy should have the required decryption key explic-
itly for B1 or B2 from the authority instead of just B from
the authority. Drawback of this approach is the large size of
public parameters, more ciphertext evaluation cost and its
size.

To cater the above issue, the authors in [13] proposed an
algorithm by extending the work in [9] to support thresh-
old policy by incorporating threshold gate (t, n) access
tree, thereby obtaining smaller size LSSS matrices with no
attributes repetition. The limitation of this approach is that it
benefited only in reducing the ciphertext size and computa-
tional operations for threshold gate policies only. Khan et al.
[21], have proposed a basic algorithm for removing repeated
attributes shares from LSSS matrix of multi-message CP-
ABE. However, the applicability of algorithm is limited
to policies only for particular scenarios employing multi-
message CP-ABE. Moreover, it cannot be scaled to cater
irreducible policies.

Another issue focused by researchers is the security ver-
sus efficiency tradeoff by repetition of attributes. Water [8]
presented schemes to be secure under different security
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assumptions at the expense of an increase in public parame-
ters and secret key sizes by lifting the restriction of attributes
appearing only once in policy. Further, Lewko and Water
[14] eliminated the efficiency loss by incorporating the con-
cept of dual system encryption and proved the scheme to
be secure in the standard model by relaying on q-based
complexity assumption. Recently, Takashima [15] proposed
adaptively secureKP-ABE andCP-ABE constructions under
a static assumption. TheKP-ABE andCP-ABE schemes cor-
respondingly achieved the non-redundant ciphertext and key
components for multi-use attributes employing the CNF for-
mula for policy. Besides the introduction of a new sparse
matrix; the Dual Pairing Vector Spaces (DVPS) along with
Inner Product Encryption (IPE) are employed. In compari-
son to existing constructions [8,14], the public and secret key
sizes also depend on the number of columns of the access
matrix besides the number of involved attributes.

The rest of the paper is organized as follows. Section 2
presents cryptography background, while Sect. 3 describes
the definitions of system and security model. The proposed
construction is presented inSect. 4. InSect. 5, the security and
performance analysis of the proposed scheme are detailed,
while Sect. 6 concludes the paper.

2 Preliminary background

The overview of bilinear map, LSSS and access structures is
presented in this section.

2.1 Bilinear map

Let two multiplicative cyclic groups be G and GT of prime
order p where g is a generator of group G. There exists a
bilinear map e : G x G → GT between the groups with the
following properties.

1) Bilinearity: e(ga, gb) = e(g, g)ab∀a, b ∈ Z p, g ∈ G
2) Non-degeneracy: e(g, g) �= 1
3) Computable: There must be an algorithm to efficiently

compute e(g, g)∀g ∈ G

2.2 Access structures

Definition 1 Access Structure [22]. For a set of parties
P ′
1, . . . ,P ′

n , collection L′ ⊆ 2{P ′
1,...,P ′

n} is monotone if ∀
M′,N ′ : if M′ ∈ L′ and M′ ⊆ N ′, then N ′ ∈ L′. Mono-
tone access structure is a collection of non-empty subsets of
P ′
1, . . . ,P ′

n . Sets in L′ are authorized sets.

Attributes are equivalent to parties with consideration of
monotone access structures only, in this work.

2.3 Linear Secret Sharing Scheme

The proposed scheme utilizes Linear Secret Sharing Scheme
(LSSS) [22].

Definition 2 A secret sharing scheme
∏

is linear for a set of
parties P ′ if a vector over Z p is formed by combining shares
from all P ′. Moreover, a share generating matrix A with m
rows and n columns exists for

∏
where xth row in matrix A

maps to party P ′(x). A sharing vector v = {s, v2, . . . , vn} ∈
ZR
p exists, such that s ∈ ZR

p is the shared secret. The product
A. v forms a vector ofm shares for s according to

∏
. For each

party P ′(x), its share is evaluated by λx = (A · −→v )x .

Here,X ′ indicates an attributes set andY ′ ⊆ {1, 2, . . . ,m}
as Y ′ = {x |P ′(x) ∈ X ′}. A vector (1,0,…,0) exists in the
span of Ax indexed by Y ′. To linearly reconstruct, the con-
stants of the form {cx ∈ Z p}x∈Y ′ exists so that, if λx are
valid secret shares of s accordingly for

∏
, then “s” can be

reconstructed by
∑

x∈Y ′ cxλx = s.

3 System and security model

3.1 Systemmodel

The systemmodel of a repeated attributes optimization-based
CP-ABE scheme is shown in Fig. 1. It consists of Cloud
Service Provider (CSP), Attribute Authorities (AA), owner
and user.

– CSP: It is an entity for providing computational and
storage services to users. It is a semi-trusted entity
which follows the protocol but curious about learning
the encrypted data placed over it.

– AA: Attribute authorities ensure the access controlmech-
anism by providing decryption keys to users based on
their attributes. Each attribute authority generates the
Public Key (PK ) and Secret Key (SK ) parameters for
every attribute in its domain. The public key parame-
ters are utilized by data owners to encrypt data under an
attributes policy while secret key parameters by AA to
generate user decryption keys based on their identities
GI D and attributes possessed by them. All AA work in
a decentralized fashion without coordination in between
them.

– Owner: Data owners are resource-constrained devices
who encrypt their data and define an access control policy
to outsource data to CSP.

– User: An entity who wish to retrieve and access data
based on the access privileged granted to him based on
the attributes he possess. Users may collude with each
other to have access to data that they are not entitled to
have individually.
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Fig. 1 System model

Our proposed scheme consists of the following algo-
rithms.

– Global Setup(λ) → GP: It takes as input a security
parameter λ to output the global parameters GP .

– Authority Setup(GP) → SK , PK : Each AA runs this
algorithm by taking as input GP to return the secret,
public key parameters SK , PK .

– Encrypt(M, (A, ρ, ρ′),GP, PK ) → CT : Data owner
runs this algorithm by taking message M , GP , PK and
access structure (A, ρ, ρ′) for the policy as input to out-
put ciphertext CT . A, ρ is the exact representation of an
irreducible policy expressed using LSSS matrix A with
ρ mapped to the rows of A, while ρ′ contains the unique
non-repeated attribute names appearing in ρ or in irre-
ducible policy. Moreover, the length of ρ′ is than ρ, and
it is mapped to CT .

– KeyGen (GI D,GP, l, SK ) → Kl,GI D : AA runs this
algorithm. It takes the user identity GI D, GP , SK as
input to generate the output key Kl,GI D corresponding
to user attribute l.

– Decrypt (CT ,GP, {Kl,GI D}) → M : User gets access
to data by employing this algorithm. Taking key, CT
and GP as input, it returns M if the key satisfy access
structure in CT .

3.2 Security model

We consider the following indistinguishable game against
the Chosen Plaintext Attacks (CPA) between an adversary
A and challenger C. In security game,A corrupts authorities
statically but can make key queries adaptively.

– Setup: The global setup algorithm is run. Out of the total
authorities S in the system, adversaryA specifies a subset
of corrupt authorities S′ ⊂ S. Challenger C then obtains

the public and private keys of good (non-corrupt) S −
S′ authorities by running authority setup and gives the
public keys to A.

– Phase 1:AdversaryA is given access to Key Generation
Oracle (KGO).A issues queries for good authorities keys
(i,GI D) corresponding to attribute, i and identityGI D.
Challenger replies to adversary with the keys Ki,GI D .

– Challenge: A then specifies two messages M0, M1 and
a challenge access structure (A, ρ, ρ′) under the restric-
tion that union of queries made in Phase 1 and the keys
possessed byA for corrupt authorities should not include
a span of (1,0,…,0) in challenged access structure. Also,
A shares the public keys of corrupt authorities attributes
appearing in challenged access structure. Challenger C
chooses randomly β ∈ {0, 1} and sends an encrypted
Mβ under (A, ρ, ρ′) to A.

– Phase 2: A makes further key queries (i,GI D) similar
to Phase 1, unless the constraint of challenged (A, ρ, ρ′)
is not violated.

– Guess:AdversaryA outputs a guess β ′ for β. Advantage
of A in the game is Pr [β = β ′] - 1

2 .

Definition 3 The repeated attributes optimization-based
multi-authority ciphertext policy-attribute-based encryption
scheme is secure (against static corruption of authorities), if
all polynomial bounded adversaries have at most a negligible
advantage against challenger in above security game.

4 Proposed efficient CP-ABE with repeated
attributes optimization

In this section, we detail our proposed decentralized multi-
authorityCP-ABEwith repeated attributes optimization (CP-
ABE-RAO) scheme.

4.1 Main idea

A DNF policy [23] can be generically represented as

P =
N∨

j=1

⎛

⎝
∧

X∈Wj

X

⎞

⎠

where N attribute sets W1,W2, . . . ,WN denote attributes
that occur in the j-th conjunction of P . An irreducible policy
I R− Pol with arbitrary attributes (A, B,C, D, E) for elab-
oration purpose can be written generically as: I R − Pol =
(A∧ B)∧ (C ∨ D)∨ (C ∧ D∧ E). For this particular policy,
there are three attribute sets, namelyW1 = {A, B,C},W2 =
{A, B, D},W3 = {C, D, E}. The attributes (C, D) are
repeated twice in policy because they appear in more than
one attribute set.
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436 F. Khan et al.

In traditional CP-ABE schemes, the data access is provi-
sioned subject to the satisfaction of any attribute set Wi in
policy.Hence, different user’s having variant sets of attributes
and satisfying the different Wi in policy will have access to
same data, because a single secret s is shared for all the dif-
ferent Wi in policy.

The intuition behind RAO for optimizing the evaluated
attributes shares is to re-randomize some shares values by
exploiting the secret reconstruction property

∑
cxλx ∈

Wi = s. As the satisfaction of any attribute set Wi of pol-
icy by the user leads to the reconstruction of the same secret
s and formally access to same data; hence, this fact is uti-
lized for optimization. The repeated attributes share values
belonging to different attribute sets of policy are optimized
by fixing some shares values to a constant, while changing
the others with secret s fixed for all Wi , such that after opti-
mization they combine to reconstruct the secret s again. A
necessary condition for optimization is that after performing
it, unauthorized attribute sets should not be able to recon-
struct the secret, i.e., perfect secret sharing condition should
be maintained. Hence, the optimization can be performed
to help reduce computation and communication cost for an
irreducible policy in which both repeated and non-repeated
attributes appear in a particular attribute set. For the par-
ticular example of policy I R − Pol, the attribute set W3

contains attributesC, D, E among which the attributesC, D
are repeated attributes which appear inW1,W2 as well, while
E is non-repeated attribute which appears only inW3. Hence,
for policies of this type the optimization can be performed
for attribute E by fixing shares for attributes C and D. In
fact, to the best of authors’ knowledge, it is an open prob-
lem to perform attributes optimization when no optimization
variables or non-repeated attributes are present with repeated
attributes in an irreducible policy.

4.2 CP-ABE-RAO scheme

The proposed scheme consists of the following algorithms.

– Global Setup(λ) → GP: In global setup, a bilinear
group G of prime order p′ is chosen. Global parameters
are set to p′, g and H ; where g is a generator of group
G and H is a hash function that maps global identities
GI D to elements in G.

– Authority Setup(GP) → SK , PK : Each authority
selects for itself a randomvalue r ∈ Z p. For each attribute
l that belongs to authority in attribute universe, it chooses
a random value βl ∈ Z p. It keeps values {r , βl∀l} as
secret key, SK and publishes {gr , e(g, g)βl∀l} as public
key, PK .

– Encrypt(M, (A, ρ, ρ′),GP, PK ) → CT : For encryp-
tion, firstly the access policy is converted into LSSS
matrix A. The algorithm takes as input a message M ,

global parameters, an access matrix A of size m x n
with ρ containing a map of its rows to attributes, and
PK ’s from relevant authorities. Also it takes as input ρ′
which indicates the list of non-repeated distinct attributes
appearing in ρ. Then, it chooses a random encryption
exponent s ∈ Z p, and v∈ Zn

p, where v is a column vec-
tor of length n and contains s as its first entry. Then, it
computesλx =Ax·v, whereAx is xth rowofA.Moreover,
it choose a random vector w ∈ Zn

p of length n with secret
s′ = 0 as its first entry. Computewx = Ax ·w. Algorithm
1 summarizes the steps carried out for optimization.

The repeated attributes optimization (RAO) algorithm
takes as inputA,ρ,ρ′, s,λx , s′,wx and the number of attribute
sets Wi in policy and proceeds as follows.

Lines 1-3 The coefficients cx corresponding to
attributes ρ(x) belonging to all attribute sets
Wi in policy are computed by the relation:

∑

x

cx Ax = (1, 0, . . . , 0)

Lines 4-12 Counter variable countρ′(t) is set to zero
for all distinct non-repeated attribute names
appearing in ρ′. Starting with the first attribute
set and traversing through all of the them,
the occurrences of all attributes appearing in
attribute sets ρ(x) ∈ Wi are counted by incre-
menting countρ′(t) variables. This is used to
record the repetition of attributes appearing
multiple times in various different Wi .

Lines 13-21 Variable Addi is initialized to 0 for every
attribute sets Wi of policy and is incremented
with countρ′(t) for ρ(x) ∈ Wi and ρ(x) ==
ρ′(t) by satisfying the following relation:

Addi = (∑
ρ(x)∈Wi

Countρ′(t) if ρ(x) == ρ′(t)
)

Notations: We represent attribute shares λx falling into
two categories, namely: (1) fixed or optimized
shareλx−optimized , i.e., whose value have been
fixed (set to a constant value). (2) Other share
λx−other , i.e., whose optimized value is yet
to be determined. Once the value is deter-
mined the status of attribute share is changed
from λx−other to λx−optimized . Moreover, we
denote array K is a 3 dimensional array which
keeps a record of optimized variable name,
its λx−optimized share value, and wx−optimized

optimized share value.
Lines 22-32 To perform less optimization steps, the algo-

rithm figures out that attribute set Wlmax
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Algorithm 1 Repeated attributes optimization (RAO)
Require: A � LSSS access matrix for policy
Require: ρ � Mapping of attribute names to rows of A
Require: ρ′ � Non-repeated attribute names of ρ

Require: Wi � Attribute sets in policy for (A, ρ)
Require: s ∈ Z p � Secret shared
Require: s′ = 0 � Secret shared
Require: λx � Evaluated attribute shares for s wrt ρ
Require: wx � Evaluated attribute shares for s′ wrt ρ
Ensure: λt � Optimized attribute shares for s wrt ρ′
Ensure: wt � Optimized attribute shares for s′ wrt ρ′
1: for all ρ(x) ∈ Wi do
2: compute cx
3: end for
4: for all ρ′(t) do
5: countρ′(t) ← 0
6: end for
7: � Count repeated attributes occurrences
8: for all ρ(x) ∈ Wi do
9: if ρ(x) == ρ′(t) then
10: ++ countρ′(t)
11: end if
12: end for
13: � Evaluate Wi with largest # of repeated attributes
14: for all Wi do
15: Addi ← 0
16: end for
17: for all ρ(x) ∈ Wi do
18: if ρ(x) == ρ′(t) then
19: Addi ← Addi + countρ′(t)
20: end if
21: end for
22: � Fix share values of a Wi with largest Addi
23: return lmax ← index(maximum(Addi ))
24: K = {} � Initialize a 3D array K of length ρ′
25: for ρ(x) ∈ Wlmax do
26: λx−optimized ← λx
27: wx−optimized ← wx
28: K j,1 ← ρ(x)
29: K j,2 ← λx−optimized
30: K j,3 ← wx−optimized
31: K + + � Increment K index by 1
32: end for
33: � Perform optimization (re-randomization of shares) for other

Wi (excluding Wlmax )
34: for all ρ(x) ∈ Wi,i �=lmax ρ(x) �= K do
35: λx−other = (1/cx−other )(s − ∑

x∈Wi ,K cxλx )

36: λx−optimized ← λx−other
37: wx−other = (1/cx−other )(s − ∑

x∈Wi ,K cxwx )

38: wx−optimized ← wx−other
39: K j,1 ← ρ(x)
40: K j,2 ← λx−optimized
41: K j,3 ← wx−optimized
42: K + + � Increment K index by 1
43: end for
44: if K∗,1 == ρ′(t) then
45: λt = K∗,2
46: wt = K∗,3
47: end if

which has the largest Addi value or the
greater repetition count. After determining
Wlmax with largest Addi , then fix its original
attributes shares λx , wx values to optimized
values λx−optimized , wx−optimized and also
appended to array K . These optimized-shares
values λx−optimized , wx−optimized will replace
the original λx in all other attribute sets Wi

where these repeated attributes existed.
Lines 33-43 Theoptimizationof all other-shares attributes

λx−other , wx−other in other different Wi (not
including Wlmax ) is performed by employing
the following relations:

λx−other = (1/cx−other )(s −
∑

x∈Wi ,K

cxλx )

wx−other = (1/cx−other )(s −
∑

x∈Wi ,K

cxwx )

Eachnewλx−optimized , wx−optimized is appen-
ded to array K. The optimization process
completes when all attribute shares are opti-
mized.

Lines 44-47 All the optimized values corresponding to
attribute names in ρ′(t) are assigned to λt and
wt .

Thereafter, it computes the ciphertextCT (for optimized new
shares λt , wt ) as:

CT = {
C0 = M · e(g, g)s,C1,t = e(g, g)λt

·e(g, g)βρ′(t)wt ,C2,t = grwt f or t = {1, 2, . . . , n′}
}

This ciphertext CT is sent along with (A, ρ, ρ′) to the
cloud server, where A, ρ refers to LSSS matrix indicating
actual policy with repeated attributes, and ρ′ refers to opti-
mized non-repeated attributes used for CT evaluation. In
existing CP-ABE schemes [8,9], A, ρ and CT are mapped
to each other; in-contrast as we have removed the repeated
attributes occurrences in CT while still enforcing an irre-
ducible policy, so here A is mapped to ρ, and ρ′ is mapped
to CT .

– KeyGen (GI D,GP, l, SK ) → Kl,GI D: To create a key
for userGI D corresponding to an attribute l of authority,
it computes:

Kl,GI D = gβl/r · H(GI D)1/r

– Decrypt (CT ,GP, {Kl,GI D}) → M :
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To decrypt, the user will first determine which of his
attributes satisfy the policy, and the index of ciphertexts
components corresponding to those attributes. Algorithm 2
details the procedure.

The RAO-Check algorithm takes as input A, ρ, ρ′,
attribute sets Wi in policy, and decryption user attribute set
Satt and proceeds as follows:

Algorithm 2 RAO Check
Require: A � LSSS access matrix for policy
Require: ρ � Mapping of attribute names to rows of A
Require: ρ′ � Unique (non-repeated) attribute names of ρ

Require: Wi � Attribute sets in policy for (A, ρ)
Require: Satt � User attribute set
Ensure: t � Location of Ciphertext CT components for user

attributes in ρ′(t) satisfying policy
1: � Determine user attributes satisfying policy
2: S′

att ← Null
3: for all Wi do
4: if Wi ⊆ Satt then
5: S′

att ← Wi
6: end if
7: end for
8: if S′

att ← Null then
9: “Abort” the program: Policy is not satisfied
10: end if
11: � Compute coefficient cx values satisfying policy
12: for all ρ(x) ∈ S′

att do
13: compute cx
14: end for
15: return cx
16: � Return location and attribute names
17: for all ρ(x) ∈ S′

att do
18: if ρ(x) == ρ′(t) then
19: return t , ρ′(t)
20: end if
21: end for

Lines 1-10 If any attribute set Wi of policy is subset
of user attribute set Satt (Wi ⊆ Satt ), then
user attributes qualifying the policy are those
attributes of that particularWi ; otherwise, the
policy is not satisfied, and user is not privi-
leged for data access.

Lines 11-15 For user attributes S′
att satisfying the policy,

compute and return the coefficients cx from
the relation

∑
x cx Ax = (1, 0, . . . , 0).

Lines 16-21 For each of his attribute in ρ satisfying pol-
icy, it will first check for condition where
ρ(x) == ρ′(t); then corresponding value of
t in ρ′(t) will give location of each attribute
in ciphertext CT .

Then, decrypting user will combine his attribute keys
Kρ′(t),GI D with CT to decrypt as:

∏

t

(
C1,t

e(Kρ′(t),GI D,C2,t )

)cx

=
∏

t

(
e(g, g)λt

e(H(GI D), g)wt

)cx
= e(g, g)s

After correctly finding e(g, g)s user will divide this by
value of C0 to obtain M .

4.3 Correctness

The proposed scheme is correct. Decrypting user needs to
retrieve M embedded in ciphertext CT . If the user satisfies
the policy, such that if any attribute setWi of policy is the sub-
set of user attribute set Satt , then user determines coefficients
cx values for the attributes in that particularWi of policy from
A, ρ. After that, user determines the correct ciphertext CT
components corresponding to attributes satisfying policy by
checking out for condition where ρ(x) == ρ′(t). Then, he
combines his attribute keys with the ciphertext components
to correctly decrypt as follows:

∏

t

(
C1,t

e(Kρ′(t),GI D,C2,t )

)cx

=
∏

t

(
e(g, g)λt .e(g, g)βρ′(t)wt

e(gβρ′(t)/r H(GI D)1/r , grwt )

)cx

=
∏

t

(
e(g, g)λt .e(g, g)βρ′(t)wt

e(g, g)βρ′(t)wt e(H(GI D), g)wt

)cx

=
∏

t

(
e(g, g)λt

e(H(GI D), g)wt

)cx
= e(g, g)s

Finally, he retrieves M by C0/ e(g, g)s .

5 Analysis of the proposed scheme

This section overviews the security and performance analysis
of the proposed scheme.

5.1 Security analysis

Theorem 1 Weshow that our repeatedattributes optimization-
based decentralized multi-authority CP-ABE is secure for
ChosenPlaintext Attacks under generic bilinear groupmodel
employed formerly in [7,9,24] bymodeling H as randomora-
cle.

Proof Securitymodel of scheme affirms that given black-box
access for group operations and hash function H , adversary
A cannot succeed.We elaborate themodel of generic bilinear
group as in [24] by letting ψ0, ψ1 as two random encodings
from additive group Z p. Both ψ0, ψ1 form an injective map
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from Z p to {0, 1}m , where m > 3log(p). The groups are
formally represented as: G0 = {ψ0(x) : x ∈ Z p} and G1 =
{ψ1(x) : x ∈ Z p} andwe assume having access to oracles for
determining the group operations in both of them. Moreover,
we also have the oracle for computing the non-degenerate
bilinear map e : G0 ×G0 → G1 and consider G0 as bilinear
group.

The attacker needs to identify thedifferencebetweenC0 =
M0e(g, g)s andC0 = M1e(g, g)s in security game.Consider
an alteration in the game [7], in which the attacker has to
distinguish between C0 = e(g, g)s and C0 = e(g, g)q , for
a random q ∈ Z p. The simplified notations we utilize are: g
representψ0(1), gx representψ0(x), e(g, g) representψ1(1)
and e(g, g)y represent ψ1(y).

We now simulate the modified security game where C0 is
set to e(g, g)q . Furthermore, S,U denote the authorities and
attributes set, respectively. Global setup is run by simulator
S and g is given to the attacker A. Thereafter, A specifies
and discloses set of corrupt authorities S′ ⊂ S to simulator.
S chooses at random r ∈ Z p for each un-corrupted author-
ity, and βl ∈ Z p for attributes l ∈ U belonging to good
(un-corrupted) authorities, and evaluates gr , e(g, g)βl by
querying group oracles and gives these to attacker. Attacker
A asks H(GI D) for the first time. S then replies to it by
choosing a random value hGI D ∈ Z p and querying group
oracles for computing ghGI D . Moreover, S also preserves
a copy of ghGI D , so that the future requested GI D value
will be furnished with same answer. A requests key Kl,GI D

corresponding to an identity GI D and an attribute l, which
S determines by the help of group oracles and send back
gβl/r · H(GI D)1/r to A.

Thereafter, attacker A specifies an access structure (A,
ρ, ρ′) for the challenge ciphertext under the restriction that
combination of queries made in Phase 1 by A, and the keys
possessed by A for corrupt authorities should not include
a span of (1,0,…,0) in challenged access structure. More-
over,A shares the public keys of corrupt authorities attributes
appearing in challenged access structure. Then, the simula-
tor S will choose s as the encryption exponent, and a vector
v = (s, y2, . . . , yn) ∈ Zn

p, where y2, . . . , yn are used for
sharing the encryption exponent s. For x = 1tom, it com-
putes λx = Ax · v, where Ax is the xth row of A. It chooses
another vector w ∈ Zn

p with 0 as its first entry, and evalu-
ates wx = Ax ·w. Then, these attribute shares values λx , wx

are passed to RAO algorithm which returns back optimized
shares λt , ωt for non-repeated attributes corresponding to ρ′.
The simulator S then computes the ciphertext CT with the
help of group oracles as:

CT =
{
C0 = M · e(g, g)q ,C1,t = e(g, g)λt · e(g, g)βρ′(t)wt ,

C2,t = grwt f or t = {1, 2, . . . , n′}}

Table 2 Possible query terms

βi r

hGI D βi/r + hGI D/r

λt + βρ′(t)wt rwt

βiwt + hGI Dwt hGI D/r

hGI Dβi/r + hGI DhGI D ′/r βi/r j + hGI D/ri r j

hGI DhGI D ′ (rwt )(r ′wt ′)
(βi/ri + hGI D/ri )(β j/r j + hGI D ′/r j ) ri r j

Simulator S sends the challenge ciphertext to attacker A.
In simulation, we reason that with all but negligible proba-

bility, anA consideration regarding if C0 = e(g, g)s instead
of C0 = e(g, g)q is indistinguishable. This depict that A
cannot gain non-negligible advantage in a modified version
of security game; hence he cannot be able to attain non-
negligible advantage in the real security game.

We restrict an A querying for input values as the ones
granted to it during simulation process, or in reply of former
queries being made by him to oracles. The aforementioned
event happens with greater probability. As ψ0, ψ1 are ran-
dom injective mappings from Z p into a set with more than
p3 elements; guessing an element’s appearance in images
of ψ0, ψ1 happens with a negligible probability. Under
preceding situation, A queries as a multi-variate polyno-
mial in variables q, βi , r , γt , wt , hGI D , for i, r indicating
un-corrupted authorities, t ranges over challenged access
structure rows, and GI D ranges over allowed user identi-
ties. We denote γt ,wt for the linear combination of variables
(s, v2, . . . , vn, w2, . . . , wn .) Further, we state A receives
variant answers for each unlike queries in pair’s to dissim-
ilar polynomials, and there exists a nonzero difference for
randomly assigning values to these variables correspond-
ingly for different query polynomials. The above-mentioned
event happens with greater probability to be realized by both
union bound and Schwartz–Zippel lemma because polyno-
mials hold at most degree 4.

As the appearance of q is only as e(g, g)q , queriesA can
look out relating to q will have the form cq + other terms,
for a constant c. The view of A can change only by making
two dissimilar polynomial queries j and j ′ into G1, but if it
replaces q = s; result will be the similar polynomial with
the implication that j − j ′ = cs − cq for a constant c. Hence,
we conclude that a query of the form cs can be made by A.

Now we will show a contradiction that query of the form
cs cannot be put forward byA. In Table 2, all possible queries
that the A can make are listed. By inspection, we conclude
that queries put forward byA are linear combinations of 1, q
and other terms as seen in Table 2.

We remind that for corrupted authorities attackerA knows
the values of βi and r ; hence, these values also appear as
seen in Table 2. Recall that s can be retrieved from λt . For
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ordering query cs; A needs to select constants ζt so that
∑

t λt = cs by asking for query
∑

t (λt + βρ′(t)wt ) in Table
2 to form

∑
t ζt (λt + βρ′(t)wt ). Attacker can construct poly-

nomials of the form −ζtβρ′(t)wt for corrupted authorities
attributes to cancel out this term for the above polynomial.
For attributes relating to uncorrupted authorities attacker
needs to query (βρ′(t)wt + wt hGI D) this, leaving behind an
extra term of −ζtwt hGI D . We state that attacker can access
the term (βρ′(t)wt +wt hGI D) by requesting key for a specific
attribute l and identity GI D.

The assembling of terms correspondingly for each GI D
will remove ζt hGI Dwt , under the condition of (1, 0, . . . , 0)
span existence in the rows Ax of A for corrupted author-
ities, or un-corrupted ones for whom A obtained keys for
(ρ(x),GI D).A has not followed the rules of security game
under this condition, by acquiring keys for GI D giving him-
self the ability to decrypt the challenge ciphertext. 
�

Hence, we demonstrated that attacker A cannot build a
query of the shape cs for a constant c. Under aforementioned
conditions that hold with all but with negligible probability,
we express that attacker’sA viewpoint that whether q is ran-
domor q = s is identical. This proves that the attacker cannot
attain a non-negligible advantage in the security game.

5.1.1 CCA extension

One limitation of the proposed scheme is that it is proven
secure for Chosen Plaintext Attacks under generic bilinear
group model. The scheme can be proven secure for chosen
ciphertext attacks by incorporating a signature scheme in the
security proof as illustrated in [25]. The attackerwill be given
access to a decryption oracle. The challenged ciphertext gen-
erated will also be signed, thereby limiting the attacker to
fiddle with the ciphertext. We refer the readers for more
insight as described in [25,26].

5.2 Performance evaluation

In the evaluation, firstly the theoretical computational costs
with existing constructions are presented. Then, the practical
simulations results are elaborated. Finally, the significance
of RAO algorithm to provide help in the context of resource-
constrained IoT devices is described.

We present the comparison of the proposed construction
with [8–10,21,27,28] in Table 3 based on the parameters of
the involved attribute authorities, security and provision for
repeated attributes optimization (RAO). The notations used
for security in Table 3 are SM for Standard Model, GGM
for Generic Group Model, ROM for Random Oracle Model,
CPA for Chosen Plaintext Attack, SS for Selective Secure,
and FS for Fully Secure. Water’s scheme [8] is CPA-based

Table 3 Parameters comparison

Scheme Attribute authority Security RAO

[8] Single CPA SS SM No

[9] Multiple CPA FS GGM No

[10] Multiple CPA FS ROM No

[21] Multiple CPA FS GGM No

[27] Single CPA SS SM No

[28] Single CPA SS SM No

This work Multiple CPA FS GGM Yes

CPAChosen Plaintext Attack, SS Selective Secure,FS Fully Secure, SM
Standard Model, GGM Generic Group Model, ROM Random Oracle
Model

selectively secure in SM, while [9] and this work are adap-
tively secure in the GGM.

To exhibit performance, the cost of computational opera-
tions in key generation, encryption, decryption and ciphertext
size of the proposed construction is presented and compared
to [8–10,21,27,28] in Table 4.

The notations used in Table 4 are: m and l for number of
user attributes and attributes authorities, respectively; n for
number of attributes in access structure, z for users attributes
satisfying policy, E for the exponential operation, P for the
pairing operation, T for total attributes in universe, W for
attribute sets in policy, |G| for operations in source group, i.e.,
g, and |GT | for target group, i.e., e(g, g) involving pairing.
The proposed scheme has similar performance in encryption
operation and ciphertext size in comparison to [8] but far
better than [9] and [10]. The limitation of Water’s scheme
[8] is being based on a single authority; when compromised
leads to entire system failure.

Moreover, [8] cannot be scaled to IoT context where
several decentralized authorities are responsible to gener-
ate public parameters and ensure access control under their
own domain with the designated attributes. The proposed
CP-ABE with RAO scheme is the most efficient for decryp-
tion operation in comparison to other schemes, making it
a reasonable choice for IoT devices with limited resources.
The key generation time does not affect the timing of IoT
devices because keys are generated once by the decentral-
ized trusted attribute authorities and do not need to change
frequently. Hence, it has no significance as such to decelerate
the performance of IoT devices used to encrypt or decrypt
data.

To practically demonstrate results, the proposed scheme
is implemented in Charm [29,30]; a cryptographic tool
designed to define and evaluate constructions specifically
based on bilinear pairing.Moreover, it is scripted in “ python”
and utilize Pairing-Based Cryptography (PBC) library [31].
The simulation is executed on a Hyper-V VM running (with
3 GB allocated Ram) on a Dell Inspiron laptop i5-3337U
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Table 4 Computational costs comparison

Scheme KeyGen Encryption Decryption User keysize PP size Ciphertext size

[8] (m + 2)E (3n + 2)E (2z + 1)P + zE (m + 2)|G| T (2 + |G|) + |GT | (2n + 1)|G| + |GT |
[9] (2m)E (5n + 1)E z(2P + E) m|G| T (|G| + |GT |) 2n|G| + (n + 1)|GT |
[10] (l + 2m)E (6n + 1)E + P (3z)P + zE m|G| + l|G| T (|G| + |GT |) 3nG + (n + 1)|GT |
[21] (2l + m)E (3n + W )E z(P + E) m|G| l|G| + T |GT | n|G| + (n + W )|GT |
[27] (4m + 3)E (5n + 2)E (4z + 1)P + 3zE 5|G| + |GT | + T |Z p| (2m + 2)|G| (3n + 1)|G| + |GT |
[28] (3m + 7)E (5n + 2)E (3z + 1)P + zE 5|G| + |GT | + T |Z p| (2m + 3)|G| (3n + 1)|G| + |GT |
This work (2l + m)E (3n + 1)E z(P + E) m|G| l|G| + T |GT | n|G| + (n + 1)|GT |
m number of user attributes, l: number of attributes authorities, n number of attributes in access structure, z users attributes satisfying policy, E
Exponential operation, P: Pairing operation, T total attributes in universe,W attribute sets in policy, G Source group, i.e., g, GT target group, i.e.,
e(g,g) involving pairing

Fig. 2 Average key generation time (ms)

CPU@ 1.80GHz with 8 GB Ram. The underlying OS was
Ubuntu 14.04 with python library 3.4.3 and Charm-Crypto
version 0.43. In Figs. 2, 3, 4, the average time inmilliseconds
(ms) of key generation, encryption and decryption operations
versus the number of attributes is presented without tak-
ing repeated attributes optimization into consideration. The
key generation time for all the schemes is almost similar as
seen from Fig. 2. The encryption and decryption cost for the
scheme is quite less as seen from Figs. 3 and 4 which further
affirms the theoretical comparison presented in Table 4.

We now show the effect of attributes repetition on the size
and computation cost of ciphertext. To elaborate, the appli-
cability of the proposed scheme and specifically the RAO
algorithm, we demonstrate that for a particular IoT-enabled
hospital in which the patient suffering from a cardiac and
nasal polyp disease is connected with sensors, and his con-
fidential reports are being shared with doctors and nurse as:
I R− Pol = (Hospital∧Doctor∧ (Cardiologist∨Otolaryn-
gologist)) ∨ (Nurse ∧ Cardiologist ∧ Otolaryngologist).

There are overall seven (7) attributes in this policy.
If any sensor connected to patient periodically updates

and sends the encrypted patient’s report to the doctors and
nurse, respectively, it needs to compute the ciphertext for

Fig. 3 Average encryption time (ms)

Fig. 4 Average decryption time (ms)

all seven attributes. This periodic encryption process for
a resource-constrained sensor device is costly in terms of
computation and communication. The proposed CP-ABE
with RAO encrypts the data only for non-repeated distinct
attributes by performing optimization. After optimization
through RAO in the encryption algorithm the number of
attribute shares are reduced to five (5), namely Hospital,
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Fig. 5 Ciphertext size (KB) for IR-Pol policy

Fig. 6 Average encryption time (ms) for IR-Pol policy

Doctor, Cardiologist, Otolaryngologist and Nurse. So, the
ciphertext will only be evaluated for these five attributes.

Hence, the optimization process eliminates the number of
the computationally expensive exponential Exp operations
in encryption operation for repeated attributes. This in effect
reduces the ciphertext size as well in contrast to the other
existing approaches [8–10].Although the proposed scheme is
already cost-efficient, the ciphertext size and its computation
cost are reduced further by optimization as seen from Figs. 5
and 6 for irreducible policy I R−Pol. The ciphertext size and
computation cost in the proposed scheme are linear with the
number of attributes n in the access structure.However, for an
irreducible policy, the ciphertext size and computation cost
are reduced linearly with the number of repeated attributes.
Suppose for a policy containing 7 attributes in total, after
optimization by RAO algorithm is reduced to 5. In that case,
the ciphertext size and computation cost will be correspond-
ingly for 5 attributes instead of 7, leading to a reduction in
computation and communication cost as depicted in Figs. 7
and 8.

To practically elaborate the difference and impact of RAO,
Figs. 7, 8 demonstrate the effect of computational cost and

Fig. 7 Average encryption time (ms) with and without RAO

Fig. 8 Ciphertext size (KB) with and without RAO

ciphertext size reduction by with and without applying the
RAO algorithm for the proposed CP-ABE scheme. For arbi-
trary irreducible policies with 7, 10 and 15 attributes, the
number of attributes after optimization is reduced to 5, 7 and
11. This leads to reduced computational cost as seen in Fig.
7 where the resource-constrained data owner or (possibly
an IoT sensor) have to perform for computing the cipher-
text. Also, from Fig. 8, there is a reduction in ciphertext
size leading to less communication overhead. RAO performs
the optimization of attributes by making sure the usability
of underlying policy for specifying access control pertain-
ing to a particular scenario is adhered. Generally, as seen
in Figs. 7 and 8 the cost decreases with the number of
repeated attributes with in a particular irreducible policy.
The reduced encryption time and ciphertext size ensures
that the computation and communication costs are less for
resource-constrained IoT devices, thereby making the pro-
posed scheme a possible candidate for IoT.
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6 Conclusion and future work

6.1 Conclusion

In this paper, an efficient CP-ABE scheme with repeated
attributes optimization is proposed.The construction employs
our proposed “ RAO” algorithm for removal of repeated
redundant attribute shares in encryption operation. This helps
to reduce the ciphertext computational cost and its size
for optimizable irreducible policies. The proposed scheme
is proven secure for Chosen Plaintext Attacks (CPA) in
the generic group model. Finally, the performance analy-
sis including theoretical and simulation results exhibits its
effectiveness for resource-constrained devices.

6.2 Future work

One limitation of the proposed scheme is that it is proven
secure for Chosen Plaintext Attacks under generic bilinear
group model. The scheme can be proven to be secure against
the chosen ciphertext attacks by employing the methodology
mentioned in 5.1.1. Another issue worth addressing is the
optimization of an irreducible policy when no optimization
variables are presentwith repeated attributes in an irreducible
policy.
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