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Abstract—A common practice in data redaction is removing sensitive information prior to data publication or release. In data-driven
applications, one must be convinced that the redacted data is still trustworthy. Meanwhile, the data redactor must be held accountable
for (malicious) redaction, which could change/hide the meaning of the original data. Motivated by these concerns, we present a novel
solution for authenticated data redaction based on a new Redactable Signature Scheme with Implicit Accountability (RSS-1A). In the
event of a dispute, not only the original data signer but also the redactor can generate an evidence tag to unequivocally identify the
party who produced the data/signature pair. Without the evidence tag, the redaction operation is transparent. Furthermore, the redactor
can independently prove the trustworthiness of the redacted data, without any interaction with the original data signer. Our design is
built on a new approach which adds accountability to any transparent redactable signature schemes. We show that the proposed
design satisfies all the security goals with affordable cost. As an extension, we show how to realize accountable, transparent and

authenticated data redaction in the multi-redactor setting.

Index Terms—Data redaction, authenticity, transparency, accountability, redactable signature

1 INTRODUCTION

ITH the rapid development of information technologies,
Wsuch as cloud computing, big data, Internet of Things,
and blockchain, the exponential growth of the global data
accelerates the process of enterprise innovation and social
change on a global scale. Together with physical assets and
human capitals, data have become important assets of enter-
prises and core strategic resources of countries.

The importance of data drives the development and
transformation of various data-driven applications. In the
meanwhile, data security has become critical and ensuring
data authenticity has become essential during data process-
ing and handling. As useful tools, digital signatures can
effectively protect data authenticity and integrity. Tradition-
ally, we require a signature to be existentially unforgeable
against adaptive chosen-message attacks (EUF-CMA) [1],
which ensures that no probabilistic polynomial-time (PPT)
adversary can generate a valid signature for a new data
without the private signing key. A valid signature with
EUF-CMA security convinces the recipient that the received
data has not been tampered with.

An EUF-CMA signature scheme provides strong guaran-
tees of data authenticity and integrity, i.e., the signed data
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cannot be modified. However, there are also scenarios
where data must be modified. To protect privacy, we can
remove sensitive personal information, e.g., name and iden-
tification number, from the original data. Differential pri-
vacy achieves a higher level of privacy protection by adding
carefully selected false data to the original one [2]. When
data modification is a necessary, it would be desirable that
the data modifier can prove the authenticity of legitimately
modified data, without the help of the original data issuer.
This process is called authenticated data modification. It is
clear that authenticated data modification is a challenging
issue: Any slight modification would lead the validity of
modified data unverifiable, if the original data is protected
by EUF-CMA signature schemes.

Digital signatures supporting reasonable data modifica-
tion have become an active field of security research. This
paper focuses on the “delete operation”, i.e., removing sen-
sitive information from the authenticated data. Redactable
signatures allow a redactor to delete some portions of the
signed data, and generate a valid signature for the remain-
ing data without any help from the signer. The concept of
redactable signature was respectively presented by Johnson
et al. [3] and Steinfeld et al. [4]. Redactable signatures sup-
port authenticated deletions and preserve the origin/integ-
rity verifiability of the redacted data, and hence serve as a
remedy to the confliction between authenticated data redac-
tion and traditional signatures with EUF-CMA.

Related Work. Featured with the functionality of redac-
tion, redactable signatures have shown a wide applicability
for authenticated data redaction. However, most of the
existing redactable signature schemes (RSSs) suffer from
the so called malicious redaction problem, where anyone
can remove a portion of the signed data and generate a valid
signature for the remaining data with public information.
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Dishonest redactors may abuse redaction, delete some data
portions, and deliberately change the original information
of the signed data.

There are two approaches in the literature to thwart mali-
cious redaction. The first approach is specifying a redaction
policy, i.e., the signer predefines a redaction policy for the
signed data. Redaction control is ensured because one can
only generate valid signatures for the data conforming with
the redaction policy. At present, some RSSs provide coarse-
grained redaction control [5], [6], [7], [8], [9], and others pro-
vide fine-grained redaction control [4], [10], [11], [12].

Another approach to prevent malicious redaction is mak-
ing the redaction operation accountable and traceable. This
would be more preferable in the situations where the redac-
tion policy is unpredictable. For example, an EHR may be
used for various purposes, such as clinic diagnosis, scien-
tific research and driver license. It would be extremely diffi-
cult for the EHR issuer to precisely define one redaction
policy meeting all situations. Although several works [13],
[14], [15], [16] have discussed the design of RSSs with
accountability, it is until 2015 that Pohls and Samelin [17]
presented the first formal study of RSS with accountability
and named it accountable redactable signature (ARS). ARS
allows anyone, using an evidence tag, to identify the party
responsible for a valid data/signature pair, and the respon-
sible party cannot deny it. The model and security require-
ments of ARS schemes were also formally defined in [17].

The design in [17] is a generic transformation that adds
accountability to any RSSs by using sanitizable signature
schemes (SSSs) [18], [19]. The signature o of original data
M includes two parts: opss and ogss. Specifically, ogrss is
the signature of M, which is generated by invoking the
signing algorithm RSS.Sign. osss is the signature of
(M, opss), which is generated by invoking the signing algo-
rithm SSS.Sign. The designated redactor can update ogss
to oggg by invoking the redacting algorithm RSS.Redact,
and update (M, osgg) to (M’, 05gg) by invoking the sanitiz-
ing algorithm SSS.Sanitize. The signer can generate an evi-
dence tag m by invoking the proof algorithm SSS.Proof.
Using 7, anyone can determine the responsible party for the
controversial signature by invoking the judging algorithm
SSS.Judge. This ARS scheme inherits the accountability of
the underlying SSS.

With reference to the accountability definition of the
SSSs in [18], [19], the accountability of ARS scheme [17] is
divided into three categories: signer-accountability, sanitizer-
accountability and public-accountability. Signer-accountabil-
ity requires that the signer cannot generate an evidence tag to
blame the redactor for a data/signature pair not generated by
her. Sanitizer-accountability requires that the redactor cannot
generate a forged data/signature pair to blame the signer.
Public-accountability requires that anyone can determine the
generator of a data/signature pair using public information.

Transparency hides the redaction operation, which is a
stronger privacy protection. It is mutually exclusive with pub-
lic-accountability. Public-accountability introduced in [17] is
used for the situations (such as EHR) when the transparency is
not required. This paper aims at achieving accountability and
transparency in RSSs. Hence, we introduce the notion named
implicit-accountability, which ensures that no one is able to
determine the generator of a data/signature pair using public

information. As a result, implicit-accountability can co-exist
with transparency.

Motivation. Traditional EUF-CMA signature schemes do
not support authenticated data modification, but data modifi-
cation is necessary for privacy protection. With RSSs, one can
delete some parts of the data and prove the validity of the
remaining data. In order to thwart against malicious “delete
operation”, there is a need to add accountability to the “delete
operation”. To the best of our knowledge, the design given
in [17] is the only RSS with accountability (i.e., the generator
of a data/signature pair can be identified with certain evi-
dence tag) and transparency (i.e., data deletion operation is
imperceptible without the evidence tag). This paper takes a
step further and investigates the following issues.

1)  The evidence tag for accountability in [17] can only
be generated by the original signer. When disputes
occur, if the signer is off-line or unwilling to generate
the evidence tag, the accountability will be unattain-
able. Hence, it would be more desirable if the data
redactor is also able to generate an evidence tag. This
will significantly enhance the accountability of
redactable signatures, in which evidence tags can be
generated by multi-party, i.e., not only the signer but
also the redactor can generate the evidence tag.

2) New security concerns arise if the signer and redac-
tor can generate the evidence tag independently. Not
only the signer but also the redactor may generate an
evidence tag to blame others. In an extreme case, the
collusion between the signer and the redactor may
create two contradicting evidence tags. Therefore,
there is a need to formally redefine the security
requirements, particularly the accountability.

3) By invoking the algorithms of SSSs, the ARS
scheme [17] inherits the accountability of the under-
lying SSS. However, sanitizable signatures, due to
its design goal, is no longer suitable as a building
block if the redactor is also able to generate the
accountable evidence tag. This calls for the need of
new design approaches.

Contributions. Our major contribution is a new approach of
redactable signatures for authenticated data redaction. In
our design, not only the signer but also the redactor can
independently generate an evidence tag for a data/signa-
ture pair. This evidence tag is used to identify whether it is
the signer or the redactor who generated the data/signature
pair when a dispute occurs. Without this evidence tag, no
one is able to determine the origin of a data/signature pair,
i.e., the redaction is transparent.

1) New signature notion: Motivated by the need of
authenticated data redaction, we revise the defini-
tions of accountable and transparent redactable
signatures in [17] and introduce a new notion named
Redactable Signature Schemes with Implicit
Accountability (RSS-IA). In the new notion, both the
original signer and the redactor are able to generate
an evidence tag to identify the accountable entity.
The relevant security requirements are formally
defined, including unforgeability, privacy, trans-
parency, signer-accountability, redactor-account-
ability, and collusion-resistance.



2)  New generic design: As a starting point, in the setting
of single designated data redactor, we present a new
generic design of adding accountability to any trans-
parent RSSs. The transparency and accountability of
redactor operations can be reduced to the Decisional
Diffie-Hellman (DDH) problem, a carefully designed
OR-proof, and other primitives. We prove that the
new design is secure and satisfies all aforementioned
security requirements.

3)  Extension to multi-redactor setting: We then show how
to improve the design by taking into account of
multi-redactor. At the signing stage, the signer can
choose a group of entities. Anyone in the group is
able to redact the data, generate a valid signature for
the redacted data and issue an accountable evidence.
This is achieved by extending the OR-proof into the
multi-party setting.

4)  Test and evaluations: We test the performance of the
proposed RSS-IA by computer simulation. The
results validate that the presented designs are practi-
cal in achieving accountable and transparent authen-
ticated data redaction.

Organization of This Paper. The rest of this paper is organized
as follows. Section 2 reviews the main cryptographic primi-
tives used in this paper. Section 3 provides the formal
model and security definition of RSS-IA. Section 4 presents
the first generic design of RSS-IA with a single designated
redactor, and proves its security. Section 5 proposes the
extended RSS-IA with multiple designated redactors,
including its generic design and security analysis. Section 6
presents the applications and experiments of our schemes.
Finally, we summarize this paper in Section 7.

2 PRELIMINARIES

This section reviews the main cryptographic primitives
used in this paper.

2.1 Hardness Problems

Let G be an Abelian group of prime order p = |G|, and g be a
generator of G. Here we describe three hardness problems
to G.

Definition 1 (Discrete Logarithm (DL) problem). For
uniform x € Z,, given (G, p, g,g*), compute x.

Let ApL be any PPT attacker who attempts to solve the
DL problem, i.e., computes z given (G,p, g,¢"). We denote
the event that Ap_ successfully solves the DL problem (.e.,
ApL(G, p, g,¢") = z) by Event 1. We say that the DL problem
is hard if the probability of Event 1 is a negligible function
negl of the security parameter ), i.e., Pr[Event 1] < negl()).

Definition 2 (Computational Diffie-Hellman (CDH)
problem). For uniform x, x> € Z, given (G, p,g,g™, g"),
compute g'r2,

Similarly, let Acpn be any PPT attacker who attempts to
solve the CDH problem, ie., computes ¢""2 given
(G,p,9,4", g*?). The event that Acpn successfully solves the
CDH problem (i.e., Acpn(G, p, g, g1, g*?) = g"1'*2) is denoted
by Event 2. We say that the CDH problem is hard if the

probability of Event 2 is a negligible function negl of }, i.e.,
Pr[Event 2] < negl()).

Definition 3 (Decisional Diffie-Hellman (DDH) prob-
lem). For uniform xy, 2, x3 € Zj, given (G,p, g,9™, 4", g"*),
distinguish gL g,

Generally speaking, the DDH problem is to distinguish a
CDH problem from a uniform group element. Let Appn be
any PPT attacker who attempts to solve the DDH problem,
i.e., given uniform ¢*, "2, and a third group element g3,
decides whether ¢*3 = ¢*1*2 or whether ¢*3 was chosen uni-
formly from G. We denote the event that Appy successfully
decides whether g¢" =g *2 (e, Appu(G,p,q,9", g,
g'1"2) =1) by Event 3, and its probability is Pr[Event 3.
Meanwhile, we denote the event that Appn successfully
decides whether ¢"3 was chosen uniformly from G (.e.,
Appn (G, p, g, g1, g*2, g*3) = 1) by Event 4, and its probability
is Pr[Event 4]. We say that the DDH problem is hard if the
advantage probability of Appy solves the DDH problem
is a negligible function negl of A, ie. |Pr[Event4]—
Pr[Event 3]| < negl(}\).

More details about the above hardness problems can be
found in [20].

2.2 Redactable Signatures

An ordinary RSS consists of four polynomial-time algo-
rithms (RSS.KGen, RSS.Sign, RSS.Redact, RSS.Verify) [21].
The probabilistic algorithm RSS.KGen takes as input a
security parameter A, and outputs a public/secret key pair
(pkrss, Skrss) for the signer, written as (pkpss,SKrss) —
RSS. KGen(1"). The algorithm RSS.Sign takes as input a
data M and skrss, and returns a data/signature pair
(M, 0), written as (M, o) — RSS.Sign(skgrss, M). The algo-
rithm RSS.Redact takes as input (pkgrss, M, o) and a redac-
tion subset X C M, and returns a redacted data/signature
pair (M’ o’), written as (M’ o’) — RSS.Redact(pkgss,
M, 0, X), where M’ «— M\ X. The algorithm RSS.Verify
takes as input (pkgss,/M,0), and outputs a decision
b€ {1,0}, written as b« RSS.Verify(pkgss, M, o), where
b =1 means (M, o) is valid; otherwise, it is invalid.

We require the usual correctness properties of RSSs to
hold. Secure RSSs should satisfy unforgeability and pri-
vacy. In some scenarios, it should also provide transpar-
ency and accountability. Formal security definitions about
unforgeability, privacy and transparency can be found
in [21], and the definition about accountability is given in
this paper.

3 DEFINITIONS OF RSS-IA

In this section, we first present the syntax definition of
Redactable Signature Schemes with Implicit Accountability
(RSS-IA). Subsequently, we formally define the security
properties that RSS-IA should possess.

3.1 Syntax Definition of RSS-IA

In RSS-IA, an evidence tag is necessary to disclose who is
the generator of a data/signature pair. In our design, this
evidence tag can be generated not only by the original
signer but also by the redactor, independently. This is the
major difference from the definition in [17], where only the
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Fig. 1. The operational flow chart of our RSS-IA.

original signer is able to produce the evidence tag. Further-
more, as in [17], the redactor is also designated by the origi-
nal signer in our RSS-IA. The operational flow chart of our
RSS-IA is shown in Fig. 1.

Definition 4. An RSS-IA consists of seven algorithms
(KGen, Sign, Redact, Verify, Proofs, Proofs, Judge):
KGen(1*): This probabilistic algorithm takes as input a secu-

rity parameter X\. It outputs a key pair (PKs, SKs) for the
signer and a key pair (PKg, SKR) for the redactor:

{(PKs, SKs), (PKr,SKgr)} <« KGen(1").

Sign(SKs, PKgr, M): This algorithm takes as input the secret
key SKs, the public key PKg and a data M. It outputs a data/
signature pair (M, o):

(M, o) < Sign(SKsg, PKg, M).

Redact(SKg, PKs, M, o, X): This algorithm takes as input
the secret key SKg, the public key PKs, a valid data/signature
pair (M, o) and a redaction subset X C M. It outputs a
redacted data/signature pair (M’, o), where M' = M\ X:

(M, o) — Redact(SKg, PKs, M, o, X).

Verify(PKs, PKg, M, 0): This algorithm takes as input the
public keys {PKs,PKg} and a data/signature pair (M, o). It
outputs a decision b € {1,0}, with b =1 meaning (M, o) is
valid and b = 0 meaning invalid:

b — Verify(PKs, PKg, M, o).

Proofs(SKs, PKr, M, 0): This algorithm, run by the original
signer, takes as input the secret key SKs, the public key PKg and a
valid data/signature pair (M, o). It outputs an evidence tag r:

7 — Proofs(SKs, PKg, M, o).

Proofg(SKg, PKg, M, o): This algorithm, run by the redactor,
takes as input the secret key SKg, the public key PKg and a valid
data/signature pair (M, o). It outputs an evidence tag m:

7 — Proofg(SKg, PKs, M, o).

Judge(PKs, PKgr, M, o, 7): This algorithm takes as input the
public keys {PKs, PKg}, a valid data/signature pair (M, o),
and an evidence tag w. It outputs a decision d € {Signer,
Redactor, L}. d = Signer means (M, o) is generated by the

signer, d = Redactor means (M, o) is generated by the redac-
tor, and d =1 means 7 is a invalid evidence tag for (M, o):

d — Judge(PKs, PKr, M, o, 7).

The correctness of RSS-IA requires that: (a) if {(PKs,
SKs), (PKR,SKgr)} is correctly generated by KGen and
(M,o) is correctly generated by Sign, Verify(PKsg,
PKg, M, o) must return 1; and (b) if {(PKs, SKs), (PKRg,
SKg)} is correctly generated by KGen, (M, o) is correctly
generated by Sign, and (M’',¢’) is correctly generated
by Redact for any redaction subset X C M, Verify(PKg,
PKg, M’, 0’) must return 1.

3.2 Security Definitions of RSS-IA
A secure accountable RSS should satisfy unforgeability,
privacy, transparency, and accountability properties.

e Unforgeability: It ensures that the redactor cannot
generate a valid signature for any new data. The
redactor can only delete some portions of the signed
data in an authentic way.

e DPrivacy: It ensures that the signature of the redacted
data reveals no information on the removed parts.

e Transparency: It hides the redaction operation,
which is a stronger privacy protection.

e  Accountability: It ensures that the generator of a data/
signature pair can be identified by the evidence tag.

The evidence tag for accountability in [17] can only be

generated by the original signer, which is a kind of weak
accountability. In our RSS-IA, not only the original signer
but also the data redactor can generate the evidence tag of
accountable entity. This brings new security concerns to
RSS-IA. Specifically, the signer or the redactor may generate
an evidence tag to blame others. In an extreme case, the col-
lusion between the signer and the redactor may create two
contradicting evidence tags. Therefore, the accountability
should be further divided into three types:

e Signer-Accountability: It ensures that the signer can-
not blame a redactor for a data/signature pair not
generated by her.

e Redactor-Accountability: It ensures that the redactor
cannot blame the signer for a data/signature pair
not generated by her.

e  Collusion-Resistance: It ensures that even the signer and
the redactor collude with each other by sharing all secret
information, they cannot both claim (or deny) them-
selves as the generator of a valid data/signature pair.

On the basis of the security definitions in [17], in the fol-

lowing sections we define these security goals of RSS-IA.
Specifically, the unforgeability model of RSS-IA is similar
with the sanitizer-unforgeability model in [17]. The attacker
in our privacy and transparency models is able to query the
oracle Proofg, which is the major differences from [17].

3.2.1 Unforgeability of RSS-IA

The unforgeability of RSS-IA is formalized that without
access to the signer’s secret key SKg, even a dishonest PPT
redactor A cannot generate a valid signature for a new data.



Definition 5 (Unforgeability). An RSS-IA is unforgeable, if
for any PPT adversary A, the success probability of A in win-
ning Game 1, i.e., Succ"" (\) = Pr[Game 1 = 1], is a negli-
gible function of the security parameter \.

Game 1: UnforgeablhtyRSS "A(\)
{(PKs, SKs), (PKr, SKg)} « KGen(1")

Q0
* s Sign(SKg,-,)
(M O ) AProofS(SSKS,<,<,<) (1)\7 PKS7 PKH7 SKR)
fori=1,2,...,q, let M, be the ith query to Sign

oracle, Q@ — QU span(M,), and span(M;) denote
the power set of M,
return 1, if M* ¢ Q A Verify(PKs, PKg, M*,0*) =1
else, return 0

3.2.2 Privacy of RSS-IA

The privacy of RSS-IA is formalized that without access to
the secret keys SKg and SKg, even if a PPT attacker A can
query all oracles adaptively and choose two candidate
data/redaction-subset pairs, it should be infeasible to tell
from which one the redacted data stems.

Definition 6 (Privacy). An RSS-IA is private, if for any PPT
adversary A, the success advantage of A in winning Game 2,
ie, Adv{'(\) = |PrGame 2 = 1] — 1|, is a negligible func-
tion of \.

Game 2: P1'1vacy':{SS A(X)
{(PKs,SKs), (PKp, SKg)} « KGen(lA)

Sign(SKg,,),Redact(SK|
Qe AProofS(SSKS ), ProofR(FéKR (1 PKs, PKR)
(WhereQ (MUaX(]?Mlel))

1f/\/l0 M or My \ Xy # My \ Xy, return 0
ALoRRedact(SKs SKR.b.-) (1)\ PKs, PKg, Q)
oracle LoRRedact does: b — {0,1}
(My, o) < Sign(SKs, PKgr, M)
return (M’, o’) « Redact(SKg, PKs, My, 0, X})
return 1, if ¥/ =
else, return 0

3.2.3 Transparency of RSS-IA

The transparency of RSS-IA is formalized that without
access to the secret keys SKg and SKg, even if a PPT attacker
A can choose the challenging data/redaction-subset pair
after querying all oracles adaptively, it should be infeasible
to determine the accountable party for an output data/sig-
nature pair with public information, i.e., judge whether a
signature is generated by the signer or the redactor.

Definition 7: (Transparency). An RSS-IA is transparent, if
for any PPT adversary A, the success advantage of A in win-
ning Game 3, i.e., Adv{*"*(\) = |PrGame 3 = 1] - 1|, is
a negligible function of \.

Game 3: Transparency1>° 'A())
{(PKs,SKs), (PKg,SKg)} — KGen(l*)

S SK. ,Redact(SK;
(M, X) — AP;21$365K3> rroar (e (1%, PKs, PKg)
if X ¢ M, retur
M = M\ X

if M’ has been q(uened to Slgn oracle, return 0
Y o— ARedact/Slg SKg.SKR,b,-, 1)\ PKS, PKR7 M X)
oracle Redact/Sign does: b — {0, 1}

ifb=0,
(M, o) < Sign(SKs, PKg, M)
if (M, 0, X) has been queried to Redact oracle,
return 0
else, (M', o)) < Redact(SKg, PKs, M, o, X)
else, (M',d}) < Sign(SKs, PKg, M)
if (M, 0}) has been queried to Proofs or Proofg
oracle, return 0
else, return (M’ 07)
return1,if o/ = b
else, return 0

3.2.4  Signer-Accountability of RSS-IA

The signer-accountability of RSS-IA is formalized that with-
out access to the secret key SKg, even if a dishonest PPT
signer A can query all oracles related to the redactor adap-
tively, it should be infeasible to generate an evidence tag m
with which the Judge algorithm outputs Redactor.

Definition 8 (Signer—Accountability). An RSS-IA is
signer-accountable, if for any PPT szgner .A the success probability
of A in winning Game 4, i.e., Succ = Pr[Game 4 = 1],
is a negligible function of A.

Game 4: Signer— AccountabllltyRSS "A(N)

{(PKs, SKs), (PKR,SKR)} — KGen(lA)

(Mo 7) - AT ) (13 Pi, SKe, P

if M is an output of Redact oracle, return 0

return 1, if Verify(PKs, PKg, M,0) = 1 A
Judge(PKs, PKg, M, o, ) = Redactor

else, return 0

3.2.5 Redactor-Accountability of RSS-IA

The redactor-accountability of RSS-IA is formalized that
without access to the secret key SKg, even if a dishonest
PPT redactor A can query all oracles related to the signer
adaptively, it should be infeasible to generate an evidence
tag 7w with which the Judge algorithm outputs Signer.

Definition 9 (Redactor—Accountability). An RSS-IA is
redactor-accountable, if for any PPT redactor A, the success
probability of A in winning Game 5, ie, Succi ™(\) =
Pr[Game 5 = 1], is a negligible function of A.

Game 5: Redactor— Accountablh‘cyRSS AN

{(PKg, SKs), (PKg,SKg)} < KGen(lA)

Sign(SKg,PK;
(M,0,m) — AZZTS ) (1, PKs, PKa, SKa)

if M has been queried to Slgn oracle, return 0

else if Verify(PKg, PKg, M,0) =1 A
Judge(PKg, PKg, M, o, 7) = Signer

return 1

otherwise, return 0

3.2.6 Collusion-Resistance of RSS-IA

The collusion-resistance of RSS-IA is formalized that even if
with the secret keys SKg and SKGg, it should be infeasible for
a PPT attacker A to generate two evidence tags for a data/
signature pair, such that the Judge algorithm outputs
Signer on input one evidence tag, and outputs Redactor on
input another evidence tag.



Definition 10 (Collusion—Resistance). An RSS-IA satis-
fies collusion-resistance, if for any PPT adversary A, the suc-
cess probability of A in winning Game 8, i.e., Succiﬂ_'A(/\) =
Pr[Game 8 = 1], is a negligible function of \.

Game 8: Collusion—Resistanceissf'A()\)

{(PK37 SKS)? (PKRa SKR)} — KGen(l)\)
(M, g, T, 7'[/) — .A(l/\, PKs, PKR, SKs, SKR)
return 1, if
Verify(PKs, PKg, M,0) =1 A
Judge(PKs, PKgr, M, o, ) = Signer A
Judge(PKs, PKgr, M, o, ') = Redactor
else, return 0

4 GENERIC RSS-IA CONSTRUCTION

In this section, we first provide a generic RSS-IA construction
with a single designated redactor. Then, we prove its security.

4.1 Generic RSS-IA
Our design is a generic transformation that adds implicit
accountability to any transparent RSSs. Let (RSS.KGen,
RSS.Sign, RSS.Redact, RSS.Verify) be the relevant algo-
rithms in a transparent RSS without accountability. Our
design also needs two cryptographic hash functions: H; :
{0,1}" = G and Hy : {0,1}" — Z,. G is an Abelian group of
prime order p and generator g. Denote the identities of the
signer and the redactor by Signer and Redactor, respectively.

Our RSS-IA consists of seven algorithms: KGen, Sign,
Redact, Verify, Proofs, Proofg and Judge.

KGen(1"). Given a security parameter ), this algorithm
generates the key pairs of the signer and the redactor.

1)  To generate the key pair (PKs, SKs) of the signer:

a) Runs the key generation algorithm RSS.KGen(1%),
and gets a key pair (pKgrss, SKrss)-

b) Chooses a random number Xs iZ; uniformly
and randomly, and calculates yg = ¢*s.

¢) The secret key SKg of the signer is (Skgss, Xs),
and public key PKs is (pkgss, Ys)-

2) To generate the key pair (PKg, SKg) of the redactor,
the redactor chooses a random number XR(E Z; as
her secret key SKg, and calculates ygr = ¢g*® as her
public key PKg.

Sign(SKs, PKg, M). The signature o of a data M consists

of three components: (o1, 02, 03).

1) o is the output of the RSS.Sign: The signer runs the
signing algorithm RSS.Sign(skgrss, M), and gets the
redactable signature o, for the original data M.

2) oy isan auxiliary tag for accountability:

a) Calculates h = H{(M,0y).
b) Calculates oy = h*S.

3) o3isa proof of the statement o5 = h*S or oy = h*R:

a) Chooses {v,Bs, ﬁ4}£ 77, and calculates B, =
Hy(g", b, ¢®yrPt, hP30,P1) — Bymod p, and B, = v—
BoXs mod p.

b) Denotes o3 = {B4, Bs, B3, B4 }-

4) Returns the signature o for the data M, where
o ={o1,09,03}.

o1 enables the redactor to generate a valid signature after

redaction, o9 ensures the accountability, and o3 is an Or-

Proof (which serves for the transparency). The Or-Proof is
motivated by the techniques in [22].

Redact(SKg, PKs, M, 0, X). (M,0) is a valid data/signa-
ture pair, where o = {01,09,03} and o3 = {81, Bs, B3, Bu}-
The signature o’ of a redacted data M’ consists of three
components: (¢}, 0%,0%). X C M is a redaction subset.

1) o) is the output of the RSS.Redact: The redactor
runs the redacting algorithm RSS.Redact(pkrss,
M, o1, X), and gets the redacted signature o/ for the
redacted data M’ — M\ X.
2) o} is an auxiliary tag for accountability:
a) Calculates h = Hi(M',0}).
b) Calculates o, = h*R.
3) o} isa proof of the statement o}, = h*S or o, = h*R:
a) Chooses {V,p, ﬂg}ﬁz;;, and calculate ) =
Hy(gPys™, 110", g7 h') = pymodp, and g} =
vV — Bixg mod p.
b) Denotes o} = {8, By, B;, B}
4) Returns the signature o’ for the data M’, where
o' = {0},05,03}.
Verify(PKs, PKg, M,0): Given a data/signature pair
(M, o), where 0 = {01,09,03} and o3 = {B, B, B3, B4}, the
verifier does the following.

1)  Verifying the validity of o,: The verifier runs the ver-
ify algorithm RSS.Verify, and gets a decision b <
RSS.Verify(pkgrss, M, o1). If b = 0, return 0.

2)  Verifying the validity of o9: The verifier

a) Calculates h = H{(M,o07).
b) If B, +B,=H (glﬁysﬂ27 hProoP2 gPsyrPi, hPsoyPi ),
it indicates o5 is valid, returns 1.

3) Otherwise, returns 0.

Proofs(SKg, PKg, M, 0). (M, 0) is a valid data/signature
pair, where o = {01, 09,03} and o3 = {8, By, B3, B4} To gen-
erate an evidence tag 7 to reveal the generator of (M, o), the
signer:

1) Calculates h = Hy(M, o).
2) Ifo, = h*s, the signer proves “Xg = log o¥s = log 02"

a) Chooses w I Z*.

b) Calculates 7w = Hy(g”,h?) and 7 = w—
71Xs mod p.
¢) Returns the evidence tag w = {7y, 72 }.
3) Otherwise, ie., o0y #h*S, the signer proves

“xs = log ys # log 02"
a) Chooses w1, wy, w3 I Z;;.
b) Calculates ; = (h*S /o9)™", my = Ha (71, g*2 /Ys®,
th/Ung), T3 = w3+ wimemodp and 7wy = wa+
w1 T9Xs mod p.
¢) Returns the evidence tag & = {7y, w9, 3, 74 }.

As we can see, 09 is an undeniable signature. The genera-
tion of the evidence tag  is based on the non-interactive zero-
knowledge proof for Chaum’s scheme [23], which ensures
that one is not able to prove "oy = h*$" if "oy = K*R” (or,
110.2 — WXR" if 110,2 — pXs™).

Proofg(SKg, PKg, M, o). (M, 0) is a valid data/signature
pair, where o = {01, 09,03} and o3 = {8, By, B3, B4 }- To gen-
erate an evidence tag 7 to reveal the generator of (M, o), the
redactor:



1) Calculates h = H(M,01).
2) If oy, =h*", the redactor proves
log 09"
a) Chooses w 2 Z;
T = H2 (QO), hw)

“Xr = log jyr =

b) Calculates and = w—
71 XR mod p.
¢) Returns the evidence tag w = {71, 75 }.
3) Otherwise, ie., o3 # h*®, the redactor proves

“Xgr = log ;YR # log 02"
a) Chooses wi, wsy, w3 — Z;.
b) Calculates m; = (W*R/03)®", my = Ho(m1, 2 /YR,
th/O'Qw:;), T3 = W3 + w172 modp and T4 = w2t
w17ToXRg mod p.
¢) Returns the evidence tag w = {7y, w2, 7w3, 74 }.
With the same principle of Proofs algorithm, the evi-
dence tag 7 generated by Proofg algorithm ensures that one
is not able to prove “oy = K*R” if “oy = h*S” (or, “o9 = h*S”
if “o9 = K*R”).
Judge(PKs, PKg, M, 0, 7). (M, o) is a valid data/signature
pair, where o = {01,09,03} and o3 = {8, Bs, B3, B4} wis an
evidence tag for (M, o). To determine the responsible party
for (M, o), the auditor:

1) Calculates h = H(M,01).
2) Ifr={m,m} € Zy X T
a) Ifm = Hy(g™ys™, h™ay™), returns Signer.
b) If 7y = Hy(g™yRr™, h™09™ ), returns Redactor.
3) Else, ifn = {m,me, 73,714} € G x Z, X Ly, X Ly
a) Ifm #1and my = Hy(mry, g™ /Y™, h™ /(023 11™2)),
returns Signer.
b) Ifr #1and m =
returns Redactor.
4)  Otherwise, returns L.
The correctness of the generic RSS-IA can be verified
straightforwardly. In our RSS-IA, only the designated
redactor who possesses the secret key Xg can legally redact
the originally signed data. Our RSS-IA satisfies all security
requirements of RSS-IA.

7'[37[17'[2)),

H2(7T17gﬂ4/ysn3’ hﬂ4/(02

4.2 Security Analysis of the Generic RSS-IA

In this subsection, we prove the security of the generic RSS-IA
with a single designated redactor in terms of unforgeability,
privacy, transparency, signer-accountability, redactor-account-
ability, and collusion-resistance.

4.2.1  Unforgeability of the Generic RSS-IA

Theorem 1. Our RSS-IA satisfies unforgeability, if the underly-
ing RSS satisfies unforgeability.

Proof. Let Arss_ia be a PPT attacker who can win the unforge-
ability game (defined in Section 3.2.1) of our RSS-IA with the
success probability of €. If Args_|a exists, we can construct
an attacker Arss who can break the unforgeability property
of the underlying RSS with the success probability of egss.
Apss acts as the challenger of .Arss_a as follows.

Setup. The challenger Crss generates a key pair
(kass, SkRSS) of an RSS and sends kaSS to Arss. Agss
chooses a random number Xg & 7*, calculates ys = g8,
and chooses two cryptographic hash functions: H; : {0,1}"
— G and H,:{0,1}" — Z,. Then, Agss sends (pKgss, Vs,
Hi, Hy) to Agss_ia. Arss_ia generates the key pair (Ygr, Xg)
of the redactor of our RSS-IA and sends yg to Agss.

Queries. Apss_ia can adaptively query oracles {Sign,
Proofs}. Oracle Sign is simulated by .Arss querying Crss
and using Xs. Oracle Proofg is simulated by .Arss using Xs.
Specifically, Arss_ia passes her ith signature query M; to
Apss. Arss queries M; to Crgs, and obtains the signature
response o1, from Cpss. Apss calculates h; = Hy(M;,01;)
and o2; = h;*S. Aggs chooses {v;, ﬂsu Bt 2;, and calcu-
Iates Boi = Ho(g" b, gPiypPii, hifsioy Pii) — 54u Bri =

ﬂZJ,XSI and 03 = {/31,7,7/32,1,7 :3.5,7,7 /34,7,} Agss returns
ai = {01,,02;,03;} to Arss_ia as her response.

Output. Apss_ia outputs a data/signature pair
(M, 0%) as her forgery, where o* = (01", 02", 03"). Then
Agss outputs (M*,01*) as her forgery.

As defined in Section 3.2.1, if ARrss_ja succeeds, then
M has not been queried to Sign oracle and is not a sub-
set of any queried data M;. Meanwhile, ¢* is valid.
Hence, epss = €. If €; is negligible, egss is also negligible.
This completes the proof. 0

4.2.2  Privacy of the Generic RSS-IA

Theorem 2. Our RSS-IA satisfies privacy, if the underlying
RSS satisfies privacy.

Proof. Let Agss_|a be a PPT attacker who can win the pri-
vacy game (defined in Section 3.2.2) of our RSS-IA with
the success advantage of ;. If Agss_|a exists, we can con-
struct an attacker Agss who can break the privacy prop-
erty of the underlying RSS with the success advantage of
enss- Arss acts as the challenger of Arss_ia as follows.

Setup. The challenger Crss generates a key pair
(pkrss, SKrss) of an RSS and sends kass to Agss. Arss

chooses two random numbers Xg,Xg z Zy, calculates
Ys = ¢*S,yr = ¢*®, and chooses two cryptographm hash
functions: H; : {0,1}" — G and H,: {0,1}" — Z,. Then,
ARrss sends (pKgss. Vs, YR, Hi, H2) to Arss_ia-

Queries. Apss_ia can adaptively query oracles
{8Sign, Proofg, Redact, Proofg}. Oracle Sign is simulated
by Arss querying Crss and using Xs. The response of
oracle Sign is same with the response of the oracle Sign
in Section 4.2.1, we omit it here. Oracle Proofg is simu-
lated by Arss using Xs. Oracles Redact and Proofg are
simulated by Arss using Xg.

Challenge. After adaptively querying, Apss_ja chooses
two data (M, M;) and two redaction subsets (X, X1),
which satisfy M # M; and M \ Xy = My \ X1. Agss_ia
passes (M, Xo, M1, X1) to Agss as her challenge. Then,
Apss passes (Mg, Xg, My, X1) to Crss and obtains the
response (M}, o)), where M), = M, \ X} and b&{0,1}.
Agss generates o, and o3 by simulating the Redact algo-
rithm of RSS-IA using Xg. Aggs returns (M), o) to Agss_ia
as her response, where o = {0/, 09,03 }.

Output. Agss_ia returns b’ to Agsg as her guess. Then
Agss returns V' to Crss as her guess.

As defined in Section 3.2.2, if ARrss_ja succeeds, then
b =b. Hence, epss = €. If ¢, is negligible, epsg is also
negligible. This completes the proof. O

4.2.3 Transparency of the Generic RSS-IA

Theorem 3. Our RSS-IA satisfies transparency in the random
oracle model, if the underlying RSS satisfies transparency and
the DDH problem is hard.



Proof. Let Arss_ia be a PPT attacker who can win the trans-
parency game (defined in Section 3.2.3) of our RSS-IA with
the success advantage of e3. If Args_|a exists, we can con-
struct an attacker Args who can break the transparency
property of the underlying RSS with the success advantage
of erss. Anrss acts as the challenger of Arss_ia as follows.

Setup. The challenger Cprss generates a key pair
(Pkrss, SKrss) of an RSS and sends pkgrss to Agss. Arss
chooses two random numbers Xg and Xg from Z;, and cal-
culates ys = ¢*s and yg = ¢*R. Then, Agrss sends (pkgss,
Ys,YRr) to Arss_ia- Hi : {0, 1}* — G and H; : {0, l}* — L
are two random oracles simulated by Agss.

Queries. Arss—ia can adaptively query oracles { H;, Hs,
Sign, Proofs, Redact, Proofg}. Oracle Sign is simulated
by Agrss querying Crss and using Xs. The response of
oracle Sign is same with the response of the oracle Sign
in Section 4.2.1, we omit it here. Oracle Proofs is simu-
lated by Arss using Xs. Oracles Redact and Proofg are
simulated by Agss using Xg.

Challenge. After adaptively querying, Agrss_ia chooses
a data M and a redaction subset X C M. Agss_|a passes
(M, X) to Aggs as her challenge. Then, Args passes
(M, X) to Crss and gets the response (M', o’ ,), where
M =M\ X and b€ {0,1}. Arss chooses oy from z,
and generates o3 in the random oracle model. Then,
Agss returns (M’,0) to Agrss_ia as her response, where
o ={0,02,03}.

Output. Agss_ia returns b’ to Agss as her guess. Then
Agss returns V' to Crss as her guess.

As defined in Section 3.2.3, if ARrgs_ja succeeds, then
b' = b. The hardness of the DDH problem ensures that
Apss_ia can obtain valid information only from 0/1‘,) to
decide whether o/ , is the output of the Sign algorithm or
the Redact algorithm. Hence, epss = €. If €3 is negligible,
erss is also negligible. This completes the proof. ]

4.2.4  Signer-Accountability of the Generic RSS-IA

Theorem 4. Our RSS-IA satisfies signer-accountability in the
random oracle model, if the CDH problem is hard.

Proof. Let Aggs_ja be a PPT attacker who can win the

signer-accountability game (defined in Section 3.2.4) of
our RSS-IA with the success probability of ;. If Args_ia
exists, we can construct an attacker Agpy who can solve
the CDH problem with the success probability of ecpp.
Acpn simulates the challenger of Agss_ia as follows.

Setup. The challenger Ccpy chooses an Abelian group
G of prime order p with generator g and two random
numbers {z1,z2} from Z,. Then she passes {G,p,y,
g, 9”2} to AcpH- AcpH sets Yr = g*!, where the secret
key xg is equivalent to x;. Acpn passes Yr to Agrss_ia-
Agss_ia generates a key pair (pkgss, Skrss) of an RSS,
chooses a random number Xg from Z* and calculates
Ys = g*S. Arss-ia passes (PKgrss,Ys) to Acpn. Hi : {0,1}
— Gand Hs : {0,1}" — Z, are two random oracles simu-
lated by Acph-

Queries. Apss_ia can adaptively query oracles { H;, Hs,
Redact, Proofg}, which are simulated by Acpn. Let ¢; be
the queried number of Redact oracle. Before receiving
queries, Acph initializes an empty hash list H. The details
of queries and responses are as follows.

Hash — Queries. Let {M;,0,,} be the ith hash query
to H, oracle from Arss_ia. ACDH sets h; = Hi(M;, 01,) =
g"2*"i with probability ¢ = ™ — and hi = Hi(M;,01;) =

¢" with probability 1 — 1, where rz-<— 7. Acpn returns h;
to Agss_ia as her response, and adds (M;, 1,7, h;) into
the hash list H.

Redact—Queries. Let (M, 0;, X;) be the jth query to
Redact oracle from Agpgs_ia, where o; = {01,092 ,03}.
Acpn searches the hash list H and obtains (M;, oy, 7},
h;). If h; # g7, the simulation of Acpn aborts. Otherwise,
ie, hj =g, Acon sets M; — M;\ X and of ; = (g")"
= h;"'. Acpn generates o/, 5, in the random oracle model.
Then Agpy returns (/\/l/], o)) to Apss-1a as her response,
where o’ = {0 ;, 0 ;, 0% ;}.

Proofg—Queries. Let (M, o) be the kth query to
Proofg oracle from Agss_ia, where o), = {014,094, 031 }-
If o9y # Hi(My,014)®, Acpn generates evidence tag
7y = {71, To g, T3, Ta i} in the random oracle model.
Otherwise, i.e., 09, = Hy(My, Ul,k)xR, Acph generates evi-
dence tag 7, = {7 4,72} in the random oracle model.
Acpn returns mj, to Agss—ia as her response.

Output. Arss_ia outputs her forgery evidence tag n*
for a data/signature pair (M",0*), where o* =
(0'1*,(72*70'3*).

As defined in Section 3.2.4, if Arss_ja succeeds, then
M is not the response of Redact oracle, o* is valid, and
Judge(pkgss, Ys, YR, M*, 0", 7*) = Redactor.

If 7* = {m, 2}, let (w, h*) be the hash query to oracle
H, from Agss-ia, where w € Z; and h* = Hi(M",01%).
Acpn chooses a random number 7 from Z;, sets
w1 = Hy(¢”, (h*)”), and returns m; as the response.
Arss_ja calculates w9 = w — mXg. Then Acgpy obtains
w1 = Ha(g?, (R*)”) = Ha(g™yr™, (h*)™(03)™). Using the
forking lemma in [24], Acpn resets the hash response for
(w, h*) in the random oracle model. Acpy chooses a ran-
dom number =} (7] ;é m1) from Z;, sets 7=
Hy (g%, (h*)”’) and returns 7} as the response. Aggs_|a cal-
culates 7 =w —mXs. Then Acpy obtains 7y =
Hy (g, (h*)") = Hy(g"yr™, (h*)™(03)™). Since | # i,
thus 7}, # m9. AcpH gets g° = g’”yp{”1 = gf’zyﬂ 1 and
(h*)” = /(h*)”Q( 5)" = (h*)" ( ’2‘)”1. Then Acpi , obtains
YR _g( -m)(m-7)" and 05 = (h*) T —m9)(my—7p) ! . Acon
gains z1 = (7, — 7o) (my — n]) and solves the DL prob-
lem. Thereby, Acpn obtains ¢”t*2 and solves the CDH
problem. In this case, ecpn = €. If €4 is negligible, ecpn is
also negligible.

If n* = {7y, 7m0, 73,74}, since 7y = ((h*)S/(03))" # 1,
thus o3 # (h*)S. Hence, if ARrss_|a succeeds, there must
be o} = (h*)R. If Acpn succeeds, then h* = Hy(M*,01%)
= ¢™*"", where (M*,07,r", h*) exists in the hash list H.

Actually, o3 = Sh:):; = (g7t )™ = grmt e Agpy
obtains ;'12' = % =¢g“® and solves the CDH
problem. fn this case, écpy = (1 — ¥)“ ey = % If e,

is negligible, ecpn is also negligible. This completes the
proof. 0

4.2.5 Redactor-Accountability of the Generic RSS-IA
Theorem 5. Our RSS-1A satisfies redactor-accountability in the

random oracle model, if the CDH problem is hard.



Proof. Let Arss_ia be a PPT attacker who can win the

redactor-accountability game (defined in Section 3.2.5)
of our RSS-IA with the success probability of ;. If
ARss_ia exists, we can construct an attacker Acpy who
can solve the CDH problem with the success probabil-
ity of ecpn. Acpn simulates the challenger of Agss_ia
as follows.

Setup. The challenger Ccpy chooses an Abelian group
G of prime order p with generator g and two random
numbers {z1,z;} from Z,. Then she passes {G,p,g,9",
g2} to Acpn. Acpn generates a key pair (pkrss, Skrss) of
an RSS and sets ys = g"!, where the secret key Xg is
equivalent to z;. Acpy passes (pPkgmss,Ys) to Agrss_ia-
ARrss_ia chooses a random number Xg from Z; and calcu-
lates yr = ¢*R. ARss_ia passes yR to Acpn- Hi : {0, 1}* —
G and H,:{0,1}" — Z, are two random oracles simu-
lated by Acph-

Queries. Apss_ia can adaptively query oracles
{Hi, Hy, Sign, Proofg}, which are simulated by Acpp.
Before receiving queries, Acpn first initializes an empty
hash list H. The details of queries and responses are as
follows.

Sign—Queries. Let M, be the ith signature query to
Sign oracle from Agss_ia. Acpn first generates oy, for
M; by using skrss. Then she chooses a random num-
ber [; from Z; and sets h; = H(M;,01,) = 4. Acpn
generates oy; = (h;)" = (¢")" =ys" and o3; in the
random oracle model. Acpy returns o; = {01,,02;,03,}
to Agss_ia as her response, and adds (M;,o1;,1;, hi)
into the hash list H.

Hash — Queries. Let {M;, o1 ;} be the jth hash query
to H; oracle from Agss_ia, where 1 < j < g;. If {M;, 01 ;}
exists in the hash list H, Acpn gets h; = Hi(M;,
(o5} J) = glj Otherwise, ACDH sets h =H (./\/I]7 O'Lj) =

g"2*"i (in which r;& z?), and adds (M, 01, 7j, h;) into
the hash list H. Then .ACDH returns h; to Agss_ia as her
response. Let ¢; be the number of h; = g”“

Proofs—Queries. Let (M, o4) be the kth query to
Proofs oracle from Agss_ia, where o}, = {011, 02, 031 }-
If o9y # Hi(Mg,014)S, Acpn generates evidence tag
7y = {71k, Mo, W34, Ta ) in the random oracle model.
Otherwise, i.e., 091, = Hy (M, olﬁk)xs, AcpH generates evi-
dence tag 7, = {m1, 72} in the random oracle model.
Acpn returns m; to Arss_ia as her response.

Output. Arss_ia outputs her forgery evidence tag n*
for a message/signature pair (M",0"), where o* =
(0‘1*,0‘2*,0‘3*).

As defined in Section 3.2.5, if Arss_a succeeds, then
M has not been queried to Sign oracle, ¢* is valid, and
Judge(pkgss, Vs, YR, M*, 0%, 7*) = Signer.

If 7% = {m, 72}, let (w, h*) be the hash query to oracle
H, from Agss-ia, where o € Z; and h* = Hy(M*, 01%).
Acpn chooses a random number 7; from Z;, sets
w1 = Hy(g”, (h*)”), and returns n; as the response.
Agrss_ia calculates 79 = w — mXg. Then Acpy obtains
w1 = Hy(g?, (h*)”) = Ha(g™ys™, (h*)™(03)™). Using the
forking lemma in [24], Acpn resets the hash response for
(w, h*) in the random oracle model. Acpy chooses a ran-
dom number 7 (7} #m) from Z;, sets =
Hy(g”, (h*)”), and returns 7} as the response. Agss_|a

calculates 7, = w — n]XR Then/ AcpH gams 7 = Ha(¢”,
(h*)?) = Ho(g" zys 1 ,(h*)™2(0%)™). Since =} 7én1, thus
7 # . AcpH obtams g‘” gr2ys™ = 2ys 1 and
(h*)® (h*)”Q( 57 = (h*)™(03)™. Then ACDH gains
ys = g mmom 7 and o3 = ()= Aoy,
obtams x = () —72)(my — )" and solves the DL
problem. Thereby, Acpy obtains ¢“1*2 and solves the
CDH problem. In this case, ecpy = €5. If €5 is negligible,
ecpH is also negligible.

If n* = {7y, 7m0, 73,74}, since m; = ((h*)R/(03))" #1,
thus o3 # (h*)*®. Hence, if ARrss_|a succeeds, there must
be o3 = (h*)*S. If Acpn succeeds, then h* = Hy(M*, 01%)
= g"*"", where (M*, %, %, h*) is in the hash list H. Actu-
ally, o} = (h’*)j”1 = (g"2t")" = gt Acpy  gets
% = % = ¢"'"2 and solves the CDH problem. In
this case, ecpy = 3717 €. If €5 is negligible, ecpy is also negli-
gible. This completes the proof. 0

4.2.6 Collusion-Resistance of the Generic RSS-IA
Theorem 6. Our RSS-IA satisfies collusion-resistance in the

random oracle model.

Proof. Let Arss_ja be a PPT attacker who can win the collu-

sion-resistance game defined in Section 3.2.6. Agrss_ia
possesses the key pairs of the signer and the redactor of
RSS-IA, ie., {(pkrss,Skrss), (¥s,Xs),(YR;XR)}. Arss-Ia
can generate two evidence tags for a valid data/signature
(M,0), where o = {01,02,03} and o3 = {8y, Bs, B3, Bs}-
The evidence tags convince the third party that both the
signer and the redactor are the responsible parties for
(M, o) or both are not. H; : {0,1}" — G and H,: {0,1}"
— Z, are two random oracles. If Arss_ia exists, Arss—ia
can finish the following matters in the random oracle
model.

Hash-Query-Output. Let {vi, B3, B,} be the hash query
to oracle H, from Aggs_ja, Where vy € Z;, Bs = va — ByXR
and v, € Z,. To response the hash query, we choose
p €L, set p=Hy (g1, b1, gPsyRPi hWP35,P1), and return p
as the response. According to p, Apss_ia calculates
By = p— B, and B; = vi — ByXs. Arss_ia outputs a data/
signature pair (M,o0), where o = {01,09,03} and
o3 ={B1,B2 B3, B} Then we obtain p=pg,+ B, =
H, (gﬂlys/SZ, hbroyP2 gPsyrPi, hﬂSo‘zﬂél)'

Reset-Hash-Query-Output. Using the forking lemma
in [24], we reset the hash response for {vi, 83, B,}. We
choose o €Z: (o #p), set p' = Hy(g", h",gPyrPt,
hf3o,P1), and return ¢’ as the response. Similarly, accord-
ing to o, Arss_ia calculates g, = o' — g, and B = vi—
Byxs. Finally Agss_ia outputs a data/signature pair
(M, o), where o= {01,02, o4} and o} = {,31,,32,,33,/34}
Then we obtain o' —,32—1—,34 Hy(gP1ysP2, hPioyP,
gP3yRP1, h5202ﬂ4)

Since p' # p, there must be Bo # By or B, # B We
obtain ¢ = ¢Piysh = ¢fiys® and  h" = A 0252 =
h*105%. Then we obtain ys = gPPIE =) and
oy = hF1- B(By—F2)™ Similarly, we can also get
YR =gl 3B (B0 and oy = hPs— BB )" 1t means
that if a data/signature pair is valid, there must be
o9 = h*s or o9 = hW*R. Thus, we obtain a contradiction.
This completes the proof. 0



5 EXTENDED RSS-IA

In this section, we propose an extended generic RSS-IA with
multiple designated redactors. Then, we discuss its security.

5.1 Generic RSS-IA With Multi-Redactor

The extended design is also a generic transformation that
adds implicit accountability to any transparent RSSs. In the
extended design, the evidence tag can be generated by the
original signer and any one of the N designated redactors,
independently. This is the major difference from our first
RSS-IA constructed in Section 4.1, in which there is only
one designated redactor.

The extended RSS-IA with multiple designated redactors
consists of seven algorithms: KGen, Sign, Redact, Verify,
Proofg, Proofg and Judge. Denote the identity of the signer
by Signer, and the identity of the ith redactor by
Redactor—i, where i € {1,2,...,N}.

KGen(1"). The key generation is similar to the KGen
algorithm in Section 4.1.

1) The secret key SKg of the signer remains as
(skpss,Xs), and public key PKg remains as
(Pkgss, Ys)-

2) The secret key SKg; of Redactor—i is XR|<—Z ,
and pubhc key PKRjis yr; = ¢"Ri.

Sign(SKs, | Y ,PKg,, M). The signature o of a data M

consists of three components: (o1, 02, 03).

1) oy is the output of the RSS.Sign: It is generated by
running the Step 1 of Sign algorithm in Section 4.1.

2) o0y is an auxiliary tag for accountability: It is gener-
ated by running the Step 2 of Sign algorithm in
Section 4.1.

3) o3 isa proof of the statement o5 = h*S or 0y = hXRi:

a) Chooses {v, U~ 1B ur 1ﬂ47}<— 7, and
calculates B, = Hy(g",h", g?1yr P41, hPsigyPrr,
gﬂS.,QyRQﬁai.Q’ hBs. 202542 gﬂslyR Iﬂ4, hﬂ3’02ﬁ4'

gﬁs.;\’yR_’Nﬁﬁ‘,;\f? hﬁs,wazf& Ny — Zl 1 By mod p,
and B; = v — ByXs mod p.

b)  Denotes o5 = {1, B2, U L1Bsir U i1 Bui}-

4) Returns the signature o for the data M, where
o ={01,09,05}.

Redact(SKg;, PKs, | ¥ ,PKgj, M, 0, X). (M, o) is a valid
data/ signature pair, where o ={0y,09,03} and
o3 = {By, Bas U 1/3“, U ;1154.1-}. The signature o' of a
redacted data M’ consists of three components: (o}, 0%, %).
X C M is aredaction subset. Redactor—i does as follows.

1) o) is the output of the RSS.Redact: It is generated by
running the Step 1 of Redact algorithm in Section 4.1.
2) o) is an auxiliary tag for accountability:
a) Calculates h = H(M',0}).
b) Calculates of, = h*Ri.
3) o} isa proof of the statement o}, = h*S or o}, = K*Ri:

a) Chooses {V, ,81,/82}<— z¥, calculate f; = Hy

(ﬂlysﬁz hﬂlaﬂz gﬂ%lyR1 14,1 hﬁzlgfﬂﬂ o gﬁstl
YRi- 1f54z 1 hﬁsz 16’54: 1 h\’ gﬁ&z+1le+1ﬂ41+l
hﬁ{z+la/ﬂ41+l ﬂ;\yR.Nﬂu’hﬁmg{zﬂw)_lgémodp,
and ,BM = ,84 Xm,imod p.

(B, By Biir B U LiBs\Boss

b) Denotes ofy =

U Jj= 1:34]\:84L}

4) Returns the signature o’ for the data M’, where
o' ={0},0%,04}.
Verify(PKsg, UfilPKR,inva)- Given a data/signature
palr (M,0), where o =/{01,09,03} and o35={B, B,
Ul 1B U 511:34,77}/ the verifier does:

1)  Verify the validity of o1: 07 is verified by running the
Step 1 of Verify algorithm in Section 4.1.
2)  Verify the validity of o3:
a) Calculates h = H(M,071).

B
b) If B, +E 1By = Hy(gPrysP2 hProof2, gfsi YR S
hﬂi]gzﬂil ﬂ;zyﬂzﬁu hﬂ5202ﬂ12 ﬁs;yR‘ﬂn
hﬂ“ﬂ'agﬁ{f’, . gﬁs,w'yR’NMm" hﬂ:%.NUQﬁuv)l it indi-

cates oy is valid, returns 1.

3) Otherwise, returns 0.

Proofs(SKs, U ¥,PKgj, M,0). (M,0) is a valid data/
s1gnature palr where o = {01,09,03} and o3 = {By, B,
U i—1B3.> U i—1B1:}- The signer generates the evidence tag
m for (M, o) by running the Proofs algorithm in Section 4.1.

Proofg(SKg;, PKs, U7 PKgj, M,0). (M,0) is a valid
data/ 51gnature palr where o = {0y,09,03} and o3=
{B1.B>. U 1By UL 1Bus). Using her key pair (ya;,Xn,),
Redactor—i generates the evidence tag = for (M, o) by run-
ning the Proofg algorlthm in Section 4.1.

Judge (PKs, UL PKg, M,0,7). (M,0) is a valid mes-
sage/51gnature pair, where o = {01,09,03} and o3 = {8}, B,
Ux 1Bsis ux By} m is an evidence tag for (M,o). To
determine the responsible party for (M, o), the auditor does:

1) Calculates h = H (M, 07).
2) Ifrn={m,m} €L, x Ly

a) Ifm = Hy(g™ys™, h™oy™), returns Signer.

b) If 1y = Ho(g™yRi™, k™0™ ), returns Redactor—i.
3) Else, 1fn7{n1,n2,n3,n4}GGXZ;XZ;XZ;:

a) If my #1 and for Vi € {1,2,---, N}, mo = Hy(my,
g™ /yRi™, h™ /(oo™ ™)), returns Signer.
b) If m #1, 7= Hy(mi,g ”4/ys”3, W (o973, ™2)),
and for Vje{1,2, —1,i+1,---,N},
= Hy(m1, g™ /YR, h’”/( ”37T1 2)), returns
Redactor—i.

4)  Otherwise, returns L.

5.2 Analysis of the Extended RSS-IA

The correctness of the extended RSS-IA with multiple
redactors can be verified straightforwardly. Its security
depends on the security properties of our first generic
RSS-IA constructed in Section 4.1, which have been proved
in Section 4.2. Thus, the extended RSS-IA provides unforge-
ability, privacy, transparency, signer-accountability, redac-
tor-accountability, and collusion-resistance. The security
proof of the extended RSS-IA is similar to our first generic
RSS-IA, and thus is omitted due to space limitation.

6 APPLICATIONS AND EXPERIMENTS

Our RSS-IA designs are generic transformations that add
implicit-accountability to any transparent RSSs. In this sec-
tion, we first give examples to show the applications of our
RSS-IA range from privacy protection to accountable and
transparent authenticated data redaction. Then, we imple-
ment experiments to validate the effectiveness of the pro-
posed generic transformations.



TABLE 1
The Original EHR of Bob

[ Name | Gender | _ID_|__Day _|_Symptom | _Prescription |

8 Mar., 1990 Symptom 1 Prescription 1
12 May., 1991 Symptom 2 Prescription 2
Bob Male 1234 :
1 Jul, 2019 Symptom 99 Prescription 99
4 Sep., 2019 Symptom 100  Prescription 100
6.1 Applications

As a simple application example, let M be the original EHR
of Bob, which is shown in Table 1. Let o be the signature of
M generated by the original signer. (M, o) is kept by Bob
or some authorised parties. In real life, even if the original
signer is offline, (M, o) can still be used for various situa-
tions with our RSS-IA.

Use Case #1: Our RSS-IA satisfies the privacy protection
requirement of authenticated EHR redaction in the case that
EHR is used for scientific research. It ensures that the
redacted EHR/signature pair (M’,o’) reveals no informa-
tion about Bob’s name and ID, which are deleted from M.
The redacted EHR M’ is shown in Table 2.

Use Case #2: Our RSS-IA satisfies the transparency
requirement of authenticated EHR redaction in the case that
EHR is used as the supporting material of applying for
subvention. It ensures that no third party can determine
whether the submitted EHR is the original version or
redacted one, in which some sensitive symptoms and treat-
ments are removed. It avoids discrimination against patients
with certain medical history.

Use Case #3: Our RSS-IA satisfies the accountability
requirement in authenticated EHR redaction in the case that
EHR is used as the supporting material of health insurance
purchasing. It prevents the buyer from maliciously remov-
ing his sensitive medical history from his EHR, to reduce
insurance price and claim higher insurance compensation.
With our scheme, Bob can only remove the unrelevant parts
from his original EHR and generate a signature to prove the
authenticity of the redacted EHR. Accountability ensures
that any malicious redaction, such as withholding part of
his medical history, can be traced back to him.

6.2 Experiments

To evaluate the effectiveness of our RSS-IA, we first
implement the transparent RSS for set-data presented by
Johnson et al. [3]. Then we implement the proposed
generic transformation to convert the transparent RSS [3]
into an RSS-IA with a single designated redactor. The
experiment algorithms are coded using the Miracl Library
(https://github.com/miracl/MIRACL), and the resulting
software is compiled using Visual Studio 2017. The tests

TABLE 2
A Redacted EHR of Bob

8 Mar., 1990 Symptom 1 Prescription 1
12 May., 1991 Symptom 2 Prescription 2
Male :
1 Jul,, 2019 Symptom 99 Prescription 99
4 Sep., 2019 Symptom 100  Prescription 100

are performed on a Lenovo PC with Intel(R) Core(TM) i5-
7500 CPU @3.40 GHz, 8.00 GiB RAM and Windows 10
@64 bits.

In the experiments, the original data M and the redacted
data M’ are respectively shown in Tables 1 and 2. The sig-
natures/evidence tags generated by the signer and the
redactor are denoted as os/ns and or/ 7R, respectively. The
modulus of the RSA in [3] and the order p of group Z, in
our RSS-IA are set as 2048 bits. The accumulator in RSS [3]
and the hash functions H; and H, in our RSS-IA are set as
SHAS512. The experimental results are shown in Table 3,
where the times are all the average running time (in sec-
onds) by running the schemes 100 times.

As we can see in Table 3, the implementation of our
generic transformation which adds implicit-accountability
to the transparent RSS [3] only costs extra 0.0323 s compu-
tation time in the Sign algorithm and 0.1221 s computation
time in the Redact algorithm, respectively. As a result, the
experimental results validate that our generic designs are
effective, and are practical in achieving accountable and
transparent authenticated data redaction.

7 CONCLUSION

We proposed a generic design of Redactable Signature
Scheme with Implicit Accountability (RSS-IA), as a novel
solution to authenticated data redaction. In our design, not
only the data signer but also the redactor can generate an
evidence tag as the proof of the generator of a data/signa-
ture pair. The redaction is accountable with the evidence
tag. Without the evidence tag, the redaction operation is
transparent. We formally defined the relevant security
notions in order to capture the essence of the various secu-
rity requirements, including resistance to collusion between
the signer and redactor. Neither the original signer nor the
redactor can generate an evidence tag to blame others. Even
if the signer and the redactor collude with each other, they
cannot both claim (or deny) themselves as the generator of a
valid data/signature pair. We further extended our RSS-IA
to the multi-redactor setting. The applications and experi-
ments analyses show that our designs are effective and
practical in achieving accountable and transparent authenti-
cated data redaction.

TABLE 3
Computation Cost Comparison (in Seconds)

Accountability Verify (o5) Verify (o) | Proofs (a5) | Judge (1rg) | Proofy (o5) | Judge (irg)

RSS [2] 0.1185 0.1355 0.0217

Our RSS-T1A \/ 0.1508 0.1799 0.1438

0.1131 Not Support

0.1786 0.0504 0.0481 0.1211 0.1392



Differential privacy provides a mathematically rigorous
mean to protect data privacy. It involves other types of data
modification than the “delete operation”. Our design only
supports “delete operation” during data modification. As a
result, it does not support differential privacy and other
advanced privacy protection approaches. Data authentica-
tion supporting other kinds of data modification operations
in differential privacy is our future research direction.
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