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ABSTRACT ACM Reference Format:

Asaversatile system architecture, cloud-fog Internet-of-Things (IoT)
enables multiple resource-constrained devices to communicate and
collaborate with each other. By outsourcing local data and immigrat-
ing expensive workloads to cloud service providers and fog nodes
(FNs), resource-constrained devices can enjoy data services with
low latency and minimal cost. To protect data security and privacy
in the untrusted cloud-fog environment, many cryptographic mech-
anisms have been invented. Unfortunately, most of them are im-
practical when directly applied to cloud-fog IoT computing, mainly
due to the large number of resource-constrained end-devices (EDs).
In this paper, we present a secure cloud-fog IoT data sharing system
with bilateral access control based on a new cryptographic tool
called lightweight matchmaking encryption. Our system enforces
both sender access control and receiver access control simultane-
ously and adapts to resource-constrained EDs by outsourcing costly
workloads to FNs. We conduct extensive experiments to demon-
strate the superior performance of our system to the most relevant
solutions in the literature.

CCS CONCEPTS

« Security and privacy — Public key encryption; - Computer
systems organization — Cloud computing; « Information sys-
tems — Data management systems.
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1 INTRODUCTION

Cloud computing is a widely accepted paradigm with elastic ser-
vices and low maintenance cost for many real-world applications,
such as infrastructure management, home automation, and envi-
ronmental monitoring [18, 32, 34]. However, the strict system archi-
tecture of cloud computing limits its flexibility [2] for applications
that demand immediate or real-time responses, such as intelligent
transportation, smart home, and augmented reality. To address this
limitation, fog computing [25, 27] was introduced to bring intelli-
gence closer to data sources [8, 14, 19, 26]. Fog computing enables
users to enjoy a variety of customized services, such as location
awareness, mobility support, and geographic distribution.

CLOUD LAYER: CLOUD SERVERS
(HUNDREDS)

I

| FOG LAYER: FOG NODES
: (THOUSANDS)
I

|

| DEVICE LAYER: IOT DEVICES
I (BILLIONS)
|
I

Figure 1: System Architecture of Cloud-Fog IoT

To make full use of fog computing, a new system architecture
namely cloud-fog IoT, as shown in Fig. 1, was introduced [20] to
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provide interconnections of billions of IoT devices to collect and
exchange data. The architecture is a three-layer pyramid, in which
(1) cloud service providers (CSPs) offer global access control; (2)
FNs provide regional access control and customized services; and
(3) IoT devices upload and request data from FNs. FNs play an es-
sential role in this ecosystem that offers a variety of data services
by storing frequently used data as caches to provide machine-to-
machine communication with low latency. Besides, FNs offer on-
demand data services and collaborate for data intelligence to reduce
the consumption of computation and bandwidth for data analysis
and transmissions. For example, in intelligent transportation, the
cloud-fog IoT system enables efficient and secure data interactions
between application servers and vehicles. A CSP receives messages
from an application server and shares them with FNs, e.g., roadside
units, which in turn process customized data services and broad-
cast these messages to onboard IoT devices, e.g., on-board units.
However, an open and untrusted cloud-fog IoT system hinders the
widespread development of fog computing, and in particular data
security and privacy has been a serious concern.

A common approach to achieving data security and privacy
protection is encryption. However, encryption should not impede
data sharing among authorized services and devices. Sahai and
Waters [24] introduced a cryptographic primitive, called attribute-
based encryption (ABE), to share data with fine-grained access
control. ABE is a type of one-to-many public-key encryption in
which the secret key of a user and a ciphertext are dependent upon
attributes. There are two flavors of ABE: key-policy ABE (KP-ABE)
and ciphertext-policy ABE (CP-ABE). KP-ABE was introduced [15]
for providing fine-grained content-based access control. In KP-
ABE, a user’s secret key is generated based on an access policy
expressed in terms of attributes (aka keywords) that defines the
privileges of the user, and data are encrypted over a set of attributes.
A user can decrypt a ciphertext if the set of attributes associated
with the ciphertext satisfies the user’s access policy. CP-ABE was
introduced [5] for providing flexible role-based access control. In
CP-ABE, the secret key of a user is bound to a set of attributes to
represent the user’s privileges, and an access policy is associated
with a ciphertext. A user can decrypt a ciphertext if the user’s
set of attributes satisfies the access policy of the ciphertext. Both
KP-ABE and CP-ABE achieve access control of encrypted data at
a fine-grained level, even if the server holds the data is untrusted
and multiple unauthorized users launch collusion attacks.

To facilitate retrieval and search of ciphertexts by keywords,
attribute-based keyword search (ABKS) was proposed [28, 35] as
a cryptographic tool to conduct expressive keyword search over
ciphertexts without costly data decryption. Unfortunately, it has
been shown that the existing ABKS solutions suffer from searchable
pattern leakage attacks [9, 21, 33].

Ateniese et al. [3] introduced a novel cryptographic primitive,
dubbed matchmaking encryption, to provide bilateral access con-
trol and presented a concrete instantiation in an identity-based
setting. In a bilateral access control system, a sender can specify a
decryption policy for receivers and a receiver can specify a source
identification policy for senders. Fig. 2 gives a sketch of bilateral
access control. Each sender has an encryption key and each receiver
has a decryption key, where both keys are issued by a trusted key
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Figure 2: Sketch of Bilateral Access Control

generation center (KGC). Each sender can encrypt data by speci-
fying a decryption policy and embedding her/his encryption key,
so that only receivers with decryption keys satisfy the decryption
policy can decrypt the ciphertext. Each receiver can specify a source
identification policy for incoming ciphertexts so that only those
generated by senders whose encryption keys satisfy the source
identification policy are accepted. To provide bilateral access con-
trol at the fine-grained level, Xu et al. [30] proposed a concrete
instantiation of the matchmaking encryption in the attribute-based
setting. However, both solutions [3, 30] suffer from a costly data
decryption process and cannot adapt to resource-constrained IoT
devices.

Bilateral access control offers sender access control and receiver
access control simultaneously and hence is an important techni-
cal solution to meet the various requirements of data security and
privacy regulations, including the collection limitation principle
and the data quality principle, as mentioned in General Data Pro-
tection Regulation (GDPR) [12]. The collection limitation princi-
ple requires that sensitive data must be protected and should not
be abused by any unauthorized party. For example, in intelligent
transportation, an application server encrypts data with a specified
decryption policy (e.g., “(MICRO OR SEDAN) AND Los Angeles”) for
secure communications with authorized vehicles of type MICRO
or SEDAN registered in Los Angeles. The data quality principle
requires that data sources be identifiable to ensure reliability, con-
sequently preserving the interests of receivers. For example, the
application server attaches its attributes to a ciphertext (e.g., “Road
Info AND Log Angeles”), and roadside units can help vehicles to
identify useful ciphertexts from a substantial amount of ciphertexts
without performing costly data decryption.

Therefore, it is desirable to build an efficient solution to address
security threats and satisfy realistic requirements in a cloud-fog
IoT system. To address this problem, in this paper, we introduce a
new cloud-fog IoT system with the following contributions:

o We design a secure bilateral access control cloud-fog IoT system
with rigorous system definition via a system model and a threat
model. The starting point of our design is to meet the security
requirements demanded by most real-world applications of IoT
devices that are constrained with memory, computation, and
battery.

e We introduce the notion and a concrete construction of light-
weight matchmaking encryption (LME) and formally prove its
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security to support the security of our proposed system. LME

offers secure data sharing with the following properties:

— Bilateral access control at a fine-grained level. A sender can
specify a decryption policy to control receivers. A receiver can
specify a source identification policy to only accept ciphertexts
from certain types of senders. Both policy specifications are at
a fine-grained level.

— Data source identification with sender anonymity and unlinka-
bility. A receiver can specify a source identification policy to
discard undesirable ciphertexts without costly data decryption.
Meanwhile, sender anonymity and unlinkability are preserved.
In LME, a sender’s encryption key is associated with a set of at-
tributes. The policy specification allows the receiver to identify
ciphertexts generated by senders whose attributes associated
with their encryption keys satisfy the source identification pol-
icy. In practice, different senders may possess same attributes.
Hence, the receiver cannot determine who is the real generator
of a ciphertext or link multiple ciphertexts generated by the
same sender.

- Lightweight data decryption and outsourced data source identi-
fication. To adapt to resource-constrained devices, some costly
workloads, such as data decryption and data source identifi-
cation, are outsourced to a semi-trusted FN. By outsourcing
the main workload of the expensive data decryption, a re-
ceiver only takes one exponentiation and one multiplication
for revealing a message. FN can help a receiver to perform
data source identification, hence, the receiver is relieved from
performing any operation for data source identification.

2 OVERVIEW

In this section, we give an overview of the proposed bilateral access
control system in terms of system sketch, technical sketch, and
function realization.

= \ g ~ / —o
Fog Node Fog Node
® ® | ‘
\ | e
®  Cloud Service Provider (3

Key Generation Center Receivers

@Distribute public parameters @Distribute encryption keys @Request desirable ciphertexts
@Upload public keys of receivers @Uplcad ciphertexts Retrieve desirable ciphertexts
@Distribute transformation keys ©Forward ciphertexts @Retum transformed ciphertexts

Figure 3: System Model of Cloud-Fog IoT

System Overview. Fig. 3 illustrates the system model of the cloud-
fog IoT system. The cloud-fog IoT system consists of four typical
entities: a KGC, a CSP, FNs, and EDs, where EDs can be further
classified into senders and receivers. The detailed analysis of char-
acteristics in each entity is given below:

145

SACMAT ’21, June 16-18, 2021, Virtual Event, Spain

e The KGC is responsible for initializing system parameters (See
@) and issuing keys, including transformation keys (See 3) and
encryption keys (See @).

e The CSP accommodates ciphertexts from FNs (See (6)) and shares
these ciphertexts to other FNs (See (8)).

e FNs are facilities or infrastructures to offer on-demand data ser-
vices with low latency. FNs are responsible for aggregating ci-
phertexts from senders (See (®) and interacting with other FNs
and the CSP (See (© and (®). Besides, FNs are responsible for
receiving data requests from receivers (See (9) and transferring
ciphertexts from FNs and CSP to receivers (See (9)).

e EDs are IoT devices constrained with memory, physical size, and
battery. An ED could be either a sender or a receiver.

— As the sender, the ED has an encryption key issued by the KGC
(See @), where the encryption key is cryptographically bound
to a set of attributes of the sender and is kept secret by the
sender. The ED collects data from surrounding areas, encrypts
and uploads them to FNs (See (®). The uploaded ciphertext
associated with a decryption policy specified by the sender,
where the receiver satisfies the decryption policy can reveal
the data.

— As the receiver, the ED generates a public-secret key pair for
lightweight decryption (See ) and has a transformation key
(See ®) issued by the KGC, where the transformation key is
bound to a set of attributes of the receiver and the secret key is
kept secret by the receiver. The ED can specify a source iden-
tification policy to an FN to acquire ciphertexts from certain
types of senders (See (7)), and receives a transformed ciphertext
from the FN (See (9). The transformed ciphertexts must be
short, and the decryption progress must be inexpensive.

To ensure secure data sharing, an adversary cannot (1) derive any
valid encryption key, (2) generate any valid ciphertext without an
encryption key issued by the KGC, and (3) reveal any ciphertext
without a valid secret key that satisfies the access policy associated
with the ciphertext. More detailed system model and threat model
are given in Section 4.

Technical Overview. Our LME scheme is compatible with the
advantages of matchmaking attribute-based encryption (MABE)
[30] and outsourced ABE [16]. MABE [30] realizes bilateral access
control and data source identification, but it cannot adapt to the IoT
ecosystem due to its costly ABE decryption process. Outsourced
ABE [16, 17, 22] achieves lightweight decryption, but the data access
control is unilateral since senders can specify the access policy of
receivers only.

We now sketch the technical ideas behind the design of LME.
We apply ABE [23] to achieve receiver access control, where the
security can be reduced to the decisional g-1 assumption. Then, we
modify ABE [23] to the signature version to achieve sender access
control, where the security can be reduced to computational g-1
assumption. By issuing the encryption key that specifies a set of
attributes, senders can attach their (part of) attributes to endorse
the data source, and anyone can perform data source identification.
Inspired [16], we apply the outsourced decryption. By outsourcing
the public key of an ED, any semi-trusted party, such as FNs, can
help the ED to operate the ciphertext transformation to the form of
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ElGamal ciphertext. Hence, the communication and computation
costs at the ED are at the ElGamal level.

Functional Overview. We sketch the importance of functionality
our system achieved:

Bilateral access control at a fine-grained level. Our proposed
solution achieves bilateral access control at the fine-grained level.
Many existing cryptographic tools only consider receiver access
control, such as public key infrastructure (PKI) [13], identity-based
encryption (IBE) [7], ABE [24] and dual-policy ABE (DP-ABE) [4].
While access control encryption (ACE) [11] and matchmaking en-
cryption [3] offer bilateral access control, they are impractical in the
cloud-fog IoT computing due to the following reasons. ACE requires
a third party called sanitizer to monitor the data transmission from
senders to receivers. By the inspector mechanism, it enforces ac-
cess policy “no read-up, no write-down” [6], which is not suitable in
the cloud-fog IoT system since dynamic and abundant cloud users.
Matchmaking encryption allows receivers to identify data sources
without revealing underlying messages, and also preserve data and
sender privacy. However, the existing solution of matchmaking
encryption is either in an identity-based setting (MIBE is short for
matchmaking identity-based encryption), or in an attribute-based
setting with a large workload at the ED. We introduce the first
MABE with outsourced data sourced identification and outsourced
decryption and provide a formal definition with security proofs.

Identifying data source without revealing messages. Identi-
fying data sources without costly data decryption is a desirable
property that mitigates security threats, such as impersonate attacks
and denial-of-service attacks, in the untrustworthy network. Our
cloud-fog IoT system deploys MABE to identify data sources with-
out performing data decryption. Some existing solutions achieve a
similar goal. One such solution is ABKS, which allows receivers to
search for ciphertexts that contain receiver-specified keywords
without revealing messages. To preserve keyword privacy and
search pattern privacy, it requires multiple rounds of interactions to
generate searchable queries. However, a variety of attacks, includ-
ing passive attacks (e.g., leakage-abuse attacks [10, 21]) and active
attacks (e.g., file-injection attacks [33]), threaten current keyword
search solutions. In comparison with ABKS, our solution provides
a novel and promising strategy for retrieving useful information
from a substantial amount of ciphertexts with privacy preservation.

Privacy-preserving data sharing with sender anonymity and
unlinkability. Data source identification may breach sender pri-
vacy. The existing solutions, such as ACE and MIBE, suffer from
this problem. ACE requires a third party to reveal sender privacy.
MIBE is vulnerable to brute force attacks as sender identity can
be discovered by the receiver through an exhaustive search on all
possible identities in data decryption. Hence, it remains challenging
to preserve sender privacy during the data source identification
process. Our system enables the data sender to pick a non-unique
attribute set to encrypt data such that the sender’s privacy is pre-
served among multiple users who share the same set of attributes.
More importantly, our scheme applies re-randomization technol-
ogy to achieve ciphertext (including the transformed ciphertext)
unlinkability, which means that no one except the data sender
himself/herself can link two different ciphertexts from the same
sender.

146

SACMAT ’21, June 16-18, 2021, Virtual Event, Spain

Lightweight data decryption and outsourced data source
identification. IoT devices are usually resource-constrained with
memory, physical size, and battery. It is desirable to design a secure
and efficient cloud-fog IoT scheme with lightweight data decryption
and outsourced data source identification. Although lightweight
data decryption has been widely applied in IBE and ABE [16], there
is no formal treatment in MABE. Besides, the outsourced data source
identification is an important property to immigrate the workload of
EDs. In this paper, we achieve lightweight data decryption and out-
sourced data source identification simultaneously. By outsourcing
the heavy workload of the costly data decryption and data source
identification to semi-trusted FNs, EDs perform lightweight opera-
tions only (one exponentiation and one multiplication for decrypt-
ing each ciphertext) and are relieved of performing any operation
for data source identification. Therefore, our scheme is particularly
suitable for the cloud-fog system with resource-constrained EDs.

3 PRELIMINARIES

In this section, we introduce bilinear map, linear secret sharing
scheme, hard assumption, and the definition of LME, which are
used in our proposed cloud-fog IoT system.

3.1 Notation

Let N be a set of natural numbers. For n € N, let [n] represent
integers from 1 to n. If a and b are strings, a||b denotes the concate-
nation of a and b. If a and b are two ciphertexts, a = b means they
have the same distribution, e.g., encrypting the identical messages
with different randomnesses. If S be an attribute set and S be a
policy, S |= S denotes the attribute set S satisfies the policy S, and
S |£ S represents the attribute set S does not satisfy the policy S.

3.2 Bilinear Map

Let G and Gt be two cyclic multiplicative groups of prime order p
and g be a generator of G. The map e : G x G — Gr is said to be
an admissible bilinear pairing if the following properties hold.

(1) Bilinearity: for all u,v € G and a,b € Zp, e(u®, ob) = e(u, v)2b.
(2) Non-degeneration: e(g, g) # 1.

(3) Computability: it is efficient to compute e(u, v) for any u, v € G.
We say that (G, G) are bilinear map groups if there exists a bilinear
pairing e : G X G — Gr as above.

3.3 Linear Secret Sharing Scheme (LSSS)

Let M denote an £Xn matrix over the base field F and p be a mapping
function from the set [£] to an attribute universe. An LSSS [31] is of
the type (M, p), where it satisfies attributes ¢ if (1,0, ...,0) € F" is
contained in Spang(M; : p(i) € ), where M; is the ith row of M.

3.4 Assumptions

Definition 3.1 (Decisional q-1 Assumption [23]). Let a,s, b1, by, ...,
bg € Z, be random terms and g € G be a group generator of
bilinear group G with prime order p. Decisional g-1 assumption
is that no probabilistic polynomial-time algorithm can distinguish
the term e(g, g)° @™ from any random term in G with more than
a negligible advantage by giving the following terms:
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i . R iy . t/pe .
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Saibj/bj/ gsaibj/bjz-/

g ¥(@i,j,J') € 1,9 q] with j # j'.

Based on decisional g-1 assumption, we propose computational
g-1 assumption. In decisional g-1 assumption, the adversary wins
the game if he can distinguish e(g, g)* a™ from any random term in
Gr. In computational g-1 assumption, the adversary wins the game
if he can output e(g, g)S“qH. Following is the formal definition of
computational g-1 assumption.

Definition 3.2 (Computational g-1 Assumption). Let a, s, b1, by, ...,
bg € Z) be random terms and g € G be a group generator of bilinear
group G with prime order p. The computational g-1 assumption
is that no probabilistic polynomial-time algorithm can output the
term e(g, g)saqH with more than a negligible advantage by giving
the terms as in decisional g-1 assumption.

3.5 Definition of Lightweight Matchmaking
Encryption

In the following, we present LME based on the definitions of match-
making encryption [3] and outsourced ABE [16]. Our scheme offers
not only expressive bilateral access control but also a lightweight
decryption mechanism for resource-constrained devices.

Definition 3.3 (LME). A lightweight matchmaking encryption
L ME with attribute universes Qg4 and Q¢ that supports policies
Psnd and Prey, an identity space 7 and a message space M. An
L ME involves five typical entities: a KGC, senders, receivers, FNs,
and a CSP. It consists of the following eight algorithms:

Setup(l’l) — (mpk, msk): The probabilistic setup algorithm is run
by the KGC. It takes a security parameter A € N as input, and
outputs a master public key mpk and a master secret key msk. The
KGC publishes mpk and keeps msk secret. We implicitly assume
that all other algorithms take mpk as input.

KeyGen(id) — (pk;g, sk;q): The probabilistic key generation algo-
rithm is run by each sender. It takes an identity of a sender id € I
as input, and outputs a public key pk;; and a secret key sk; 4. Each
sender sends pk;g to the KGC and keeps sk;; secret.

TKGen(msk, pk; 4, R) — tk;q: The probabilistic transformation key
generation algorithm is run by the KGC. It takes a master secret key
msk, a public key pk;; and a set of receiver’s attributes R C Qycy
as input, and outputs a transformation key tk;;. The KGC sends
tk;g to FNs.

EKGen(msk,S) — ekg: The probabilistic encryption key genera-
tion algorithm is run by the KGC. It takes a master secret key msk
and a set of sender’s attributes S C Qg4 as input, and outputs an
encryption key ek g. The KGC sends ek g to senders.

Enc(ekg, S.R, m) — c: The probabilistic encryption algorithm is
run by each sender. It takes an encryption key ek g, a set of sender’s
attributes S C S, a policy of receivers R € P, and a message
m € M as input, and outputs a ciphertext c. The sender outsources
¢ to the CSP.
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Verify(S,c) — {0, 1}: The deterministic verification algorithm is
run by each FN. It takes a policy of a receiver S € Pg,q and a
ciphertext ¢ associated S as input, and outputs a bit 1 if S = S;
otherwise, outputs 0. The FN returns c to the receiver if it outputs
1.

Transfer(tk;4,c) — ¢: The deterministic transformation algorithm
is run by each FN. It takes a transformation key tk;; and a ciphertext
c as input, and outputs a transformed ciphertext ¢. The FN returns
¢ to the receiver. Note that transformation algorithm could be a
probabilistic algorithm by re-randomizing ¢.

Dec(sk;q4, ¢) — m: The deterministic decryption algorithm is run by
each receiver. It takes a secret key sk; 4 and a transformed ciphertext
¢ as input, and outputs a message m € M.

Ateniese et al. [3] and Green et al. [16] introduced the security
models for matchmaking encryption and outsourced ABE, respec-
tively. We refine these models to define models called selectively
indistinguishable against chosen plaintext attacks (sIND-CPA) and
existential unforgeability under a chosen message attack (EU-CMA)
for our proposed LME.

Definition 3.4 (sSIND-CPA in LME). Let O denote a set of oracles:
a key generation oracle OkeyGen (-, *), @ corrupt oracle Ocorrupt(*, *),
a transformation key generation oracle Otggen(:, -), and an encryp-
tion key generation oracle OggGen(:). The security definition of
sIND-CPA in LME is based on the following experiment:

sIND-CPA(l/l)

Experiment EXPLMS 2

R* — A1)
Diar =0;

Oracle OkeyGen(id, R)
(pkig, skiq) « KeyGen(id);
return pk;g.

(mpk, msk) « Setup(l/l);
(mo, my, So, S1) — A9 (mpk);

Oracle Ocorrupt(id, R)
Diar < Diar Y {id, R};

be{0,1}; (pkia, skiq) < KeyGen(id);
eks, < EKGen(msk, Sp); return sk;g.

S$=8,n8_p: Oracle Orkgen(Pkia, R)

c* « Enc(eks,, S, R, mp); tk;q < TKGen(msk, pk;q, R);
b — A%(c); return tk;g.

return 1 if b = b’ and
SpNSi_p # 0 and
V(id, R) € Did,R : R lﬁ R.

Oracle OgkGen(S)
eks «— EKGen(msk, S);
return ekg.

An LME is said to be sSIND-CPA secure if for any probabilistic
polynomial-time adversary A, the following advantage is negligi-

ble: Adv‘i’\/‘ag;’?(l’l) = |Pr[Exp~ﬂ3§?(M) =1]-1/2|.

Definition 3.5 (EU-CMA in LME). Let O denote a set of oracles:
a key generation oracle OkeyGen (", *), @ corrupt oracle Ocorrupt(*» ),
a transformation key generation oracle Otggen(:,*), an encryp-
tion key generation oracle OpkGen(-), and an encryption oracle
Ognc(, ** ). The security definition of EU-CMA in LME is based
on the following experiment:

An LMGE is said to be EU-CMA secure if for any probabilistic
polynomial-time adversary A, the following advantage is negligi-

ble: Advi“/;fg’;((ﬂ) = Pr[ExpELUAfgf;(M) =1].

Remark. In our security models, (id, R) and (pk;4, R) are the bun-
dled pairs, which means that one id only has a unique set of
attributes R. Hence, the oracles, OkeyGen(", *); Ocorrupt (s *), and
OTKGen (", -), reject invalid queries when one id has been bound to
different sets of attributes R and R’ with R # R’.
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EU- CMA(l/l)

Experiment Exp Oracle OkeyGen(id, R)

LMEA
§* e~ AQM); (Pkias skia) — KeyGen(id);
Ds =0; return pk;q.
D = 0; Oracle Ocorrupt(id, R)

(mpk, msk) « Setup(l’l);

c* — ﬂo(mpk);

return 1 if Verify(S, ¢) = 1, and
VS € Ds: S £ S, and
VYce D.:c#c*

Oracle Ognc(S, R, m)

¢ «— EKGen(msk, S);

De — DU A{c}h

return c.

(Pkia, skiq) < KeyGen(id);
return sk;q.
Oracle Otkgen(pkia, R)
tk;q <« TKGen(msk, pk;g, R);
return tk;q.
Oracle OgkGen(S)
Ds « DsU{S}
eks «— EKGen(msk, S);
return ekg.

4 CLOUD-FOG IOT SYSTEM

We give the system model and threat model for our proposed cloud-
fog IoT system. Specifically, we present the interactions between
each entity, and analyse the security requirement of each entity to
show several potential attacks.

4.1 System Model

Recall LME = {Setup, KeyGen, TKGen, EKGen, Enc, Verify, Trans-
fer, Dec} as in Definition 3. Based on our system model, as shown
in Fig. 3, the workflow of the cloud-fog IoT system consists of three
phases: system initialization, data uploading, and data retrieving.

System Initialization: Fig. 4 shows the cloud-fog IoT initialization.
This phase can be further classified into system parameter initial-
ization (See D), decryption key initialization (See ® and (3)) and
encryption key initialization (See @).

o System Parameter Initialization: The KGC generates the master
pubic and secret key pair (mpk, msk) by running the setup algo-
rithm Setup(1%), then distributes the master public key mpk to
FNs and EDs. The master secret key msk is kept secret.

o Decryption Key Initialization: The receiver generates the public
and secret key pair (pk;4, skj4) by running the key generation
algorithm KeyGen(id), and sends the public key pk; 4 to the KGC.
The secret key sk; 4 is kept secret. The KGC specifics an attribute
set R of that receiver id and runs the transformation key genera-
tion algorithm TKGen(msk, pk;4, R) to derive the transformation
key tk;4. The KGC sends the transformation key tk;; to the FNs.
Note that the decryption capability is the combination of the
transformation key tk;; and the decryption key sk;;, where the
transmission of the transformation key tk;; is via a public chan-
nel.

e Encryption Key Initialization: The KGC specifics an attribute set
S of a sender and generates an encryption key ek g by running
the encryption key generation algorithm EKGen(msk, S). The
KGC sends the encryption key ek to that sender.

Data Uploading: Fig. 5 shows the data uploading phase. A sender
aggregates data from surrounding areas or user inputs and runs the
encryption algorithm Enc(mpk, ek g, R, m) to derive a ciphertext c
to FNs (See (). The FN forwards the ciphertext c to the other FN
or the CSP depending on the purpose of the message (See (®).

Data Retrieving: Fig. 6 shows the phase of data retrieving in
the cloud-fog IoT system. This phase can be further classified into
ciphertext retrieving (See (D) and ®) and data revealing (See ().
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Figure 4: System Initialization in the Cloud-Fog IoT System
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Figure 5: Data Uploading in the Cloud-Fog IoT System

FNs’/CSP
Request Data
from senders with S

Figure 6: Data Retrieving in the Cloud-Fog IoT System

Ciphertext Retrieving: A receiver specifies a sender’s access policy
S and sends S to FNs. FNs first search the local storage to find
ciphertexts ¢ with Verify(S, c) = 1 if they exist; otherwise, FNs
require data from the CSP (or the other FNs).

Data Revealing: After finding/receiving ciphertexts, the FN runs
the transformation algorithm Transfer(tk; 4, c) to generate trans-
ferred ciphertexts ¢ and send ¢ to receivers, who run the decryp-
tion algorithm Dec(sk; g4, ¢) to reveal message m.
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4.2 Threat Model

The KGC is trusted, who initializes the system and issues encryp-
tion keys and transformation keys honestly. The CSP and FNs are
semi-trusted, who follow our protocol but can launch passive at-
tacks to learn any information beyond available (e.g., revealing
messages from unauthorized ciphertexts and identifying senders).
EDs are untrustworthy, who follow our protocol but can launch
passive and active attacks to learn unauthorized information and
impersonate others to share data (e.g., sending messages as unau-
thorized senders). Outsiders are untrusted, who can launch any
attacks including collusion attacks, and impersonate any entity. In
the following, we present the potential attacks in our cloud-fog
IoT system. We refer the unauthorized party to any party without
valid keys, including the CSP, FNs, outsiders, and EDs without valid
decryption keys.

In our threat model, we consider the following passive attacks.

e Release of message contents: Any unauthorized party reveals plain-
text information of transferred messages by observing all mes-
sages via the public channel.

o Traffic analysis: Any party except the message sender themselves
reveals the sender’s unique identifier or links two ciphertexts
from the same sender.

Besides passive attacks, we consider the following active attacks.

o Masquerade attack: This attack can be launched by any sender,
receiver, or outsider. Because outsider has neither encryption
key nor decryption key, we focus on sender and receiver (who
are stronger attackers) in addressing the masquerade attack.

— The sender with an attribute set S; impersonates another
sender with an attribute set S s.t. S ¢ S1; the sender may col-
lude with unauthorized senders with attribute sets Sz, Ss, ..., Sy,
s.£.8 € S1USU---USy and Vi € [n] : S € S;. Our EU-CMA
security model captures this attack by offering an encryption
key generation oracle which provides various encryption keys
to simulate a sender multiple unauthorized senders.

— The receiver with an attribute set R; impersonates another
receiver with an attribute set R s.t. R ¢ Rj; the receiver
may collude with unauthorized receivers with attribute sets
R2,R3, ... Rn st. R CRIURyU---URy, and Vi € [n] :
R € R;. Our sIND-CPA security model captures this attack by
offering a corrupt oracle and a transformation key generation
oracle which provides various keys to simulate a sender in
colluding with multiple unauthorized receivers.

e Modification attack: This attack can be launched by any unautho-
rized party, who can intercept any message via the public channel,
and modify these messages. An attacker may collude with other
parties to launch the modification attack. Our sIND-CPA and EU-
CMA security models capture this attack by allowing adversaries
to get various messages via the public channel. The purpose of a
modification attack is to generate a valid ciphertext from invalid
parties, which breaks the sSIND-CPA and EU-CMA security.

Remark. All the above attacks can be reduced to at least one of
sIND-CPA and EU-CMA security. Hence, if there exists a proba-
bilistic polynomial-time adversary that can break our scheme, we
can then use this adversary to break sIND-CPA and EU-CMA as
shown in Definition 4 and Definition 5. Therefore, the security
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of our proposed cloud-fog IoT system is established based on the
security of LME with sIND-CPA and EU-CMA security models.

5 LIGHTWEIGHT MATCHMAKING
ENCRYPTION

We propose a concrete construction of LME which is shown in
Appendix A. Following is the high-level processes for achieving the
important functionalities, including lightweight decryption, bilateral
access control and data source identification, in our proposed scheme.

Lightweight decryption allows EDs to decrypt a ciphertext with
the cost of one group exponentiation and one group multiplication
as shown in the decryption algorithm in Appendix A. To support
secure lightweight data decryption, we consider following four
steps:

(1) Each ED executes the key generation algorithm KeyGen to
generate a key pair (pk;q, sk;q), then outsources pk;y to the
KGC and keeps sk;; secure.

(2) Based on pk; g, the KGC runs the transformation key generation
algorithm TKGen to derive a transformation key tk;; and sends
tk;4 to the corresponding FN.

(3) The FN operates the transfer algorithm Transfer for removing an
attribute-based component in ciphertext to derive a transformed
ciphertext ¢, and forwards to the corresponding ED. Note that
¢ is secure since sk;4 is unknown to the ED.

(4) The ED executes the decryption algorithm Dec to reveal the
message m. The cost in the ED is only one group exponentiation
and one group multiplication.

Therefore, we have lightweight decryption due to the efficient
decryption mechanism.

Bilateral access control means sender access control and receiver
access control simultaneously.

o Sender access control is based on the encryption key. The encryp-
tion key is issued by the KGC. By processing the verification
algorithm Verify, any ciphertext from unauthorized senders will
be identified and discarded to reduce the workload of compu-
tational and communication resources. Our scheme applies a
collision-resistant function to assure the ciphertext integrity,
which prevents unauthorized parties from modifying the cipher-
text to launch impersonate attacks.

e Receiver access control is based on the ABE [23]. ABE ensures that
the ciphertext associated with an access policy R only can be
decrypted by authorized receivers who have a secret key specified
a set of attribute R, s.t. R |= R. Note that, in ABE, each secret key
associated with a unique randomness, any secret key with more
than one randomnesses will be invalid for preventing collision
attacks.

Outsourced ciphertext identification allows the semi-trusted FN to
operate data source identification. To support secure identification,
we consider the following two steps:

(1) Each ED uploads an access policy S to the corresponding FN,
where S specifies an access policy for desirable senders.

(2) FNs run the verification algorithm Verify to identify the data
source associated with an attribute set S s.t. S |= S. FNs then
forward valid ciphertexts to the corresponding ED.
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Therefore, we have outsourced data source identification since the
workload of ciphertext identification immigrates from EDs to FNs.

5.1 Security Analysis

THEOREM 5.1. If the decisional q-1 assumption holds, then all
probabilistic polynomial-time adversaries have a negligible advantage
in breaking sIND-CPA security of our scheme.

THEOREM 5.2. If the computational g-1 assumption holds, then all
probabilistic polynomial-time adversaries have a negligible advantage
in breaking EU-CMA security of our scheme.

The detailed security proofs of Theorem 1 and Theorem 2 are
omitted to conserve space. Please contact the authors for them.

5.2 Efficiency Analysis

To the best of our knowledge, no formal solution is introduced
for matchmaking encryption with lightweight decryption in an
attribute-based setting. Hence, in this section, we give a compari-
son between the most relevant solutions, including ABE, DP-ABE,
ACE, MIBE, MABE, and ours, as shown in Table 1. There is a va-
riety of extensions of ABE. One of the most relevant to our work
is the outsourced ABE. The seminal work of the outsourced ABE
[16] only considered the basic access control and cannot handle
complex policy as demonstrated in DP-ABE [4, 29] which provides
key-policy and ciphertext-policy access control simultaneously. DP-
ABE [4] cannot provide lightweight decryption and fails to support
resource-constrained IoT devices. The ACE scheme [11] has been
used to achieve complex access control policy “no read-up, no write-
down”, which is different from the attribute-based access control
and also requires a third party online to supervise all communi-
cations between senders and receivers. The existing solution for
matchmaking encryption [3] is impractical since the access policy
is in an identity-based setting. Hence, only lightweight DP-ABE
[29] has comparable functionality to ours, which provides the bi-
lateral access control in ciphertexts (cf. entities) and outsourced
decryption.

Theoretical Complexity. We give comparisons in terms of com-

putational complexity and space complexity among [1, 3, 4, 11, 16,
29] and ours. These comparisons illustrate that our scheme has
superior performance to the most relevant solutions.

Table 2 shows the comparison about computational complexity.
Our scheme has fixed time to set up the system, which is better
than AJI09 [4] and DHO16 [11]. By applying the technology in the
lightweight decryption, our scheme has the constant time to key
generation, and the cost of transformation key generation is based
on the attribute set of receivers, which is comparable to the relevant
solutions with the outsourced property. Our scheme has bilateral
access control in an attribute-based setting, which takes the cost
depending on the attribute set of senders. Because the verification
process in AFNV19 [3] cannot be outsourced, we consider the cost
in DHO16 [11] and ours. DHO16 [11] has “no read-up, no write
down” policy incurring the cost based on the number of system
users, which is different from ours with the attribute-based setting
that takes the cost depending on the policy of senders. Similar to the
other schemes with lightweight decryption, our scheme only has a
fixed cost to process ciphertext decryption, and the heavy workload
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of ciphertext transformation is outsourced to a third party (e.g.,
edge devices). Hence, our scheme has comparable computational
complexity to the related bilateral access control solutions.

Table 3 shows the comparison about space complexity. Our
scheme applies the large universe ABE [23] to achieve the constant-
size public parameter in the standard model, which is quite different
from other solutions [1, 3, 4, 11, 16] by applying a random oracle,
but the random oracle is an ideal model and nonexistent in the real
world. To support resource-constrained devices, our scheme only
has the constant-size user key to process ciphertext decryption
and constant-size transformed ciphertext to reduce the storage re-
quirement, which has much better performance than other schemes
without considering lightweight data process. Hence, our scheme
has comparable space complexity to the existing solutions related
to solutions with lightweight data decryption, and much better
than the schemes without considering lightweight data decryption.

Based on the above analysis, only the outsourced DP-ABE as

XLD+19 [29] has comparable performance in terms of functionality
(e.g., bilateral access control in ciphertexts) and theoretical com-
plexity (e.g., lightweight decryption progress) to ours. In the next,
we focus on the experimental simulation between XLD+19 [29] and
ours since [29] applies DP-ABE which can be redacted to realize
the same functionalities in ours.
Experimental Simulation. Our experimental simulation was per-
formed on a personal computer equipped with 64-bit Windows 10,
3.60GHz Intel(R) Core(TM) i7-4790 CPU and 24GB memory, and
ciphertext decryption process was simulated on MI 5s running in
Android 10 with Quad-core Max 2.15 GHz Snapdragon 821 and
4 GB 2400 MHz LPDDR4. The implementation is based on the
Type A elliptic curve with around 80-bit security from the stan-
dard parameters in “a.properties” via JPBC library. Hence, in our
implementation, p is a 160-bit prime number, and elements in G
and Gt are 512 bits and 1024 bits, respectively. The experimental
performance is demonstrated in Fig. 7 and Fig. 8.

Fig. 7 presents algorithm running time. Overall, our solution has
comparable performance in the term of computation compared to
XLD+19, and better performance in the transformation key genera-
tion algorithm and the ciphertext transformation algorithm.

Fig. 7a gives the running time about the system setup versus
the attribute universe. The time cost is irrelevant to attributes in
XLD+19 and ours since the constant-size parameter ABE is the basic
construction of both schemes. Fig. 7b illustrates the running time of
the key generation versus the number of attributes. The time cost
is irrelevant to the size of attributes in XLD+19 and ours since each
user only requires to generate a key pair for processing lightweight
decryption. Fig. 7c shows the running time about the transformation
key generation versus the policy size. Our scheme has much better
performance than XLD+19 since the dual-policy control in XLD+19
has more cost. Fig. 7d displays the running time of the encryption
key generation versus the number of attributes. Because our scheme
focuses on bilateral access control rather than unilateral access
control in XLD+19, we only provide the performance of ours. The
running time is growth linearly to the number of attributes. Fig. 7e
gives the running time about the encryption versus the number of
attributes. Our scheme has a similar performance to that of XLD+19.
Fig. 7f illustrates the running time about the verification versus
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Table 1: Functionality Comparison

Functionality

Type of Scheme | Ct. Iden. | Snd. Anon. | Out. Iden. | Lig. Dec. | Security Model Access Policy
GHW11 [16] ABE X v X v Random Oracle | Unilateral LSSS
AC17 [1] ABE X v X X Random Oracle | Unilateral LSSS
AI09 [4] DP-ABE X v X X Standard Model | Unilateral LSSS
XLD+19 [29] DP-ABE X v X v Standard Model | Unilateral LSSS
DHO16 [11] ACE v X X X Standard Model | No Read-Up, No Write-Down
AFNV19 [3] MIBE v X X X Random Oracle | Bilateral ID-Based Control
Ours MABE v v v v Standard Model | Bilateral LSSS

Ct. Iden. (Ciphertext Identification): The quality of the ciphertext generator can be identified without revealing messages.

Snd. Anon. (Sender Anonymity): The ciphertexts do not leak the personal information of the sender.

Out. Iden. (Outsourced Verification): The workload of ciphertext identification can be outsourced to a third party.
Lig. Dec. (Lightweight Decryption): The cost of data decryption is lightweight and can be operated in the resource-constrained

device.

LSSS: An access policy has a fine-grained access control as shown in Section 3.3.

Table 2: Computational Complexity Comparison

Computational Complexity

Setup KeyGen TKGen | EKGen Enc Verify | Transfer Dec
GHW11 [16] o@) o(1) OR) N/A O(R) N/A OR) o(1)
AC17 [1] o(1) O(R) N/A N/A O(R) N/A N/A O(R)
AT09 [4] O(maxg p) | OR+R’) N/A NA |OR+R")| NA N/A O(R +R’)
XLD+19 [29] o@) oQ1) OR+R)| NA |OR+R)| NA | OR+R) o)
DHO16 [11] O(n) O(n) N/A N/A O(n) O(n) O(n) o(1)
AFNV19 [3] o(1) o(1) N/A o(1) o(1) N/A N/A o(1)
Ours o(1) o(1) O(R) OS) | O(S+R) | O() OR) o(1)

R: The access policy of receivers
S: The access policy of senders
maxq, ¢: The bounded number of attributes or policies for describing a key or ciphertext.
n: The number of senders/receivers specified by the policy as the definition in ACE.

R: The attribute set of receivers

S: The attribute set of senders

Table 3: Space Complexity Comparison

N/A: Not applicable

Space Complexity
Public Parameter | User Key | Transformation Key | Encryption Key | Ciphertext | Transformed Ciphertext
GHW11 [16] o(1) o@) OR) N/A OR) o(1)
AC17 [1] o) O(R) N/A N/A O(R) N/A
AT09 [4] O(maxq p) O(R +R’) N/A N/A OR +R’) N/A
XLD+19 [29] o(1) o@) O(R+R’) N/A O(R +R’) o@)
DHO16 [11] O(n) O(n) O(n) O(n) o2") N/A
AFNV19 [3] o(1) o(1) N/A o(1) o(1) N/A
Ours o(1) o@) O(R) o(S) O(S +R) o(1)

the size of policies. Because XLD+19 does not support outsourced
ciphertext identification, we only provide the performance in ours.
The running time is growth linearly to the size of policies. Fig.
7g shows the running time about the ciphertext transformation
versus the size of policies. Because the verification process can
be outsourced, our scheme has a much better performance than
XLD+19. Fig. 7h displays the running time about the ciphertext
decryption versus the size of policies. Because of similar technology

for lightweight decryption, our scheme has a similar performance
to that of XLD+19. Note that Fig. 7b, Fig. 7h, Fig. 7g and Fig. 7f
demonstrate the computational costs in a receiver, a sender, an edge
server and a fog node, respectively. We find that the costs of the
receiver and the sender are in the nanosecond order of magnitude
for adopting to resource-constrained EDs.
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Figure 7: Experimental Performances about Algorithm Running Time

Fig. 8 presents the cost of the data storage. Overall, our solution
has comparable performance in the term of storage to XLD+19, and
the shorter space of the transformation key.

Fig. 8a gives the data storage about the system parameter versus
the attribute universe. Our scheme has large storage since it requires
one more G element to initialize the system parameter. Fig. 8b
illustrates the data storage about the user key versus the number of
attributes. Our scheme has the same data storage as XLD+19. Fig.
8c shows the data storage about the transformation key versus the
number of attributes. XLD+19 requires double data storage as ours
to generate the transformation key. Fig. 8d gives the data storage
about the encryption key versus the number of attributes. Because
the encryption key is for realizing the bilateral access control, we
focus on the data storage in our scheme, which increases linearly
with the number of attributes. Fig. 8e illustrates the data storage
about the ciphertext versus policy size. Our scheme has similar
performance to XLD+19. Fig. 8f shows the data storage about the
transformed ciphertext versus the policy size. Our scheme has the
same data storage as XLD+19. Note that Fig. 8b and Fig. 8f show the
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costs of data storage in the receiver and the sender. We believe that
storage costs are lightweight (within 1KB) and suitable resource-
constrained EDs.

6 CONCLUSION

In this paper, we presented a secure and efficient cloud-fog IoT
system with bilateral access control at a fine-grained level. By ap-
plying cloud-fog computing, the heavy workloads of end-devices
are relieved and various attacks are mitigated in our system. We
believe our system is a promising solution for many large-scale IoT
applications requiring data privacy and data source identification.
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A CONCRETE CONSTRUCTION

Let L ME be a matchmaking attribute-based encryption with light-
weight decryption with attribute universes Qg,g4 and Q¢ that
supports policies Pgnq and Prcy, an identity space 7 and a message
space M. The concrete construction of LMGE is given below:

° Setup(l’l) — (mpk, msk): Run the bilinear pairing generator
Q(l’l) to get the description (e, G, Gr, g, p). Pick w,v,u,h € G,
a,pe Zp, and a collision-resistant hash function H : {0,1}* —
G. Output mpk = (g, w, v, u, h,e(g, 9)%, e(g, g)ﬁ,?{) and msk =
(a, ).

KeyGen(id) — (pk;q,skiq): Pick y;q € Zp. Output pk;q = g¥id
and sk;g = yiq4.

TKGen(msk, pk;q, R) — tk;q: Parse R = (R1, Rz, ..., R). Pick
11,72, ... Tk € Zp. Compute tky = pk;’;w',tkz =g, ths,r =
g’ and tky ; = WR*h) v, Output tk;g = (R, tky, thy, {tks,
tha,z}rerk))

EKGen(msk,S) — ekg: Parse S = (81, Sy, ..., S). Pick s, s1, s2,
...,k € Zp. Compute ek; = gPws,eky = g% eks,; = g° and

eks,r = uSTh)*tv™S. Output ek = (S, eky, ekz, {eks 7, eky r }r e[k])-

EnC(eks,S,R, m) — c:Parse R = M, p), M € Zf;x" and p :
[(] = Zp. Pick X = (¢, x2,....xn)7 € ZZXI. Compute 1 =
(A, A2y, Ap)T = MX. Pick t1, tg, ..., 17 € Zyp. Compute cg = m -
€(9.9)%?,c1= g%, cor = wholt o3 r = WP Oh) ' and ¢y =
g'7. Parse S= (31,5'2, ""SI%)' Pick §, §1, S, ...,sA];, k € Zp. Com-
putecs = eky-g* = g%, ¢q ; = eks g%t = g5t ¢ 2 = eky -
WSth)$tv~S = (uSth)se+5¢)y=(+5) and ¢g = g*. Let & be & =
collerllez,1ll--llez elles,all--lles ellea1ll---llea elleslles,1ll---lle, 4]
...||c7J;||cS. Compute cg = ek wS CH(@E)K = gﬁw5+§7{(5)". Out-
putc = ((S, R),co,c1,{c2,7,¢3,7, C4,T}re[k]a Cs, {06,i’v C7,'Z'}.;-€[];]’

cs, C9)-

o Verify(S,c) — {0,1}: Parse S = (N,n), N € Z{;X” and 7 :
[(] = Zp. Pick§ = (1,y2,....yn)" € ZZXI. Compute i =
(41, 12, o fig)T = Nj. Let T be T = {i : n(i) € S} for {w; €
Zp}ie] s.t. Y ;er wiNj = (1,0, ...,0). Check e(g,g)ﬁ~]_[,~ef(e(cs,

i . ?
wHiD) -+ e(ce, . T Dh)7Y) - e(cr,7,9)?" - e(cs, H(E) = e(co,g).
Output 1 if the above formula is valid, otherwise, output 0.

o Transfer(tk;q,c) — ¢ Parse R = (R1,R2,....Rr), R = (M, p),
M € Z&M and p : [(] > Zp. Let T be T = {j : p(j) € R}
for {0; € Zp}je g s-t. Xjeg OiM; = (1,0,...,0). Compute & =

e(cr, tk1)/(Tjeq (elca . tha) - e(cs,j. ths 1) - elca,js tk4,r))€j) =

ezl
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e(pk;g, 9)*?. Output & = (co, &). To achieve unlinkability, this
algorithm also executes the ciphertext re-randomization process.
Pick y1,y2 € Zp, output & = (c(’)/l . e(g,g)”z,é())/l - e(pkiqg, 9)"?)
instead. We have c)' - e(g,9)"? = m - e(g, 9)%P 1142 and ar
e(pkiq.9)"%) = e(pkig. )" 1172, where (co. &) = (cg' -e(g.9)"*.
égl - e(pk;q,g)"?)) since the randomnesses y; and y2 can be can-
celed in the decryption algorithm.

e Dec(sk;q,¢) — m: Output co/é(l)/Sk"d =m
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