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Operational Risk in Trading Platforms

Trading platforms

Atrading platform is essentially a data-
base application that can perform trade
pricing, booking, lifecycle and risk man-
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ofloss resulting from inad-

equate or failed internal

processes, people, and

systems, or from external
events. So says Basel II. A trading plat-
form is a system, and therefore comes
under the umbrella definition of opera-
tional risk. In fact, only one word in that
Basel Il definition of operational risk
(namely “systems”) holds the risk arising
from using trading platforms.

Banks, focusing on the potential
failures of systems, mitigate this risk by
putting in place contingency plans. For
instance, if the building that houses the
trade database goes up in flames, there
is a backup location and a preapproved
switchover plan. Such business continu-
ity plans are essential, but in the context
of trading systems, we have more to do.

In order to appreciate the less severe,
but more frequent, risk events associ-
ated with trading systems, we need to
expand the definition of operational risk
to include any potential loss that is not market
or credit related. From this all-inclusive view of
operational risk, we will examine the possible
weaknesses in trading platforms, particularly the
ones developed in-house.

A special kind of risk
Operational risk is a “useless” risk from a quant’s
perspective. Willingness to assume higher risk
is supposed to bring in more potential rewards.
This axiom works well with market risk and
credit risk. But when it comes to operational risk,
the riskier position only brings in more pain and
suffering — no rewards.

Associated with this lack of rewards is our
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inability to quantify or model operational risk.
Although we can apply some statistical mod-
eling to high-frequency, low-impact events (such
as data entry errors, or petty fraud), it is next to
impossible to model the rare, but catastrophic
events in any meaningful fashion. The success
rate in anticipating such events is similar to that
in earthquake prediction, which indeed is an
operational risk event.

In the absence of pure quantitative methods
and hedging possibilities, a large part of opera-
tional risk management tends to be process
based. To what extent these risk-mitigating
processes are facilitated and enforced in a
trading system depends on its design.

agement, trade settlement, and account-
ﬁ ing. Each one of these tasks is vastin
its scope. For instance, trade pricing is
what mathematical finance is all about.
Booking calls for a robust database layer
and specialized programmers. Lifecycle
management is what the middle office
team spends its time doing. Market and
credit risk management keeps huge mid-
dle office teams busy, while trade settle-
ment and accounting are the bread and
butter for the back office and finance
I department. As a software solution tak-
| ing care of these complex processes, the
trading platform tends to be vast, com-
plex, and expensive programs. And in
vast and complex processes and systems
reside tricky operational risks.

Vended systems tend to do well in
providing process hooks to manage oper-
ational risks. They typically have strong
access control mechanisms, robust audit
trail implementations, and historiza-
tion. They also come with a certain level

of guaranteed support and continuity, at least to
the extent that the vendor company is solvent.
Anin-house trading platform, on the other
hand, performs poorly from an operational risk
management perspective. An extreme example
of'such a system is a spreadsheet-based pricing
and trade-booking solution. To an operational
risk manager, spreadsheet is the worst kind of
in-house trading platform. It is open to uncon-
trolled end-user modification, and even fraud. As
a trading platform, it may contain live data feeds
and external links that may become stale with-
out the users being aware. And spreadsheets have
notoriously poor security, and are exceedingly
difficult to version-control and centrally manage.
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A properly designed and developed in-house
trading platform will address most of these draw-
backs of a spreadsheet solution. However, given
that vended platforms perform better, why devel-
op in-house systems at all? The primary objective
ofan in-house trading system is to quickly deploy
the brilliant pricing models emanating from
local quants. And the operative word there is
“quickly.” Why this need for speed? Because mar-
ket opportunities are transient. Remember the
crude oil price swings of 2008. Such wild swings
induce the need for rolling out customized hedg-
ing solutions, which can be rolled out only with
the celerity afforded by in-house systems.

Implementation options

Once we convince ourselves that we need a tailor-
made trading platform, we have a few options

to putitin operation. The safest option, if we
want to minimize the associated operational
risks, would be to ask our favorite vendor to do

it for us. However, true to the proverbial absence
of free lunches and such, this option does come
with its downsides. One downside is that the
response time for deploying a new quant model
in this framework would be unacceptably long.
Secondly, vendor development tends to be expen-
sive, especially if we demand our intellectual
property, thereby nullifying any profit potential
that we can glean from the transient market con-
ditions we are after.

A second viable option of deploying a custom-
ized trading platform is to use a vendor-provided
application programming interface (API). In
principle, this option retains all the good things
about outsourcing our development aspiration
to the vendor, while minimizing the associated
perils. But the free-lunch principle should cause
us to be vigilant, and look at the situation from
a practical point of view. The vendor-provided
APIs tend to be incomprehensible and inflexible,
which has to be expected because vendors of trad-
ing systems have no incentive in encouraging in-
house development. Besides, vendor APIs are not
cheap - after all, itis not in the vendors’ interest
to help us be totally selfreliant. (But they do tout
the existence of the API as a key selling point.)

In addition to the shortcomings of the API,
we end up battling the process-issues related to
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release cycles as well. The vended systems are
deployed by the IT team, not by quantitative devel-
opers. And the deployment involves the vendors
heavily. Thus, deploying new products through
the API may still be delayed by the scheduling
priorities of other teams over which the product
innovators of the front office have no control.

Since the vendor API is usually complicated,
it is only one or two key developers in the quan-
titative development team who turn out to be
familiar with it. This concentration of a crucial
skill results in significant key-person risk to the
financial institution.

Despite these shortcomings, in-house
development using vendor APIs is the chosen
route for alarge number of midtier players in
the financial industry. But if we do not want to
compromise on speed and flexibility, we have
to do it ourselves, which is our third option. If
we choose to go with the in-house approach, we
can control the release schedule, resulting in a
near ideal response to the front office demands.
Awell-designed in-house system can be flexible,
responsive, rapid, and extensible, although it
might prove to be more error prone than using
inflexible vendor APIs. In addition, supporting
such a trading platform may turn out to be costly
because of the nature of in-house development.

Another potential issue with an in-house
trading system is a less than ideal integration
with the existing settlement and risk manage-
ment systems. Again, a sound understanding
of the downstream systems and processes and a
good design and implementation plan can help
to avoid nasty surprises during the integration
phase. Almost all the investment banks (of the
pre-2008 financial meltdown era) had well-devel-
oped in-house trading platforms.

Risks and mitigation

Most of the difficulties related to in-house trad-
ing systems stem from the lack of communica-
tion between various business units, and the con-
sequent emergence of what we can call the silos
of knowledge. For instance, quants, whose work
drives the need for the in-house system to begin
with, are way too mathematical for anyone else
in the bank. The developers, who bring the pric-
ing models to the trading systems, are computer

science professionals — again, far removed from
the rest of the banking world. Traders, who end
up using the models on the in-house systems,
tend to be more nimble, market-oriented people,
unlike the quants and the developers.

The knowledge gap is even bigger when we
move to other aspects of trade lifecycle manage-
ment. Although risk management professionals
use methodologies similar to the front office
staff, their philosophical focus (on risk reduc-
tion rather than risk taking) puts them at vari-
ance, and often in conflict, with them.

One efficient way to fight operational risk
issues arising from the development of an
in-house system is to spread the specialized
knowledge residing in the various business units
—break thessilos, as it were. This need is what
prompted me to embark on writing my book
Principles of Quantitative Development (to be pub-
lished by John Wiley & Sons Ltd. early in 2010). In
it, Iendeavor to develop in each professional team
a healthy respect for all other business units, by
pointing out the various functions, their needs,
and the associated trade perspectives.

While designing an in-house trading plat-
form, the architects have to spend a long time
understanding the trade perspectives and the
work paradigms in various business units, and
fully appreciate the requirements arising from
them. It may be wise to reuse as much of the
existing infrastructure (for trade settlement,
accounting rules, etc.) without trying to rein-
vent the wheel.

Because of the compelling reasons for
their existence, in-house trading platforms are
here to stay, and we need to bring them under
Operational Risk Management.
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