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Update Recovery Attacks on Encrypted
Database within Two Updates using Range
Queries Leakage

Jianting Ning, Geong Sen Poh, Xinyi Huang, Robert H. Deng, Fellow, IEEE, Shuwei Cao,
and Ee-Chien Chang

Abstract—Recently, reconstruction attacks on static encrypted database supporting range queries have been proposed. However,
attacks on encrypted database within two updates in the similar setting have not been studied extensively. As far as we know, the only
work is the update recovery attack presented by Grubbs et al. (CCS 2018). Following their seminal work, we present new update
recovery attacks for dense dataset (i.e. at least one record corresponding to each value in the range), which enable a deeper
understanding of the impact caused by leakages due to updates on dynamic encrypted database. Our first attack aims at recovering
the value of a newly added record in the case of one database update. We further demonstrate that the attack can fully reconstruct the
database counts if the updated value is either the minimum or maximum in the range. We then consider a setting where two distinct
records are added separately, which leads to our second attack. We next extend our attacks to the setting where the update operation
is deletion. To the best of our knowledge, update recovery attack on database supporting deletion has not been considered before. We

demonstrate practicality of our attack via extensive simulations using real dataset.

Index Terms—Dynamic encrypted database, update recovery attacks, range query, information leakage.

1 INTRODUCTION

IN recent years, novel and practical attacks on secure
outsourced database based on wvolume leakage have been
proposed. In these attacks, an attacker learns only the
number of records returned from a range query. Kellaris
et al. [23], in a seminal work, introduced and demonstrated
such attack on secure outsourced database supporting range
queries. In their attack, the exact number of records for each
value in the range, or termed as the database counts [15], can
be recovered. This is in contrast to many existing works,
where the attacker is assumed to have knowledge of the
access pattern leakage [24] or reference distribution of the
database [18]. Most recently, Grubbs et al. [15] improved
the work of Kellaris et al. by presenting a more practical
database reconstruction attack for recovering the database
counts. Besides their main result, a new attack termed update
recovery attack is presented. The setting is such that given
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the knowledge of the reconstructed database counts, the
attacker is able to approximate the value of a new record
added to the database.

Attacks based on volume leakage can be mounted quite

easily and may have serious consequences as were stated
in [15], [23]. For instance, in the case whereby the server is
compromised for a period of time, the attacker will be able
to learn the volume of each range query. The same reasoning
is applicable if the server is the attacker itself, even when the
outsourced database deploys advanced techniques that hide
other auxiliary information. By learning database counts, an
attacker may be able to learn the underlying value of an
added record. We refer reader to [15], [23] for additional,
detailed discussions and motivation on attacks based on
volume leakage.
Existing work. As mentioned above, Kellaris et al. [23]
constructed the first attack using volume leakage on secure
outsourced database supporting range queries. However, as
stated in [15], Kellaris et al.’s attack can only work in the
setting where the range queries are drawn at random in an
independent and uniform manner. Furthermore, their attack
requires observation of O(N*logN) queries, where N is
the maximum value in the range. These limit practicality of
their attack. Aiming at a more practical attack, Grubbs ef al.
[15] (GLMP) presented a new novel database reconstruction
attack for range queries.

The series of recent attacks [15], [23] demonstrated the
devastating effect of volume leakage on static encrypted
database supporting range queries, but the effect of these
attacks on dynamic setting has not been fully studied. As far
as we know, the only work targeted on dynamic database is
the update recovery attack proposed by GLMP [15], which
aims to recover the value of a newly added record. For the
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attack to succeed, they assume that the attacker knows the
exact database counts, which can only be achieved assuming
the database is dense in the sense that there exists at least one
record corresponding to each value in the range. Given the
knowledge of the database counts, their update recovery
attack adopts a probabilistic algorithm that approximate
the value of newly added record for general setting. In
the event of record deletion during an update operation,
it is not known how their attack would work, especially
for the case when the database becomes non-dense after
deletion. Taking the above limitations into consideration,
two questions arise naturally:

o Is there any approach that can launch the update recovery attack
directly (i.e., without first performing the complex reconstruc-
tion of the database counts), and that could deterministically
recover the value of the added record (up to reflection')?

e Does there exist any update recovery attack on dynamic en-
crypted database supporting deletion?

We believe it is crucial to investigate the effect of update
since for secure outsourced database, adding or deleting a
record are routine operations. Because of database update,
more information may be leaked. The consequences due to
such leakage should be carefully studied in order to under-
stand what type of attacks a dynamic encrypted database
will encounter. This is what motivates us in this work.

Our results. We develop two new update recovery attacks
for dynamic encrypted database supporting range queries
that could recover the value of newly updated record.
Following the two update recovery attacks, we present their
extensions that work in the case where the update operation
is deletion. As far as we know, these are the first attacks
against dynamic encrypted database supporting deletion.
Our work highlights the security impact of information
leakage incurred by the update operations over dynamic en-
crypted database supporting range queries. All our attacks
operate under a rather weak passive adversarial model, in
which we do not make any assumption on the query or data
distribution. What is needed, is just the observation that
covers the volume and access location of each range query
at least once. Access location, which we explain in Section
2.2, is a weaker source of leakage than access pattern.

In more details, we study the problem of update re-
covery attack for dynamic encrypted database given only
leakages of volume and access location. Our main results
are summarized as below:

o We present a new update recovery attack for the scenario
where one record is added. Our attack can recover the
value of the added record directly (i.e., without first recov-
ering the database counts as in [15]), up to reflection. This
attack stems from several observations we present. Based
on our observations, we can further recover the database
counts. In particular, for the case when the value of the
added record is either the minimum or the maximum
value in the range, we can fully reconstruct the database
counts.

o We consider a more generic scenario where two different
records are added separately. Again, we present a series of

1. It means for any value r, the recovered value could be for r or
N+1—r.

observations for this setting. Stems from the observations,
the attack can recover the values of the two added records,
up to reflection. We can further recover the database
counts from our observations. In particular, for the case
when the values are consecutive numbers or one of the
values is either the minimum or the maximum value in
the range, the database counts can be fully reconstructed.

o We further present extensions to the above two attacks
for the scenario where the update operation is deletion,
in which the database may become non-dense after delec-
tion. As far as we know, these are the first attacks that
consider this scenario.

Our attack outperforms the work of GLMP in terms of
recovery precision. In particular, in the scenario where one
record is added, our attack can deterministically recover
the value of newly added record (up to reflection), while
GLMP’s attack is sometimes only able to approximate this
value. This fact is reflected in our experiments for most
of the attributes selected from the medical dataset that
were tested. In the scenario where two different records
are added, our attack can fully recover the updated values,
while GLMP’s attack does not consider this scenario. In
addition, deletion is also not considered in GLMP’s attack.
All of our attacks require leakages of volume and access
location, but do not need the knowledge of the maximum
value in the range and the total number of records, when
compared to GLMP’s attack. Nevertheless, GLMP’s attack
can start with fewer range queries once the database counts
are known, but with less recovery precision.

Overall, from the point of recovering the value of the
added record, our attacks provide a more direct, efficient
and general way when compared with GLMP’s attack. All
our attacks stem from a series of observations we present,
some of which are non-trivial as they provide new insights
into further understanding the leakage of dynamic encrypt-
ed database. Our work shows that volume leakage, as well
as access location leakage, should be considered a serious
concern in practice, for the dynamic setting of encrypted
database. The observations we presented could serve as
important guidelines for database encryption scheme de-
veloper. Our work also serves as a reminder for researchers
to seriously consider update leakage when developing new
database encryption schemes.

Limitation of attack. Our attack has several limitations. The
first limitation is that our attacks require the collection of
the full-cover volume set or full-cover access-volume pair set that
covers each range query at least once (before and after the
update). We note, however, this is the same setting as in
GLMP. As stated in [15], this is a strong assumption, but a
weaker one compared with Kellaris et al.’s attack [23]. The
assumption of Kellaris et al.’s attack needs each range query
to be collected multiple times. The second limitation is that
our attacks will not work in the case where the database is
non-dense before any update. Again, this is the same as in
GLMP. In particular, in GLMP’s attack, the exact volume of
each value in [N] must first be recovered, which only works
when the database is dense. In addition, our attack cannot
work in the following cases: (1) multiple tuples related to
different existing values will be inserted in the dataset (i.e.,
in the case of bulk insertion), which includes the extreme
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case where the exact number of records for each value in
the range are the same; (2) insert and delete operation will
be executed simultaneously; (3) insert operation will insert
new values in the dataset that increase domain size (which
is similar to the case of non-dense setting).

Countermeasures. The main idea of protecting dynamic
encrypted database against our attacks is to prevent the
attacker from obtaining the exact volume and access location
information. In terms of volume leakage, the aim is to hide
the volume information of each range query. As stated in
[15], one can batch several range queries together to hide
the individual volume. Another approach is to add noise
in the sense that some dummy records will be returned
for each range query. However, these will inevitably incur
bandwidth overhead or server storage overhead. In addi-
tion, the “bucketed” method suggested in [15] can prevent
our attack to some extent in that the actual counts of indi-
vidual record are not revealed. In brief, this means records
with values that are close to one another are grouped as
one logical value. In terms of access location, one possible
countermeasure is to add noise such that the access loca-
tions of range queries are the same. In this case, advanced
cryptographic techniques (such as ORAMs [6], [13], [34],
fully homomorphic encryption [12], [35], secret sharing [4],
[5]) should be employed. As one of the countermeasures,
Kellaris et al. [22] combines ORAM and differential privacy
to prevent database reconstruction attacks. However, this
will inevitably incurs additional bandwidth and response
time costs [3], [30].

2 BACKGROUND
2.1 Preliminaries

We first present the abstract model of encrypted outsourced
database, which is based on the model in [23], [27].

An encrypted database is a collection of records associat-
ed with search keys: €& = {(R1, k1), ..., (Ry, ki) }. All records
are assumed to have fixed length A, and the search keys
are belong to a domain K. In essence, we can view the
search keys as the indexing information for the database.
A query is a predicate Q : K — {0, 1}. Executing a query Q
to an encrypted database £ results in all records satisfying
Q) = {R; : Q(ki) = 1}. An encrypted outsourced
database system for a collection of queries () consists of
the following two protocols between a client and a server.
The first is the setup protocol, where the input of the client
is &€ = {(R1,k1), ..., (Ri, k1) } and the server has no input.
After the setup protocol, the output of the client is a key K
for query and the output of the server is a data structure
S. The second is the query protocol, where the input of the
server is S and the input of the client is a query Q € @
and the key K. After the query protocol, the server has no
formal output and the output of the client is Q(&).

An example of range query for encrypted outsourced
database is described as follows. K is an ordered domain
of M elements {1,..., N} for N € N. The family of range
queries Q = {[i, jlq}1<i<j<n, where [i,j],(c) = 1if i <
¢ < j. Overall, there are N(N +1)/2 (i.e,, () + N) queries
in Q. Executing [7, j], on a database £ results in all records
with search keys in the range [¢, j], that s, [¢, j]¢(£) = {R; :

i < k; < j}. For instance, for an employee relation with
age column, K can be essentially viewed as the indexing
information of range queries for age. In other words, these
keys can be viewed as encrypted indexes for the contents of
age, and supports comparisons over encrypted values.

Throughout this paper, for L, a, b € N, let [L] denote the
set {1,2,..., L}, and [a, b] denote the set [a,a + 1, ..., b]. This
work applies to the general setting of range query scheme
as follows. There are two entities: a server and a client. The
server stores an encrypted (outsourced) database EDB that a
client can query. Let {1, 2, ..., N'} be the set of possible range
query values, that is, IV is the maximum value in the range.
We denote EDB as a sequence of records corresponding to
values in [1, N|, and N as the domain size of EDB. For an
EDB, if there exists at least one record corresponding to
each value in [1, N], we say that the EDB is dense; other-
wise, we say that the EDB is non-dense. Given N, there are
N(N+1)/2 possible range queries. Let [, j], denote a range
query issued by a client, where ¢, j are both integers. Upon
receiving a query [i, j], from a client, the server returns all
records that correspond to the values in [i, j]. We assume
no information is revealed from the range queries and the
corresponding responses between the client and the server,
except for the number of records in the response and the
access location in the server. The number of records in a
response is also called communication volume in [23]. In this
work, we define the volume of a range query [i,j], to be
the number of records corresponding to the values in [z, j],
denoted by vol([i, j]4). We also define the count of a value 4
in [N] to be the number of records corresponding to value i,
ie., vol([i,i]q)-

2.2 Access location leakage

Access location leakage is a weaker notion than access
pattern leakage. As defined in [23], [24], access pattern refers
to the information on which records are returned corre-
sponding to a range query. In contrast, access location refers
to the attacker learning only the segments of storage when
retrieving the group of records corresponding to a range
query®. For example, in order to rule out access pattern
leakage, the client may package the records for each distinct
range query as a whole and upload them to the server.
However, two identical range queries may still prompt the
server to access the same segments of its storage. In a similar
manner, for different range queries, the server will access
different segments of the storage. Fig. 1 illustrates the dif-
ference between the two leakages, in which for two distinct
range queries, access location leakage reveals two distinct
segments of storage but not the individual records (i.e., Rs
in Fig. 1). As an example of the difference between these
two leakages, if only access location leakage is available
instead of access pattern leakage, the reconstruction attack
proposed in [24] may no longer work. To the best of our
knowledge, most of known efficient searchable encryption
schemes supporting range queries leak access location. In

2. For an adversarial server, it can store the (encrypted) records of a
client in a way it preferred such that it can distinguish two different
queries by access location leakage. For a scenario where the server
honestly stores all the records of a client in a page, if the number
of returned tuples for each query is different, the server can still
distinguish two distinct queries.
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this work, we employ access location leakage to distinguish
between different range queries.

Query 1 ————
Segments 1
Leakage 1——

Query 1] ——
" Segments 1
Leakage 1 &———

DB Storage 8 DB Storage

Query2 ——
Segments 2

Leakage 24¢—m——

Query 2 —>
Segments 2
Leakage 2 «—

Leakage 1: (Segments 1, R,3,R.2,..,Ran) Leakage 1: (Segments 1)

Leakage 2: (Segments 2, Ry3,Rpz,-+,Rpn) Leakage 2: (Segments 2)

Access pattern leakage Access location leakage

Fig. 1 Comparison between access pattern leakage and access
location leakage.

2.3 Adversarial model

An attacker can be the server, or an entity who is able to
compromise the server for a period of time. The attacker
is passive in the sense that it attempts to learn more in-
formation than is allowed by examining the information
it can observe, but not inject new records as the active
attacker in [39]. We assume the attacker does not know the
underlying range of any issued query. Similar to [15], the
attacker learns how many records are returned in response to
a query. We note that this assumption is reasonable [9], [33].
For the case where the attacker is the server, it can obtain
the above information naturally [15]. For the case where
the attacker is the one located on the network between the
server and the client, as noted in [15], [23], the amount of
data being transmitted or the directionality in typical secure
communication protocols like TLS are not hidden [9], [33].
For example, the plaintext lengths in ciphertexts are directly
leaked in modern TLS cipher suites like those based on AES-
GCM [15]. In addition, the attacker can distinguish different
query requests via access location leakage (as we assume
that it can identify whether a range query is repeated via
access location). If the attacker is the server, naturally it
has this knowledge. If an attacker is one who compromises
the server, it would be able to access this information for
the period that the server is compromised. In our attacks,
the attacker does not need any knowledge of the database
distribution or the query distribution. Since our attacks re-
quire every range query to be issued at least once, different
query distributions affect the performance of our attacks.
This will be discussed during the analysis of our attacks.
In addition, different from [15], the attacker in this work
does not need to know the total number of records and the
domain size (as prior knowledge) 3. We also do not deal
with the query workload attack shown in [14], [25], which
allows an attacker to distinguish different query ranges.

3 PASSIVE UPDATE RECOVERY ATTACK WITH ONE
DATABASE UPDATE

In this section, we present our first attack, namely a practical
passive update recovery attack against encrypted database
supporting range queries.

3. If the attacker knows the domain size, it will be easier for the
attacker to launch the attack since it can be used as prior knowledge
directly, and there is no need to recover the domain size N during the
second step of the attacks (in Section 3 and Section 4).

Setting of Attack. There is a new record added into the
database, and the attacker learns this information. Before
and after the addition of the new record, the attacker could
collect a set of volumes that covers each possible range
query (at least) once, respectively. The database is dense.
Since the database is dense, the inserted record is for a value
that already exists in the encrypted dataset.

Knowledge of Attacker. Let T be the time of adding a new
record into the database. The knowledge of the attacker
includes: (1) the information that a new record is added into
the database at time T; (2) the volume set that covers each
possible range query once before and after T, respectively.
Goal of Attack. There are two goals of our attack. The main
goal is to recover the value of newly added record. The
second is database reconstruction, i.e., to recover the count
of each value in [1, N] (before the update of the database).

3.1 Problem Formalization

To better illustrate our attack, we first formalize the under-
lying problem of our attack setting as follows.

Problem 1. Alice chooses a random integer N, where N > 1.
For i € [N], Alice chooses a random integer x; and sets x; =
vol([i,1i)q), where x; > 0. Alice computes vol([i,jlq) = z; +
Tig1 + o+ x5 = Apy) for i, € [N] st i < j, and sets
A={A}; j1}ije[N] s.t. i<j- Alice then chooses a random r € [N]
and sets x, = x, + 1 (i.e., increase x, by 1). After that, Alice
computes vol([i, jlg) = T; + Tiy1 + ... + ;= By 4 fori,j €
[N] s.t.i < j, and sets B={B; j1}i je[N] s.t. i<;- Finally, Alice
gives (A,B) to Bob. Bob attempts to obtain (1) the value of r; (2)
the value of x; for i € [N].

Example 1. Fig. 2 gives an example of our attack setting. As
shown in the figure, in the database EDB with domain size
N = 6, the database counts corresponding to each value
in [N] are {2,2,15,5,3,3}. There are a total of 21 distinct
range queries. The knowledge of an attacker (for “Case 1
(Step 3)”) includes: (1) the volumes of all 21 range queries
before and after time T, i.e., Knowledge III and Knowledge
VI-1 in Fig. 2; (2) a new record is added into EDB at time
T, i.e., Knowledge IV-1 in Fig. 2. The attacker aims (1) to
recover the value of the added record, i.e., Knowledge V-1
in Fig. 2; (2) to recover the exact count of each value in [1, 6],
i.e.,, Knowledge II in Fig. 2.

3.2 Definition and Observation

Full-cover volume set. For a volume set that covers each
possible range once, we call it full-cover volume set. Since the
attacker can identify whether a query is repeated if there is
no database update happens, we can obtain two full-cover
volume sets. By A, B we denote the full-cover volume sets
before and after the database update.

e Observation 3.1: Since there is only one record being

added, the volumes in A will only increase by 1 if change.
¢ Observation 3.2: Since the database is dense, given A and

B, the following equation holds: |A| = |B| = N(N +1)/2.
Update-volume set and update-volume count. For our
setting of attack, after the database updates, some of the
volumes will change. Let U be the set containing all volumes
that will change when the database update occurs. U is
called the update-volume set, and the size of U is called
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Value 1 2 3 a 5 6 Elementary and complemented elementary range queries.
EDB ) I Number of records | 2 2 | 15 | 5 3 3 Similar to [15], we call the range queries [1,1],, [1,2],, ...,

[1,N], the elementary range queries. We further denote the
range queries [1, Ny, [2, N]g, ..., [N, N], the complemented
elementary range queries. We have the following three obser-

[ nue2 | | 22z2 | [ Bales | | vas || 5513 || s |

[ 1214 | [ 23117 ] [ Bal=20 | | 518 | | 15,6006 |

R .
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424 | ] 12.51,225 (6126 | e Observation 3.5: If the update-volume count equals the
[1,51,=27 | 12,6],=28 | domain size (i.e., C = N), then the value of newly added
record is 1 or N (from Observation 3.3), and the update-
Knowledge I: the domain size N=6. volume set must be the volume set of elementary range
Knowledge Il: [ Numberofrecords | 2 ]| 2 | 15 | 5 ] 3 | 3 | queries or complemented elementary range queries.
Knowledge Ill: volume set {2,2,3,3,4,5,6,8,11,15,17,19,20,22,23,24,25,26,27,28,30}. « Observation 3.6: If one knows the volumes of all elemen-
Case 1 (Step 3): a new record is added into EDB at Time T, whose value is 2. tary range queries, then the count of value ¢ (for t € [2, N])
Knowledge IV-1: a new record is added into EDB at T. is the difference between ’UOZ([L t— l]q) and UOl([l, t]q)-
I EDR’ I Value 1 2 3 4 5 § ¢ Observation 3.7: If one knows the volumes of all comple-
Number of records 2 3 15 5 3 3 :
= mented elementary range queries, then the count of value
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Tz el Tioel e 3.3 Attack Overview
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Our attack consists of three steps. In Step 1, the aim is to
q . .
Ir—————l - obtain the update-volume count. The task of Step 2 is to
1,6]=31 A

L3 compute the domain size N and the value of newly added

Knowledge V-1: the value of newly added record is 2. : .
Knowledge VI-1: volumes set {2,3,3,3,5,5,6,8,11,15,18,20,20,23,23,25,26,26,28,29,31}. .record. The amm N SFep 313 to recover the count of value
Subcasel of Case 2 (Step 3): a new record is added into EDB at Time T, whose value is 1. in [N]. In particular, if the update-volume count equals IV,

r

Knowledge IV-2: a new record is added into EDB at T. Step 3 fully reconstructs the database counts, i.e., it recovers
I .. I Value 1 2 3 4 5 6 the exact count of each value in [N].

Number of records | 3 2 15 5 3 3 The first procedure in Step 1 is to collect the full-cover

(1113 Ir_[2£=2_! 31715 | | s || 55123 | | 61,3 | volume set before and after the database update, denoted by

Muags | r.Ea]iﬂ_! B,41,=20 | [ 1451 W' A and B, respectively. Taking Observation 3..1 into account,

&;]f—zd r.ﬁjlf_ﬂl e we adopts the .followmg approa.ch to obt?un the update-

Query r[1_]_=__i r[z_]_:s_i o Vc?lume count: first fort A and B in ascendllng order to ob-

Ir—'_L_—- (nge npelil Bkt tain two new sets A'={ay, ag, ..., a, } and B'={by, b, ..., b, }

|E’5]_°=2_! rlﬁﬁljzs_! respectively, where n = |A| = |B|. Then count how many q;

E,s]fgl_! satisfying b; — a; = 1 for i € [n]. The number of such a; is
Knowledge V-2: t;z value of newly added record is 1. the update'VOhHHG count.

Knowledge VI-2: volumes set {2,3,3,3,5,5,6,8,11,15,17,20,20,22,23,25,25,26,28,28,31}. The second step stems from Observations 3.2, 3.3. In

Subcase2 of Case 2 (Step 3): a n.ew recorfj is added into EDB at Time T, whose value is 6. particular, from Observation 3.2/ we can recover the domain
Knowledge IV-3: a new record is added into EDB at T.

Vol 2 3 2 5 s size N. With N and the update-volume count obtained from

I EDB’ I Number of records 2 5 3 A Step 1, we can recover the value of the added record using
Observation 3.3.

The third step stems from Observations 3.4, 3.5, 3.6, 3.7.

=

N

5
(111,22 rl_[z_zi:_! 3115 | | s || 5123 | | 6614 |

L2, r.[_iiiﬂ a2 | [sies | [ 1567 | For the case where C is not equal to N, from Observation

Maa0 | Mg 1 [se12] 3.4, we can recover the volume of [r, r],. While for the case
Query E,quzll El__r,]q:_gl where C' equals N, we can recover the exact count of each
Fasiz | Taelms | \{alue in '[N ]. Specifically, based on Observation 3..5, we
== == first obtain the volume set of elementary range queries or
L3t complemented elementary range queries. With the obtained

Knowledge V-3: the value of newly added record is 6. volume set, we can recover the whole database counts using

Knowledge VI-3: volumes set {2,2,3,4,4,5,7,8,12,15,17,19,20,22,23,24,25,27,27,29,31}. . .
Observation 3.6 and Observation 3.7.

Fig. 2 Example of attack setting for passive update recovery

attack with one database update. 3.4 Description of Attack

We now present the description of our attack.
o Step 1: Obtain the update-volume count C. First initialize

the update-volume count. Given the update-volume count, ~ an empty set S and collect all volumes. Let A, B be
denoted by C, we have the following observations: the full-cover volume set before and after the update
of the database, respectively. After obtaining A and B,

e Observation 3.3: Let the value of newly added record be sort A, B in ascending order to obtain two new set-
r, then the following equation holds: C' = (N + 1 — ). s A'={a1,aq2,...,a,} and B'={b1,bs,...,b,} respectively,

o Observation 3.4: The smallest element in U is vol([r, r|,). where n is the size of A (or B). For i € [n], for each a;
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satisfying b; — a; = 1, add a; into S in ascending order.

Finally, obtain S = {a, a5, ..., als;} and C' = [S].

Step 2: Recover the domain size N and the value of

newly added record r. With the knowledge of n = |A| =

|B|, obtain N from equation n = N (N + 1)/2. Then, with

the knowledge of C' and N, obtain 7 from equation C' =

r(N+1-—r).

Step 3: Recover the count of value in [V]. There are two

cases:

Case 1: C' # N. Find the smallest value in S, denoted by

a, obtain vol([r,7],) = a.

Case 2: C' = N. Knowing C' = N, we have that r = 1

or 7 = N from Step 2. Hence, S is the volume set of

elementary range queries or complemented elementary

range queries. For ¢ € [|S|], do: if i = 1, set s17 = af;

otherwise, set s; = a} — a}_;. Finally, we have the follow-

ing two cases:

- Case 1: 7 = 1. For i € [|S]], set vol([i,d]4) = si;

- Case2:r = N.Fori€ [|S|], setvol([N+1—i,N+1—
ilq) = si-

Example of attack. In the following, we present an example
from Fig. 2 to show the process of the attack in Section 3.
For “Case 1 (Step 3)” in Fig. 2:

Step 1. We obtain A’ and B, where A’ is Knowledge III in
Fig. 2 and B’ is Knowledge VI-1 in Fig. 2. With A’ and B/,
we can obtain S = {2,4,17,19,22,24,25,27,28,30} and
C =S| = 10.

Step 2. With the knowledge of n = |A'| = |B'| = 21
and 21 = N (NN + 1)/2 (from Observation 3.2), we obtain
N = 6. Knowing C = |S| = 10and 10 = r(6 + 1 — 1)
(from Observation 3.3), we can obtain two candidates of
r:2orb.

Step 3. Since C' = 10 # N = 6 and 2 is the smallest value
in S, we have that vol([2, 2],) = 2 or vol([5, 5],) = 2.

For “Subcase 1 of Case 2 (Step 3)” in Fig. 2:

Step 1. We obtain A’ and B, where A’ is Knowledge III in
Fig. 2 and B’ is Knowledge VI-2 in Fig. 2. With A’ and B/,
we can obtain S = {2,4,19,24,27,30} and C = |S| = 6.
Step 2. With the knowledge of n = |A'| = |B/| = 21
and 21 = N (N + 1)/2 (from Observation 3.2), we obtain
N = 6. Knowing C = |S| =6 and 6 = r(6 + 1 — ) (from
Observation 3.3), we can obtain two candidates of r: 1 or
6.

Step 3. Since C = N = 6. For i € [6], do: if i = 1, set
s1 = 2; otherwise, set so = ab,—a) = 2,83 = af—al =15,
s4=ay—as=2>5,85 =af—ay =3,and s¢ = ai —af = 3.
We have the following two cases:

- Case 1: r = 1. For i € [6], set vol([1,1] ) =5 = 2,
vol([2,2]y) = s2 = 2, vol([3,3]y) = = 15,
vol([4,4]y) = s4 = 5, vol([5,5]) = s5 = 3, and
vol([6,6],) = s6 = 3.

- Case 2: = 6. For i € [6], set vol([6,6]q) =8 =2,
vol([5,5]y) = s2 = 2, vol([4,4],) = = 15,
vol([3,3]y) = sa = 5, vol([2,2]4) = s5 = 3, and
vol([1,1]4) = s6 =3

For “Subcase 2 of Case 2 (Step 3)” in Fig. 2:

Step 1. We obtain A’ and B’, where A’ is Knowledge Il in
Fig. 2 and B’ is Knowledge VI-3 in Fig. 2. With A" and B’,
we can obtain S = {3, 6,11, 26, 28,30} and C' = |S| = 6.

o Step 2. With the knowledge of n = |A’'| = |B/| = 21
and 21 = N(N + 1)/2 (from Observation 3.2), we obtain
N = 6. Knowing C = |S| =6and 6 = r(6 + 1 — r) (from
Observation 3.3), we can obtain two candidates of : 1 or
6.

o Step 3. Since C = N = 6. For i € [6], do: if ¢ = 1, set
s1 = 3; otherwise, set s = a, —a} = 3,83 =ah —ah =5,
sS4 =ay—ah =15,85 = af—aj) = 2,and sg = ag—af = 2.
We have the following two cases:

— Case 1: r = 1. For i € [6], set vol(

[1’1]4) = S
3, vol([2 ,2}2 s2 = 3, vol([3,3])

vol([4,4]4) s4 = 15, vol([5, 5]4 ) = 55 = 2, an
vol([6, 6] ) = sg

- Cas 2:1r = 6. For i € [6], set vol([6,6],) = s1 =

vol([5.5)) = o= 8 vl ) = s = 5

5
Uol([3, 3ly) = sa = 15, vol([2,2], ) = s5 = 2, an
vol([1,1],) = s6 = 2.

3.5 Explanation and Analysis

Explanation and analysis of Step 1. Step 1 consists of three
procedures, we present the analysis of each procedure as
follows.

e The first procedure is to collect all volumes. Since the
attacker could identify whether the same query has been
issued via the access of storage and the database is dense,
the attacker needs to observe N(N + 1)/2 distinct range
queries (and obtain the corresponding volumes). Similar
to [15], if we assume the query distribution is uniform,
the volume collection procedure is the classic coupon col-
lector’s problem. In our setting, there are O(N?) possible
range queries, coupon collection implies that O(N? log N)
range queries suffice. Otherwise, if the query distribution
is non-uniform, as noted in [15], O(a~*N?log N) range
queries suffice if the least likely range has probability
NON+D)72-

¢ The second procedure is to sort A and B in ascending
order. The complexity is O(nlogn) if Heap Sort or Merge
Sort is used.

e The third procedure is to extract each a; satisfying
b; — a; = 1 from A. The complexity is O(n). Based on
Observation 3.1, this procedure can help us identify the
set of volume that will change when the database update
occurs.

Explanation and analysis of Step 2. There are two pro-
cedures in Step 2, we now present the analysis of each
procedure as follows.

o The first procedure is to recover V. Since the attacker can
identify whether the same range query is repeated and
the database is dense, it can obtain exactly N(N + 1)/2
volumes corresponding to distinct range queries. Based
on Observation 3.2, this equals the size of A (or B). Hence,
it is easy for the attacker to compute N. The complexity is
to solve a quadratic equation.

e The second procedure is to obtain 7. From Observation
3.3, we have C = r(N + 1 — r). Since the attacker
knows C (from Step 1) and N (from the first procedure
shown above), it is easy to compute the value of r. The
complexity is to solve a quadratic equation. Note that the
value of newly added record can only be recovered up
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to reflection, that is, for any value r, the recovered value
could be forr or N +1 —r.

Explanation and analysis of Step 3. This step consists of

two cases. We give the analysis of each case as follows.

e Case 1: In this case, based on Observation 3.4, the volume
of [r, ], is the smallest one in S.

e Case 2: Since C' = N, from Step 2, we have that r = 1
or 7 = N. Based on Observation 3.5, we conclude that
S is the volume set of elementary or complemented
elementary range queries. If » = 1, from Observation
3.6, we have that a — a/_; must be the volume of [, ]
for 1 < i < N. Likewise, if r = N, from Observation
3.7, we have that a} — a,_; must be the volume of
[N+1—i¢N+1—4]forl < i < N.The complexity
is O(N).

Explanations of observations. Observations 3.1, 3.2, 3.4,

3.6, 3.7 are straightforward, in the following we mainly

present the explanations of Observation 3.3 and Observa-

tion 3.5.

o Explanation of Observation 3.3. Note that the update-
volume count reflects the number of range queries con-
taining the value of newly added record r. Hence, if we
can calculate the number of range queries containing 7,
then we can obtain the update-volume count. For a range
query [a, b], if it contains 7, then one of the following cases
must be satisfied: (1) Case 1: « = rand a < b < N;
2)Case 2: 1 <a < randr < b < N. In Case 1,
there are N + 1 — r possibilities. In Case 2, there are
(r — 1)(N 4+ 1 — r) possibilities. Combining Case 1 and
Case 2, the total possibilities are (N + 1 — 7). Hence,
there are (N + 1 — r) range queries containing .

o Explanation of Observation 3.5. For all range queries,
only [1,1],, [1,2]4,..., [1, N], contain value 1, which are
the elementary range queries. Hence, if the value of newly
added record r is 1, then the update-volume set must be
the volume set of elementary range queries. Likewise, for
all range queries, only [1, N, [2, N]g,..., [N, N]; contain
value N, which are the complemented elementary range
queries. Hence, if the value of newly added record r is
N, then the update-volume set must be the volume set of
complemented elementary range queries.

4 PASSIVE UPDATE RECOVERY ATTACK WITH TWO
UPDATES

The attack in Section 3 mainly deals with the case of only
one database update. In this section, we consider a setting
where there are two database updates.

Setting of Attack. The setting is the same with that of the
attack in Section 3, except that there is one more database
update in the sense that another record with a different val-
ue is added®. Since the database is dense, the two inserted
records are for two values that already exist in the encrypted
dataset.

Knowledge of Attacker. By T, T2 we denote the times
of adding the first record and the second record into the
database, respectively. The knowledge of the attacker in-
cludes: (1) the information that two different records are

4. We note that the values of the two records are different since if
they are identical, the setting is the same as Section 3.

added into the database at Ty and T,, respectively; (2)
the volume set that covers each possible range query once
before Ty, after Ty but before T, and after Ty, respectively.
Goal of Attack. There are two goals of the attack. The main
goal is to recover the values of newly added records. The
second is to recover the count of each value in [1, N] before
the first update.

4.1 Problem Formalization

We formalize the underlying problem of our attack setting
in this section as follows.

Problem 2. Alice chooses a random integer N, where N > 1.
For i € [N], Alice chooses a random integer x; (where x; > 0),
N (N + 1)/2 distinct integers (each chosen integer is denoted by
a; ; fori,j € [N] s.t. i < j), and sets x; = vol([i,1],). Alice
then computes vol([i, jlq) = i + Tiy1 + ... + 5 = Ay j) for
i,] € [N] st.1 <7, and sets A={(ai,j,A[i$j])}i’je[N] st i<y
At time Ty, Alice chooses a random m € [N] and sets x,, =
xr, +1 (i.e., increase x,, by 1). In addition, fori,j € [N] s.t.1 <
J, she sets b; ; = a; j if r1 & [i, ] and chooses a new distinct
integer b; ; if r1 € [i, j]. After that, she computes vol([i, jlq) =
Ty + Tig1 + ... + x5 = By fori,j € [N] sit. i < j, and
sets B={(bi j, B[ j]) }i.je[N] s.t. i<j- At time Ty, Alice chooses a
random ro € [N| and sets x,, = x,, + 1 (i.e., increase x,, by 1).
In addition, for i,j € [N] s.t. i < j, shesets ¢; j = b; j if ro ¢
[¢, j] and chooses a new distinct integer c; ; if ro € [i, j]. After
that, she computes vol([i, jlq) = Ti+xip1+... 25 = Cp 5 for
i,j € [N] s.t. 1 S j, and sets C:{(ci,j7C[i7j])}i,j€[N] st i<je
Finally, Alice gives (A,B,C) to Bob. Bob attempts to obtain (1) the
values of r1 and ro; (2) the value of x; for i € [N].

Example 2. Fig. 3 gives an example of the attack setting
in this section. The database EDB is the same with the
database in Fig. 2. In this example, the knowledge of an
attacker includes: (1) the volume pairs of all 21 range queries
before time T, after time T, but before time T5, and after
time T, respectively, i.e., Knowledge III, Knowledge VI and
Knowledge IX in Fig. 3; (2) two new records are added into
EDB at time T; and time T, separately, i.e., Knowledge IV
and Knowledge VII in Fig. 3. The target of the attacker
include (1) to recover the value of each added record, i.e.,
Knowledge V and VIII in Fig. 3; (2) to recover the exact
count of each value in [1, 6], i.e., Knowledge II in Fig. 3.

4.2 Notation

Let X, Y be pair sets consists of pairs (x1,,22,)ic[n],
(Y1,i5Y2,i)ie[n) respectively, whereby if x1; = y;,; then
T2 = Y24 By XN'Y we denote the intersection of X
and Y, i.e., XNy = {(1‘171‘,33271‘) or (yl,i; yg)i)|l‘17i
Y, & 22 = yg,i}ie[n}. By X — Y we denote the subset
of X that is different from Y according to the first entry
of each pair, ie., X =Y = {(z14,72.4)|21: # Y1, }ijemn)-
Let X? be the set containing the second entry of each pair
in X, ie, X2 = {®2,i}iem)- By X2(=1) we denote the set
containing the result of each element in X2 minus by 1, ie.,
X2 = {z; — 1|za; € X*}icpy- Similarly, by X2 we
denote the set containing the result of each element in X?
increase by 1, ie.,, X2+ = {z2, + l|z2,; € Xz}ie[n. By
X? — Y? we denote the set containing all elements in X* but
not in Y2.
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[K] Value 1 2 3 4 5 6
Number of records 2 2 15 5 3 3
| 11,1122 || 2212 | 33115 | | a1 || B3 | [ sl |
[1,2]=4 ‘ [2,3],=17 .‘ [3,4]=20 | [4,5]=8 ” [5,6]=6 |
Range ' 11,3119 | | [2,41,=22 | [3.5],=23 ”ml
Query

[ nat=2e | | 25125 | [ Bsle=2s |

15127 | [ 12,6128 |

[1,61=30

Knowledge I: the domain size N=6.

[ s [ s |3 s |

Knowledge Ill: volume pair set {(a; ;,2),(a; 2,4), (31,3,19), (21,4,28), (a,,5,27), (a;,6,30),
(a3,2,2), (32,3,17), (a,,4,22), (a,,5,25), (a,,28), (a33,15), (a34,20), (a35,23),
(a3,6:26), (34,4,5), (4,5,8), (a4,6,11), (a55,3), (35,6,6), (a55,3)}

Time T,:a new record is added into EDB, whose value is 2.

Knowledge IV: a new record is added into EDB at T,.

Knowledge II:I Number of records I 2 I 2

Value 1 2 3 4 5
Number of records 15
I, 11,,_2 | L 2, z],,_a l | 3,3)=15 || [4,41:=5 || [5.5,=3 || [6,61,=3 |
L2 e z],,_s | L[z;],,_1s | | [3,4],=20 || 4,518 | [ 1= |

e =

— —

— ==
I_[1 5],,—28 | L [261=29 |

Range
Query

'E L6131 |

Knowledge V: the value of newly added record at T, is 2.

Knowledge VI: volume pair set {(a; ;,2),(b, ;,5), (b;,3,20), (b, 4,25), (b;5,28), (b, 5,31),
(b;,2,3), (b;3,18), (b, 4,23), (b,5,26), (b,6,29), (a33,15), (a3,4,20), (a35,23),
(23,6,26), (34,4,5), (245,8), (46,11), (a55,3), (a56,6), (a6,6,3)}

Time T,: a new record is added into EDB, whose value is 3.

Knowledge VII: a new record is added into EDB’ at T,.

Value 1 2 3
EDB”

Number of records 2 3 16 5 3 3
Fz_ﬁ:_a_j [ Bzt | [ waies || ssi=s | [ w63 |
_—

L 125 | |23l | [ Al | [ usis || sl |

[ a2t | | a2 | | B51=24 | | slet |

Range
Query

| [1,41,=26 | | [2,51,=27 | | [3,6,=27 |

Knowledge VIII: the value of newly added record at T, is 3.

Knowledge IX: volume pair set {(a, ;,2),(b; ,,5), (€1,3,21), (c;,4,26), (c;5,29), (C16,32),
(b3,2,3), (€2,3,19), (€;4,28), (€2,5,27), (€,6,30), (€33,16), (c34,21), (c;55,28),
(53,5;27)1 (34,4;5); (34,5:8); (34,5,11), (35,5;3): (35,5;6): (36.613)}

Fig. 3 Example of attack setting for passive update recovery
attack with two database updates.

4.3 Definition and Observation

Full-cover access-volume pair set. Recall the attacker can
distinguish different range queries by observing the access
of its storage. Hence, given a range query, the attacker
knows the volume as well as its access of storage. We define
the pair (access location,volume) as a access-volume pair. For
a set consisting of access-volume pairs that covers each
possible range query once, we call it full-cover access-volume
pair set. Intuitively, we can obtain three full-cover access-
volume pair sets. By A, B, C we denote the full-cover access-
volume pair set before the first database update, after the
first database update but before the second database update,
and after the second database update, respectively.

e Observation 4.1: Similar to Observation 3.2, since the
database is dense, given A, B, C, the following equation
holds: |A| = |B| = |C| = N(N +1)/2.

Update-access-volume set, update-access-volume coun-
t and update-intersection count. For our setting, some
access-volume pairs will change when the database update
occurs. For a set U containing all access-volume pairs whose
values will change once the database update happens, we call
it the Type-I update-access-volume set. For a set U containing
all access-volume pairs whose values have been changed after
the database update, we call it the Type-II update-access-
volume set. We call the size of Type-1 or Type-II update-
access-volume set the update-access-volume count. If set Uy
is the Type-II update-access-volume set for the first update
and set U, is the Type-I update-access-volume set for the
second update, we call the intersection of U; and U, the
update-intersection set and the size of the update-intersection
set the update-intersection count.

o Observation 4.2: The set containing all the access-volume
pairs in A that are different from any access-volume pair
in B is the Type-I update-access-volume set for the first
update, and its size is the corresponding update-access-
volume count. The set containing all the access-volume
pairs in B that are different from any access-volume pair
in A is the Type-II update-access-volume set for the first
update, and its size is the corresponding update-access-
volume count. Similarly, the set containing all the access-
volume pairs in B that are different from any access-
volume pair in C is the Type-I update-access-volume set
for the second update, and its size is the corresponding
update-access-volume count. The set containing all the
access-volume pairs in C that are different from any
access-volume pair in B is the Type-II update-access-
volume set for the second update, and its size is the
corresponding update-access-volume count.

o Observation 4.3: Similar to Observation 3.3, let C be
the update-access-volume count and the value of newly
added record be 7, the following equation holds: C =
r(N+1—r).

o Observation 4.4: Let the value of the first added record
be ry, the value of the second added record be r3, Uy ; be
the Type-I update-access-volume set for the first update,
U > be the Type-II update-access-volume set for the first
update, Uy ; be the Type-I update-access-volume set for
the second update, Uz o be the Type-II update-access-
volume set for the second update. From Observation 4.3,
the recovered value of newly added record will have two
possible values, up to reflection. Without loss of generali-
ty, let 73 and N + 1 — 7 be the two possible values of r,
?2 and N + 1 — 7 be the two possible values of 73, where

<(N+1)/2< N+1-71, 7 < (N+1)/2 < N+1-75.
In addition, Let 21 be the smallest volume in U1,1r To
be the smallest volume in U3 ;. We can obtain two sets
S, = U1 2 —U1 QﬂUQ 1 and So = U2,1 _ULQ ﬁUg’l, and if
we sort the elements in Sl( b , S in ascending order, we
will obtain sets {s1,1, 51,2, .- $2.5, }s
respectively. We have:

31,51 }/ {52,17 52,2y +ey

— If (71,72) is the result, we have two cases:
% |F1 — 2| # 1: we have vol([F1,71]q) = x1, vol([T2,
?2][1) = Z9.
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% |Fp — 2| = 1: we have the following two cases:

1) 7o =71 +1l: wehave 57 = 71,8 = N +1—7y,
{’UOZ([;“H +1-— i,?l]) = Sl,i}ie[ﬂ]/ {'UOZ([?Q, 1+ 7y —
1]) = s2i}ieN+1-7)-

(2) r1m =Ty +1l:wehaves; = N+ 1—71, 85 = 7o,
{wol([r1,i +71 — 1]) = s1,ibien1-m], {vOl([F2 +
1-— i7?2]) = Sz,i}ie[@]-

- If (71, N +1 —7y) is the result, we have vol([r1,71]4) =
z1, VOl([N +1—75, N +1 —72],) = x9;
- If (N + 1 —71,72) is the result, we have vol([N + 1 —

?1, N+1-— ?1}(1) =, 'UOl([;‘\Q,'I/"\Q]q) = I9;

-If (N +1-7,N+1—73) is the result, we have two
cases:

* IN+1—7—(N+1-72)| # 1, we have vol([N +1—
?1,N+17?1]q) =, UOZ([N+17?2,N+17?Q]Q) =
€2,

* IN+1—7 — (N +1—73)| =1, we have two cases:

M N+1-7 = (N+1-71)+ 1: we have 5§ =
N+1-71,59 =79, {UOZ([N+2—7/“\1—Z',N+1—?1]) =
31,i}ie[N+1—?1]/ {UOZ([N +1—-79,1+ N — ?2]) =
82,1’}1‘6[?2]'

(2) N+1—7,"\1 = (N—l—l—?g)—i—l:wehave?l = ;’\1,/8\2 =
N+177f"\2, {’UOZ([N#’l*?l, Z+N*?1]) = Sl,i}ie[ﬂ]r
{’UOZ([N"’?*?Q 71‘,N+17?‘\2D = 52,i}ie[N+1—'T-2]-

e Observation 4.5: Given 71, N +1 — 71, 75, N +1 — 75
defined in Observation 4.4, we have:
— If (71,72) is the result, we have two cases:

x If 71 < Ty, the update-intersection count is 7 (N +

1—72);
x If 7y < 71, the update-intersection count is 72(N +
1—7).

- If (71, N + 1 — 72) is the result, the update-intersection
count is 77 - T'a;

- If (N 4+ 1 —71,72) is the result, the update-intersection
count is 71 - Ty}

- If (N +1-7,N+1—7y) is the result, we have two
cases:

* If N+1—-71 < N+1—75, then the update-intersection
count is 7o (N + 1 —77);

* If N+1-75 < N+1—77, then the update-intersection
count is 71 (N + 1 —73).

o Observation 4.6: Given (ro = r1 + 1, {vol([i,r1]q) }ie[r,)
{wol([ra, ilg)}ieprs,n)) o  (r1 = ry 4+ 1,
{wol([r1,i]q) Yieri, N1, {vol([i,72]q) }ic[rs)), We can recover
the counts of values in [N] as follows:

- For (r = i+ 1, {vol([i,r1]q) Yiepr
{vol([rs, t]q )}iE[T.%N}), compute  vol([,4]q) =
vol([i,r1]q) — wvol([i + 1,m1]4) for ¢ € [r — 1],

vol([re + 1,72 +1i]q) = vol([re,i + 72]q) — vol([re, i +

ro — 14 )forz €[N —rof;

- For (r = ra 4+ 1, {wvol([r1,i]q) Yiepr N
{vol([z, 7“2] ) }iclra))s compute vol([i,1]4) =
vol([i,r2]q) — wvol([i + 1,72]y) for i € [rg — 1],
vol([r1 + i,m1 + i]q) = vol([r1,i + r1]q) — vol([r1,7 +
1 —1] )forz €[N —r1].

4.4 Attack Overview

The attack consists of three steps. In Step 1, we aim to obtain
the update-access-volume count and the update-intersection

count. Step 2 is to recover the domain size and the values of
newly added records. Finally, we recover the count of value
in [N] in Step 3. In particular, if the difference between the
values of the two added records is 1, Step 3 can recover the
count of each value in [N].

The first procedure in Step 1 is to collect the full-cover
access-volume pair set before the first update, denoted by A,
after the first update but before the second update, denoted
by B, and after the second update, denoted by C. With A,
B and C, based on Observation 4.2, we further obtain the
following sets: (1) the set containing the access-volume pairs
that have been changed after the first update (i.e., Type-
IT update-access-volume set for the first update), denoted
by D; (2) the set containing the access-volume pairs that
will change when the second update occurs (i.e., Type-I
update-access-volume set for the second update), denoted
by E; (3) the set containing the access-volume pairs that
have been changed after the first update and will change
when the second update occurs, denoted by F; (4) the set
containing the access-volume pairs that will change when
the first update occurs, denoted by G. Finally, we can obtain
the update-access-volume count for the first update, the
update-access-volume count for the second update and the
update-intersection count, which is the size of D, E and F,
respectively.

Step 2 stems from Observations 4.1, 4.3, 4.5. In par-
ticular, we can easily recover the domain size N based
on Observation 4.1. With IV and the update-access-volume
counts for the first update and the second update obtained
from Step 1, we can recover four candidate pairs of the
values of newly added records using Observation 4.3. To
check whether the candidate pair is the result, the attack
runs a further checking step based on Observation 4.5.

Step 3 stems from Observations 3.5, 4.4. The main task
of this step is to recover the count of value in [N]. If D or
E equals N, we can recover the count of each value in [N]
as in Section 3. Otherwise, we employ another approach.
Specifically, there are two cases. Let 71,72 be the recovered
values of newly added records. For the case where |r; —
ro| # 1, the attack can only recover the counts of [r1,r1],
and [rg, r2],. For the case where |11 —rg| = 1, the attack can
fully reconstruct the counts of the whole database.

4.5 Description of Attack

The attack consists of the following steps:

e Step 1: Obtain the update-access-volume count and
the update-intersection count. Let A, B, and C be the
full-cover access-volume pair sets before Ty, after T,
but before Ty, and after Ts, respectively. Obtain set
D=B-ANB E=B-BNC,and F = DNE. In
addition, obtain G = A — A N B for future use (in Step
3). Finally, obtain the update-access-volume count for the
first update |D|, the update-access-volume count for the
second update |E|, and the update-intersection count |F|.

o Step 2: Recover the domain size N, the value of the
first added record r; and the value of the second added
record ro. Let n be the size of A (or B, or C), first obtain
N from equation n = N(N + 1)/2. With the knowledge
of |D|, obtain 7, from equation |D| = r1(N + 1 — rq),
denoted by 71 or N +1 — 7, where 7y < (N +1)/2 <
N + 1 — 7y; similarly, with the knowledge of |E|, obtain
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r9 from equation |E| = r2(N + 1 — rg), denoted by 73 or

N +1—79 where 7o < (N +1)/2 < N+1—75.So,

we have the following candidate pairs of (r1,72): (71,72),

(?17N+17?2>, (N‘i’l*?l,?‘\g), (N+1*?17N+1*?2)5

We further process the above candidate pairs as follows:

- For candidate pair (71, 72),

* if 71 < T2, check whether the equation 71 (N + 1 —
T2) = |F| holds, if yes, record (71,72) as the final
result;

* if 7o < 71, check whether the equation 73(N 4+ 1 —
71) = |F| holds, if yes, record (71,72) as the final
result.

- For candidate pair (71, N + 1 — 72), check whether the
equation 71 -7 = |F| holds, if yes, record (71, N+1—73)
as the final result;

- For candidate pair (N + 1 — 71, 72), check whether the
equation 71 -T2 = |F| holds, if yes, record (R+1—71,72)
as the final result;

- For candidate pair (N +1 -7, N + 1 —73),

% if N+1-71 < N+1—7y, check whether the equation
(N + 1 —17,)r2 = |F| holds, if yes, record (N + 1 —
71, N + 1 — 72) as the final result;

* if N+1—75 < N+1—7, check whether the equation
(N + 1 —72)71 = |F| holds, if yes, record (N + 1 —
71, N + 1 — 73) as the final result.

Step 3: Recover the count of value in [N]. First check

whether |D| or |E| equals N, if yes, let S = {a1, as, ..., ajs| }

be the volume set containing volumes in D) (if

ID| = N) or E? — F? + F2( (if |D| # N and [E| = N),

where the volumes in S are sorted in ascending order.

Intuitively, S is the volume set of elementary range queries

or complemented elementary range queries. For i € [|S]],

do: if i = 1, set s; = aq; otherwise, set s; = a; — a;_1.

Finally, we have the following two cases:

- Case 1: 71 = 1 (if [D| = N) or 75 = 1 (if |D| # N and
|[E| = N). Fori € [|S]], set vol([i,i]q) = si;

- Case22 N+1—-rm =N (@(f|D|=N)or N+1—-7, =N
(if |D| # N and |E| = N). For i € [|S|], set vol ([N +1 —
i N+1—1i],) =s;.

Otherwise (i.e., |D| # N and |E| # N), find the smallest

volume in G?, E2, denoted by x1, z2, respectively. Obtain

setS = G2 —FZ(_l), sort S; in ascending order to obtain a

set {s1,1, 1,2, .-, S1,5, }, Also, obtain set Sg = E? — F?, sort

Sz in ascending order to obtain a set {s2,1, 2.2, ..., S2.5, }-

There are four cases:

Case 1: if (77, 72) is the final result,

K Pl A
’UOl([?g,?Q]q) = 3.

- If |r; — 75| = 1, do as follows:

x if T = 71 + 1, obtain that vol([r1 + 1 — i,71]) =
s1,; for i € [r1] and vol([Fe,i + 72 — 1]) = sg, for
i € [N+ 1 — 73]. Using the above knowledge, we
can obtain other counts of values in [N] as follows:
compute vol([¢,i]) = vol([i,71]) — vol(i + 1,77) for
i€ [?’\1 — 1], UOZ([?Q —+ i,?g + ZD = ”UOZ([’;‘\Q,i + ?2]) —
’L)Ol(?g,l' + 7y — 1) fori e [N — ?2]

% if 71 = 79 + 1, obtain that UOl([?l,i +7r - ID = S1,

1, obtain wol([r1,71]q) = 1,

5. The case where r1 = ro = (N + 1)/2 is included.
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fori € [N+1—7]and vol([r2 + 1 —i,72]) = sz, for
i € [r2). Using the above knowledge, we can obtain
other counts of values in [N] as follows: compute
vol([i,i]) = vol([i,T2]) —wvol(i 4 1,72) fori € [r2 — 1],
vol([F1+4, 71+4]) = vol([F1,i+71]) —vol (71, i+71—1)
fori € [N —7].
Case 2: if (71, N + 1 — 73) is the final result, obtain
UOZ([T/‘\l,’I/"\l]q) =, ’UOl([N +1-— ?Q,N +1-— 7/’\2](1) = X2.
Case 3:if (N+1—77,72) is the final result, obtain vol ([N +
1-— ?1,N +1-— ’;’\1]q) =, 'UOl(I:?Q,?Q]q) = X2.
Case 4:if (N + 1 —71, N + 1 — ) is the final result,
-If|[R+1—-7 — (N+1—-73)| #1, obtain vol([N +1 —
7, N+1-71]4) = 1, vol ([N+1—72, N+1—73],) = z2.
-IfIN+1-7 —(N+1-73)] =1, do as follows:
xif N+1—-7ry = (N+1-—7)+ 1, obtain that
UOZ([N +2 -7 — Z,N +1 - ?‘\1}) = S1,4 for i €
[N+17?1] and UOl([Nﬁ*l*?g, Z+N*?2]) = 52,i for
i € [r2]. Using the above knowledge, we can obtain
other counts of values in [N] as follows: compute
vol([i,i]) = vol([i, N+1—71]) —vol(i+1, N+1—71)
fori € [N—?l],UOl([N+1—7I“\2+Z',N+1—’/I“\2+Z']) =
VOl([N+1—=7a,i+ N+1—75]) —vol(N +1—7a,i+
(N—i—l—?g)—l)forie [?2—1].
xif N+1—-7r3 = (N+1-73) + 1, obtain that
UOZ([N +1 - 7/:177; 4+ N — 7/’\1]) = S1,4 for i € [7/"\1]
and vol([N +2 -7 — i, N + 1 —73]) = s9, fori €
[N + 1 —73]. Using the above knowledge, we can ob-
tain other counts of values in [N] as follows: compute
vol([i,i]) = vol([i, N+1—73]) —vol(i+1, N+1—72)
fori € [N—73],vol([N+1-7T1+i, N+1—7+i]) =
vol([N+1—=71,i+ N+1-7]) —vol(N+1—-71,i+
(N+1-7)—1)forie[r —1].

Example of attack. In the following, we present an example
from Fig. 3 to show the process of the attack in Section 4.

« Step 1. In this step, we obtain three sets A, B and C, where

A is Knowledge III in Fig. 3, B is Knowledge VI in Fig. 3
and C is Knowledge IX in Fig. 3. The size n of A (or B, or
C) is 21. We then obtain the following sets:

D=B-AnN B={(b172, 5), (b1737 20), (61,4, 25), (b175, 28),
(b1,6,31), (b2,2,3), (b2,3,18), (b2,4,23), (ba,5,26), (ba,6,29)}.
E=B—-BNC = {((b1,3,20),(b1,4,25), (b15,28), (b16,
31)7 (b2,37 18)) (b2747 23)7 (b2,5a 26)7 (b2,67 29)a (a/3,3a 15)7 (013)4,
20), (a3,5, 23), (ag,ﬁ, 26)}

F = DNE = {(b1,3,20), (b1,4,25), (b1,5,28), (b1,6,31), (b2,3,
18), (b2,4,23), (ba,5,26), (b2, 29)}.

G=A-ANB = {(a1,274)7 (0173, 19)7 (a1,47 24)) (al,Sv
27;,}(%,6, 30), (a2,2,2), (a2,3,17), (a2,4,22), (az,5, 25), (az,6,
28)}.

Hence, we obtain the update-access-volume count for the
first update |D| = 10, the update-access-volume count for
the second update |[E| = 12, the the update-intersection
count |F| = 8.

Step 2. Now we know n = 21 and 21 = N(N+1)/2 (from
Observation 4.1), we can obtain that N = 6. Knowing
ID| =10 and 10 = r1(6 + 1 — 1) (from Observation 4.3),
we can obtain two values: 77 = 2 or N +1 -7, = 5.
Similarly, knowing |E| = 12 and 12 = r1(6 + 1 — 71)
(from Observation 4.3), we can obtain two values: 72 = 3
or N +1— 73 = 4. Now, we have four candidate pairs:
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(2,3),(2,4),(5,3), (5,

date pairs as follows:

- For (2, 3), since 2 < 3, compute 2(6 + 1 — 3) = 8, which
equals |F|, so (2, 3) is the result.

- For (2,4), compute 2 - (6 + 1 — 4) = 6, which does not
equal |F|, so (2,4) is not the result.

- For (5,3), compute (6 + 1 — 5) - 3 = 6, which does not
equal |F|, so (5, 3) is not the result.

- For (5,4), since 5 > 4, compute 4- (6+1—5) = 8, which
equals |F|, so (5,4) is the result.

Hence, the final results are (7; = 2,75, =3), (N+1—-7 =

5,N+1—?2=4).

e Step 3. Since |ID| = 10 # N = 6 and |E| = 12 #
N = 6, we proceed as follows. Knowing G, E, F,
we can obtain G* = {4,19,24,27,30,2,17,22, 25,28},
E2 = {20,25,28,31,18,23,26,29,15,20,23,26},F> =
{20, 25, 28,31, 18,23,26,29}, F2(=Y = {19,24, 27, 30, 17,
22,25,28}. We can further obtain S; = G? — 2D =
{4, 2}, sort S; in ascending order to obtain s1; = 2,512 =
4. Also, we can obtain S, = E* — F? = {15,20, 23,26},
sort Sy in ascending order to obtain sy 1 = 15, 522 = 20,
82,3 = 23, 82,4 = 26. We have the following two cases:

4). We further check the four candi-

- For (r7 = 2,75 = 3), since 72 = 71 + 1, we have
that vol([2,2],) = 51’1 = 2, vol([1,2]y) = s12 = 4,
vol([3,3]g) = s21 = 15, vol([3,4]) = s22 = 20,
vol([3,5]q) = s2,3 = 23, vol([3,6]4) = s2,4 = 26. Hence,
we have vol([1,1],) = wol([1,2],) — vol([2,2],) =
2, wol([4,4],) = vol([3,4y) — vol(3,3],) = 5,
Uol([5,5]) = ol([3,5]y) — wol([3,4],) = 3,

)
vol([6, 6]4) = vol([3,6],) — vol([3,5]4) = 3. The counts
of values in [N] are {2, 2,15, 5,3, 3}.

-For ( N+1 -7 = 5N+ 1—7, = 4), since
N+1-7; = N+1—72+1, we have that vol([5,5],) =
s11 = 2, vol([5,6],) = s12 = 4, vol([4,4],) =
s21 = 15, vol([3,4]y) = s22 = 20, vol([2,4],) =

)

q
S2,3 = 23, vol([1,4]4) = s2.4 = 26. Hence, we ha

<
¢}

vol([1,1]4) = vol([1,4]4) — vol([2,4]4) = 3, vol(]2,2])
= wol([2,4]y) — vol([3,4]s) = 3, wol([3,3])) =
vol([3, ]q) vol([4,4]4) = 5, vol([6, 6]4) = vol([5,6],)—
vol([5,5]q) = 2. The counts of values in [N] are
{3,3,5,15,2,2}.

4.6 Explanation and Analysis

Explanation and analysis of Step 1. Step 1 mainly consists

of two procedures, we present the analysis as follows.

e The first procedure is to collect the full-cover access-
volume pair set. Different from the attack in Section 3, the
attack in this section records the access location for each
range query. The analysis regarding the query distribution
is the same with that of the attack in Section 3.

o The second procedure is to derive a couple of sets using A,
B and C. We explain this procedure as follows. ANB is the
set containing all the access-volume pairs from A (or from
B) that do not change when the first update occurs. Hence,
D = B — AN B is the set containing all the access-volume
pairs in B that are different from any access-volume pair
in A, G = A — AN B is the set containing all the access-
volume pairs in A that are different from any access-
volume pair in B. From Observation 4.2, D (resp. G) is
the Type-II (resp. Type-I) update-access-volume set for the

first update and |D| is the (corresponding) update-access-
volume count. Similarly, BN C is the set containing all the
access-volume pairs from B (or from C) that do not change
when the second update occurs. Hence, E=B — BN Cis
the set containing all the access-volume pairs in B that are
different from any access-volume pair in C. From Obser-
vation 4.2, E is the Type-I update-access-volume set for
the second update and |E| is the (corresponding) update-
access-volume count. Hence, F = D N E is the update-
intersection set, |F| is the update-intersection count. The
complexity is O(N?).

Explanation and analysis of Step 2. Step 2 mainly consists

of two procedures, we present the analysis as follows.

o The first procedure is to recover N. Since there are N (N +
1)/2 distinct range queries, from Observation 4.1, we can
obtain N easily. The complexity is to solve a quadratic
equation.

e The second procedure is to compute the values of added
records r; and rs. From Observation 4.3, we have two
possible values for r; and two possible values for ro, up
to reflection. Without loss of generality, there are four
possible (r1,r2) candidate pairs. So the next task is to
determine which candidate pair(s) is the result. Based
on Observation 4.5, with the knowledge of the update-
intersection count F (obtained from Step 1), we can deter-
mine which candidate pair(s) is the result.

Explanation and analysis of Step 3. Step 3 gives the method

of recovering the count of value in [N]. The first procedure

is to check whether |D| or |[E| equals N, if yes, we can
run similar operations as in Case 2 of Step 3 in Section

3.4 to reconstruct the database counts. Otherwise, we adopt

another approach. SinceG=A—-ANBandE=B-BNC,

we have that G is the Type-I update-access-volume set for
the first update, E is the Type-I update-access-volume set
for the second update. From Observation 4.4, for the case
where |?1 —;‘\gl 7é 1, or (7/"\1, N+1—’I/"\2), or (N—Fl—?l, ?2) and

IN+1—71 —(N+1—73)| # 1, we can obtain vol([r1, 1]4)

and vol([re, ra],) easily; for the case where |7} — 72| = 1 or

IN+1—-7 —(N+1-7) =1, we can fully reconstruct

the counts of the database. The complexity is O(N?), which

the size of A (or B, or C).

Explanations of observations. Since Observations 4.1, 4.2,
4.3, 4.6 are easy to understand, we do not provide the anal-
ysis here. In the following, we main present the explanation
of Observation 4.4 and Observation 4.5, respectively.

o Explanation of Observation 4.4. Since Uil is defined
to be the volume set of all range queries that will
change when the first update with value 7; occurs, we
have that the range query set corresponding to Uil is
{l4,7lq i m). i€, Ny, and vol([r1,71]q) is the smallest
volume. Hence, the smallest volume of Ul 1 Mmust be
the volume of [ry,71],. Similarly, since U3, is defined
to be the volume set of all range queries that will
change when the second update with value ry occurs,
we have that the range query set corresponding to U;l
is {[i, jlq }ie[1,ra),j€[ra,v], @and vOl([r2, 2], ) is the smallest
volume. Hence, the smallest volume of U2 5,1 must be the
volume of [rg,T3]4. U1 2 N Uz 1 denotes the et containing
the access-volume pairs that have been changed after
the first update and will change once more when the
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second update occurs. Hence, S; = U; o — U; 2 N Uy
is the set containing the access-volume pairs that has been
changed after the first update and will not change when
the second update occurs, and Sy = Uy — Uy 2 N Uz
is the set containing the access-volume pairs that do not
change after the first update and will change when the
second update occurs. If ry = r; + 1, the range query
set corresponding to Sy is {[i,71]4}ic[r,], and the range
query set corresponding to Sy is {[r2,1]q }ic[r,,n]- On the
other hand, if r; = 72 + 1, the range query set corre-
sponding to Sy is {[r1, 4] }ic[r,, N}, and the range query set
corresponding to Ss is {[i,72]q}ic[r,). Given the volumes
of {[i,71]q}ielr,) and {[r2,i]q}ic[ry,n), OF the volumes of
{[r1,lq}iepr,r) and {[i,72]q }ic|r,), from Observation 4.6,
it is easy to recover the count of each value in [N].

« Explanation of Observation 4.5. Given 7, N + 1 — 71, 7y,
N + 1 — 7, defined in Observation 4.4, we analysis the
four cases of this observation as follows:

— If (71,72) is the result, there are two cases:

* If 71 < T9, the range query set corresponding to
the update-intersection set is {[, j], }ze [1,71],5€[F2,N]-
Hence, the update -intersection count is 71 (N +1—75);

* If 79 < 71, the range query set corresponding to
the update-intersection set is {[i, ], }Ze[l 7ol €[, N]-
Hence, the update-intersection count is 7o (N +1—77).

- If (r,N +1 — 7y) is the result, the range query
set corresponding to the wupdate-intersection set
is {[4, jlq }161,1“6[]\;_“ 7,N]- Hence, the update-
intersection count is 77 - Ta;

-If (N + 1 — 7,72) is the result, the range query
set corresponding to the wupdate-intersection set
is  {[4, jlq}iep, Pl JEIN+1-71,N]- Hence, the update-
intersection count is 7 - T'g;

-If(N+1-7,N+1—7,) is the result, there are two
cases:

*xIf N+1—-7 < N+ 1— 7, the range query
set corresponding to the update-intersection set is
{l4, 7lq Yien, N+1-71),je[N+1—7,,n]- Hence, the update-
intersection count is 75 (N + 1 —77);

* If N+1—-7ry < N+ 1 — 7, the range query
set corresponding to the update-intersection set is
{[i, jla}iep N t1-m] je(v 1171, n)- Hence, the update-
intersection count is 71 (N + 1 — 72).

5 EXTENSIONS TO SUPPORT DELETION

The operation for database update considered in Section 3
and Section 4 is to add new record(s). Deletion is another
common form of database update. In this section, we con-
sider the scenario where the update operation is deletion.

5.1 Extension of Attack with One Update

In this section, we present the extension of the attack in Sec-
tion 3. As in Section 3, here we consider the dense database
setting, but after deletion, the database may become non-
dense. Let K be the set containing all the values that has
one count (i.e., K = {i[vol([i,i]s) = 1}icn]), A and B be
the full-cover volume set before and after the update of the
database, respectively. Let the the value of the deleted record
be r, we have the following additional observation.

o Observation 5.1: If |A| = |B|, then r ¢ K and the equation
|B| = |A] = N(N+1)/2holds; otherwise, if |A| = |B|+ N,
then r € K, and the equation |A| = [B|+N = N(N+1)/2
holds.

Based on the above additional observation, we consider
the attack for two cases as follows.

Case 1: |A| = |B|. In this case, we extend the attack in

Section 3.4 by modifying Step 1 as follows:

« Step 1. This step is almost the same with that of the attack
in Section 3.4, except for replacing b;—a; = 1 with a;—b; =
1.

Case 2: |A| =

follows:

« Step 1: Obtain the update-volume count C. Let A, B be
the full-cover access-volume pair sets before and after the
database update, respectively. Obtain D = A — AN B and
C =|D|.

o Step 2: Recover the domain size N and the value of
newly added record r. With the knowledge of n = |A|,
obtain N from equation n = N(N + 1)/2. Then, with
the knowledge of C' and N, obtain r from equation C' =
r(N+1-—r).

« Step 3: Recover the count of value in [NV]. There are two
cases:

Case 1: C' # N. Find the smallest value in D?, denoted by
a, obtain vol([r,],) = a.

Case 2: ' = N. Knowing C = N, we have that r = 1 or
r = N from Step 2. Let S = {a1, az, ..., ajs| } be the volume
set of all volumes in D? in ascending order. Hence, S is the
volume set of elementary range queries or complemented
elementary range queries. For i € [|S]|], do: if i = 1, set
s1 = ay; otherwise, set s; = a; — a;—;. Finally, we have
the following two cases:

- Case 1: v = 1. For i € [|S]], set vol([i,i]q) = si;

- Case2:r = N.Fori € [|S|], setvol([N+1—i,N+1—

|B| + N. In this case, the attack works as

5.2 Extension of Attack with Two Updates

In this section, we present the extension of the attack in
Section 4. As in Section 4, we here consider the dense
database setting and the values of the deleted records are
different®, but after deletion, the database may become non-
dense. Let A, B, and C be the full-cover access-volume
pair sets before T;, after T; but before T, and after Ty,
respectively. We consider the following two specific cases:

o Case 1: The counts of values are all above 2;

e Case 2: Only one value has one count (and the counts of
other values are all above 1), denoted by k. In addition,
the value of the second deleted record is k.

We note that Case 1 happens with high probability for large-

scale database. Case 2 provides a setting to demonstrate

the possibility of reconstruction even when the database

becomes non-dense. For the above two cases, we have the

following additional observation.

e Observation 5.2: If the counts of values are all above 2,
the equation |[A| = [B| = |C| = N(N + 1)/2 holds; if

6. For the setting where the values of the two deleted records are
identical, it is indeed the same setting as Section 5.1.
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|A| = |B| = |C| + N, the value of the first deleted record
is not k, the value of the second deleted record is k£, and
the equation |A| = |B| = |C| + N = N(N + 1)/2 holds.
Based on the above additional observation, for Case 1,
we can extend the attack in Section 4.5 by modifying Step 3
as follows:

« Step 3 is almost the same with that of the attack in Section
4.5, except for replacing (1) D21 with D2, () E2 —
F? + F201 with E2 — F? + FP(H); 3) 8, = G2 — F2(-V)
with §; = G* — F2(+1),

For Case 2, note that E = B — BN C will not be influenced by
the change of C, even when the database become non-dense
after the second deletion. Hence, we can extend the attack
in Section 4.5 by modifying Step 3 as follows:

¢ Step 3 is the almost same with that of the attack in Section
4.5, excepting for replacing (1) D*=1 with D2*Y; (2)
E?—F2+F2 D with B2 —F? + F2(+D); 3) s, = G2 —F*(-V
with §; = G2 — F2(+1),

6 EXPERIMENTS

In this section, we present the experimental evaluations of
our attacks. Since our attack works for general SE schemes
providing range queries, similar to [15], we implemented an
algorithm that captures the core function of range queries
for encrypted database (as the abstract model of encrypted
outsourced database described in Section 2.1). This repre-
sents a wide range of SE schemes supporting range queries.
We simulate an attacker who has observed the full-cover
volume set and full-cover access-volume pair set needed in
each attack. The number of issued queries is similar to the
theoretical analysis in Section 3.5, which depends on the
underlying domain size N. We implemented our attacks
in Java to recover the value of added or deleted record
and reconstruct the database counts. It takes a few hours
to collect the full-cover volume set and full-cover access-
volume pair set, and the time of the algorithm in our attack
is within one hour (depending on the underlying domain
size N).

We use datasets consisting of medical records from
the 2012 US government’s Health Data from New York
State to test our attacks. The attributes we chose include
age group, length of stay, severity of illness code, clin-
ical classification software diagnosis code (CCSD Code),
drug code and major diagnosis category code (Mdc Code),
whose domain sizes range from N = 5 to N = 410.
These are indexed via the medical records that are collected
from 145 hospitals. In our experiments, the domain sizes
for different attributes are listed as follows: AGE_GROUP:
5, LENGTH_OF_STAY: 139, SEVERITY_ILLNESS: 236,
CCSD_CODE: 263, DRUG_CODE: 410 and MDC_CODE:
266. We regard the attack as successful if we can recover the
value of added or deleted record or reconstruct the desired
database count(s) (up to reflection). We define the success
rate as the percentage of updates that could be utilized to
correctly recover the value of added record or reconstruct
the database counts. The value of each added or deleted
record is chosen randomly and independently. We repeat
each instance of adding or deleting a record that covers
all the values in N and eventually take the average of the
results.

TABLE 1 Results of Attack with One Update'

Age Length  Severity =~ CCSD Drug Mdc

Group of Stay ofIllness Code Code Code

T1 100% 100% 100% 100% 100% 100%
T2 100% 100% 100% 100% 100% 100%
T3 40% 1.438% 0.847% 0.76%  0.487%  0.75%

1 T1 denotes the success rate of recovering the value (denoted by r)
of newly added record, T2 denotes the success rate of recovering
vol([r,r]q), T3 denotes the success rate of fully recovering the
database counts.

TABLE 2 Results of Attack with Two Updates'

Age Length  Severity = CCSD  Drug Mdc

Group of Stay oflllness  Code Code Code

T1 100% 100% 100% 100% 100% 100%

T2 100% 100% 100% 100% 100% 100%
T3 90% 4.285% 2.531% 2.272%  1.46%  2.247%

1 T1 denotes the success rate of recovering the values (denoted by 71
and r2) of two newly added records, T2 denotes the success rate of
recovering vol([r1,71]q) and vol([r2, 72]q), T3 denotes the success rate
of fully recovering the database counts.

6.1 Attack with One Update

The results of our attack are summarized in Table 1. The
results show that the attack in Section 3 can correctly recover
the value of newly added record for all attributes. Let r
be the value of newly added record, vol([r,7],) can also
be correctly recovered for all attributes. The success rate
of fully reconstructing the database counts depends on the
underlying domain size. When the attribute is age group,
the success rate is 40%. This is much higher than other
attributes shown in the table. The reason is that smaller
domain size has higher probability of the updated value
being either the minimum or the maximum value in the
range.

6.2 Attack with Two Updates

The evaluation results of our attack in Section 4 are summa-
rized in Table 2. The results show that the values of newly
added records can be recovered with 100% for all attributes.
Let r1, ro be the values of newly added records (r1 # 72),
the success rate of recovering vol([r1,11]4) and vol([rz, r2]q)
is also 100% for all attributes. As with the evaluation in the
previous section, the success rate of fully reconstructing the
database counts depends on the domain size. Note that the
success rate is much higher for the attribute AGE_GROUP
than other attributes, which is 90%. This is due to smaller
domain size having higher probability of two values that
are consecutive numbers or being either the minimum or
the maximum value in the range.

6.3 Attack Supporting Deletion

In this section we evaluate the success rate of our attacks
in Section 5.1 and Section 5.2. The results are summarized
in Table 3 and Table 4, respectively. Table 3 shows that
the attack in Section 5.1 can recover the value of newly
deleted record with 100% for all attributes. Given r the
value of newly deleted record, the success rate of recov-
ering vol([r, r],) is also 100% for all attributes. As with the
previous case on one update, the success rate of fully recon-
structing the database counts depends on the domain size
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TABLE 3 Results of Attack supporting Deletion with One
Update'

Age Length  Severity = CCSD Drug Mdc

Group of Stay ofIllness Code Code Code

T1 100% 100% 100% 100% 100% 100%
T2 100% 100% 100% 100% 100% 100%
T3 40% 1.438%  0.847%  0.76% 0.487% 0.75%

1 T1 denotes the success rate of recovering the value (denoted by )
of a deleted record, T2 denotes the success rate of recovering
vol([r,r]q), T3 denotes the success rate of fully recovering the
database counts.

TABLE 4 Results of Attack supporting Deletion with Two
Update'

Age Length  Severity CCSD Drug Mdc

Group of Stay oflllness  Code Code Code

T1 100% 100% 100% 100% 100% 100%

T2 100% 100% 100% 100% 100% 100%
T3 90% 4.285% 2.531% 2.272%  1.46%  2.247%

1 T1 denotes the success rate of recovering the values (denoted by rq
and r2) of two deleted records, T2 denotes the success rate of
recovering vol([r1,71]q) and vol([rz, r2]q), T3 denotes the success rate
of fully recovering the database counts.

N, where smaller domain size would have the higher prob-
ability that the deleted value is the minimum or maximum
value. As can be observed from the table, the success rate
for age group is much higher than other attributes. Table
4 further shows that the attack in Section 5.2 can recover
the values of deleted records with 100% for all attributes.
For our experimental database, the first case of the attack in
Section 5.2 is satisfied. As in the attack with two updates,
given rq, ro the values of the deleted records, the success
rate of recovering vol([r1,r1]y) and vol([ra,72],) is 100%
for all attributes. The success rate of fully reconstructing the
database counts similarly depends on domain size N, as
can be seen where the success rate is much higher for the
attribute AGE_GROUP than other attributes, which is 90%.

6.4 Comparison

In this section, we present a comparison between our attack
in Section 3 and GLMP’s attack [15]. We assume that their
attack has already obtained the full-cover volume set before
the database update, the database counts, as well as the
knowledge of the total number of records and the domain
size. Also, we assume that in our attack the attacker has
obtained the full-cover volume set before and after the
database update, respectively. The results are illustrated
in Fig. 4. Since the success rate of GLMP’s attack heavily
relies on the number of records, hence, we compile the
number of records at different time slots (i.e., percentage of
database) for each attribute in our experiment. This enables
us to simulate the success rate between our attack and
GLMP’s attack for different number of records. We can
see that for most of the selected attributes, GLMP’s attack
cannot recover the value of the added record with 100%’.
To sum up, in terms of the success rate of recovering the

7. Note that one can modify their attack to recover the value of added
record with 100%, but with relatively higher complexity. Specifically,
the complex algorithm of their database reconstruction attack must be
executed before and after the addition of the new record, respectively.
In this case, our attack in Section 3 is much more efficient.

value of the added record, given the full-cover volume
set, our attack outperforms GLMP’s attack. In addition,
GLMP’s attack needs to obtain the database counts first,
which incurs relatively higher overhead compared to our
attack. Nevertheless, GLMP’s attack can start with fewer
range queries once the database counts are known, but can
only approximate the value of the added record with less
precision as discussed above.

7 RELATED WORK

In addition to the excellent works of Grubbs et al. [15] and
Kellaris et al. [23], there have been many serious attacks
proposed on encrypted database utilizing different types of
leakage [2], [7], [16], [17], [26], [28], [32], [37]. In the keyword
search setting, Cash et al. [2] presented leakage-abuse attack
for query and plaintext recovery assuming partial or perfect
knowledge on distribution of the plaintext. In the setting
of active attacker, a related work is the proposal by Zhang
et al. [39]. They proposed file-injection attacks assuming
access pattern leakage. Their attack reveals keyword search
queries for both single and conjunctive keyword search.
This is related to update recovery attack in that it also
operates in the dynamic setting, except that in this case
the attacker is allowed to choose and craft the files being
injected into the database. Durak et al. [8] demonstrated that
more information can be extracted from order-revealing en-
cryption ciphertexts than was previously thought. The other
recent work on reconstruction attack over range queries is
by Lacharité et al. [24]. They proposed full reconstruction
of database assuming access pattern and ranked leakages
without any assumption on query distribution. Assuming
only access pattern leakage, they further presented an ap-
proximate reconstruction attack. Our work is related but or-
thogonal to these works in that our goal is on reconstruction
based on range queries under the dynamic setting. Recently,
Wang et al. [36] presented new volume-based attacks on
encrypted database. The attacks aim to recover the content
of individual user queries by exploiting the behavior of real-
world applications, which is different from ours. Akshima
et al. [1] proposed new attack for multidimensional database
from range query access patterns. This is different from ours
as we consider one-dimensional database.

Beyond the above attacks on searchable encryption, there
have been a series of new constructions that address the
problem of information leakage [11]. Faber et al. [10] pro-
vided the construction supporting rich queries on encrypted
data, which includes range, substring, wildcard, and phrase
queries. Kamara et al. [21] proposed a new structured en-
cryption scheme with only a small amount of information.
To enable encrypted rich (range) queries under distributed
or outsourced setting, new constructions are proposed by
Guo et al. [19] and Wu et al. [38] respectively. To further
reduce information leakage including the knowledge of vol-
ume (i.e., the response length) and provide strong security
guarantee, new schemes supporting volume-hiding [20],
[29] and with rich functionality [31] are recently proposed.

8 CONCLUSIONS AND FUTURE WORK

In this work, we proposed new update recovery attacks that
successfully recover the value(s) of the updated record(s)
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Fig. 4 Comparison between our attack in Section 3 and attack in [15] (denoted by GLMP) in terms of recovering the added

record’s value.

and enable database reconstruction. We demonstrated that
a single database update is sufficient to recover the value of
the added record, as well as to fully recover the database
counts in two specific cases. In the setting of two updates
where two distinct records are added separately, our attack
is successful in recovering the values of the added records.
The attack can also fully recover the database counts in
several cases, which occur with higher probability than the
setting of one database update. We further presented update
recovery attacks where the update operation is deletion.
As far as we know, this has not been considered in attack
utilizing volume leakage on encrypted database support-
ing range queries. Our update recovery attack serves as
a reminder that in-depth analysis must be performed on
the security impact of leakages when designing dynamic
encrypted database schemes. In our future work, we intend
to study generalization of our attacks to a more general
setting where a series of database updates happen. Similar
to GLMP, our attack requires every range query to be issued
at least once. In our future work, we will focus on designing
new attack that does not suffer from this limitation. Also,
our attacks do not work in the scenario where the database
is non-dense before any update, whereas an ideal attack
should work for the non-dense database setting. We leave
the attacks working for non-dense database setting as a
future work.
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