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Two Can Play That Game: An Adversarial Evaluation
of a Cyber-Alert Inspection System
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Cyber-security is an important societal concern. Cyber-attacks have increased in numbers as well as in the
extent of damage caused in every attack. Large organizations operate a Cyber Security Operation Center
(CSOC), which forms the first line of cyber-defense. The inspection of cyber-alerts is a critical part of CSOC
operations (defender or blue team). Recent work proposed a reinforcement learning (RL) based approach for
the defender’s decision-making to prevent the cyber-alert queue length from growing large and overwhelm-
ing the defender. In this article, we perform a red team (adversarial) evaluation of this approach. With the
recent attacks on learning-based decision-making systems, it is even more important to test the limits of the
defender’s RL approach. Toward that end, we learn several adversarial alert generation policies and the best
response against them for various defender’s inspection policy. Surprisingly, we find the defender’s policies
to be quite robust to the best response of the attacker. In order to explain this observation, we extend the
earlier defender’s RL model to a game model with adversarial RL, and show that there exist defender policies
that can be robust against any adversarial policy. We also derive a competitive baseline from the game theory
model and compare it to the defender’s RL approach. However, when we go further to exploit the assump-
tions made in the Markov Decision Process (MDP) in the defender’s RL model, we discover an attacker policy
that overwhelms the defender. We use a double oracle like approach to retrain the defender with episodes
from this discovered attacker policy. This made the defender robust to the discovered attacker policy and no
further harmful attacker policies were discovered. Overall, the adversarial RL and double oracle approach in
RL are general techniques that are applicable to other RL usage in adversarial environments.
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1 INTRODUCTION

In this era of truly pervasive computing, cyber-security has emerged as a major concern. Cyber-
attacks have crippled large hospitals [1] and resulted in stolen sensitive information from large
companies as well as defense agencies [40]. Most large organizations, including defense agencies,
operate a Cyber Security Operation Center (CSOC). A CSOC is a team of specialized analysts,
engineers, and responders responsible for maintaining and improving cyber-security. A critical
task in the CSOC is to inspect cyber-alerts generated by various sensing software such as SNORT
or tools such as ArcSight. Given the high false positive rates of cyber-alerts [25], it is important to
screen the alerts effectively to identify any real attack signal from these alerts. It is also required
to maintain the queue length of alerts within acceptable limits.

The above inspection operation in a CSOC is partitioned into levels. The first level of inspection
is running some standard checks in order to determine the severity of the alert as well as the
need for a secondary detailed inspection. A recent work [36], in collaboration with a real-world
CSOC, developed a reinforcement learning (RL) based approach (the defender’s RL is henceforth
called CSOC-RL) to manage the resources (analyst time) needed for the first level of inspection of
cyber-alerts such that the queue length of alerts remained within acceptable limits. The model in
the CSOC-RL work is quite detailed to match actual operations in the real-world CSOC, but, the
adversary was modeled as a stochastic agent using a probabilistic distribution for generating the
alerts. Distinct from CSOC-RL, another work [35] uses a game theoretic approach for cyber-alerts
inspection, but, the model used simplifying assumptions such as a fixed number of analysts and a
fixed number of alerts arriving every hour, as well as a single shot interaction.

The motivation for this research stems from the fact that the above CSOC-RL approach has not
been tested against an intelligent adversary who could also learn several attack responses (using
another RL) in order to overwhelm the defender and increase the queue length of alerts. Further,
with the recent attacks on learning-based decision-making systems, it is even more important to
test the limits of this RL approach. In this work, we perform a red team (attacker) evaluation of the
CSOC-RL approach for the alerts that require detailed inspection by analysts, using both empirical
and theoretical techniques. The objective of the research is to test the efficacy of the CSOC-RL
approach against an intelligent adversary. The research work presented here is different from
the CSOC-RL approach because the attacker is no longer a probability distribution, and instead
is another RL agent with the goal to increase the queue length of the alerts for the defender.
To this end, the model presented here is a game model with the defender having a fixed total
quantity of additional resources (analyst time) to handle a fixed additional total number of alerts
generated by the attacker. However, what is not known is the timing and quantity of alerts that
will be generated (adversary’s action) and the timing and quantity of resources that the defender
must deploy (defender’s action) over a two-week work cycle of the CSOC such that the queue
length of alerts remains within acceptable limits. It should be noted that the research tests the
defender’s CSOC-RL approach for additional alerts. This means that the CSOC is already operating
for a certain base level of alert generation, which is deemed as the normal operating condition of
the CSOC. The normal operation has an acceptable queue length of alerts, which establishes the
normal level of operational effectiveness (LOE), according to Shah et al. [37]. The additional alerts
would increase the queue length (decrease the LOE of the CSOC), which in turn prompts the
defender to deploy additional resources.

Our first contribution is to pose the attack policy learning problem of an attacker as a RL prob-
lem itself, given a deployed defender policy that was also learned using RL but against a stochastic
adversarial agent. The CSOC-RL model for decision-making is based on an underlying queuing
process of cyber-alerts (explained in Section 3). The defender has a base number of analysts and a
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given budget of additional analysts for the alert inspection. The action of the defender is to allocate
(or not) additional analysts every hour depending on the state of the system, where the state is
roughly the amount of backlog of alerts. The defender aims to keep the backlog of alerts below
a threshold provided by the CSOC. We model the attacker analogously as choosing to send extra
alerts over and above the base stochastic arrival of alerts based on the underlying queuing process,
given a fixed total budget of additional alerts. For the first set of experiments, the attacker’s aim
is to push the backlog of alerts above the given threshold, which results in no or less rigorous
checking of alerts leading to increased chance of actual attack going undetected. These attacks
that overwhelm the system have been observed in practice [9]. Surprisingly, our experiments re-
veal that the attacker fails to overwhelm the system (defined quantitatively in Section 5) when its
budget of additional alerts is the same as that of the defender’s budget of additional inspections,
even though the defender policy was learned against a stochastic adversary.

In order to understand the failure of the above attacker policy, we formulate a zero-sum game
version of the CSOC-RL model as our second contribution. This CSOC-GAME model is a partially
observable stochastic game but where the total reward is the maximum of the reward in every time
step, as opposed to the standard discounted sum of rewards. Building on recent results in stochastic
games [17], we show that the minimax theorem holds for this non-standard game, which reveals
that there exists a defender’s policy that is robust against any attacker policy. The experimentally
observed failure of the attacker’s best response to the learned defender policy implies that the
defender is learning a policy close to its minimax policy (discussed later in Section 4.2). Digging
further into queuing theory, we derive simple rule-based defender policies that guarantee certain
minimum reward for the defender. We find experimentally that these rule-based policies, while
simple and interpretable, are inferior in performance to the RL learned defender policy.

Our third contribution is a successful attacker policy that works by exploiting a modeling as-
sumption in the CSOC-RL model and a defense against this attack. In the CSOC-RL model, opera-
tional considerations restricted the number of additional resources allocated by the defender to be
in discrete chunks of fixed size. Importantly, the CSOC-RL work also assumed that the adversary
sends alerts in discrete chunks of exactly the same size as the defender’s inspection chunks, which
we exploit in our attack. By relaxing the assumption on the attacker, we find an attacker policy that
exhausts the defender budget of additional inspections using a small number of additional alerts
that are sent several times, which then allows the attacker to overwhelm the system arbitrarily. It
was observed that the attacker exploited the fixed size of inspection chunks to elicit a dispropor-
tionate response to few additional alerts. Inspired by the double oracle method from game theory,
we retrain the defender using additional episodes from the discovered attacker policy and find
that the defender’s policy becomes robust to the discovered policy. The relearned defender policy
now exhibits more patience and allows the backlog to build up more before allocating additional
inspections compared to the prior policy. In the next double oracle iteration, no harmful attacker
policies were discovered, thus, providing evidence that the relearned defender policy is robust to
any adversarial generation policy.

The article is organized as follows: Section 2 sets our work in relation to other work; Section 3
provides the necessary details on background and prior work, and also introduces the notation
for this article, Section 4 describes our red team evaluation methodology including both attacks
and defenses, Section 5 presents our experiments showing the results of attacks and defenses, and,
finally, we conclude in Section 6.

2 RELATED WORK

A CSOC protects an organization by employing cyber-security analysts who investigate suspicious
activities that are flagged [5, 12, 32] by automated filters (intrusion detection systems and secure
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information and event management systems [6]) in the form of alerts. Bi-weekly (14-day) schedules
of analysts are created to maximize alert investigations in each of the work-shifts [16]. The initial
alert analysis (first level of investigation) is a fast decision-making process by the analysts [13]. The
alerts are categorized as innocuous or significant alerts at the end of the first level of inspection.
The significant alerts are then passed on to the secondary level of investigation, which may take
hours or days to finish analysis. There are adverse events such as adversarial attacks that impact a
CSOC by causing delays in alert investigations. If the situation is not rectified soon, it may prove
costly for the organization that is monitored by the CSOC due to a delay in the timely detection
of an attack.

Shah et al. [37] propose a novel metric to quantify delays in alert investigations at a CSOC. The
performance of the CSOC is quantified using this metric, average total time for alert investigation
(AvgTTA), which is the average of the sum of waiting time in the queue and the investigation time
of all the alerts investigated in each time period (for example, hourly). The performance of the
CSOC, measured in terms of the AvgTTA metric values, is continuously monitored using a color-
coded representation. In Reference [38], the authors propose a tradeoff model to establish a CSOC
with the right types and numbers of full-time analysts such that an optimal value of AvgTTA is
maintained, given a limited budget to hire the full-time analysts and an estimated alert generation
rate. The proposed model establishes the steady state conditions between the estimated demand
for alert investigation and the alert analysis capacity at a CSOC.

The authors in Reference [36] propose a decision-making framework using RL to control this
metric under stochastic conditions that increase the delays in alert investigations beyond the
steady state (baseline) value, by dynamically allocating a limited number of additional resources
that are available at a CSOC in a 14-day time period. The CSOC-RL model is tested against stochas-
tic events with a Poisson arrival process and the results indicate that the RL approach works better
than the rule-based strategies employed by the CSOC operators against random adverse events.

Game theoretic inspection or auditing has appeared in many papers [7, 8, 42]; however, all
these works have a single shot interaction model and are not focused on cyber-alert inspection.
As stated earlier, a game-based work [35] on cyber-alert inspection is modeled as a single shot
interaction model, which has other stringent assumptions such as a fixed number of analysts and
alerts generated per hour. Another recent game theoretic work [29] uses a zero-sum Markov game
model for cyber-alert inspection, but the model assumes complete information for both the players
and, hence, solves the game using standard minimax value iteration. Game theory has also been
used for other problems in cyber-security such as deception [34], attack graphs [14], man-in-the-
middle attacks [23], and spear fishing [22, 43], which are quite different from the cyber-security
problem presented in this article. Also, scalability is still an issue in solving partially observable
stochastic games [19].

Recent work on adversarial attacks on learning techniques have found attacks on deep RL sys-
tems [4, 20, 24]. A recent work [30] looks at the adversarial problem as a zero-sum stochastic game
with complete information for both players and proposes a best response dynamics approach to
solve the problem; that is, alternatively, each player plays its best response fixing the other player’s
last policy. However, there is no guarantee of best response dynamics converging to an equilib-
rium, even in zero-sum games (for example, matching pennies). Our problem is harder due to the
partial observation of current state. We utilize a different technique where the successful attack of
the attacker is incorporated as episodes in the RL training of the other player, which is inspired
by the double oracle technique in game theory. Double oracle techniques have been used in game
settings [21] and adversarial settings also [41], but is computationally very costly. Our approach of
including only the discovered and valid attacks as training episodes for the defender is a simplifica-
tion that allows for scalability. We also show that robust performance does not just mean reaching
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the equilibrium but also depends on the value of the equilibrium, which in our case relates to the
resources (budget) of players.

Finally, queueing processes are well established as a natural model for arrivals and service [10,
11]. Some work extends the classic queueing processes to deal with multiple rational customers
who can opt-out of joining a queue [2] or strategic selection of scheduling criteria such as first
come, first served (FCFS) [3].

The work presented in this article differs from the work in the literature in the following ways:

(1) The CSOC-RL model proposed in Reference [36] is tested against stochastic events. How-
ever, in order to deploy this model, it must be tested against a strategic adversary. In this
work, we propose an adversary who can fully observe and interact with the CSOC-RL
model and uses an RL framework to learn the best policy of actions to test the robustness
of the CSOC RL model. Such an interaction for evaluation would be an important addition
to the real-world applicability of the CSOC-RL model.

(2) The game theoretic approach presented in this work accounts for the realistic scenario of
incomplete information and signals, and explains theoretically and empirically the subtle
relation between the budget of the players. Further, our game has a non-standard long-
term utility (see model later).

(3) The model presented in this work has an adversarial interaction of two players on top
of the queuing process, which, as far as we know, has not been addressed in the queuing
theory literature.

3 BACKGROUND, PRIOR WORK, AND NOTATION

In this section, we provide a brief summary of the prior CSOC-RL work as well as a brief back-
ground about the queuing process used in that work. The arrival of alerts was modeled as a Poisson
process with the nominal rate of Ay = 1,919 alerts/hour, which was chosen based on the inputs ob-
tained from the CSOC operators. The adversary was modeled as a fixed stochastic adversary that
changed the actual alert arrival rate A (1 > A) according to an unknown stochastic distribution.
This CSOC-RL work modeled the first level of inspection in a CSOC. The first level of inspection
is a fast inspection that decides the severity of the alert and whether a follow-up second detailed
inspection is required. Given the almost same steps for all alerts in this first level of inspection, the
inspection time for every alert is the same. Based on the arrival nominal rate A, and the time to
service an alert, a nominal number of analysts were chosen so that the aggregate nominal service
rate of alert was pp = 1,920 alerts/hour. However, the actual service rate y varied stochastically
with an unknown distribution (always < y) due to factors such as analyst absenteeism, failure of
sensors, etc. We skip the details of analyst scheduling in Reference [36], as that is not required for
this exposition.

Background on queuing theory: The above model with fixed rates (4 = g, A = Ao) is exactly
an M/D/1/FCFS queue (this notation is the standard Kendall notation from queuing theory). M
stands for Poisson arrival, D for deterministic service time, 1 for the number of servers (here, all
analyst are clubbed together as one server), and FCFS means that the alerts are inspected on a
first-come-first-serve basis. The M/D/1/FCFS queue has been studied a lot and can be viewed as
a discrete time Markov chain with infinite state space {0, 1, ...} that represents the queue length.
The transition probability of this Markov chain depends on A, yy. Let A;, Z; be the random
variable that denotes the number of arrivals and number of alerts serviced in the ' hour. With
fixed nominal rate, P(Z; = pp) = 1 (deterministic service) and P(A; = n) = % (Poisson
distribution). Given queue length b;_; at time ¢ — 1, the transition probability can be expressed
as a function h of A, o as follows P(b; | b;—1) = P(A; — Z; = by — by—1) = h(Ay, po, by — by—1). An

ACM Transactions on Intelligent Systems and Technology, Vol. 11, No. 3, Article 32. Publication date: March 2020.



32:6 A. Shah et al.

important aspect of M/D/1/FCFS queue is the ratio py = % The queue is stable with a finite
expected queue length only when py < 1. With the given nominal rates, we have p, = 0.999479.

MDP of the CSOC-RL problem: However, note that with varying A, p (with unknown distri-
bution), the CSOC-RL model is not exactly a M/D/1/FCFS queue. Yet, it can still be described by
a Markov decision process with the unknown transition probability as P(b; | b;—;) = P(A; = S; =
by —biy) = f h(A, . by — bi—1)p(A, ) dA du, where p(A, p) is the joint (unknown) density of the
randomly varying A, . As the transition probability is unknown, the CSOC-RL work modeled the
defender’s problem as an RL problem. Note that as A > Ay and p < py, the instantaneous p = %
can be > 1. Thus, the defender is provided with a total of X = 28,800 additional inspections to
be used over N timesteps, and the A, i are so controlled so that the additional alerts (counted as
total additional number of alerts due to higher A and fewer inspections due to lower ) is also not
more than X. The defender-adversary interaction was modeled over N = 336 hours (two weeks)
as the staffing changes every two weeks. In every hour, the defender could call up to 10 extra an-
alysts, which translated to at most E = 2,400 additional inspections per hour. Also, an analyst has
to be allocated for a minimum of 15 minutes, which translated to a discrete allocation of additional
inspections in chunks of M = 60 alerts. Formally, the RL problem was modeled with

—State: s € S is a tuple s = (b, n, x), where b is the backlog of alerts at the end of time interval
t; n is the number of time intervals remaining; and x is the resources remaining for the
defender. The initial budget for the defender is X. The initial value of n is the time horizon
N.

— Action: The defender’s action is to allocate d (d < x) additional inspection resources at the
start of the time interval. d is a multiple of M and an integer between 0 and E.

— Transition: In the next state, n decreases by one, x decreases by d, and the next b’ is given by
P’ |s,d)=P(A;—Z;=d+b" -b) = f h(A, p,d +b" = b)p(A, p) dA dp, where Ay, Z; are
defined above.

— Rewards: The immediate reward has two terms. The first is due to the cost incurred by the de-
fender from the backlog after allocating additional inspections given by C(s,d) = f(b — d),
where function f normalizes the cost to lie between [0, 1] with the value increasing (not
strictly) with its argument. The second term is g(x, n), which incentivizes preserving addi-
tional resources per time remaining, i.e., g increases with increasing ratio x/n and normal-
ized to lie in [0, 1]. Thus, the immediate reward is — f (b — d) + g(x, n). The term g serves as
a reward shaping term.!

Details of the RL training, the function g, and the size of the problem are provided in the CSOC-RL
paper.

Measuring performance: While the RL model described above includes a reward for preserv-
ing budget, the effective reward for the defender is only from backlog. The purpose of the term
q for preserving budget was to converge quickly to learn to not exhaust all budget. Thus, as pre-
sented in the CSOC-RL work, we also show rewards only for the backlog term. In more details,
the function f(x) is a piecewise linear function defined as

0 forx <L
f(x) = i‘/;_l‘ forL<x<U
1 forU < x

=

1A reward shaping term in reinforcement learning encourages faster convergence of the learning [18, 28]. ¢ does not
directly contribute to the defender’s cost.
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In the prior CSOC-RL work, L = 1,175 (U = 4,350) alerts corresponds to 1 hour (4 hours) worth
of average wait time to inspect an alert (AvgTTA). The results in the CSOC-RL paper show the
backlog in terms of AvgTTA, which we elaborate on further in the experiments section. The f
function was designed in consultation with experts from the real-world CSOC, and f is a simple
linear function normalized to lie in [0,1] between the acceptable one hour backlog and the unac-
ceptable 4 hours backlog. From our conversation with real-world CSOC operators, the defender’s
aim is to keep the maximum AvgTTA over the time horizon N as low as possible, with anything
over the 4-hour threshold being unacceptable.

4 ADVERSARIAL EVALUATION METHODOLOGY

In this section, we present our approach to the red team evaluation. The approach has three distinct
parts that are presented in the following sections.

4.1 Adversarial RL

Recall that the attacker in the CSOC-RL work was a fixed stochastic agent that changed the actual
alert arrival rate A (A > Ao) according to an unknown stochastic distribution. We make the attacker
truly adversarial by allowing him to control the number of alerts to send in every timestep, subject
to a total budget constraint Y. The attacker’s optimal attack problem can be set up as an RL problem
itself. The MDP of the adversarial RL problem is described as:

— State space: s € Sisatuples = (b, n, x,y), where b, n, x are the same as for the defender MDP.
y is the additional alerts remaining for the attacker. The initial budget for the attacker is Y.

— Action space: The adversary action is to send a (a < y) additional number of alerts at the
start of the time interval. a is a multiple of M and an integer between 0 and Y.

— Transition: In the next state, n decreases by one, x decreases by d (d given by the fixed
and known defender policy), y decreases by a, and the next b’ is given by P(b’|s,a) =
P(Ar=Zy—d+a=b'—b) = [ h(do,p,b' = b+d — a)p(p) dp.

— Rewards: The immediate reward has two terms. The first is exactly the cost incurred by the
defender C(s,d) = f(b — d). The second term is q(y, n), which incentivizes preserving ad-
ditional alerts per time remaining, i.e., g increases with increasing ratio y/n and normalized
to lie in [0, 1]. Thus, the immediate reward is f(b — d) + q(y, n). Similar to the defender RL,
the term q is a reward shaping term that encourages faster convergence of the learning.

Few points to note about the adversary model are: (1) the adversary is very powerful as it has
complete knowledge of the backlog b and the defender state x; (2) the base alert arrival rate A
is fixed to Ao, since the additional alerts are all controlled by the attacker, but the y still varies
randomly; (3) the adversary has no hard bound on the number of additional alerts per hour (like E
for the defender), but the g function acts as a soft bound for the number of additional alerts/hour;
and (4) the adversary model assumed here allows attacks only by sending additional alerts over
and above the base number of stochastically generated alerts.

As we show later in experiments, the defender policy learned from the prior RL approach is
robust to this attack when Y < X. This is surprising, as learning methods, including RL, have been
shown to be vulnerable to attacks. In order to understand and explain this robustness, we analyze
the defender-adversary interaction in a game theory model in the next section.

4.2 Game Theoretic Model

We start by presenting a unified model of a two-player zero-sum repeated game formulated in a
recent book by the authors of Reference [27]. Our CSOC-GAME will be presented as an instance
of such games. A zero-sum unified repeated game with signals (S, I, J,C, D, , q, g) is defined by a
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set of states S, two finite sets of actions I (for player 1) and J (for player 2), two sets of signals C (for
player 1) and D (for player 2), an initial distribution 7 € A(S X C X D), and a transition function ¢
from S X I X J to A(S X C X D), where A(S) denotes the set of probability distributions on a given
set S. The reward function for player 1 is given by function g : S X I X J — [0, 1]. The reward for
player 2 is —g. At each stage, t players choose actions i; and j;, and a triple (s;11, ¢z+1, d¢+1) is drawn
according to q(s¢, iz, jr) (for t = 1, the draw is according to ), where s; is the current state, inducing
the signals cs1, dr+1 received by the players and the state sy at the next stage. Player 1’s history at
stage t is ¢y, i1, . . ., C;—1, iz—1, ¢;; similarly, player 2’s history is dy, ji, . . ., d—1, ji—1, d;. The history
of the game is ¢y, dy, i1, j1s - - - » C—1, dp—1, i1-1, ji—1, €, dy. Given perfect recall, a behavioral strategy
for player 1is a sequence o = (0;);>1, Where o, the strategy at stage t, is a mapping from possible
histories to A(I), with the interpretation that o;(h') is the mixed action used by player 1 after its
history h!. Similarly, a behavioral strategy for player 2 is a sequence 7 = (7;);»1. This game model
is very general and a suitable choice of signal space can model repeated and stochastic games with
perfect or imperfect information. Given the above model, an evaluation function maps infinite
game histories to total reward. In a typical repeated game, this evaluation function is a discounted
sum of the per stage rewards given by g.

The defender adversary interaction is a game on top of an underlying stochastic process of
arrival and processing of cyber-alerts, with varying rates of arrival A and service p (stated in Sec-
tion 3). In order to model the defender attacker interaction as a unified repeated game model, we
remove two heuristic choices made in the RL models. We first remove the term g in the defender
reward, as that term was used only for faster convergence. Next, we remove term q in the adver-
sary reward, and instead place a hard bound E on the number of additional alerts per hour. The
game model is as follows:

—Player 1 is the attacker and player 2 is the defender.

— State space: Each state s € S is a tuple s = (b, n, x, y) with the exact same specification as the
MDP of the adversary RL.

— Action spaces I and J: The adversary action is to send a an additional number of alerts over
at the end of the time interval. The defender action is to allocate d additional inspection
resources at the start of the time interval. a and d are both multiples of M, and both are
integers between 0 and E.?

— State transition: Recall that A, is the random number of alerts arriving due to the un-
derlying Poisson process with random rate A in the time interval ¢. Similarly, Z; is the
number of alerts processed at random service rate p. Given s = (b, n, x, y) with n > 0 and
actions d and a, the resultant state s’ = (b’,n’,x’,y’) satisfies n’ =n—-1if n> 0, x’ =
max(0,x — d), y’ = max(0,y — a), and b’ = b — min(d, x) + min(a, y) + A; — Z;. Let E de-
note b’ — b + min(d, x) — min(a, y). It can be seen that P(s” | s,d,a) = P(b" | s,d,a) = P(A; —
Z; =E) = fh(/lo, 1, E)p(u) du. States with n = 0 are sink states.

— Time horizon: While the game is of finite horizon N, we model it as infinite horizon by fixing
the rewards for both players in any state with n = 0 to 0 (see the next item).

— Rewards: The cost incurred by the defender is the backlog after allocating additional inspec-
tions, i.e., C(s,d) = f(b — d). The immediate reward for players is:

— Attacker: ¢(s,d, a) = C(s,d) when n > 0, else 0
—Defender: —g(s,d, a) = —C(s,d) when n > 0, else 0
The game is clearly zero-sum.

2The game model is well-defined when the action space does not change over time. The budget constraint on action is
indirectly imposed in the state transition using the min functions.
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— Signal space C and D: Both players observe separate signals after their actions. The attacker
has complete observation; thus, the attacker’s signal after the current timestep is the next
state s” and d, a. The defender does not observe the attacker’s action a and the y part of
the state. However, the defender receives signals for these, which is the backlog b’. Thus,
the signal for the defender is b’, n’, x’, d. The signal probability for the defender is defined
exactly like the state transition probability P(b’|s, d, a).

— History of signals: At any time point T the history observed by the adversary is a history
S, dy, ap for all t < T. For the defender, the observed history is by, ns, x;,d; for all t < T.
A play of the game till time T is defined as s;,d;, a; for all t+ < T (this is the same as the
observed history of the attacker as an adversary observes all the past). All infinite plays of
the game are denoted by the set H.

— Strategy: As defined earlier, strategies are functions of observed player histories to mixed
actions. For the attacker, strategy o is a function from all past states and both players’ action.
For the defender, strategy 7 is a function of all past b, n, x, and d.

— Evaluation function: In contrast to the standard stochastic game, the defender only cares
about the maximum length of the queue of alerts over the time intervals. Thus, the long
term reward for the defender is the inf of the rewards over all time intervals (note that the
defender stage reward is negation of cost; hence, inf captures the worst backlog over time).
For the attacker, due to the antagonistic nature of interaction, the long-term reward is then
sup(h) = sup,, g(s¢,ds, a;) for h € He.

Fortunately, even for such a complex game, a minimax theorem holds for sup evaluation [17]
(which is not true for many other evaluation functions), thus,

supinf E, ;(sup(h)) = inf sup E, . (sup(h)) =V

The above result can also be interpreted from the defender’s perspective that there is a strategy
7" that can achieve value —V irrespective of the strategy used by the adversary. However, the
magnitude of the value V is important (e.g., V = 1 is not very good for the defender as it provides
the lowest utility possible —1). We show below that the budgets of the players decide what V will be
achieved for the special case of fixed service rate. Fixed service rate is a mild assumption as analyst
absenteeism is rare and accounted for by a buffer of additional analyst time. Further, as defined,
these game strategies can be non-Markovian; that is, these strategies depend on the history of
backlogs. Reinforcement learning learns policies, which, by definition, are Markov strategies that
only depend on the last state. However, our result below constructs a simple Markov strategy
that achieves a minimum value for the defender showing that the space of Markov strategies also
contains policies that guarantee high minimum value for the defender.

THEOREM 1. Given fixed y1 = i, the defender can guarantee himself a long term reward of (a)
at most —[1 — exp(—€21/2T)] * f(R—pu* T + (T —€)  A), if Y = X > R, where T,e (T < N) can be
chosen to maximize the loss and (b) at least (1 + f(B))(1 — 1/B)NH/B —1,if Y < X. Further, the guar-
antee of case (b) is provided by a simple rule-based policy: (S1) whenever the backlog exceeds B by x,
allocate x additional inspections.

Proor. First, the case when Y = X + R; the case when Y > X + R can be analyzed in exactly the
same way as below by assuming that the adversary uses only X + R alerts. Consider the attacker
sending B = Y/T alerts every hour from the start. In T hours, the attackers send Y additional alerts.
In T hours, the number of arrivals S from the Poisson process form a Poisson distribution with rate
TA. The following concentration inequality is known for Poisson distribution [31]

292 2
P(S <TA—-€l) <exp (—%) = exp (_%)
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Thus, with probability > 1 — exp(—e;—TA), the number of normal alerts arrivals in T hours is more
than (T — €)A. The number that can be served by normal analysts in T hours is Ty; that is,
uT — (T — €)A of the additional alerts could be served by normal inspections. Thus, by the T*"
hour, even if the defender has used all additional resources X, there are still Y — X — uT — (T — €)A
alerts in the queue, which corresponds to f(R — uT + (T — €)A). Thus, the expected utility is worse
than —[1 - exp(—ezz—TA)] % f(R— uT + (T — €)A). As an example, plugging in numbers T = 14,€ =
0.3,R = 4,800, the queue length builds up to 4,210 with probability > 0.998, thereby providing
very low expected utility —0.95.

Next, we consider the case when Y < X. In this case, we first prove that the probability of the
backlog being more than B over the finite horizon N is small.

A busy cycle for an M/D/1 queue is defined as a time period in which the queue length first goes
to 0 starting from 0. It is known that all busy cycles are i.i.d., since an M/D/1 queue is a regenerative
process [11]. A busy cycle with time length less than B/p hour will not have more than B alerts in
the queue, since, by definition, the server is busy and it can serve < B alert in less than B/ hour,
so the max queue length cannot be > B. Thus, we focus on busy cycles of time length > B/p hour.
There can only be Nu/B such busy cycles in N hours.

In each busy cycle, the probability of the queue length being at most j is given by P;, where it

is known that P; > 1 - % [11]. Due to ii.d. busy cycles, the probability of queue length being less

than B over all the N hours is then more than (Pg)N#/B.

Next, consider the event where the queue length remains below B for all N hours. Consider
one run of the underlying queuing process with the queue lengths x; to xs36 at every hour. Any
additional alerts k sent by the adversary in the j** hour raises the subsequent queue lengths to
x; + k for i > j.Let the adversary send alerts quantity ky, k, . . . at ji, ja, . . . respectively. According
to the defender’s policy, the queue length will always remain below B after the defender action
as long as the defender has enough resources to allocate. Thus, we will argue that the defender
resources are not exhausted. Consider the maximum queue length without defender intervention
between j; and j,: Q = max{x; + k1 | j; < i < j»}. Let the total defender intervention within ji, j»
be d;. At any time, if the total defender intervention within jj, j; is equal to Q — B, then the queue
length remains below max{x; | j1 < i < j2} < B beyond this point. The defender intervention also
is never more than Q — B because, if so, then the last time that the defender intervenes, he can
reduce his resource allocation to be exactly Q — B and achieve the goal of keeping the queue below
B. Thus, d; < Q — B. Next, since each x; < B, we have k; > Q — B > d;. In a similar manner, it can
be seen that k; > d; for all i. Thus, the total additional resources used by the defender will always
be less than the additional alerts sent by the adversary. Since the budgets are the same, the defender
will not run out of resources.

Given the maximum queue length remains below B, providing defender utility — f (B) with prob-
ability more than (Pg)N#/B and assuming the worst-case utility of —1 otherwise, we obtain the
expected reward: (1 + f(B))(Pg)N*/B — 1. For example, B = 1,500 yields around —0.3 utility. O

The analysis above reveals that there exists robust defender polices that are robust to any at-
tacker policy only when the resources (budget) of the attacker are lower. Thus, robustness is highly
dependent on the resources of the players; that is, the player with a resource advantage wins the
game. The observed robustness of the CSOC-RL defender policy in experiments can be explained
as the learned defender policy being one of the robust policies (or being close enough). As far as
we know;, this is the first analysis of a game theoretic model of a scenario when two opposing
players want to control the queue length in an M/D/1 queue.

Further, the theorem provides a simple rule-based baseline policy S1. We further propose a
more aggressive rule-based policy: (S2) whenever the backlog exceeds B by x, allocate x + (B — L)
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additional inspections. S2 is more aggressive as it brings the backlog down to the acceptable lower
bound L whenever it exceeds B as opposed to just bringing the backlog down to B. We compare
the RL approach against both S1 and S2 in our experiments.

However, the theoretical result above is limited in a few ways. First, the result is proved under a
fixed service rate. Second, the policy S1, while guaranteeing a minimum reward, is not necessarily
the best policy. An RL policy that learns from experience and adapts more frequently than S1 might
be better; in fact, Figures 2(f) and 3(c) show that our defender RL policy does better than S1. Third,
the above analysis is under the modeling assumption that both defender and adversary actions are
multiples of M. In the next section, we show how violating this assumption enables the adversary
to overwhelm the queue. Finally, the theoretical analysis assumes simple mathematical properties
such as Poisson arrivals; as such, S1 will do good only when such assumptions hold (which do
hold for our experiments). On the other hand, an RL system will learn the arrival distribution and,
accordingly, be robust to the variations in the arrival distribution.

4.3 Attacking Modeling Assumptions

The last two sections followed the assumption from the CSOC-RL work that the attacker generates
alerts with the same discretization in the action-space as the defender, which was fixed to multiples
of M = 60 alerts. This models a practical constraint for the defender that an additional analyst must
be allocated for a minimum amount of time once engaged. However, this constraint in the action-
space is too restrictive for the attacker. Thus, we relax this constraint for the attacker allowing
him to have a finer discretization by sending alerts in multiples of 30. We attack using the same
adversarial RL setup of Section 4.1 with this new chunk size of 30 for the adversary. We show in the
experiments that this attack succeeds in building up a large backlog (high AvgTTA). The result is
explained by the observation that the attacker uses few additional alerts to elicit a disproportionate
response of additional resources from the defender. Such a disproportionate response is harmful
for the defender, which can be seen in the following two scenarios that can arise: (1) the additional
inspection resources (along with the baseline inspection resources arising from the service rate y)
reduce the queue length to zero and then some inspection resources (additional or baseline) are
wasted; or (2) the additional resources are spent in handling the baseline alerts due to a sufficient
number of baseline alerts already present in the queue, but later, when fewer baseline alerts arrive,
some of the baseline inspection resources are wasted (because a portion of the queue is already
cleared by the additional inspections). In either case, as more additional inspections are spent than
the additional alerts generated, at some point, all additional inspections will be exhausted with
many additional alerts still available for the adversary to generate. At this point, the adversary can
use the leftover additional alerts to increase the queue length since the baseline inspection rate y is
only enough to handle the baseline alert generation at rate 1. We also experimented with smaller
chunks than 30 for the attacker.

The fix for the above attack is inferred from the game theoretic nature of the problem. In particu-
lar, this new attack policy is an adversary best response that was not considered when learning the
defender RL policy. Thus, using a double oracle like approach, we retrain the defender by includ-
ing episodes from this new attacker policy in the defender RL training. The procedure is precisely
described in Algorithm 1. After the first defender attacker policy is trained, it is checked whether
the new attacker policy is successful (line 5). If the attack is successful, then the simulator for
the defender RL environment is updated to use the new attacker policy (line 9; see also Figure 1).
Then, in the next run of the loop, the defender RL training is done again with the RL environment
now using the new attacker policy. Similarly, the RL environment for the attacker is updated with
the new, retrained, defender policy (line 4, see also Figure 1) and the attacker policy is relearned
(line 5). This keeps continuing in the while loop till no new attacks are discovered. For the finer
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Fig. 1. A visual representation of the defender and attacker learning.

ALGORITHM 1: CSOC-RL Algorithm

Input: All parameters for the generation of non-adversarial alerts as in earlier work [36]

Output: Defender policy 7.

1 Build initial simulator for defender RL as described in Reference [36];

2
3

10

11

12

13

14

while new_attack = true do

policy 7;

in Figure 4(a) and (c));
new_attack = true;

adversary policy o;
else

‘ new_attack = false
end

end
return v

if the queue length results show an attack then

Perform defender RL training as described in Algorithm 2 of Reference [36] to get the defender

Use the defender policy 7 as the fixed defender policy to build a simulator (the MDP environment)
for the adversary RL as described in Section 4.1.;

Perform adversary RL training as described in Section 4.1 to get adversary policy o;

Simulate the defender policy 7 and adversary policy o and obtain the results for queue lengths (as

Update the simulator for defender RL by substituting the adversary’s action by the new

discretization attack discovered, we find that the new relearned defender policy is robust to the
discovered attacker policy after just one relearning of the defender policy; then, no new harm-
ful attacker policies were discovered when the adversarial RL approach was used to attack the
relearned defender policy.

We call the above method “double oracle like” as the classic double oracle approach [26] involves

computing the game equilibrium in each iteration round (while loop) with all discovered players’
policy till that iteration, which gives a mix (probability distribution) of multiple policies as the
resultant strategy of a player at that step. In contrast, we aim to find one defender policy that is
robust to all successful attacker policies. Our experiments reveal that we are indeed able to find
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such a defender policy for our problem. Theorem 1 provides a mathematical explanation (for a
restricted case though) for the existence of such defender policies in our problem setting.

5 EXPERIMENTS

We explain the experimental setup including our measurement metrics. First, the experimental
setup is to simulate the arrival and processing of alerts. The simulation model we use is the same
as in the previous CSOC-RL work [37]. At a high level, the simulator simulates the underlying
queuing process as well as uncertain events such as analysts absenteeism and the like. Other sig-
nificant realistic aspects simulated are that additional analyst’s time is obtained by first making
regular analysts work overtime and then bringing in additional analysts, if required. As in the pre-
vious work, we fix the defender budget as 28,800 additional inspections over the N = 336 hours.

In the same CSOC-RL work, the authors rely on a metric called average total time for alert
investigation (AvgTTA). The time for alert investigation of an alert is the waiting time in the queue
and the analyst investigation time after its arrival in the CSOC database. The AvgTTA is estimated
as the average of the time for alert investigation values of all the alerts that were investigated in
an hour. It is to be noted that the AvgTTA is measured on an hourly basis in the experiments. It
is a requirement of the CSOC under study that the AvgTTA remain within 4 hours. One hour or
less was determined to be ideal, and anything within 1-4 hours is acceptable.

The CSOC-RL application uses a color-coded representation of AvgTTA, which was developed
in a prior work [37]. Different color-coded tolerance bands are created below the 4 hours and
above the 1 hour value of AvgTTA, for example, as shown in Figure 2(a). As stated earlier, the
AvgTTA value directly corresponds to the amount of backlog (1 hour is 1,175 alerts, 4 hours is
4,350 alerts, and is linearly interpolated). The color-coded representation of AvgTTA is as follows:
1-2 hours is green (acceptable), followed by yellow for 2-3 hours (acceptable), orange for 3-4
hours (acceptable), and red (unacceptable) above 4 hours. Any value below 1 hour is rounded up
to 1 hour. Our results show the hour by hour backlog for the worst run (run with maximum backlog
ever) among 500 runs using the color-coded representation (for example, the line in Figure 2(a)).
It is to be noted that the worst run corresponds to the run with the maximum amount of backlog
observed between time ¢ and ¢ + 1. We decided to use the worst run in place of the average values
for each timestamp so that we can obtain a temporal observation of the CSOC performance in
that respective run. It is known that interpretability and usable interfaces are among the main
issues in the adoption of Al technologies in the real world [33, 39]. Toward that end, the color-
coded visualization was found to be extremely useful in displaying and explaining the CSOC-RL
results to non-mathematical experts [36]. While the visualization is coarser than numerical results
expressed using the function f, they are much more easily interpretable by humans.

In this work, we introduce another easily interpretable metric that we call the AvgTTA propor-
tions. Given the stochastic arrivals of alerts due to the queuing process, it is not sufficient to look
at a worst-case run of the system. Thus, we show a pie-chart with the proportion of hours among
the 500N hours over 500 distinct runs corresponding to backlog in one of the four color bands.

5.1 Analyst Scheduling and Experimental Setup

Next, we present an overview of the analyst scheduling and experimental setup. We follow the
same setup as in the prior work [36], except for the intelligent adversary part, which we specify in
subsequent sections. Table 1 shows the parameters used for the experiments. The base alerts are
generated stochastically as a Poisson process from the sensor clusters with the average time be-
tween alert generation given in Table 1. Note that additional alerts are generated by the adversary.
The alert analysis process at the CSOC is simulated using the algorithm in Reference [37]. It is to
be noted that the analysts are staffed such that the service rate of alerts is slightly higher than the
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Fig. 2. Results for Adversarial RL attacks.

Table 1. Parameter Values for the CSOC-RL Model

Parameter Value
Number of clusters of sensors 10
Distribution of time between alert generation (s) | Exponential(18.8)
Base number of analysts 10

% effort of analysts toward alert analysis 80%
Average time taken to investigate an alert (s) 15
Baseline AvgTTA (in hours) 1
Threshold AvgTTA (in hours) 4
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arrival rate of alerts, i.e.,, p = (A/p) < 1. It is customary at a CSOC that an analyst’s time is split
between alert analysis work, report writing, training, and on generating signatures for Intrusion
Detection System (IDS). Based on the work in Shah et al. [36], we keep the percentage effort of all
the analysts toward alert analysis work at 80%. It is to be noted that the alert service time (p) is cal-
culated using the time allocated to the alert analysis process (i.e., 80%). Upon making the decision
to allocate resources, the CSOC first utilizes the remaining 20% of the analysts’ time available dur-
ing the work-shift to analyze alerts in the backlog queue before summoning the on-call analysts.

5.2 Adversarial RL

We attack the learned defender RL using our adversarial RL method stated earlier. We try three
different variations on the adversary budget: (1) the adversary budget is the same as the defender
budget, but is constrained by a daily bound 28,800/14 ~ 2,057 of additional alerts, (2) the adversary
budget same is the same as the defender budget with no bounds, and (3) the adversary budget is
10% more than the defender budget with daily bounds.

The results for the worst-case (maximum overall backlog) run of the system as well the AvgTTA
distribution are shown in Figure 2. The adversary with the same budget and a daily bound (case
1 above) is unable to push the backlog beyond the green band in any of the 500 runs (Figure 2(e))
with the daily bounds. Figure 2(a) shows that the attacker dumps all additional alerts allowed in a
day at the start of the day. Even with no bounds, the attacker with the same budget (case 2 above)
is unable to push the backlog beyond the yellow band in the worst case (Figure 2(b)), with 97% of
500N hours remaining in the green band (Figure 2(f)). Again, all additional alerts are dumped in a
few hours at the start of the time horizon.

However, with just an extra 10% budget, even the daily bounded attacker (case 3 above) with
a daily bound 1.1 % 28,800/14 ~ 2,262 is able to push the backlog into the red zone in 22% of the
500N hours (Figure 2(g)); Figure 2(c) shows that toward the end, the backlog builds up and stays
high since the defender resources get exhausted. Figure 2(d) shows the defender resources getting
exhausted before N hours corresponding to the runs in Figure 2(c). The backlog does not reach the
red zone always, because in those runs where the number of stochastic alerts is low, the defender
does not expend its additional resources, and is able to control the backlog.

These results provide an empirical evidence that the learned defender RL policy is robust to
the best response of the attacker. Further, the results also reveal the subtle relation between the
robustness of the defender and the budgets of players as claimed in Theorem 1.

5.3 Theoretical Baseline

Our next set of experiments are for the baselines S1 and S2 that we derived in Section 4.2. Re-
call from Theorem 1 that B is the threshold parameter for policy S1. We choose the threshold B
corresponding to AvgTTA of 2 hours, or equivalently 2,233 alerts. We experiment with the more
powerful unbounded attacker (i.e., no daily bound) with the same budget as the defender budget.
The worst-case runs (Figure 3(a) and (b)) show that the baselines perform reasonably and are able
to recover from the initial barrage of alerts sent by the unbounded attacker. Yet, the backlog still
goes to the orange band as can be seen from the figures. Further, compared to the proportions for
RL policy (Figure 2(f)), the proportions are worse for the rule-based policy (Figure 3(c) and (d)). As
pointed out in the discussion after Theorem 1, this shows that the theoretically rule-based policy
is not necessarily the best robust policy.

However, the rule-based policy is much simpler and more interpretable than a large RL policy.
In literature, there is evidence for the phenomenon that sub-optimal but simple decision aids are
more convincing for human users and more likely to be trusted and adopted [15]. Thus, while
sub-optimal, the rule-based policy is still a competitive candidate for deployment.
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Fig. 3. Results for attack on baseline policies S1 and S2.

5.4 Attacking Modeling Assumptions

Finally, we show results for our attack that exploited modeling assumptions in the prior CSOC-
RL work. We conduct this attack with the restricted attacker (with daily bounds) and the same
budget as the defender budget. We allow the attacker to choose a chunk size of 30. Figure 4(a)
shows that even the restricted attacker with a daily bound is able to successfully push the backlog
into the red zone. We observe that the attacker is able to elicit a disproportionate response by
the defender, which results in the defender’s additional resources getting exhausted toward the
end of the time horizon (please see the intuitive explanation for this provided in Section 4.3);
Figure 4(b) shows the defender resources getting exhausted before N hours corresponding to the
runs in Figure 4(a). Overall, the attacker is able to keep the backlog in the red zone in 12% of the
500N hours (Figure 4(c)).

The performance of the corresponding robust defender policy learned by retraining the defender
with episodes from the adversarial attack is shown in Figure 4(d) and (e). Intuitively, the relearned
defender policy exhibits more patience by allowing the backlog to be higher on average (worst run
in Figure 4(e)), yet manages to keep the backlog in the green zone over the time horizon for 95%
of the 500N hours (piechart in Figure 4(d)). We also attacked the relearned defender policy using
various different chunk sizes for the adversary (all the way down to one) and found the defender
to be robust against all of the chunk sizes less than 30.

Next, we conduct the same model assumption attacks against the baselines S1 and S2. Figure 5
shows the results of attacking S1 and S2 using the restricted daily bounded adversary with a finer
discretization of size 30. It can be seen that S1 is quite robust to the attack, whereas the more
aggressive S2 suffers from the attack, which highlights our observation that a more patient policy
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Fig. 4. Results for attack on baseline policies S1, S2 and attack against model assumption.

is beneficial against this attack. For $2, the defender resources get exhausted before the N hours,
and then the attacker is able to successfully push the backlog high. Note that the piechart for
51 looks better than Figure 3(c) because this attack used a daily bounded adversary, unlike the
unbounded adversary attack on S1 and S2 in Figure 3(c) and (d) respectively. Also, observe that the
relearned defender policy, while going to the yellow zone about 5% of the time, keeps the average
queue length lower than the average queue length for S1; thus, on average, it is better than S1. As
stated after Theorem 1, the theoretical analysis was done using a modeling assumption that both
defender action (additional resources) and adversary action (additional alerts) are multiples of M,
which followed the model from the prior CSOC-RL work. The experimental results we showed here
reveal that in spite of the theoretical defense guarantee provided in Theorem 1, an attacker can
succeed in overwhelming the queue by exploiting such assumptions built into the mathematical

model.
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Fig. 5. Modeling assumption attack on S1 and S2.

6 CONCLUSION

We performed a red team evaluation of a cyber-alert inspection system that is under consideration
for deployment. We observed the system to be robust to the best responding adversarial alert
generation policy, but we also showed that a weakness in the model assumption could be exploited
by an attacker. We provided a game theoretic formulation of the problem, which allowed us to
understand the defender-adversary interaction. In particular, we showed that players’ resources
(budget) are a critical factor in deciding whether the defender policy can be robust. The theory
also yielded simple and sub-optimal but usable defender policies. Further, using game theoretic
insight we made the defender RL approach robust to the discovered successful attacker policy.
The adversarial RL and double oracle approach in RL are general techniques that are applicable to
other RL usage in adversarial environments.
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