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Abstract. Cloud is a computing paradigm for allowing data owners
to outsource their data to enjoy on-demand services and mitigate the
burden of local data storage. However, secure sharing of data via cloud
remains an essential issue since the cloud service provider is untrusted.
Fortunately, asymmetric-key encryption, such as identity-based encryp-
tion (IBE) and attribute-based encryption (ABE), provides a promising
tool to offer data confidentiality and has been widely applied in cloud-
based applications. In this paper, we summarize the common proper-
ties of most of IBE and ABE and introduce a cryptographic primitive
called ElGamal type cryptosystem. This primitive can be used to derive a
variety of ABE schemes. To illustrate the feasibility, we present generic
constructions of revocable attribute-based encryption and dual-policy
attribute-based encryption with formal definitions and security proofs.
By applying our proposed generic constructions, we also present instan-
tiations of these schemes. Furthermore, we demonstrate the high perfor-
mance of the proposed schemes via experiments.

Keywords: ElGamal-type cryptosystem - Attribute-based encryption
1 Introduction

Public-key encryption is the fundamental primitive of public-key cryptography,
which removes the key-agreement process in traditional symmetric-key encryp-
tion to facilitate data sharing via the certificate list. However, conventional
public-key infrastructure is vulnerable to certificate management. To address
this issue, identity-based encryption (IBE) [10] was proposed to provide a new
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paradigm by utilizing the user identity rather than searching the certificate of
the receiver. Unfortunately, IBE only provides coarse-level data sharing. To over-
come this drawback, attribute-based encryption (ABE) [26] was introduced.
There are mainly two types of standard ABE systems: key-policy ABE (KP-
ABE) and ciphertext-based ABE (CP-ABE) and they are useful in different
applications. KP-ABE provides the content-based access control by specifying
the receiver’s policy over ciphertext’s attributes for managing the accessing of
sensitive information. CP-ABE offers the role-based access control by specifying
the ciphertext’s policy over the receiver’s policy for controlling the data receiver.

IBE. Boneh and Franklin [10] proposed the first practical IBE by transform-
ing ElGamal encryption [12] in finite fields to bilinear groups. To improve the
performance, Boneh and Boyen [8,9] proposed the selectively secure IBE with-
out random oracles and Waters [28] introduced an adaptively secure IBE in
the standard model. Gentry [13] proposed an adaptive security IBE with the
constant-size parameter based on the interactive assumption. Abdalla et al. [1]
then proposed IBE with wildcard operation. Lewko and Waters [18] design the
first adaptive security IBE with the standard assumption by applying dual sys-
tem encryption [29], which also used to design the adaptive security ABE [17].

KP-ABE. In KP-ABE, the key generation center (KGC) generates the users’
secret keys based on corresponding access trees, and ciphertexts are encrypted
over a set of attributes. The encryptor has no control over who has access to
the data except by choosing descriptive attributes for the data. The initial work
was introduced by Sahai and Waters [26]. To enrich the expression, Goyal et al.
[14] provided KP-ABE with monotonic span programs and Ostrovsky et al. [22]
proposed KP-ABE supporting non-monotonic access structures. Attrapadung et
al. [3] then proposed KP-ABE with constant-size ciphertexts.

CP-ABE. In CP-ABE, access trees are used to encrypt data and users’ secret
keys associate a set of attributes. The encryptor has to manage the access tree to
specify the users’ access right. The seminal work was introduced by Bethencourt
et al. [6] with two-level random masking methodology. Waters [30] introduced
the first selectively secure CP-ABE under the non-standard assumption, and
Rouselakis and Waters [24] provided CP-ABE with the large universe.

Generic ABE Constructions. Generic constructions of ABE have been well
studied before. Sahai et al. [25] proposed the generic ABE with piecewise key
generation to derive RABE. Chow [11] provided generic ABE with the properties
of key partition and ciphertext partition to build RABE with the multi-authority
setting. Not surprisingly, self-updatable ABE [16] also applied a similar strategy.
The core technique of them are based on the secret-splitting trick, and we also
apply this concept to build generic schemes.

Many cloud-based data sharing applications are built based on IBE and ABE
since they facilitate data sharing securely. However, consider usability and func-
tionality, directly applying these scheme in cloud-based applications is insuf-
ficient. To address this problem, many cryptosystems with practical proper-
ties have been proposed, such as public-key cryptosystems with revocation
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(e.g., revocable IBE and ABE, RIBE/RABE for short) and dual-policy ABE
(DP-ABE) with content-based and role-based access control simultaneously.

RIBE/RABE. RIBE/RABE (as shown in Fig. 1) is an extension of IBE/ABE
by providing an efficient revocation mechanism. The issues of revocation have
been pointed out in the corresponding seminal works [10,23] and they suggested
extending each attribute with an expiration date, e.g., private keys periodically
update by representing an attribute as att||t, where att is the real attribute and
t is the current date. However, such an approach incurs the heavy workload and
unscalable because a secure channel between KGC and each user needs to be
established each time. Boldyreva et al. [7] solved this issue by introducing indirect
revocation, which divides the (short-term) decryption key into the long-term
secret key and the public key-updating material. With this method, KGC only
publishes public key-updating material in each revocation epoch. By applying
tree-based structure [21], the size of the key-updating material is logarithmic in
the number of system users. However, this work suffers decryption key exposure
attacks. The frequently used decryption key could be compromised due to a
variety of reasons, such as side-channel and key-leakage attacks. The long-term
secret key will be compromised if the short-term decryption key is leaked. Seo
and Emura [27] provided a strong model with perfect forward secrecy in the
identity-based setting and proposed a secure RIBE under this model.

DP-ABE. To make the most advantages of both KP-ABE and CP-ABE, DP-
ABE (as shown in Fig.2) [2,4] was introduced. It is a conjunctively combined
between two types of ABE. Ciphertexts are specified access trees and a set of
attributes simultaneously, and the secret keys are also required to specified a
set of attributes and access trees. We further category DP-ABE into two types:
sequential DP-ABE and parallel DP-ABE. In sequential DP-ABE, receivers will
be able to decrypt if who pass both restrictions. Interestingly, the sequential DP-
ABE is similar to RABE with indirect revocation. In RABE, two restrictions are
long-term secret key and public key-updating material, where long-term secret
keys are related to the key-policy or the ciphertext-policy depending on the
access policy of RABE, and the public key-updating as the restriction based on
the revocation mechanism. In parallel DP-ABE (sometimes called one-policy DP-
ABE), receivers only need to satisfy one of two limitations to review messages.
It is worth to notice that Attrapadung and Yamada [4] provided the generic
construction based on ABE and pairing encodings, our generic constructions are
based on the different building block ElGamal type cryptosystem, which also
can be used to build RABE schemes.

1.1 Contribution

In this paper, we revisit ElGamal-like schemes [12] in both identity-based [1,5, 8~
10,18,28] and attribute-based [3,6,14,17,20,22,24,26,30] settings and introduce
a new primitive called ElGamal type cryptosystem with formal definition and
security model by summarizing their common properties. By applying this prim-
itive, we can easily derive a variety of cryptosystems. To illustrate the feasibility
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of our proposed ElGamal type cryptosystem, we present the generic construc-
tions of RABE with decryption exposure resistance and DP-ABE with parallel
and sequential settings.

We first investigate RIBE/RABE and present the generic construction of
RABE with decryption key exposure resistance. We should note that our ElGa-
mal type cryptosystem allows the key re-randomization without the master
secret key. This re-randomizable property is to remove the relationships among
the long-term secret key, the public key-updating material, and the short-term
decryption key. Hence, the long-term secret key is secure even both the key-
updating material and the decryption key are compromised.

We then investigate DP-ABE schemes and present the concrete schemes of
DP-ABE with parallel and sequential settings in the prime-order group. These
schemes are the provable security under the proposed models. We then give
detailed comparisons and experiment results to demonstrate the usability and
high performance of our proposed schemes.

1.2 Outline

In Sect. 2, we introduce some preliminaries including the proposed ElGamal type
cryptosystem and its semi-generic construction. In Sect. 3, we present defini-
tions of DP-ABE and RABE. In Sect. 4, we give generic constructions of RABE
and DP-ABE and the corresponding formal proofs. The instantiations of these
schemes are presented in Sect.5. In Sect. 6, we provide the analysis of function-
ality and efficiency. We summarize this paper in Sect. 6.

2 Preliminaries

2.1 Notations

Let N denote the set of all natural numbers, and for n € N, we define [n] :=
1,...,n. Let @ := (u1, ug, ..., u¢) denote a vector of dimension ¢ in Z,. To simplic-
ity, X € X denotes the attributes of key and Y € ) represents the attributes
of ciphertexts. Depending on the policy in the underlying ABE scheme, X and
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Y denote either an attribute set S or an access policy A, and X and ) repre-
sent either the attribute universe 2 or the policies P. Let R : (X,Y) — {0,1}
denote the result of sufficient condition by inputting key attributes X € X and
ciphertext attributes Y € Y, and outputting a bit 0 or 1.

2.2 Bilinear Map

Let G and G be two cyclic multiplicative groups of prime order p and g be a
generator of G. The map e : G x G — G is said to be an admissible bilinear
pairing if the following properties hold true.

— Bilinearity: for all u,v € G and a,b € Z,, e(u®,v®) = e(u,v)?®.

— Non-degeneration: e(g,g) # 1.

— Computability: it is efficient to compute e(u,v) for any u,v € G.

2.3 Access Structure and Monotone Span Program

Definition 1 (Access Structure [14]). Let {Py,..., P,} be a set of parties.
A collection A C 21P0Pn} s monotone if VB,C : if B € A and B C C,
then C C A. A monotone access structure is a monotone collection A of non-
empty subsets of {Py,..., P}, i.e., A C 2{P1Pud\ ()}, The sets in A are called
authorized sets, and the sets not in A are called unauthorized sets.

Definition 2 (Monotone Span Program (MSP) [14]). Let K be a field and
{1, ...,z } be a set of variables. A MSP over K is labeled matriz M (M, p) where
M is a matriz over KC, and p is a labeling of the rows of M by literals from
{x1,....,xn} (every row is labeled by one literal). A MSP accepts or rejects an
input by the following criterion. For every input set S if literals, define the
submatrix Mg of M consisting of those rows whose labels are in S, i.e., rows
labeled by some i such that i € S. The MSP M accepts S if and only if 1 €
span(Mg), i.e., some linear combination of the rows of Mg given the all-one
vector 1. The MSP M computes a boolean function fyr if it accepts ezactly those
input S where fyi(S) = 1. The size of M is the number of rows in M.

2.4 Definition of ElGamal Type Cryptosystem

Definition 3 (ElGamal Type Cryptosystem). ElGamal type cryptosystem
ETC with the key attribute universe X that supports the ciphertext attribute
universe ) and the message space M consists of the following five algorithms:

- ETC.Init(A\) — pp: The probabilistic initialization algorithm takes the secu-
rity parameter A\ € N as input, and outputs the public parameter pp, such
as the description of the bilinear group from the bilinear group generator
(g’p’ G’GT) — g(/\)

- ETC.Setup(pp) — (pk,msk): The probabilistic setup algorithm takes the
parameter pp as input, and outputs the public key pk and the master secret
key msk. It is required that the master secret key and the public key are in
the form of

msk = (,..),  pk = (e(g, )%, ..),
where o € Zy,.
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—- ETC.KeyGen(msk, X) — skx: The probabilistic key generation algorithm
takes the master secret key msk and the attributes of the secret key X € X
as input, and outputs the secret key skx . It is required that the secret key is
in the form of skx = (ski, ska, sks) as:

Skl = gh(a) : f(pku X)Ta Sk? = grv

where r € Ly, h(x) € Zy and f(z,y) € G. Note that sks is for recording some
extra information related attributes of the secret key.

- ETC.Enc(pk,Y,m) — cy: The probabilistic encryption algorithm takes the
public key pk, the attributes of the ciphertext Y € Y and the message m € M
as input, and outputs the ciphertext cy . It is required that the ciphertext is in
the form of cy = (co,c1,¢2) as:

CO:m'e(gag)asv Clzgsa
where s € Z,, and co is some extra information related to attributes of the
ciphertext.

— ETC.Dec(pk, skx,cy) — m: The deterministic decryption algorithm takes the
public key pk, the secret key skx and the ciphertext cy as input, and outputs
the message m € M. The decryption process is required to be two steps.
The first step is to run the sub-decryption algorithm D to get the message
hiding component e(g, g)** < D(skx,c1,c2). The second step is to extract the
plaintext by eliminating the message hiding component as m = co/e(g, g)*°.

The consistency condition requires for all A € N, all pp output by the initializa-
tion algorithm, pk and msk output by setup algorithm, m € M and R(X,Y) =1,
we then have

ETC.Dec(pk, skx,ETC.Enc(pk,Y, m)) = m.

Next, we describe the security model called selectively indistinguishable against
chosen plaintext attack (sIND-CPA) for ElGamal type cryptosystem.

Definition 4 (sIND-CPA in ElGamal type cryptosystem). An ElGamal
type cryptosystem consists of five algorithms above. For an adversary A, we
define the following experiment:

IND-CPA
Expiiere (M)

Y= A(N);

pp — ETC.Init(N);

(pk, msk) — ETC.Setup(pp);
(mo,m1) — AP (pp, pk);
b {0,1};

¢ — Enc(pk, Y™, myp);

b o AOKeyGen(‘)(C*);

Ifb=1" return 1 else return 0.
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OkeyGen(:) Tepresents the key generation oracle which allows A to query on
attributes of keys X € X except R(X,Y™*) = 1 to return the secret key skx
by running ETC.KeyGen(msk, X).

An ElGamal type cryptosystem is said to be sSIND-CPA secure if for any proba-
bilistic polynomial time adversary A, the following advantage is negligible:

Adviere (V) = [Pr{Expiipre ™ (A) = 1] - 1/2]

2.5 Candidates of ElGamal Type Cryptosystem

The IBE [1,5,8-10,18,28] and ABE [3,6,14,20,22,24,26,30] schemes are the
instantiations of ElGamal type cryptosystems. We demonstrate three candidates
of them to illustrate the feasibility of our proposed ElGamal type cryptosystem.

IBE. Let 7, s denote random numbers over Z,, Z be the identity space and
¢ =log, Z be the length of message space. Waters’ IBE [28] is given below.

pk = (e(g,g)o‘7u0,u1, ...,ug> , msk:=(a),
skiq = (ga (uo [T;ev Ui)r,£> )
Cid = (m . e(gvg)as7£7 (UO Hiev ui)s) ’

where V € [(] be the set of all 4 for which id[i] = 1.

KP-ABE. Let A; ) = HjeJ,j;éi (%) denote the Lagrange coefficient for z,i €
Zp and J C Z, n denote the maximum size of attributes used in encryption, M is
a matrix over Z, with d rows and ! columns, p is a mapping function that maps
any number in the domain [d] to the attribute universe 2, S = (A1, Ao, ..., Ag)

is the attribute set and ({ri}ie[d},s) represent random numbers in Z,. Goyal
et al’s KP-ABE [14] is described as follows.

pk = (el9.9) {ti}icinin ) msk = (a),
ska = ({6 T0)" " bieta))
es = (m-e(9,9)"", 0" AT Npioes)

where the vector  is a random [ dimensional vector over Z, s.t. 1.4 =aand
n A, . .

T(z) = ¢*" [ ¢; 200 b function to map any index x € Z, to the

element in G.

CP-ABE. Let {(bi}ie[n] € Z, denote a set of random numbers, Rouselakis and
Waters’ CP-ABE [24] is given below.

pk = (clg.9) uhw,v) . msk = (o),
sks = (g0 g" g™, hh) v Y yes)

e = (m-elg.9),g" w0t (@ OR)*, " i )
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where # is a [ dimensional vector in the domain Z, s.t. @ = (s,usg,...,u;) € Zé
and 7, {7} (i)es, 1®i }icjq) are random numbers over Z,. Note that referring to
Definition 3, we set h(a) = a and f(pk, X)" = w” for above CP-ABE setting.

2.6 Tree-Based Revocation Mechanism

Naor et al. [21] introduced a tree-based revocation architecture to reduce the cost
of generating and transmitting key updates from linear to logarithmic. Let st
be the state representing the tree-based data structure, rl denote the revocation
list recording identities of revoked users and the timestamp of revocation and ¢
be the timestamp representing the current revocation epoch. By running subset-
cover algorithm KUNode(st,rl,t), the KGC can derive get the key updates for
all non-revoked users with the logarithmic size. When a user wants to join the
system, who will be assigned a random identifier id € 7 and an undefined leaf
node in st will be labeled this identifier id. The revocation method only requires
the user id to store the keys in Path(id), where Path(id) denotes nodes from the
root to the leaf node id. The details of algorithm KUNode(st,rl,t) are given in
Algorithm 1.

Algorithm 1: Node Selection Algorithm
Input: BT, rl,t
Output: Y
1 X, Y « 0;
2 for (v, t;) € rl do
if +; <t then
| Xe XUPath(w;)

3 for x € X do
if x; ¢ X then
L Y—YUux
if z, € X then
L Y—YUz,
4 if Y = () then
L Y «root
5 return Y.

3 Definition of Revocable ABE and Dual-Policy ABE

In this section, we introduce definitions of RABE and DP-ABE. Specifically,
we first introduce the syntax and security model of RABE. Next, we introduce
syntaxes of DP-ABE for both parallel and sequential settings and their cor-
responding security models. We should note that ElGamal type cryptosystem
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supports IBE which could be used to manage the timestamp in RABE to effi-
cient revocation rather than ABE to manage the timestamp [25] causing high
computation and communication costs. Note that our proposed scheme is easy
to apply outsourced ABE [15] since the elegant construction of ElGamal-like
encryption to reduce the cost of ciphertext decryption.

3.1 Revocable ABE

Definition 5 (RABE). An RABE RABE with key attributes X, X; € X X
X, that support ciphertest Y,Y; € Y x Vb, the bounded system lifetime T, an
identifier space I, the number of system users N and the message space M
consists of nine algorithms given below.

- RABE.Setup(A) — (pk,msk,rl, st): The probabilistic setup algorithm takes
parameter A € N as input, and outputs a public key pk, a master secret key
msk, a revocation list vl and a state st.

- RABE KeyGen(msk, st, X,id) — (skiq, st): The probabilistic key generation
algorithm takes the master secret key msk, the state st, the key attributes
X € X and an identifier id € I as input, and outputs the secret key sk;q and
the state st.

- RABE KeyUpdate(msk, st, X, rl) — kus: The probabilistic key update algo-
rithm takes the master secret key msk, the state st, the key attributes X, € X
associated the timestamp t, the time t and the revocation list rl as input, and
outputs the key-updating material kuy.

- RABE.DKGen(pk, skiq, kur) — dkiq¢: The probabilistic decryption key gener-
ation algorithm takes the public key pk, the secret key sk;q and key-updating
material ku; as input, and outputs the decryption key dkiq+.

-~ RABE .Enc(pk,Y,Y;,m) — cy.y,: The probabilistic encryption algorithm takes
the public key pk, the ciphertext attribute Y € )Y, the ciphertext attribute
Y; € Y associated with the timestamp t € T and a message m € M as input,
and outputs a ciphertext c.

~ RABE .Dec(pk, dkiae, cyy) — m: The deterministic decryption algorithm
takes the public key pk, the decryption key dk;q: and a ciphertext cyy as
input, and outputs a message m € M.

- RABE.Rev(rl,id,t) — rl: The deterministic revocation algorithm takes the
revocation list rl, an identifier id € T and the timestamp t € T as input, and
outputs the revocation list rl.

! X, and Y} is based on the timestamp ¢ (e.g., the bit representation of the timestamp
or the policies derived from its bit representation) which is used to manage user
revocation.
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3.2 Security Model of RABE

Definition 6 (sIND-CPA in RABE). An RABE consist of seven algorithms in
above. For an adversary A, we define the following experiment:

IND-CPA
EXPSA,R.ABE (N

(Y*, Vi) = A(N);

(pk, msk, rl, st) «— RABE.Setup(pp);
(mo,m1) Ao(PZLP@;

b+ {0,1};

c* « Enc(pk, Y™, Y-, mp);

b — A%(c");

Ifb =¥ return 1 else return 0.

O is a set Of omcles, {OKeyGen(’7 ’)a OKeyUpdate('a ')a ORev('a ')7 ODKGen('a )} and the
details are given below:

— OkeyGen(+, ) is the key generation oracle that allows A to query key attribute

X € X and an identifier id € T, and it runs RABE KeyGen(msk, st, X, id)
to return the secret key skiq.

OKeyUpdate (-, ) is the key update oracle that allows A to query key attributes
X associated with the time t € T, and it runs RABE .KeyUpdate(msk, st, Xy,
rl) to return the key update kuy.

Orev(+,*) 1s the revocation oracle that allows A to query an identifier id € T
and the time t € T, and it runs RABE.Rev(rl, id,t) to update the revocation
list rl.

ObKGen(+, ;) is the decryption key generation oracle that allows A to query
key attributes (X, X) € X x X, the timestamp t € T and an identifier id € Z,
and it runs RABE .DKGen(pk, skiq, kut) to return the decryption key dkiq . if
the secret key sk;q and the key update ku; are available. Otherwise, it first
runs the key generation oracle and key update oracle to obtain the secret key
sk;q and the key update kuy.

A is allowed to issue above oracles with the following restrictions:

1.

2.

OkeyUpdate (-, *) and Orey(+,-) can be queried at the time t which is greater than
or equal to that of all previous queries.

Orev(+, ) cannot be queried at the time t if Okeyupdate(:) was queried at the
time t.

If OkeyGen(-, ) was queried on an identifier id € T with key attributes X € X
s.t. R(X,Y*) =1, then Orey(,-) must be queried on this identifier id at the
time t < t*.

. ObKGen(+, ) cannot be queried on any identifier id € T with the key attributes

X € X st. R(X,Y*) =1 at the challenge time t* or any identifier id € T
has been revoked.
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An RABE scheme is said to be sSIND-CPA secure if for any probabilistic polyno-
mial time adversary A, the following advantage is negligible:

AdviRose (V) = | PrExpUR e (V) = 1] - 1/2].

3.3 Definition of DP-ABE

Definition 7 (DP-ABE). Dual-Policy Attribute-Based Encryption DP with
key attributes (X, X) € X x X that support ciphertext attributes (YY) € Y x Y
and the message space M consists of following four algorithms:

— DP.Setup(A) — (pk,msk): The probabilistic setup algorithm takes as input
the security parameter A € N, and outputs the public key pk and the master
secret key msk.

- DP.KeyGen(msk, X, X) — skx x: The key generation algorithm takes as
input the master secret key msk, the key attributes (X,X) € X x X, and
outputs the secret key sky x.

~ DP.Enc(pk,Y,Y,m) — cyy: The encryption algorithm takes as input the
public key pk, the ciphertext attributes (Y,Y) € Y x ) and the message m €
M, and outputs the ciphertext cy y .

~ DP.Dec(skx x,cyy) — m: The decryption algorithm takes as input the secret
key skx x and the ciphertext cy v, and outputs the message m € M.

Definition 8 (Correctness of Parallel DP-ABE). Let PDP denote a paral-
lel DP-ABE scheme. The consistency condition requires for all A € N, the public

key pk and the master secret key msk output by setup algorithm, m € M and
(R(X,Y)V R(X,Y)) =1, we then have

PDP.Dec (sky x, PDP.Enc(pk,Y,Y,m)) = m.

Definition 9 (Correctness of Sequential DP-ABE). Let SDP denote a
sequential DP-ABFE scheme. The consistency condition requires for all A € N,
the public key pk and the master secret key msk output by setup algorithm,

meM, and R(X,Y)=R(X,Y) =1, we then have

SDP.Dec (skx 5. SDP.Enc(pk,Y,Y ,m)) = m.

3.4 Security Model of DP-ABE

Definition 10 (sIND-CPA in Parallel DP-ABE). A parallel DP-ABE PDP
consists of four algorithms in above. For an adversary A, we define the following
experiment:
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IND-CPA
ExpXy ppp (M)

(Y5, 77") — A(N);

(pk, msk) — PDP.Setup(\);
(mg,my) — A% (pk);
b—{0,1};

c* « PDP.Enc(pk,Y*,Y* my);
b — AOKeyGen (c*);

Ifb =1 return 1 else return 0.

OkKeyGen(+, ) is the key generation oracle that allows A to query on any key
attributes X, X € X x X s.t. R(X,Y*) = R(X,Y*) = 0, and returns the secret
key skx x by running PDP.KeyGen(msk, X, X).

A parallel DP-ABE is said to be sIND-CPA secure if for any probabilistic poly-
nomial time adversary A, the following advantage is negligible:

AdvPEEN (V) = | PrExpR P (\) = 1] - 1/2],

Definition 11 (sIND-CPA in Sequential DP-ABE). A sequential DP-ABE
SDP consists of four algorithms in above. For an adversary A, we define the
following experiment:

IND-CPA
EXP;,SD’P ()

(Y™, Y") — AWN);

(pk, msk) «— SDP.Setup(\);

(mg,m1) (_AOKeYGen(pk);

b—{0,1};

c* — SDP.Enc(pk,Y*,Y* my);

b AOKeyGen (c*);

Ifb=b" return 1 else return 0.
OkeyGen(+;+) is the key generation oracle that allows A to query on any key
attributes X, X € X x X except R(X,Y") = R(X,Y™) = 1, and returns the
secret key skx g by running SDP.KeyGen(msk, X, X).
A sequential DP-ABE is said to be sSIND-CPA secure if for any probabilistic poly-
nomial time adversary A, the following advantage is negligible:

Advispp " (N) = | PrExpRspp () = 1] — 1/2].

4 Proposed Schemes

4.1 Generic Construction of Revocable ABE

Let £7C and £7C,; are ElGamal type cryptosystems. The generic construction
of RABE RABE are described as follows.
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— RABE .Setup(\): The setup algorithm initializes an empty revocation list rl «
() and a state based on the binary tree BT with N leaf nodes, where A is the
number of system users. The algorithm follows SDP.Setup()) to generate the
public key pk and the master secret key msk.

— RABE.KeyGen(msk, st, X,id): The key generation algorithm chooses an
unassigned leaf node from the binary tree BT and stores id in this node.
For each node 6 € Path(id):

e Fetch ay from the node 0. If ay is not available, it randomly chooses
ag € Zp, and updates the state st «— st U (0, ap).
e Run £7C.KeyGen(ag, X) — skg.
The key generation algorithm returns the secret key skiq = {sko}gcpatn(id)
and the updated state st.

— RABE KeyUpdate(msk, st, Xy, rl) — kuy: Pases X is the key attributes based

on the timestamp ¢ € 7. For each node § € KUNodes(st,rl,t):
e Fetch ay (ay always predefined in the key generation algorithm).
e Run £7C;.KeyGen(a — ag, X;) — skt g, where o is the master secret key.
The key update algorithm returns ku; = {sk¢,0 }gekUNodes(st,ri,¢)-

- RABE.DKGen(pk, skiq, kut) — dk;qq: Let | and J denote sets Path(id) and
KUNodes(st, rl, t), respectively. For 6 € 1N J; the algorithm chooses a serial of
random values to re-randomize the keys (skg, sk;¢) and returns the decryp-
tion key dk;q = (skg, skip)-

~ RABE.Enc(pk,Y,Y;,m) — cyy,: Same as SDP.Enc(pk,Y, Y,m).

— RABE Dec(pk, dkiqt,cyy,) — m: Same as SDP.Dec(dkiq i, cyy,)-

— RABE.Rev(rl,id,t) — rl: The revocation algorithm returns the revocation
list rl as rl < rlU (id,t).

Theorem 1. If the underlying ElGamal type cryptosystems ETS1 and ET S,

are secure, the proposed generic construction is secure?.

4.2 Generic Construction of Parallel DP-ABE

Let £ETCyp and ETC, are ElGamal type cryptosystems based on KP-ABE and
CP-ABE, respectively. The generic construction of parallel DP-ABE PDP are
described as follows.

— PDP.Setup(A): The setup algorithm runs
ET Cyp-Init(N) — ppip, or
ETCep.Init(A) — ppep.

to obtain the description of bilinear group as the public parameter pp, where
PPkp = PPep = G(A) by the definition of ElGamal type cryptosystem. The
algorithm also runs

ET Cyp.Setup(pp) — (pkip, mskp), and
ETCep.Setup(pp) — (pkep, mskep).

2 Please contact the authors for the formal security proofs of Theorem 1 to 3.
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to obtain the master secret key o, where msky, = mske, = a by the definition
of ElGamal type cryptosystem. The setup algorithm outputs

pk = (pp, Pkkps Phcp), msk = ().

- ?DP.KeyGen(msk,X,)_(): Parse X is the access structure in KP-ABE and
X is attribute set in CP-ABE. The key generation algorithm runs

ETCyp.KeyGen(a, X) — skx,and
ETCep.KeyGen(a, X) — sk.

The key generation algorithm outputs the secret key sky g = (skx,skx).
— PDP.Enc(pk,Y,Y,m): Parse Y is the attribute set in KP-ABE and Y is the
access structure in CP-ABE. The encryption algorithm runs

ET Cyp.Enc(pkyp, Y, m) — cy,and
ETCep-Enc(pkep, Y, m) — cyp.

By the definition of ElGamal type cryptosystem, we have

cy = (c§9),c§,l),c§,2)) and cy = (cg—g),cg—,l),cg)),

where cg)) =9 = ;. e(g,9)* and cg,l) = = g%. The encryption algo-

Y Y
rithm outputs the ciphertext cy.y = (m - e(g,9)*%, g°, c§,2), c@))_

Y
~ PDP.Dec(sky x,cyy): The decryption algorithm runs

ET Cyp.Dec(pkyp, skx,cy) = mif R(X,Y) =1,
ETCep.Dec(pkep, sk, cy) — mif R(X,Y) = 1.

The decryption algorithm returns the message m.

Theorem 2. If the underlying ElGamal type cryptosystems ETCy, and ETCep
are secure, the proposed gemeric construction of parallel DP-ABE is secure.

4.3 Generic Construction of Sequential DP-ABE

Let £TCyp and £TCp are ElGamal type cryptosystems based on KP-ABE and
CP-ABE, respectively. The generic construction of parallel DP-ABE SDP are
described as follows.

— SDP.Setup()): Same as PDP.Setup(A).

— SDP.KeyGen(msk, X, X): Parse X is the access structure in KP-ABE and
X is attribute set in CP-ABE. The key generation algorithm randomly picks
o' € Zy, and runs

ETCyp.KeyGen(o/, X) — skx,and
ETCep.KeyGen(a — o/, X) — sky.

The key generation algorithm outputs the secret key sky g = (skx,skx).
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~ SDP.Enc(pk,Y,Y,m): Same as PDP.Enc(pk,Y,Y,m).
~ SDP.Dec(skx x,cyy): The decryption algorithm runs the sub-decryption
algorithms

(2

ka(SkXLgS?CgE)) - e(g,g)als7
DCP(Skagsvc{/ ) - e(gvg)(aia )S'

The decryption algorithm outputs the message m = m - e(g, g)**/e(g, g)**.

Theorem 3. If the underlying ElGamal type cryptosystems ETCyp and ETCep
are secure, the proposed generic construction of parallel DP-ABE is secure.

5 Instantiations Based on ElGamal Type Cryptosystem

5.1 Instantiations of RABE

By applying the generic construction in Sect.4.1, we can build the concrete
instantiation of key-policy RABE and ciphertext RABE, and even revocable
DP-ABE by dividing the master secret key into three pieces for (X, X,t), where
(X, X) are key attributes in DP-ABE and ¢ is for managing user revocation.
There are many concrete RABE schemes based on ElGamal type schemes. For
example, the RABE with decryption key exposure resistance [31] are based on
[14], and [24], the KP-ABE with efficient revocation mechanism and decryption
key exposure resistance [32] are based on [14] and [28], and the CP-ABE with
efficient revocation mechanism and decryption key exposure resistance [33] are
based on [24] and [28]. We omit the detailed construction here since our paper
focus on argue that any ElGamal type scheme as in Definition 3 can be used to
build secure RABE schemes and dual-policy ABE, respectively.

5.2 An Instantiation of Parallel DP-ABE

By applying the generic construction in Sect.4.2, we give an instantiation of
parallel DP-ABE based on [14] and [24] as follows.

— PDP.Setup()\): Run G(A) to obtain (p, g,G, Gr). Pick u, h,w, v, {t; }icn+1) €
G and o € Zj,. Output

pk = (p,g,G,GT,e(g,g)o‘,mh,w,v, {ti}iE[n+1])7 msk = (a)

— PDP.KeyGen(msk, X, X): Parse X = (Myp, pkp) and X = (Ag),...,AEI,;“”)).
Compute skx = ({ngPviﬁiT(i)”,g“‘}ie[dkp]), where My, has dip, rows and Iy,
columns, and 1-@ = . Compute skg = (g°w”, g", {g"7, (uAég)h)”v*’"}je[kcp]),
where 7, {7} je[k,) € Zp- Output skx g = (skx,skx).

— PDP.Enc(pk,Y,Y,m): Parse Y = (Al(qla),Ag), ...,AE;*")) and Y = (Mep, pep)-
Pick @ = (s, Ua,...,U;) € Zﬁo and compute

3 N 3 05T 4,93 i i .
A = ({T0) hiemy)s ) = ({wMersTip®i (DR, g%} jeiq 1),



Generic Construction of ElGamal-Type Attribute-Based Encryption Schemes 199

where M, has dep rows and e, columns, {¢;};e(a,,] € Zp- Output

cyy = (m-e(g,9)*, g%, ).
~ PDP.Dec(sky x,cyy): If R(X,Y) =1, there exist I : {3 : pxp(i) € Skp} and

take @ s.t. Y. Myp il = 1. Compute

el T )
H( (T 7) )‘e(g’g)'

iel

If R(X,Y) = 1, there exist J = {j : pyp(j) € S} and take @ s.t.
> jeg Mep,jiij = I. Also, compute

e(g®, g%w" as
11 o) = elg.9)
63 (elwheststs, grie(wdh)s, grs)e(g®, (WA hyrsv—r))

Output m = m - e(g,9)*/e(g, g)**.

5.3 An Instantiation of Sequential DP-ABE

By applying the generic construction in Sect.4.3, we give an instantiation of
sequential DP-ABE based on [14] and [24] as follows.

— SDP.Setup()): Same as PDP.Setup(A).

— SDP.KeyGen(msk, X, X): Parse X = (Myp, pip) and X = (AE?,...,A?;C")).
Compute skx = ({ngW‘ﬁiT(i)“,g”}ie[dkp]), where My, has di, rows and
lp columns, o, {ri}ica,) € Zp and T-@ = o. Also, compute skx =
(g("*"‘/wr,gﬂ{g”,(uAég)h)”v*T}jE[kcp]), where 7, {Tj}je[kc,,] € Zp. Output
skx x = (skx,skx).

— SDP.Enc(pk,Y,Y,m): Same as PDP.Enc(pk,Y,Y,m).

— SDP.Dec(skx x,cyy): If R(X,Y) =1, there exist I : {i : pip(i) € Skp} and

take @ s.t. Y o  Myp it = 1. Compute

elge BT 00
H( T 97) )‘ (-9

i€l

If R(X,Y) = 1, there exist J = {j : pep(j) € S} and take @ s.t.
ZjeJMcp,j”jj = 1. Also, compute

11 e(g®, g% w")

. - — = elg,9)" ",
367 (ewMaTivts, grie((uwOh)e:, g7 )e(gs, (S hysv=r))

U

Output m = m - e(g, 9)*/(e(g, 9)** - e(g, g)(@=)5).
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6 Efficiency Analysis

To our knowledge, only few literature investigate DP-ABE [2,4]. Compared with
our proposed scheme, as shown in Table 1, our schemes have better performances
than AI09 [2] and less efficient then AY15 [4]. However, to achieve adaptive
security, AY15 is in the composite-order group which is less efficient® since it
will incur heavy workload to process data, even transmission bandwidth. Our
proposed scheme applies prime-order group and has the same complexity to the
existing DP-ABE schemes except for the space complexity of system parameter.
In our scheme, the component of KP-ABE is based on [14] and the part of CP-
ABE is based [24], where [14] has the linear space complexity on the public
parameter and [24] has the constant-size public parameter. Hence, our scheme
only has better space complexity on the system parameter than AI09. Although
AY15 has the constant-size public parameter, the composite-order group will
lead to a heavy workload.

Table 1. Theoretical analysis of DP-ABE scheme

Space complexity Computational complexity

Parameter | Secret key | Ciphertext | Encryption | Decryption
AI09 [2] | O(m+n) OX+X) OQY+Y) OQ+Y) OX+X)
AY15 [4] |O®1) OX+X)0Y+Y) OY+Y) |OX+4X)
SDP-ABE | O(m) OX+X) OY+Y) OQ+Y) OFX+X)
PDP-ABE | O(m) OX+X) OY+Y) 0Y+Y) OX+X)

m denotes the maximum size of attribute set allowed to be assigned to a key;
n is the maximum size of attribute set to be associated with a ciphertext;

X and X represent the size of attributes and policies assigned to a key;

Y and Y represent the size of policies and attributes assigned to a ciphertext.

For experimental analysis, we focus on evaluating AI09 and our schemes
since the AY15 based on the inefficient composite-order group. Our experimental
simulation was performed on a PC running 64-bit Windows 10 with 3.60 GHz
Intel(R) Core(TM) i7-4790 CPU and 24 GB memory. We have implemented AI09
and our schemes in Java using JPBE library [19] with Type A elliptic curve and
symmetric pairing setting from “a properties” provided by JPBE library. Hence,
our scheme, p is a 160-bit prime number, and elements in G and G7 have 512-bit
and 1024-bit, respectively. The experimental results are presented in Fig. 3.

Figure 3a presents the experimental performances of the system initialization
by increasing the maximum number of attribute set allowed to be assigned to a
key and a ciphertext. Our proposed schemes are much more efficient than AI09,
which only take half of the computational time in AI09. Figure 3b performs the

3 Composite-order group has a much bigger size than the prime-order group. Specif-
ically, the composite-order group needs 1024 bits if the prime-order group requires
160 bits (discrete log vs. factoring).
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Fig. 3. Experimental performance

ms key generation, the tendency is continually increasing based on the improve-
ment of the maximum number of attribute set and policies allowed to be assigned
to keys, and our proposed schemes have the lower growth rate. Figure 3¢ demon-
strates the performances of encryption, the tendency of encryption is similar
to the experimental result in the key generation. Figure 3d presents the results
of decryption. Our PDP-ABE has a better performance than others since it
only requires one of key-policy and ciphertext-policy to process the decryption
algorithm, which takes half of the computational cost in SDP-ABE.

Overall, the results are similar to what we expected performances in Table 1.
Therefore, our scheme has better performance than the existing DP-ABE based
on the prime-order group.

7 Conclusion

We resisted IBE and ABE schemes and presented a new cryptographic primitive
called ElGamal type cryptosystem. ElGamal type cryptosystem is a useful prim-
itive for designing a variety of ABE schemes. In this paper, we present generic
constructions of RABE with decryption key exposure resistance and DP-ABE
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with parallel and sequential settings and the corresponding security proofs. We
also provide instantiations of these schemes and the experimental data of DP-
ABE to demonstrate high performances of our proposed schemes.
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