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Match in My Way: Fine-Grained Bilateral Access
Control for Secure Cloud-Fog Computing

Shengmin Xu, Jianting Ning, Yingjiu Li, Member, IEEE, Yinghui Zhang, Member, IEEE, Guowen Xu, Student
Member, IEEE, Xinyi Huang, and Robert H. Deng, Fellow, IEEE.

Abstract—Cloud-fog computing is a novel paradigm to extend
the functionality of cloud computing to provide a variety of on-
demand data services via the edge network. Many cryptographic
tools have been introduced to preserve data confidentiality against
the untrustworthy network and cloud servers. However, how to
efficiently identify and retrieve useful data from a large number
of ciphertexts without a costly decryption mechanism remains
a challenging problem. In this paper, we introduce a cloud-
fog-device data sharing system (CFDS) with data confidentiality
and data source identification simultaneously based on a new
cryptographic primitive named matchmaking attribute-based
encryption (MABE) by extending matchmaking encryption in
CRYPTO’19. Our solution offers a secure fine-grained bilateral
access control that includes (1) fine-grained sender access control;
(2) fine-grained receiver access control; (3) sender privacy; and
(4) performance optimization via outsourcing data source identi-
fication to fog nodes. We give the formal definition and security
models of MABE, and present a concrete construction with
formal security proofs. We also offer a detailed security analysis
of our proposed CFDS against real-world security threats. The
extensive comparison and experimental simulation demonstrate
that, by immigrating heavy workload to fog nodes, our scheme
has better functionalities and performances than the most related
solutions.

Index Terms—Cloud computing, fog computing, bilateral ac-
cess control, fine-grained access control

I. Introduction

CLOUD computing has been widely used to enable cloud
users to store and share data to enjoy on-demand data
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services with elastic resources at low maintenance cost. How-
ever, there are still unsolved problems since many devices,
especially resource-limited IoT devices, require customized
and elaborate supports. Cloud-fog computing [1] as a novel
paradigm has been recently introduced to extend the func-
tionality of cloud computing. By empowering edge devices
to carry out a substantial amount of computation, storage, and
communication locally over the network, cloud-fog computing
offers a number of advantages such as geographical distribu-
tion, mobility support, location-awareness, and low latency.
According to the report from Statista [2], the market for
worldwide cloud-fog computing will reach $13 billion in 2022.
To make full use of cloud-fog computing, Stojmenovic

and Wen [3] introduced a cloud-fog-device architecture to
provide various applications, including smart city, smart grid,
intelligent transportation, and industrial automation. The ar-
chitecture is a three-layer pyramid shown in Fig. 1, where
(1) clouds in thousands of magnitude are managed to store
data; (2) fog nodes in millions of magnitude are utilized to
reduce the workload and bandwidth during data transmissions;
and (3) end-devices in billions of magnitude are used to
request and upload data. In this architecture, fog nodes play an
important role in maintaining frequently used data in caches
and collaborate for data intelligence. The purpose of fog nodes
is for offering immediate and customized on-demand data
services such as processing power and memory to reduce the
costs of bandwidth during data transmissions. Taking the case
of intelligent transportation for example, the cloud-fog-device
architecture enables efficient data communications between the
application server and vehicles. Specifically, the cloud receives
the message from the application server and forwards to the
corresponding fog nodes (e.g., roadside units), and fog nodes
transfer the messages to end-devices (e.g., on-board units).

Fig. 1: Cloud-Fog-Device Architecture

Although cloud-fog-device architecture significantly reduces
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the cost of data transmission and improves the performance of
cloud computing, it also inherits many weaknesses of cloud
computing. The data is outsourced to the untrustworthy parties,
and senders (e.g., end-devices) cannot physically control their
outsourced data. Moreover, the unreliable network environ-
ment also poses threats to data security. More importantly,
the General Data Protection Regulation (GDPR) and similar
data regulations demand secure data communications and pro-
cessing in an untrustworthy environment. Such regulations and
concerns would substantially limit the practical applications of
cloud-fog computing unless the following three challenges are
addressed.

The first challenge is receiver access control for data
confidentiality. According to the collection limitation princi-
ple in GDPR, sensitive data, especially personal information
(e.g., healthcare record, bank account information, and social
security number), must be protected and cannot be abused
by any unauthorized users. The second challenge is sender
access control for data source identification. According to
the data quality principle in GDPR, data source identification
must be provided to ensure data accuracy. Besides, data
source identification is a desirable property to prevent various
attacks (e.g., denial-of-service attack and impersonate attack)
by discarding invalid messages (e.g., spam email and data
flooding). However, how to efficiently identify the data source
from encryption data without a costly decryption mechanism
is a challenging problem. The third challenge is sender privacy
for free-speech rights. The data source identification somehow
leaks sender privacy. However, leaking personal information is
not a desirable property, especially in authoritarian countries
without free-speech rights. Therefore, how to preserve sender
privacy and also provide reasonable data source identification
is a challenging problem. Unfortunately, there is no existing
solution to address the above three challenges simultaneously.

A. Current Research States
In cloud-fog computing, the confidential data usually is

shared with multiple users who have required attributes. To
provide fine-grained access control, one of the most promising
tools is attribute-based encryption (ABE) [4], [5], which
enforces receiver access control that allows one ciphertext to be
shared with multiple receivers. However, standard ABE does
not support sender access control and hence cannot be directly
applied in our cloud-fog computing setting.

ABE with keyword search (ABKS) [6] was introduced to
allow receivers to search useful ciphertexts based on certain
keywords without revealing messages. However, the keyword
search incurs a heavy workload. Hence, many solutions have
outsourced the workload of the search operation to a third
party. To protect privacy about the searching keywords, it
usually requires multiple rounds of interactions between the
receiver and the third party to generate searchable queries.
Unfortunately, many top-level works [7]–[9] pointed out that
many ABKS schemes suffer from passive (e.g., leakage attack)
and active attacks (e.g., file-injection attack), where the privacy
of searchable pattern is easy to compromise. Therefore, there
is no efficient and secure solution for fine-grained data source
identification from encrypted data.

To provide receiver access control and sender access control
simultaneously, matchmaking encryption [10] as a crypto-
graphic primitive was introduced in CRYPTO’19. Match-
making encryption enables the sender to specify the access
structure for receivers to reveal the messages (data confi-
dentiality, receiver access control), and it allows the receiver
to determine whether ciphertexts are from approved senders
(data source identification, sender access control). The possible
application of matchmaking encryption as mentioned in [10] is
two-party (e.g., spy and FBI) confidentially communications.
However, current matchmaking encryption schemes have cer-
tain restrictions in real-world applications, especially cloud-fog
applications. There are two matchmaking encryption schemes
in the literature. The first one is a generic construction based
on functional encryptions and zero-knowledge techniques,
which incurs large overhead. Although the generic construction
offers flexible access control, no concrete construction was
provided for fine-grained access control. Besides, the privacy
requirement of the proposed generic construction is too strong
in cloud-fog computing, which requires data decryption to
hide the reason for decryption failure (e.g., who fails to meet
the policy). The second matchmaking encryption scheme is a
concrete construction in the identity-based setting (matchmak-
ing identity-based encryption, MIBE for short) without sender
privacy. By exhaustively searching all possible identities, a
receiver can always identify the sender. Neither of the two
schemes support outsourced ciphertext identification due to
the strong privacy requirement, which can be a performance
bottleneck for resource-limited devices.

B. Contributions

In this paper, we first introduce a new primitive named
matchmaking attribute-based encryption (MABE) based on
attribute-based encryption and collision-resistant hash func-
tion. We then apply MABE to construct a secure fine-
grained bilateral access control data sharing system in cloud-
fog computing. Specifically, the paper makes the following
contributions.
Fine-Grained Bilateral Access Control. We solve the above

challenging problems by providing bilateral access control at
a fine-grained level in an architecture as shown in Fig. 2 by
extending the fine-grained access control in both sender-side
and receiver-side. In fine-grained bilateral access control, end-
devices require data from a set of authorized senders by defin-
ing the corresponding access structure (See 1 ) to fog nodes.
Fog nodes retrieve ciphertexts from the cloud (See 2 ) if they
do not have local copies, and then identify the ciphertexts
from authorized senders to end-devices (See 3 ). The end-
devices then reveal the underlying messages if they have a
valid decryption key. In our proposed scheme, the senders are
required to bind their attributes and specify their policies of
authorized receivers in building ciphertexts. The receivers also
define their policies for identifying desired ciphertexts from
authorized senders and then decrypt ciphertexts if they have
a valid decryption key. Therefore, many useless messages are
discarded before costly data decryption so as to save the cost
of bandwidth and computational resources.
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Fig. 2: Fine-Grained Bilateral Access Control

Outsourced Data Source Identification. To identify relevant
data from a vast amount of ciphertexts, it is impractical if
the receivers have to process every ciphertext, especially for
resource-limited IoT devices. Our proposed system allows
receivers to offload the heavy workloads of ciphertext iden-
tification to a semi-trusted third party (e.g., a fog node). A
receiver only outsources an access structure to a fog node for
identifying authorized senders. The fog node helps receivers to
filter ciphertexts that do not satisfy this access structure. Note
that MIBE cannot immigrate the heavy workload from the
users to any third party due to the strict privacy requirement,
and our ciphertext identification is at a fine-grained level rather
than the coarse-grained level compared with MIBE.

Data Source Identification with Sender Privacy. As the
data regulations such as GDPR require that data source should
be identifiable to guarantee the data reliability, consequent
to preserve receivers’ interests. The existing MIBE solution
binds the sender’s identity and ciphertexts together to support
the GDPR’s data quality requirement but suffers from privacy
leakage. To preserve sender privacy, our solution has the
encryption key being associated with a set of attributes rather
than a unique identity. The sender can choose a set of non-
unique attributes to generate a ciphertext for preventing sender
privacy. Moreover, by applying re-randomization technology,
no third party can link two ciphertexts from the same sender.

Security and Efficiency. We provide a stronger security
model than the MIBE [10] solution to thwart various attacks,
including sender guessing attack, eavesdropping attack, imper-
sonate attack, and collision attack. Note that MIBE suffers the
sender guessing attack and impersonate attack. In MIBE, a
valid receiver who meets the requirements specified by the
sender can launch a brute force attack by trying every possible
identity to find the sender’s identity. This valid receiver can
also change the underlying messages from the sender to forge
new ciphertexts under the sender’s identity. In our solution, we
use a set of shared attributes rather than a unique identity as
sender information in encryption against the sender guessing
attack. We also apply a collision-resistant hash function to
link ciphertexts to the sender’s encryption key to prevent the
impersonate attack. We provide efficiency analysis in terms
of theoretical complexity and experimental data, which shows
that, by immigrating heavy workload to fog nodes, our scheme
enjoys superior functionalities and performances than the most
relevant solutions in the literature.

C. Outline
Section II presents preliminaries for our proposed scheme.

Section III defines system model and threat model of CFDS.
The formal definition and security models of MABE are
presented in Section IV. In Section V, we provide the detailed
workflow of CFDS, a concrete construction of MABE with
formal proofs, and security analysis of CFDS. In Section VI,
we give the efficiency analysis, including theoretical com-
plexity analysis and experimental performance. Section VII
summarizes the related work and Section VIII concludes this
paper.

II. Preliminaries
A. Notations
Let N denote the set of all natural numbers. For n ∈N, let [n]

be a set of numbers from 1 to n, denoted [n] = {1,2, ...,n}. If
x and y are strings, x‖y denotes the concatenation of x and y.
If a and b are two ciphertexts from a probabilistic encryption
algorithm, a ≡ b means they have the same distribution, e.g.,
encrypting the same message with the different randomnesses.
Besides, we give some frequently used notations in Table I.

TABLE I: Frequently Used Notations

Notation Description
Ωsnd universe of the sender’s attributes
Ωrcv universe of the receiver’s attributes
Psnd policies of the sender
Prcv policies of the receiver
S, R attribute sets of a sender and a receiver
S,R policies associated with a sender and a receiver
S |= S a sender’s attribute set satisfies a specific policy
R |= R a receiver’s attribute set satisfies a specific policy

B. Bilinear Map
Definition 1 (Bilinear Map). Let G and GT be two cyclic
multiplicative groups of some prime order p and g be a
generator of G. We call e a bilinear map if e :G×G→GT is
a map with the following properties:
• Bilinear: e(ga,gb) = e(g,g)ab for all a,b ∈ Zp .
• Non-degenerate: e(g,g) , 1.
• Computable: it is efficient to compute e(g1,g2) for all
g1,g2 ∈ G.

C. Assumptions
The security of our concrete construction bases on two

complexity assumptions called the decisional Bilinear Diffie-
Hellman (BDH) assumption and computational BDH assump-
tion. We recall the formal definition of them as follows:

Definition 2 (Decisional BDH Assumption). Let a,b,c, z ∈ Zp
and g be a generator of bilinear group G of prime order
p. The decisional BDH assumption is that no probabilistic
polynomial-time algorithm can distinguish the tuple (A =
ga,B = gb,C = gc,D = e(g,g)abc) from the tuple (A = ga,B =
gb,C = gc, Z = e(g,g)z) with more than a negligible advantage.

Definition 3 (Computational BDH Assumption). Let a,b,c ∈
Zp and g be a generator of bilinear group G of prime order
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p. The computational BDH assumption is that no probabilistic
polynomial-time algorithm can compute the term e(g,g)abc

from the tuple (A = ga,B = gb,C = gc) with more than a
negligible advantage.

D. Linear Secret Sharing Scheme
Definition 4 (Linear Secret Sharing Scheme (LSSS) [11]). An
LSSS over a set of parties P is called linear (over Zp) if
1) The shares for each party from a vector over Zp .
2) There exists a matrix M called share generating matrix

with ` rows and n columns. For all i ∈ [`], the ith row
of M is labeled with a party name xi ∈ P. When we
consider the column vector ®v = (s,r2, ...,rn), where s ∈ Zp
is the secret to be shared, and r2, ...,rn ∈ Zp are randomly
chosen, then M®v is the vector of ` shares of the secret s.
The share Mivi belongs to party xi , where Mi denotes
the ith row of the matrix M and vi is the ith term in ®v.

III. System Model and Threat Model
In this section, we introduce the system model and threat

model of our proposed CFDS. We define various entities and
describe their interactions in our system model. We analysis
the security requirement of each entity and present some
possible attacks in our threat model.

A. System Model
Fig. 3 presents the system model of our proposed CFDS.

Our system only requests a secure channel (as the imaginary
lines in Fig. 3) to distribute secret keys. Our CFDS includes
four types of entities: a key generation center (KGC), a
CSP, fog nodes (FNs) and end-devices (EDs). The detailed
description of characteristics and functionalities of each entity
is given below:
• The KGC is responsible for initializing the system pa-
rameters and distribute them to all the entities. Besides,
the KGC generates encryption keys and decryption keys
based on the properties of the end-devices and distributes
these keys to them via the secure channel (See 1 ).

• EDs could be resource-limited IoT devices. In our CFDS,
EDs have the following responsibilities:
1) EDs require data generated by the desirable senders

(e.g., device owner remotely controls EDs or com-
munication to other EDs) (See 2 ).

2) EDs aggregate data from their surrounding environ-
ment, encrypt the data, and outsource the encrypted
data to FNs. (See 3 ).

• FNs are edge servers and are responsible for the follow-
ing:
1) FNs act as caches to store frequently used data and

information with the short-term purposes such as
the data for communicating with other EDs.

2) FNs forward the data with long-term purposes, such
as historical records, to the CSP.

3) After receiving data queries from EDs (See 2 ),
FNs first search the local storage and interacts with
other FNs (See 3 ). If no answers to the queries can

be found, FNs request answers from the CSP (See
4 ).

Note that although EDs are allowed to communicate with
the CSP directly, it takes more resources since FNs are
closer to EDs in the real-world scenarios (e.g., RSU closes
to vehicles and gateway closes to smart devices).

• The CSP is a remote server which has a vast amount
of storage to accommodate the data and also share the
encrypted data to FNs via the public channel (See 4 ).

Remark. Our CFDS employs MABE to provide fine-grained
bilateral access control for data sharing. Specifically, the KGC
initializes MABE system and distribute encryption keys and
decryption keys to EDs. For secure communication via public
channels, each ED uses its encryption key and attributes of
authorized receivers to encrypt data. Because the underlying
message of ciphertext is unknown before decryption, the
receivers can only receive the data from desirable senders and
discard some useless data by identifying the encryption key
in ciphertexts to reduce costs. For a more detailed description
please refer to the workflow of CFDS in Section V.

B. Threat Model
We assume the KGC is a fully trusted entity. The KGC

generates the system parameters and issues encryption keys
and decryption keys to other entities via the secure channel.
CSP and FNs are semi-trusted, who faithfully carries out
system operations but may launch any passive attacks. EDs are
untrustworthy, who can launch any attacks. As the receiver,
an ED may try to decrypt any unauthorized ciphertexts. As
the sender, an ED may try to pretend any unauthorized
senders from generating messages to others. For simplicity, let
unauthorized parties denote the collusive parties among CSP,
FNs, and EDs without the valid decryption and encryption
keys. In the following, we summarize the possible attacks in
our CFDS system.
Sender guessing attack: The encryption key contains the

sender’s attributes, e.g., name, identity, gender, title, occupa-
tion and so on. The sender is allowed to choose any of them
to generate the ciphertexts. The sender guessing attack means
that an untrusted entity tries to know who is the sender or
to link two ciphertexts, without personal identifiers (e.g., user
identity and unique attributes), from the same sender.
Eavesdropping attack: An unauthorized party may eaves-

drop the messages in the public channels, and try to learn the
sensitive information from the unauthorized ciphertexts.
Impersonate attack: Impersonate attack means that any

party may impersonate the encryption key with unauthorized
attributes or generate the ciphertexts by attaching unauthorized
sender’s attributes to misleading the receivers. Besides, by
obtaining a valid ciphertext, the unauthorized parties may try
to replace or modify the underlying message to impersonate
the corresponding sender.
Collusion attack: The unauthorized parties can get together

to launch the above attacks. For example, unauthorized users
combine multiple decryption keys to decrypt unauthorized ci-
phertexts, exchange encryption keys to generate the ciphertext
without authorizing the sender’s attributes.
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Fig. 3: System Model: Cloud-Fog-Device Data Sharing System

IV. Definition of MABE

In this section, we give the formal definition of MABE,
which covers the core algorithms in the system model. Then,
we propose the security model, which includes all possible
attacks in the threat models.

A. Formal Definition

Definition 5 (Matchmaking Attribute-Based Encryption). A
matchmaking attribute-based encryption MABE with the
attribute universes Ωsnd and Ωrcv that support the policies
Psnd and Prcv and message space M involves five types of
entities: a KGC, senders, receivers, fog nodes, and a cloud
service provider, and consists of the following six algorithms:
Setup(1λ) → (mpk,msk): The probabilistic setup algorithm is
run by the KGC. It takes the security parameter λ ∈N as input,
and outputs the master public key mpk and the master secret
key msk. We implicitly assume that all other algorithms take
mpk as input.
EKGen(msk,S) → ek: The encryption key generation algo-
rithm is run by the KGC. It takes the master secret key msk,
and the set of the sender’s attributes S ∈ Ωsnd as input, and
outputs the encryption key ek.
DKGen(msk,R) → dk: The decryption key generation algo-
rithm is run by the KGC. It takes the master secret key msk
and the policy of the receiver R ∈ Prcv as input, and outputs
the decryption key dk.
Enc(ek,R,S′,m) → c: The encryption algorithm is run by the
sender. It takes the encryption key ek, the set of the receiver’s
attributes R ∈Ωrcv, the set of the sender’s attributes S′ ∈Ωsnd
and a message m ∈M as input, and outputs a ciphertext c. We
require that the set of the sender’s attributes S′ be a subset of
the set of the sender’s attributes S associated with encryption
key ek, i.e., S′ ⊆ S′, to achieve privacy of senders.
Verify(S,c) → {0,1}: The verification algorithm is run by the
fog node. It takes the policy of the sender S ∈ Psnd and
ciphertext c associated with a set of the sender’s attributes

S ∈ Ωsnd as input, and outputs a bit 1 if and only if S |= S;
otherwise, outputs 0.
Dec(dk,c) → m or ⊥: The decryption algorithm is run by
the receiver. It takes the decryption key dk associated with a
policy of the receiver R ∈ Prcv and the ciphertext c associated
with a set of the receiver’s attributes R ∈ Ωrcv as input, and
outputs the message m if and only if R |=R; otherwise, outputs
an error symbol ⊥.

B. Security Models
In this subsection, we describe two security models. The

first one is indistinguishability under a chosen plaintext at-
tack (IND-CPA) in the random oracle model to cover sender
guessing attack, collusion attack, and eavesdropping attack.
The second one is existential unforgeability under a chosen
message attack (EU-CMA) in the random oracle model to cover
the replay attack and impersonate attack.

Definition 6 (IND-CPA). Let O denote a set of oracles:
a hash oracle OR(·), a encryption key generation oracle
OEKGen(·), and a decryption key generation oracle ODKGen(·).
The IND-CPA security definition of a matchmaking attribute-
based encryption scheme MABE is based on the following
experiment:

ExpIND-CPA
MABE,A

(1λ) Oracle OR (att)
R∗← A(1λ); return H2(att).
DR = ∅; Oracle OEKGen(S)
(mpk,msk) ← Setup(1λ); ek← EKGen(msk, S);
(m0,m1, S0, S1) ← A

O (mpk); return ek.
b ∈ {0, 1}; Oracle ODKGen(R)
ek← EKGen(msk, Sb ); DR← DR ∪ {R};
S′ ∈ Sb ∩S1−b ; dk← DKGen(msk,R);
c← Enc(ek, R∗, S′,mb ); return dk.
b′← AO (c);
return 1 iff b = b′and R 6 |= DR.

A matchmaking attribute-based encryption schemeMABE
is said to be IND-CPA secure if for any probabilistic
polynomial-time adversary A, the following advantage is
negligible:

AdvIND-CPA
MABE,A(1

λ) =
��Pr[ExpIND-CPA

MABE,A(1
λ) = 1]−1/2

��.
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Our IND-CPA security model covers sender guessing at-
tack, collusion attack and eavesdropping attack. The detailed
analysis is described as follows:

Sender guessing attack: A is allowed to output two attribute
sets of senders S0 and S1 s.t . (m0,m1,S0,S1)←A

O(mpk). In
the challenge phase, a random bit b is chosen to pick a sender
associated Sb . In the guessing phase, A outputs a bit b′ to
guess the bit b and wins the game if b = b′. If A can launch
the sender guessing attack, the probability of A wins the game
is more than random guess.

Collusion attack: A is allowed to query any encryption key
via the encryption key generation oracle OEKGen(·) and any
decryption key except the one satisfying the ciphertext c via
the the decryption key generation oracle ODKGen(·). Therefore,
A can launch collusion attack as the group of any senders and
authorised receivers without associating R s.t .R∗ |= R and R∗
is used to derive the challenge ciphertext c.

Eavesdropping attack: A is allowed to output two messages
m0 and m1. In the challenge phase, a random bit b is chosen
to generate a challenge ciphertext depending on mb . In the
guessing phase, A outputs a bit b′ to guess the bit b and wins
the game if b = b′. If A can launch the eavesdropping attack,
the probability ofA wins the game is more than random guess.

Definition 7 (EU-CMA). Let O denote a set of oracles: a hash
oracle OS(·), a encryption key generation oracle OEKGen(·), a
decryption key generation oracle ODKGen(·), and an encryption
oracle OEnc(·, ·, ·, ·). The EU-CMA security definition of a
matchmaking attribute-based encryption scheme MABE is
based on the following experiment:

ExpEU-CMA
MABE,A

(1λ) Oracle OEKGen(S)

S∗← A(1λ) DS ← DS ∪ {S};
DS = ∅; ek← EKGen(msk, S);
Dc = ∅; return ek.
(mpk,msk) ← Setup(1λ); Oracle ODKGen(R)

c∗← AO (mpk); dk← DKGen(msk,R);
return 1 iff Verify(S∗, c) = 1, and return dk.
∀S ∈ DS : S 6 |= S∗, and Oracle OEnc(ek, R, S,m)
∀c ∈ Dc : c∗ . c. c← Enc(ek, R, S,m)

Oracle OS(att) Dc ← Dc ∪ {c }
return H1(att). return c.

A matchmaking attribute-based encryption schemeMABE
is said to be EU-CMA secure if for any probabilistic
polynomial-time adversary A, the following advantage is
negligible:

AdvEU-CMA
MABE,A(1

λ) = Pr[ExpEU-CMA
MABE,A(1

λ) = 1].

Our EU-CMA security model covers impersonate attack and
collusion attack. The detailed analysis is described as follows:

Impersonate attack: A is allowed to query information
of senders by querying the encryption key generation oracle
OEKGen(·) to gain the encryption key and querying encryption
oracle OEnc(·, ·, ·, ·) to gain the ciphertext. If A can then modify
the decryption keys and the ciphertexts to output the ciphertext
c under the policy S.A wins the game if c is a message has not
been queried and no encryption key associated S s.t . S |= S
has been queried. If A can launch the impersonate attack, the
probability of A wins the game is more than negligible.

Collusion attack: A is allowed to query any decryption key
via the the decryption key generation oracle ODKGen(·) and any
encryption key except the one satisfying the ciphertext c via
the encryption key generation oracle OEKGen(·). Therefore, A
can launch collusion attack as the group of any receivers and
authorized senders without associating S s.t . S |= S and S is
used to derive the ciphertext c.
Therefore, our IND-CPA and EU-CMA security models

cover all possible attacks in the threat model.

V. Proposed Scheme

A. Workflow of CFDS

With reference to Fig. 3, we now describe the workflow of
our CFDS which employs MABE = {Setup,EKGen,DKGen,
Enc,Verify,Dec}. Our system has three phases: system initial-
ization, data uploading, and data downloading.
System Initialization: Fig. 4 shows the initialization phase

of CFDS. The KGC runs the Setup algorithm to generate the
system parameters and distributes the public parameters to
each entity. The KGC runs EKGen and DKGen to generate
an encryption key and a decryption key, then distribute them
to the ED which is usually controlled by a device owner (See
1 ).

Fig. 4: System Initialization in CFDS

Data Uploading: Fig. 5 shows the phase of message up-
loading in CFDS, where FNi and FNj denote two different fog
nodes. An ED runs the Enc algorithm to generate ciphertexts
and outsource them to FNs (See 3 ). FNs analyze the propose
of ciphertexts based on the sender’s attributes. If the cipher-
texts have short-term purposes (e.g., comment to machine-to-
machine communications), FNs store the ciphertexts locally
or forward to another FNs. If the ciphertexts have long-term
purposes (e.g., historical records and log documents), FNs
forward the ciphertexts to the CSP (See 4 ).
Data Downloading: Fig. 5 depicts the phase of message

downloading in CFDS. When an ED requests information from
the desirable senders (See 2 ), FNs returns the ciphertexts
from desirable senders if the ciphertexts are stored locally
(See 3 ); otherwise, FNs request ciphertexts from the CSP
(See 4 ) and other FNs to extract the desirable ciphertexts
to EDs (See 3 ). Note that the interaction between FNs is
for machine-to-machine communication [12], FNs collaborate
with each other for data intelligence and sharing resources like
processing power and memory.
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Fig. 5: System Uploading in CFDS

Fig. 6: System Downloading in CFDS

B. Concrete Construction of MABE
Our concrete construction is based on the idea of matchmak-

ing encryption [10] for bilateral access control. Specifically, we
apply the ABE scheme proposed by Rouselakis and Waters
[20] enabling the sender to specify the access structure of
receiver and design a variety of ABE derived from [20]
ensuring the receiver to verify the sender. The details of each
algorithm are given below.
Setup(1λ): The setup algorithm runs the pairing group gen-
erator G(1λ) to generate the description of bilinear group
(p,G,GT , e,g), and randomly picks α, β ∈ Zp and three hash
functions H1,H2,H3:

H1 :Ωsnd→ G, H2 :Ωrcv→ G, H3 : {0,1}∗→ G,

where H3 is a collision-resistant hash function, and H1 and
H2 are modelled as random oracles. The algorithm returns the
master public key mpk and the master private key mpk.

mpk = (p,G,GT , e,g,H1,H2,H3, e(g,g)α, e(g,g)β),

msk = (gα,gβ).

EKGen(msk,S): Parse the set of sender’s attributes S =
(attsnd,1,attsnd,2, ...,attsnd,k). The encryption key generation al-
gorithm randomly picks r ∈ Zp and for i ∈ [k], it computes:

ek1,i = g
αH1(attsnd,i)

r, ek2 = g
r .

The algorithm returns the encryption key ek = (S, {ek1,i}i∈[k],
ek2).

DKGen(msk,R): Parse the access structure of the receiver R =
(N, π), where N ∈ Z`N×nNp is a matrix and π : [`N] → Ωrcv is
a mapping function. The decryption key generation algorithm
randomly picks ®y = (β, y2, ..., ynN )

⊥ ∈ ZnN×1
p and computes ®λ =

(λ1, λ2, ..., λ`N ) =N®y. For i ∈ [`N], it randomly chooses ri ∈ Zp
and computes:

dk1,i = g
λiH2(π(i))ri , dk2,i = g

ri

The algorithm returns the decryption key dk = ((N, π), {dk1,i,
dk2,i}i∈[`N]).

Enc(ek,R,S′,m): Parse the set of receiver’s attributes R =
(attrcv,1,attrcv,2, ...,attrcv,l) and the set of sender’s attributes
S′ = (attsnd,1,attsnd,2, ...,attsnd,k′), where S′ is the subset of
sender’s attributes S defined in the encryption key ek, s.t .
S′ ⊆ S. The encryption algorithm randomly picks s,r ′, t ∈ Zp ,
and for i ∈ [l], it computes:

c0 = m · e(g,g)βs, c1 = g
s, c2,i =H(attrcv,i)

s,

c3 = ek2 · g
r′ = gr+r

′

, c4 = g
t .

Let c1-4 denote a binary string as c1-4 = c0‖c1‖c2,i ‖...‖c2,l ‖
c3‖c4. For i′ ∈ [k ′], it finds j such that attsnd,i′ = attsnd, j ( j
exists due to S′ ⊆ S) and computes:

ek1,i′ = ek1, j ·H1(attsnd,i′)
r′ = gαH1(attsnd,i′)

r+r′,

c5,i′ = ek1,i′ ·H3(c1-4)t = gαH1(attsnd,i′)
r+r′H3(c1-4)t .

The algorithm returns the ciphertext c = ((S,R ′),c0,c1,
{c2,i}i∈[l],c3,c4, {c5,i′}i′∈[k′]).

Verify(S,c): Parse the access structure of the sender S= (M, ρ),
where M ∈ Z`M×nMp is a matrix and ρ : [`M] → Ωsnd is a
mapping function. The verification algorithm randomly picks
®x = (1, x2, ..., xnM )

⊥ ∈ ZnM×1
p and computes ®κ = (κ1, κ2, ..., κ`M ) =

M®x. Let I be the set s.t . I = {i |i ∈ [`M], ρ(i) = S}. It finds
{ωi}i∈I such that

∑
i∈I ωMi = (1,0, ...,0) and returns 1 if the

following equality holds:∏
i∈I

(
e(c5,i,g)

e(H1(attsnd,i),c3) · e(H3(c1-4),c4)

)κiωi
?
= e(g,g)α;

otherwise, the algorithm returns 0.

Dec(dk,c): Let J be the set such that J = { j | j ∈ [`N], π( j) =
R}. The decryption algorithm takes terms {η}j∈J such that∑

j∈J ηNj = (1,0, ...,0) and computes:

c0 ·
∏
j∈J

(
e(dk2,i,c2, j)

e(dk1,i,c1)

)η j

= m,

where i is the index of the attribute π(i) in R s.t . π(i)= attrcv, j .
The algorithm returns the message m.
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C. Correctness
If S |= S, the ciphertext can pass the verification according

to the verification algorithm:∏
i∈I

(
e(c5,i,g)

e(H1(attsnd,i),c3) · e(H3(c1-4),c4)

)κiωi

=
∏
i∈I

(
e(gαH1(attsnd,i)

r+r′H3(c1-4)t,g)
e(H1(attsnd,i),gr+r

′
) · e(H3(c1-4),gt )

)κiωi

=
∏
i∈I

e(gα,g)κiωi = e(g,g)α
∑

i∈I κiωi = e(g,g)α .

If R |= R, the message can be recovered according to the
decryption algorithm:

c0 ·
∏
j∈J

(
e(dk2,i,c2, j)

e(dk1,i,c1)

)η j

= m · e(g,g)βs ·
∏
j∈J

(
e(grj ,H(attrcv, j)

s)

e(gλ jH2(π(i))rj ,gs)

)η j

= m · e(g,g)βs ·
∏
j∈J

e(gλ j ,gs)−η j

= m · e(g,g)βs · e(g,g)−s
∑

j∈J λ jη j

= m · e(g,g)βs · e(g,g)−βs = m.

Therefore, our verification algorithm and decryption algorithm
are correct.

D. Security Analysis of MABE
Theorem 1. If the decisional BDH assumption holds, then
all probabilistic polynomial-time adversaries have a negligible
advantage in breaking IND-CPA security of our scheme.

The sketch of security proof for theorem 1: we can build an
algorithm B interacting with A who can break our proposed
scheme with non-negligible advantage to break the decisional
BDH problem for a tuple (p,G,GT , e,g, A = ga,B = gb,C =
gc,T) to guess T = e(g,g)abc or a random term. To simulate
our proposed scheme, B sets the master public key mpk to
(p,G,GT , e,B = gb, e(B,B)α, e(A,B)). Hence, the group gener-
ator is B and the master secret key is gα with α ∈ Zp and gα

with β = a/b, where a and b from A = ga and B = gb . To
make challenge ciphertext for m0,m1 from A, B uses B = gc

as the random term c1 and chooses a random bit b ∈ {0,1}.
Hence, the message hiding component is mb · e(g,g)abc if the
giving challenge information is a valid BDH tuple, such as
T = e(g,g)abc; otherwise, the probability of A winning the
game is no more than random guessing the bit b. The details
of the proof for Theorem 1 is in Appendix A.

Theorem 2. If the computational BDH assumption holds, then
all probabilistic polynomial-time adversaries have a negligible
advantage in breaking EU-CMA security of our scheme.

The sketch of security proof for theorem 2: we can build an
algorithm B interacting with A who can break our proposed
scheme with non-negligible advantage to break the compu-
tational BDH problem for a tuple (p,G,GT , e,g, A = ga,B =
gb,C = gc) to output e(g,g)abc . To simulate our proposed
scheme, B set the master public key mpk to (p,G,GT , e,B =

gb, e(A,B), e(A,B)β). Hence, the group generator is B and the
master secret key is gα with α = a/b and gβ with β ∈ Z, where
a and b from A = ga and B = gb . To ensure A can return
the useful ciphertext, B embeds C for all the queries on the
challenge sender’s policy on the random oracle. Hence, B can
extract the message e(g,g)abc at the end. The details of the
proof for Theorem 2 is in Appendix B.

E. Security Analysis of CFDS
Theorem 3. If the underlying MABE is IND-CPA and EU-
CMA secure, then our proposed CFDS is secure against all
possible attacks defined in the threat model.

According to Theorem 1 and Theorem 2, the security of
CFDS can be inferred by the MABE IND-CPA and EU-CMA
secure. In the following, we analyze the possible attacks as
defined in the threat model.
Sender guessing attack: this attack can be reduced to the

attacks in the IND-CPA model and the adversary is any party
except the message owner. Our scheme allows the senders to
pick a random number in the domain Zp to re-random the
encryption key. Thus, this random number is unknown to any
party except the sender itself. Therefore, the adversary cannot
identify the sender or link two ciphertexts to one sender when
the sender’s attributes are not unique.
Eavesdropping attack: this attack can be reduced to the

attacks in the IND-CPA model and the adversary is any party
except the message owner and the valid receivers. Hence, we
consider following two types of eavesdropping attack:
• Outsider attack: the outsiders do not have the valid
decryption key, they can obtain the ciphertext and can-
not learn anything beyond the ciphertext. Note that the
outsiders have less capability than the others, we only
consider the powerful adversaries in our security proof
since they cover the attack capability of the other entities.

• Insider attack: we consider two types of insider attack:
one is the malicious CSP and FNs without any decryption
key, and the other one is the EDs with the invalid
decryption key.
– Malicious CSP and FNs: they cannot learn anything

beyond the ciphertext as the reasons explained in the
case of outsider attack.

– EDs with the invalid decryption key: although these
EDs does not have the valid decryption key, they can
try combining the decryption keys to make a new
decryption key satisfying the policy to decrypt the
ciphertext. However, this decryption key is invalid
since every decryption key has a unique random
seed. Therefore, this combined decryption key has
at least two random seeds leading to decryption fail.
Therefore, the ciphertext is still secure.

Impersonate attack: this attack can be reduced to the attacks
in the EU-CMA model. The adversary may launch impersonate
attack via following two strategies:
1) Forge an encryption key: Similar to the reason in eaves-

dropping attack. The outsiders, malicious CSP, and FNs
do not have any encryption key. Hence, they cannot forge
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any encryption key. The EDs with the invalid encryption
key also cannot forge a valid encryption key since every
decryption key is derived from a unique random seed,
encryption key with at least two random seeds leads to
verification process fails.

2) Derive a valid ciphertext from existing ciphertexts. The
collision-resistant hash function prevents any manipula-
tion to the ciphertexts. The attackers cannot find two
messages with different information but the same hash
value because of the collision-resistant property of the
hash function. Therefore, the changed ciphertext is an
invalid ciphertext which cannot pass the verification
process.

Collusion attack: this attack can be reduced to the attacks in
the IND-CPA and EU-CMA model. The purpose of collision
attack is to derive the valid ciphertext without the valid
encryption key and decrypt the ciphertext without a valid
decryption key.
• Derive the valid ciphertext without the valid encryption
key: similar as the reasoning in eavesdropping attack,
every encryption key is derived from unique randomness.
The combination of multiple encryption keys cannot help
the attacker to derive a valid encryption key. Hence, the
collusion attack cannot help to obtain valid ciphertexts.

• Decrypt the ciphertext without valid decryption key: as
the reasons in impersonate attack, every decryption key
is derived from unique randomness. The combination of
multiple decryption keys cannot help attack to derive valid
decryption key. Hence, the collusion attack cannot help
to decrypt unauthorized ciphertexts.

VI. Efficiency Analysis
In this section, we give the efficiency analysis from two

aspects: theoretical complexity and experimental performance.
For theoretical complexity, we analyze computational com-
plexity and space complexity. For experimental performance,
we compare running time and data storage among DP-ABE
[13], MIBE [10], and ours since DP-ABE and modified MIBE
are two comparable solutions in terms of functionality. We
also modify the MIBE (modified MIBE, short for mMIBE)
to achieve comparable performance to MABE, where our
modified MIBE with access structure using AND gate only
by dividing message into various pieces and encrypted each
piece under different identities to simulate the set of attributes
in MABE.

A. Theoretical Complexity
Table II presents the comparison of computational complex-

ity and space complexity among some most relevant solutions
[10], [13]–[16] and ours.

For computational complexity, our scheme is comparable
to DP-ABE and ACE, and much better than mMIBE. Our
scheme takes a constant time to setup the system. The com-
putational complexity of the encryption key generation bases
on the set of sender’s attributes, which is comparable to
ACE depending on the number of senders/receivers specified
by the policy. The decryption key generation algorithm only

relates to the policy of receivers rather than attributes of
senders and policies of receivers simultaneously in DP-ABE.
The encryption algorithm is about the number and senders’
attributes and receivers’ attribute rather than the multiplicity
of the number and senders’ attributes and receivers’ attribute.
The sender verification algorithm only checks the validate of
senders, which takes the computational complexity based on
the specified policy. The decryption algorithm only relates to
the policy of receivers since the sender verification can be
outsourced to the fog nodes.
For space complexity, our scheme is much better than other

schemes since it has a constant-size system parameter by
applying collision-resistant hash functions. The encryption key
generation and decryption key generation relate to the number
of sender’s attributes and the number of receiver’s policy,
respectively. The space complexity of ciphertext is comparable
to others since the ciphertext depends on the number of
sender’s attributes and the receiver’s policy.

B. Experimental Performance
For experimental analysis, we evaluate the two most related

works [10], [13] and ours. Specifically, XLD+19 [13] is
DP-ABE with complex access control in ciphertexts (e.g.,
ciphertext-policy access control and key-policy access control)
instead of entities (e.g., sender access control and receiver
access control) as in our MABE and AFNV19 [10] represents
mMIBE derived from MIBE for simulating the access control
in our MABE. Although ACE provides access control on data
flow from a sender to a receiver, the rules “no read up and no
write down” in ACE is quite different in our proposed system.
Besides, ACE requires a fully trusted sanitizer always online
to ensure the rule runs in each ciphertext and prevent attacks
from the malicious senders and receivers.
Our experimental simulation was performed on a PC run-

ning 64-bit Windows 10 with 3.60GHz Intel(R) Core(TM) i7-
4790 CPU and 24GB memory. The implementation is based
on JPBE 2.0.0 with Type A elliptic curve based on the
standard parameters from “a.properties" from JPBC library.
The experimental performance is demonstrated in Fig. 7 and
Fig. 8.
Fig. 7 gives the experimental performances about the algo-

rithm running time.
Fig. 7a presents the running time for system setup as

a function of the size of the attribute universe. The time
consumption is irrelevant to the size of the attribute universe.
Our scheme takes much more time than other schemes since
our scheme requires two pairing computation to build the
bilateral fine-grained access control. XLD+19 only offers one-
way access control (e.g., the sender specifies the receivers),
and AFNV19 only provides the bilateral access control in a
coarse-grained level (or AND gate only in a fine-grained level).
Fig. 7b illustrates the time for encryption key generation

as a function of the number of attributes. Our scheme takes
more time than mMIBE since our scheme can achieve the
fine-grained access control with LSSS, while mMIBE only
has access structure using AND gate, which cannot support
OR gate. DP-ABE only has one-way access control to limit
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TABLE II: Theoretical Comparison among Existing Solutions Related to Bilateral Access Control in the Prime-Order Group
Type of Computational Complexity Space Complexity
Scheme Setup EKGen DKGen Enc SV Dec SP EK DK C

AI09 [14] DP-ABE O(Ωsnd +Ωrec) N/A O(S+R) O(S+ R) N/A O(S+R) O(Ωsnd +Ωrec) N/A O(S+R) O(S+ R)
XLD+19 [13] DP-ABE O(1) N/A O(S+R) O(S+ R) N/A O(S+R) O(1) N/A O(S+R) O(S+ R)
DHO16 [15] ACE O(n) O(n) O(n) O(n) O(n) O(1) O(n) O(n) O(n) O(2n)
KW17 [16] ACE O(n) O(n) O(n) O(n) O(n) O(n) O(n) O(n) O(n) poly(2n)
AFNV19 [10] MIBE O(1) O(1) O(1) O(1) N/A O(1) O(1) O(1) O(1) O(1)
AFNV19 [10] mMIBE O(1) O(S) O(R) O(S · R) N/A O(S+R) O(1) O(S) O(R) O(S+R)
Ours MABE O(1) O(S) O(R) O(S+ R) O(S) O(R) O(1) O(S) O(R) O(S+R)

EKGen: the encryption key generation algorithm; DKGen: the decryption key generation algorithm; Enc: the encryption algorithm;
SV: the sender verification algorithm, where this algorithm is run by untrustworthy fog nodes in ours and by fully trusted sanitizer in ACE;
Dec: the decryption algorithm; SP: the system parameter; EK: the encryption key;
DK: the decryption key; C: the ciphertext; poly(2n): poly-logarithmic in n;
n: the number of senders/receivers specified by the policy, where the policy is defined by the rule “no read up, no write down" in ACE;
mMIBE: modified MIBE to achieve comparable functionality (access structure with AND gate only) to MABE.

(a) (b) (c)

(d) (e) (f)

Fig. 7: Experimental Performances about the Algorithm Running Time

the receiver to reveal the ciphertext. There is no encryption
key generation algorithm for DP-ABE.

Fig. 7c displays the time for decryption key generation vs
the size of policies. Our scheme has better performance than
DP-ABE since the decryption key in our scheme focuses on
the simple fine-grained access control for the receivers rather
than complex access control (combing the access control of
KP-ABE and CP-ABE simultaneously). mMIBE has better
performance in the decryption key generation due to its simple
access control policy.

Fig. 7d presents the time for data encryption vs the number
of attributes. The mMIBD takes much more time than others
since the direct extension from an identity-based setting to an
attribute-based setting incurs large overheads. Our scheme has
better performance than others due to collision-resistant hash
functions are used to generate the ciphertexts.

Fig. 7e illustrates time for verifying senders in our scheme.
Note that other schemes do not support outsourcing sender
verification by a third party. The time of sender verification
increases linearly in the size of policies in our scheme.
Fig. 7f displays the encryption running time vs the number

of attributes. Our scheme has better performance than others
since the workload of sender verification can be outsourced.
Fig. 8 gives the experimental performances on the storage

for the system parameter, the encryption key, the decryption
key, and the ciphertext.
Fig. 8a presents the size of the system parameter as a

function of the attribute universe. The storage of the system
parameter is irrelevant to the size of the attribute universe.
Our scheme has better performance than DP-ABE since the
latter requires additional 6 elements in G. mMIBE has better
performance since modifying MIBE to mMIBE does not
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(c) (d)

Fig. 8: Experimental Results about Storage Overhead

extend the size of the system parameter.

Fig. 8b illustrates the size of the encryption key vs the
size of the attribute universe. Our scheme and mMIBE have
comparable performances. The size of the encryption key
grows linear in the number of attributes.

Fig. 8c displays the size of decryption key vs the size of
policies. The size of the decryption key is linear to the size
of policies. Our scheme has smaller decryption key size than
others since the simple fine-grained access control policy is
used to control the receivers.

Fig. 8d gives the size of ciphertext vs the size of the attribute
universe. The size of the ciphertext key is linear to the size of
policies. Our scheme has smaller ciphertext size than others
since the ciphertext in mMIBE is the multiply of sender’s
attributes and receiver’s attributes, and DP-ABE has complex
access control (combing the access control of KP-ABE and
CP-ABE simultaneously).

Remark. Our experimental simulation follows the key encap-
sulation mechanism (KEM) as many cloud-based applications
to improve the performance. A symmetric encryption algo-
rithm (e.g., AES) with key domain K is chosen. To encrypt a
message, we first pick a random key k ∈ K, then encrypt the
message under the key k and encrypt k under corresponding
asymmetric encryption scheme (e.g., DP-ABE, mMIBE and
ours). To reveal a message, we first run the asymmetric
decryption scheme to reveal the symmetric encryption key k
and reveal the message by using k to decrypt the symmetric
ciphertext.

VII. Related Works

Table III give functionality comparison among existing
solutions related to bilateral access control and ours. In the
following, we give the detailed descriptions of them.
Sahai and Waters [4] first introduced fuzzy identity-based

encryption (FIBE) as the rudiment of ABE, but it only supports
threshold access control and is selectively secure. Following
FIBE, there are many ABE schemes proposed. There are
two primary flavors: key-policy ABE (KP-ABE) [11] and
ciphertext-policy ABE (CP-ABE) [17]. In KP-ABE, the user’s
secret key is based on the access structure, and ciphertexts
are encrypted over a set of attributes. In CP-ABE, the access
structure specifics ciphertexts, and the receiver’s secret key
associates a set of attributes. To aggregate them, dual-policy
ABE (DP-ABE) [13], [14] has been introduced to offer KP-
ABE and CP-ABE simultaneously.

Goyal et al. [18] proposed the first KP-ABE scheme with
a tree-based access structure. To enrich expressiveness, Os-
trovsky et al. [11] introduced a KP-ABE scheme with non-
monotonic access policies. Lewko and Waters [19] then pro-
posed a KP-ABE with the large universe in the composite-
order group without hash function and predefined maximum
number of attributes to express a ciphertext. Rouselakis and
Waters [20] proposed the first large universe KP-ABE with
prime-order groups and constant-size parameters. After that,
many KP-ABE schemes [21]–[25] have been proposed to
improve performance in terms of the efficiency (e.g., constant-
size ciphertexts) and security (e.g., from non-standard hard
problems to standard hard problems).
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TABLE III: Functionality Comparison among Existing Solutions Related to Bilateral Access Control
Data Privacy Ciphertext Identification Ciphertext Filter Sender Anonymity Outsourced Verification Access Policy

DP-ABE 3 7 7 3 7 one-way LSSS
ABKS 3 7 3 3 7 one-way LSSS
ACE 3 7 3 7 3 no read up, no write down
MIBE 3 3 7 7 7 one-to-one data sharing
Ours 3 3 3 3 3 bilateral LSSS
Ciphertext Filter: the ciphertexts with specific information can be extracted without revealing the messages of ciphertexts;
Sender Anonymity: the ciphertexts cannot reveal the sensitive information (e.g., a unique ID) of the sender;
Outsourced Verification: the workload of ciphertext filter can be outsourced to a third party.
Access Policy: the approach controls the data flow in the system.
LSSS: linear secret sharing system (refers to Definition 4 for details).

Bethencourt et al. [26] proposed the first CP-ABE scheme
with a tree-based access policy. To support flexible expres-
siveness, Cheung and Newport [27] proposed a basic CP-
ABE scheme which supports AND gate policies with positive
and negative attributes simultaneously. To further improve
expressiveness, Goyal et al. [28] proposed a tree-based CP-
ABE scheme. Herranz et al. [29] presented a CP-ABE scheme
in which the ciphertext size is constant. Waters [30] proposed
a CP-ABE scheme supporting access policies expressed as
LSSS. Rouselakis and Waters [20] proposed a large universe
CP-ABE scheme with the LSSS access policy. After that, many
CP-ABE schemes [17], [24], [31]–[34] have been proposed
to improve performance in terms of the efficiency (e.g., fast
decryption and constant computational cost) and security (e.g.,
from selectively secure to fully secure).

Attrapadung and Imai [14] introduced the first DP-ABE
scheme with access controls in KP-ABE and CP-ABE simul-
taneously. Miyaji and Tran [35] proposed a DP-ABE with
constant-size ciphertexts. Rao and Dutta [36] proposed a DP-
ABE with efficient computation and constant-size ciphertexts
simultaneously. Attrapadung and Yamada [37] proposed fully
secure DP-ABE in the composite-order group. After that, many
KP-ABE schemes [13], [36] have been proposed to improve
performance in terms of efficiency and security.

ABKS was first introduced by Zheng et al. [6]. For search
ciphertext without revealing messages, but it cannot identify
the senders information for the ciphertext and request multi-
ple rounds to search the messages. The senders first define
keywords with a policy that specify the authorized keyword
searchers and outsource the data to a cloud. The authorized
receiver can search the ciphertexts based on different key-
words. However, the keywords should be secrecy for any party
and even the authorized receiver to keep the keyword secrecy,
denoted keyword guessing attack [38]. To prevent this attack,
Qiu et al. [39] introduced hidden policy ciphertext-policy
attribute-based encryption with keyword search.

Damgard et al. [15] proposed the first ACE scheme. ACE
provides access control over information flow. This informa-
tion flow is from a sender to a sanitizer, and a sanitizer to
a receiver, where the sanitizer acts as a fully trusted party
to ensure secure data flow. The purpose of ACE is enforcing
the no read up and no write down access rule. Specifically,
each user has a different authorization to read and write a
message. The receiver cannot read the message generated by a
user with higher reading rights, and the senders cannot write a
message as a user with lower writing rights. Hence, the policy

in ACE is suitable to the system with a hierarchical access
policy (e.g., army and enterprise) rather than the access control
in the cloud-fog-device architecture. To improve the security,
Kim and Wu [16] proposed a secure ACE with the standard
assumptions.
Matchmaking encryption as a novel paradigm protects the

data communications with bilateral access control user privacy
proposed by Ateniese et al. [10]. The current solution in
matchmaking encryption is only in identity-based setting,
which cannot provide fine-grained access control.

VIII. Conclusion
In this work, we investigated problems of data sharing in

cloud-fog computing and produced a secure cloud-fog-device
data sharing system with fine-grained bilateral access control.
The system model and the threat model were presented for
our proposed system. To provide secure data sharing, we
introduced a matchmaking attribute-based encryption with a
formal definition, and security models, which supports the
receiver identifying ciphertexts from undesirable senders with-
out costly data decryption. Moreover, the workload of senders
verification can be outsourced to the fog nodes. We believe that
our proposed matchmaking attribute-based encryption finds
many applications for providing data privacy and ciphertext
identification simultaneously. The future work could be inves-
tigating a more efficiency MABE system with some practical
properties (e.g., revocability, traceability, etc.).
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Appendix
A. Security Proof for Theorem 1

Proof. Suppose there exists a polynomial-time adversary A
that can break our scheme in IND-CPA model with a non-
negligible advantage. Then we can build a simulator B that can
break the decisional BDH assumption with a non-negligible
advantage. Specially, B receives the tuple (p,G,GT , e,g, A =
ga,B = gb,C = gc,T) to guess T = e(g,g)abc or a random term
interacting with A.
Setup. B randomly picks β ∈ Zp and two collision-resistant
hash functions H1 : Ωsnd → G and H3 : {0,1}∗ → G
and returns the master public key mpk = (p,G,GT , e,B =
gb, e(B,B)α, e(A,B)) to A. We have the group generator B =
gb , and two terms α and β = a/b because of

e(A,B) = e(ga,gb) = e(g,g)ab = e(g,g)b
2 ·a/b = e(B,B)a/b .

Phase 1 and 2. A queries the following oracle adaptively.
OR(att): Let L = {att,r,r ′} be a hash list. A queries the
random oracle on the attribute att. If att has been queried
before, it returns Brigr

′
i ; otherwise, B picks r = 0 and r ′ ∈ Zp

if att ∈ R∗, picks r,r ′ ∈ Zp if att <R∗. Then, B updates a hash
list L ←L∪{att,r,r ′}. B returns Brigr

′
i to A.

OEKGen(S): A queries the encryption key generation oracle
on the set of the sender’s attributes S = (att1,att2, ...,attk). B
randomly picks r ∈ Zp and for i ∈ [k], it computes:

ek1,i = Bα ·H1(atti)r, ek2 = Br .

B returns the encryption key ek = (S, {ek1,i}i∈[k], ek2) to A.
ODKGen(R): A queries the encryption key generation oracle
on the set of the receiver’s policy R = (N, π). According to
Proposition 1 in [18], there exists a vector ®η such that N®η = ®0
and ®1 · ®η , 0(= h, say). Let ®η = (η1, η2, ..., η`). Finally define the
vector ®η as follows:

®η = ®v+ψ ®w, where ψ =
ab− b

∑`
k=1 λk

h
, ®v = b®λ for λi ∈ Zp .

If π(i) ∈ R, we have

Ni ®η = ®v+
a− ®v

h
· ®w = aµ1+ µ2,

If π(i) < R, we have

Ni ®η = b®v+
ab− b®v

h
· ®w = b(aµ1+ µ2),

where µ1 = Ni ®w · h−1 and µ2 = Ni(h®v − ®v ®w) are commutable.
For i ∈ [`], B randomly picks ri ∈ Zp and computes

dk1,i = g
Ni ®ηH2(π(i))ri , dk2,i = g

ri .

B returns the decryption key dk = ((N, π), {dk1,i,dk2,i}i∈[`N])
to A.
Challenge. A sends (m0,m1,S0,S1). B picks a random bit b ∈
{0,1}. Suppose Sb = (att1,att2, ...,attk), B randomly chooses
r ∈ Zp and for i ∈ [k], it computes

ek1,i = g
αH1(atti)r, ek2 = g

r .
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to generate the encryption key ek = (S, {ek1,i}i∈[k], ek2). B
then chooses c0 =mb ·T and c1 =C. B then simulates the rest
of ciphertext components based on the encryption algorithm.
Finally, B returns the ciphertext c to A.
Guess. A submits a bit b′ to B. If b= b′, B outputs 1 denoted
T = e(g,g)abc; otherwise, it outputs 0.

The core component of our simulation is that e(A,B) =
e(g,g)ab , c0 = mb ·T and c1 = C = gc . If T = e(g,g)abc , the
simulation is identical to the real scheme. If T is a random
term, A has no advantage to break the game. It is worth to
notice that the encryption algorithm has re-randomized the
encryption key ek, A has no advantage to break the game
from guessing encryption key.
There is no abort during our simulation. Hence, the advan-

tage of A breaks the decisional BDH assumption is ε , where
ε is the advantage of A breaking our proposed scheme. �

A. Security Proof for Theorem 2
Proof. Suppose there exists a polynomial-time adversary A
that can break our scheme in EU-CMA model with a non-
negligible advantage. Then we can build a simulator B
that can break the computational BDH assumption with a
non-negligible advantage. Specially, B receives the tuple
(p,G,GT , e,g, A = ga,B = gb,C = gc) to output e(g,g)abc in-
teracting with A.
Setup. B randomly picks β ∈ Zp and two collision-
resistant hash functions H2 : Ωrcv → G and H3 : {0,1}∗→ G
and returns the master public key mpk = (p,G,GT , e,B =
gb, e(A,B), e(B,B)β) to A. We have the group generator B =
gb , and two terms α = a/b and β because of

e(A,B) = e(ga,gb) = e(g,g)ab = e(g,g)b
2 ·a/b = e(B,B)a/b .

Phase 1 and 2. A queries the following oracle adaptively.
OS(att): Let L = {att,r,r ′} be a hash list. A queries the
random oracle on the attribute att. If att has been queried
before, it returns Brigr

′
i ; otherwise, B picks r = 0 and r ′ ∈ Zp

if att |= R, picks r,r ′ ∈ Zp if att 6 |= R. Then, B updates a hash
list L ←L∪{att,r,r ′}. B returns Brigr

′
i to A.

OEKGen(S): A queries the encryption key generation oracle
on the set of the sender’s attributes S = (att1,att2, ...,attk). B
randomly picks r ∈ Zp and for i ∈ [k], it computes:

ek1,i = Bα ·H1(atti)r, ek2 = Br .

B returns the encryption key ek = (S, {ek1,i}i∈[k], ek2) to A.
ODKGen(R): A queries the encryption key generation oracle on
the set of the receiver’s policy R = (N, π). Due to β is known,
B run the decryption key generation algorithm and returns
ek = (S, {ek1,i}i∈[k], ek2) to A.
OEnc(ek,R,S,m): A queries the encryption oracle on the set
of the encryption key ek, a set of receiver’s attribute R and
a set of sender’s attribute and a message m. Due to all inputs
are known, B run the encryption algorithm and returns c =
((S,R ′),c0,c1, {c2,i}i∈[l],c3,c4, {c5,i′}i′∈[k′]) to A.
Guess. A submits a ciphertext c to B, where c =
((S,R ′),c0,c1, {c2,i}i∈[l],c3,c4, {c5,i′}i′∈[k′]). Parse the access

structure of the sender S = (M, ρ), where M ∈ Z`M×nMp is
a matrix and ρ : [`M] → Ωsnd is a mapping function. B
randomly picks ®x = (c, x2, ..., xnM )

⊥ ∈ ZnM×1
p and computes ®κ =

(κ1, κ2, ..., κ`M) =M®x. Let I be the set s.t . I = {i |i ∈ [`M], ρ(i) =
S}. It takes terms {ωi}i∈I s.t .

∑
i∈I ωMi = (1,0, ...,0) and

computes:∏
i∈I

(
e(c5,i,g

b)

e(H1(attsnd,i),c3) · e(H3(c1-4),c4)

)κiωi

= e(g,g)abc .

B returns e(g,g)abc . Therefore, B can break computational
BDH tuple.

There is no abort during our simulation. Hence, the ad-
vantage of A breaks the computational BDH assumption is
ε , where ε is the advantage of A breaking our proposed
scheme. �
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