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Abstract

With the development of cloud computing, many enterprises have been interested in outsourcing their
data to cloud serversto decrease I T costs and rise capabilities of provided services. To afford
confidentiality and fine-grained data access control, attribute-based encryption (ABE) was proposed
and used in severa cloud storage systems. However, scalability and flexibility in key delegation and
user revocation mechanisms are primary issues in ABE systems. In this paper, we introduce the
concept of afully distributed revocabl e ciphertext-policy hierarchica ABE (FDR-CP-HABE) and
design the first FDR-CP-HABE scheme. Our scheme offers a high level of flexibility and scal ability
in the key delegation and user revocation phases. Moreover, our scheme is efficient and provides
lightweight computation in the decryption phase. Indeed, by exploiting a computation outsourcing
technique, most of the operations are executed by the powerful cloud server, and very few
computations are left to the users. Also, the storage cost on the user side is significantly decreased as
compared to similar schemes. Furthermore, using the hardness assumption of DBDH problem, we
prove that our scheme is adaptively secure in the standard model. Our security analyses and
implementation results indicate that our scheme is efficient, secure, and scalable.

Keywords

Cloud computing, Hierarchical attribute-based encryption, Ciphertext-policy attribute-based
encryption, Access control

1. Introduction

With the widespread applications of cloud computing technology, it isincreasingly evolving to
change the way how serviceis provided. The cloud computing technology benefits usersin that it
offers convenient access, storage and computation resources, distributed computing, increased
operational efficiencies, etc. [1]. Therefore, to gain cost savings and the flexibility in investments on-
demand, several enterprises benefit from cloud computing services to manage data, projects, contacts,
etc. A 2016 RightScale report showed that 95 percent of surveyed enterprises are executing
applications by using cloud computing. In principle, surveysindicate that more than 50 percent of all
organizations consider the cloud computing to be a necessary part of their business models, and they
arewilling to dedicate half or more of their IT budget to this technology [2].
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Fig. 1. In parts (a) and (b), an arrow with attribute a; between a user and a server indicates that the server is able to provide the secret-key associated
with attribute a; for the user. Also in part (c), each arrow between a user and a server means that the user can obtain his/her secret-keys from the server.

However, because a large amount of personal data are outsourced to cloud service providers, the concern about data
privacy and confidentiality arises. To alleviate these issues, one obvious way is to encrypt data before uploading them to
the cloud. Such methods also get in the way of controlling access rights over the outsourced encrypted data in that the
cloud cannot be considered as a trusted entity, and it might attempt to analyze and access the individual data for some
illegitimate purposes.

Attribute-based encryption (ABE) [3-5] is a one-to-many applicable cryptographic primitive that simultaneously attains
data confidentiality and fine-grained access control. In an ABE scheme, an access control policy is defined to control the
access rights of users. ABE schemes can be classified into two categories of key-policy ABE (KP-ABE) [6] and ciphertext-
policy ABE (CP-ABE) [7]. In a KP-ABE scheme, secret-keys of a user is associated with an access control policy defined by
the central authority, and ciphertexts are labeled with a set of descriptive attributes. A data user can decrypt a ciphertext
only if its access control policy is satisfied by attributes of the ciphertext. While in a CP-ABE scheme, access control policies
are defined by data owners and embedded in ciphertexts. Also, secret-keys of data users are associated with their attributes.
A data user can decrypt a ciphertext only if the user’s attribute set satisfies the access control policy associated with the
ciphertext. It is clear that CP-ABE schemes are more convenient for both data owners and data users.

In a CP-ABE scheme, each user is specified by a set of descriptive attributes, and for each of the attributes, the user
has to request the corresponding secret-key from a key generator authority. Also, in some data sharing applications in
cloud computing environment, attributes of users are dynamic. This means that users may lose some of their attributes or
obtain some new attributes at any time. So, traditional ABE systems with a single key generator authority seem not to be
appropriate for large scale networks, and practical mechanisms for secret-key delegation and user revocation are required.
Hierarchical ABE (HABE) system is a promising solution to address these problems. In a HABE system, there are several
key generator servers that each of them are responsible for handling key delegation and user revocation associated with
a specified set of attributes. To the best of the authors’ knowledge, the existing ciphertext-policy HABE schemes can be
divided into the following two categories:

e Cq: For each attribute in the system, there is only one server to issue and revoke the secret-keys of users associated
with the attribute [8-10] (see Fig. 1 part b).

e Cy: For each user in the system, there is only one server to issue the users’ secret-keys [11-13] (see Fig. 1 part c).
Indeed the secret-keys gotten from different servers cannot be used together in the decryption phase.

However, both of the above categories have the following limitations that may cause serious problems:

o If because of some technical issues, or worse, physical catastrophes such as an earthquake or a fire, one of the serves
cannot work for a temporary period of time, then in C;, the key delegation and user revocation services corresponding
to the attributes associated with the server will be interrupted, and in C, also the users associated with the server will
be deprived of the services.



e In both of the categories, when the number of users requesting a server to generate their secret-keys is increased,
because of the shortage of bandwidth and computational resources, the server may fail to provide the desired service.

e Assuming that, the physical presence of users is required for obtaining the secret-keys, we see that, in C1, a user may
have to visit several servers which may be time-consuming, and in Cy also if a user is far from the specified server,
then obtaining the secret-keys is difficult for the user.

In this paper, putting forward a fully distributed hierarchical CP-ABE system, we efficiently address the mentioned prob-
lems in the HABE systems. Our main contributions are listed as follows:

1. Fully distributed key delegation and user revocation mechanisms: Our proposed scheme addressees the mentioned
issues in the existing HABE systems (see Fig. 1 part a). Our system offers the following advantages:

e Each attribute in the system can be supported by several servers. This feature addresses the mentioned issues in Cj.
In fact, none of the attributes is restricted to a unique server, and each user has several options for obtaining his/her
secret-key associated with an attribute.

e Each user in the system can be serviced by several servers. This property resolves the mentioned issues in C,. Indeed,
in our system, users have several options for getting their secret-keys, and secret-keys gotten from different servers
can be used together in the decryption procedure.

2. Scalable access control system: Our scheme affords a high level of scalability. With increasing the number of users in
a system, communication networks may encounter scalability challenges. In our proposed system, the central authority
can generate some new domain authorities to improve the quality of services when more computational resources are
required.

3. Lightweight computation and storage overhead: By using an outsourcing technique, we enable data users to outsource
most of the decryption operations to the cloud service provider. Indeed, in the scheme, the cloud performs most of the
operations without learning any sensitive information about the underlying data and users’ secret-keys, and very few
operations are left to data users. Also, in our scheme, the storage cost on the user side is very low as compared with
similar schemes.

4. Provable secure access control scheme: By using standard hardness assumptions, we formally prove that our proposed
scheme is adaptively secure in the standard model. We prove that all the polynomial-time adversaries cannot distinguish
between two encrypted data unless they can solve the decisional bilinear Diffie-Hellman (DBDH) problem.

The rest of this paper is organized as follows: Section 2 reviews some related work. In Section 3, we introduce some
required preliminaries. System model, threat model, system definition, design goals, and security definition are presented in
Section 4. Section 5 presents our proposed fully distributed CP-HABE in detail. Also, the security and performance analyses
are given in Section 6 and 7, respectively. In Section 8, we conclude this paper.

2. Related work

To achieve a convenient public-key encryption system, Shamir introduced the notion of identity-based encryption (IBE)
scheme [14]. In an IBE scheme, public-key of a user is his/her identity (e.g., his/her e-mail address or phone number), and
a sender can generate a ciphertext under the identity of a receiver without requesting the receiver’s public-key beforehand.
Boneh et al. proposed the first fully functional IBE scheme [15]. They provide a selectively secure IBE scheme in the random
oracle model by exploiting the Weil pairing. Afterward, Waters proposed an adaptive secure IBE scheme in the standard
model [16]. In addition to IBE schemes, several identity-based cryptographic primitives, such as proxy re-encryption [17,18],
identity-based signature [19,20], and identity-based key agreement [21] have hitherto been designed.

The hierarchical identity-based encryption (HIBE) scheme [22,23] is another identity-based cryptographic primitive ex-
tending IBE schemes with key delegation to reduce key management burden on the key generator authority. In these
schemes, each user is associated with an identity vector denoting its positions in the hierarchy. Users at a higher level are
enabled to delegate secret-keys to their subordinates. Boneh et al. proposed a selectively secure HIBE scheme with constant-
size ciphertext [24]. By adopting the methodology of dual system encryption proof, Waters [25] designed a fully secure HIBE
scheme under simple assumptions. However, in identity-based schemes, there are some inherent issues. Firstly, identities of
users may be revealed to the other parties that may threaten the privacy of users. Secondly, users normally have to prove
their identities to the key authority by presenting some specified documents such as their passport, national card, etc. that
may threaten their privacy. Thirdly, the resulted identity may not be unique if the associated identity information is not
chosen properly. Fourthly, identities of users may be too long to remember, and keeping them in mind may be hard for
users.

By replacing the identity in IBE with an attribute set, Sahi and Waters proposed the notion of attribute-based encryption
(ABE) schemes [26]. In an ABE scheme, a data owner could share its data with several expected data users without knowing
their identifiers and their public-keys. In fact, a data owner encrypts its data under a set of descriptive attributes and a
threshold value d. Each user who has at least d common attributes with the specified attribute set can recover the data.
After the advent of ABE, two schemes [6,7] divided ABE schemes into two categories of key-policy ABE (KP-ABE) and
ciphertext-policy ABE (CP-ABE), respectively. Until then, all the existing ABE schemes were proven in the selective-model.



Lewko et al. [27] proposed the first adaptively secure ciphertext-policy and key-policy schemes. We refer the reader to
[28-30] for more details on these cryptographic schemes.

In an ABE scheme, there is only one key generator authority to generate users’ secret-keys. So, these schemes might
not be desirable for large networks. To address this problem, Wang et al. proposed hierarchical ABE (HABE) schemes [8],
by combining two notions ABE and HIBE. After introducing the HABE scheme, the idea has been applied in several ABE
schemes. Liu et al. [9] by considering the concept of time into the combination of HABE and proxy re-encryption (PRE),
proposed a time-based PRE scheme. The main benefit of the scheme is that data owners can be offline during the user
revocation phase. In this scheme, each user can be identified by a set of attributes and a set of effective time periods
determining how long the user is authorized for the attributes. Li et al. [10] proposed a multi-authority attribute-based data
access control scheme. In their work, the decryption overhead on data users has been reduced significantly. Also, an efficient
user revocation scheme has been proposed in the work. In schemes [8-10], there are several domain authorities that each
of them administers a disjoint set of attributes. Data users have to request the secret-key corresponding to each of their
attributes from the unique key generator authority. Also, when a user loses an attribute, the unique domain authority has to
update the secret-keys of the unrevoked users corresponding to the attribute and generate an update-key for re-encrypting
outsourced encrypted data associated with the attribute. By using an ABE scheme, a data owner can control data users’
access rights under some attributes which can be organized logically as a single set. It causes some problems when a data
owner does not want to allow that data users possessing some specific attributes together have access to its data. Bobba
et al. addressed the problem by introducing attribute set-based encryption (ASBE) schemes [31]. Afterwards, Wan et al.
[12] proposed a CP-HASBE by combining the notions of CP-ASBE and HABE. Huang et al. [11] proposed a data collaboration
scheme, by using the hierarchical model in the key delegation mechanism. In the scheme, by using an outsourcing technique,
decryption and signing computation overhead are reduced significantly.

It is notable that the term “hierarchical attribute-based encryption” has been used in two quite different categories. In the
first category, like [8,10-12,32] and ours, to lighten the burden on key generator authority, several domain authorities with
a hierarchy structure are considered. The main goal in designing these systems is to improve the scalability and flexibility
of the system. However, in the second one [33-36], the attributes and files are assumed in a hierarchical relationship with
each other, and there is just one key generator authority. In CP-HABE schemes [34,35], the shared data have a hierarchical
structure. A group of files in these schemes is divided into some hierarchy subgroups, and the files in the same hierarchy
structure can be encrypted under an integrated access policy. The main benefit of such schemes is saving encryption time
and storage cost. We emphasize that the common term of HABE in these two categories is only a nominal similarity.

3. Preliminaries
In this section, we introduce some required preliminaries. The notations used in this section are described in Table 1.
3.1. Cryptographic backgrounds

Bilinear map: Suppose that (G1,+) and (G»,.) are two cyclic groups of a prime order q, and Py is a generator of Gj.
A function é: G; x G; — G> is called a bilinear map if it satisfies the following properties:

1. Non-degeneracy: e(Pg, Po) # 1.
2. Bilinearity: é(aP1, bPy) = é(bP1,aP2) = é(P1, P2)®, for any a,b € Zq and P1, P € G1.
3. Computability: There is a polynomial time algorithm which computes é(P1, P3), for any Pq, P € G1.

Decisional bilinear Diffie-Hellman (DBDH) problem: Let (g, G1, G2, ) be as above, and let Py be a random generator of
G1. Consider three elements aPg, bPg and cPq of Gy, where a,b and c are three uniform elements of Z,. The decisional

bilinear Diffie-Hellman (DBDH) problem is to distinguish between é(Pg, Po)?¢ and é(Pg, Pg)?, where z is a uniform element
of Zgq.

Hardness assumption of DBDH problem: Let G be a polynomial time algorithm that on input a security parameter n
outputs (g, G1, G, €), where g is a prime number chosen according to n and G1, G, and ¢ are the same as before. We
say that the DBDH problem is hard relative to G if for any security parameter n, any probabilistic polynomial-time (PPT)
distinguisher D, and any (q, G1, G, &) generated by G(1"), there is a negligible function negl such that:

Pr(D(G1, G2, q, &, aPo, bPg, cPo, é(Pg, Po)™) = 1) — Pr(D(G1, G2, q, &,aPo, bPg, cPo, é(Po, Po)*) = 1)
<negl(n), (M
where Py is a random generator of Gy, and a, b, c and z are four uniform elements of Zj.

3.2. Access tree

Access trees are convenient to represent access policies [6]. In an access tree, leaf nodes are associated with a set of
attributes, and any inner node represents a threshold value. Consider an access tree 7. Let v, be the leaf node associated



Table 1

Notations.
Notation Description
U Universal attribute set
T Access tree
L+ Leaf node set of an access tree 7~
R Root node of an access tree 7
Ty Subtree of 7 rooted at the node v
Vq Leaf node associated with an attribute a
ky Threshold value of a node v in an access tree
chy Children set of a node v in an access tree
CA The central authority
csp The cloud service provider
DO Data owner
DU Data user
DA Domain authority
DA; The i-th domain authority
skq Master secret-key corresponding to an attribute a
PKq Public-key corresponding to an attribute a
MSK Master secret-key of the CA
PK Public-parameter of the system
(PK® MSK®) Public-key and master secret-key of DA;
ID; Identifier of DA;
IDy Identifier of a DU
M,CT A plaintext and a ciphertext, respectively
SKiau A DU'’s secret-key associated with an attribute a and generated by DA;
S7<,-,g,u An updated of the secret-key SK; qu
SKu A DU’s secret-key set
sky, PK;, Updated master secret-key and public-key corresponding to an attribute a
CT A re-encrypted ciphertext
TK(C"T) Decryption token of a DU corresponding to the ciphertext CT
UK, Update-key associated with an attribute a
CT’ Partially decrypted ciphertext

with an attribute a, k, be the threshold value of a node v, ch, is the children set of a node v, Ry be the root node of 7,
L7 be the leaf node set of 7, and 7, be a subtree of 7 rooted at the node v.

Let U be the universal attribute set, and let 7 be an access tree. For a node v in 7, consider a function Fr; : 2U - (0,1}
that for any attribute set Att € 2U the evaluation of Fr, (Att) is performed as follows:

e When v is the leaf node associated with an attribute a, F, (Att) =1 if and only if a € Att.
e When v is a non-leaf node of 7 with threshold value ky, F7; (Att) =1 if and only if v has at least k, children cq, ..., c,
that F7;i (Att)y =1, forany i=1,...ky.

We say that an access tree 7 is satisfied by an attribute set Att and denote it by F7(Att) =1 if FTRT (Att) =1.
Given an access tree 7 and a prime number g, we denote the algorithm for distributing a secret r according to 7 and g
as:

Share(r,q, 7) = {qv,(0)}veL - (2)
The algorithm assigns a polynomial to each node v in 7 with respect to k, in a top-down style as follows:
e If v=R7, then q, is a (k, — 1)-degree polynomial that q,(0) =r, and its remaining coefficients are chosen randomly
from Zj.

e If v is the i-th child of a node v/, then q, is a (k, — 1)-degree polynomial that q,(0) = q,/(i), and its remaining
coefficients are chosen randomly from Zg.

When Share(r, q, 7) stops, a value qy,(0) is assigned to the leaf node vg, for any vq € L.

Given an access tree 7, an attribute set Att, a tuple (n,q, Gy, G2, &) of bilinear map as in Subsection 3.1, and a set of
values {e(Pq, P3)va () }acatt, where {qv,(0)}v,eL, is an output of Share(r,q, 7) and Pq, P> € Gy are two arbitrary elements.
We denote the algorithm for calculating é(Pq, P3)" as

Combine(q, 7, {e(P1, P2)"@}acar) — e(P1, P2)'. 3)

This algorithm performs the following steps in a bottom-top style according to 7 as follows:

e If Att does not satisfy 7, the algorithm aborts.
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Fig. 2. Basic FDR-CP-HABE system model.
e Otherwise, it executes below:
- Assign é(P1, P2)%© to v, for any a € Att.
- For any inner node v with children set chy = {v;,, ..., Vi, b check whether Fr, (Att) =1 or not. If so, compute
|Cl’l | |chv|
v I > liqv; (0)
A qu;. (0) Fi ~ o AV ~
[T @@ P™i ™y =epr,pyy= 0 =epy, P®©, (4)
j=1
and assign it to v, where
ky i
R Y
llj_l_[it—i" (5)
=1 ]
i1

The Combine algorithm assigns the value é(P1, P3)" to the root node of 7.
4. Problem formulation

In this section, we first define a revocable CP-HABE systems and then introduce the concept of a fully distributed revocable
CP-HABE (FDR-CP-HABE) system for the first time. Then, we present the system model, threat model, system definition,
security model, design goals, and the security definition of an FDR-CP-HABE scheme. Table 1 presents the notations used in
this section and our proposed construction in Section 5.

4.1. Revocable CP-HABE systems

A revocable CP-HABE system comprises five types of entities, namely: A Central Authority (CA), multiple Domain Author-
ities (DAs), a Cloud Service Provider (CSP), several Data Owners (DOs) and Data Users (DUs) (see Fig. 2). The tasks for each
of the entities are described as follows:

e CA: It initializes public parameters of and master secret-keys for DAs of the system.

e DAs: They generate secret-keys for DUs according to their attributes and revoke their access privileges when DUs lose
some of their attributes.

e CSP: It provides storage, computation, and fine-grained access control services for DOs and DUs.

e DOs: Any DO defines an access control policy, encrypts its data under the defined access policy, and outsources the
encrypted data to the CSP.

e DUs: Each DU is specified by a set of descriptive attributes. They obtain their secret-keys from DAs with respect to their
attributes. They can decrypt a ciphertext if and only if the attribute set associated with their secret-keys satisfies the
access control policy associated with the ciphertext.

A CP-HABE system consists of the following five phases [8] (see Fig. 3):

1. System Setup (Phase 1): The CA manages this phase. It initializes public parameters of the system and generates master
secret-keys of DAs.

2. Key delegation (Phase 2): In this phase, a DU joins to the system and selects a unique identifier. Then, according to its
attributes, it obtains some secret-keys from DAs.
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Fig. 3. Architecture of our FDR-CP-HABE scheme.

3. Encryption (Phase 3): DOs execute this phase. They first define an access control policy and then encrypt their data
under it. Finally, they outsource their encrypted data to the CSP.
4. Decryption (Phase 4): In this phase, DUs decrypt the encrypted data in the CSP by using the secret-keys obtained in
Phase 3.
5. User revocation (Phase 5): This phase can be divided into three parts:
e Part 1: When a DU loses an attribute, DAs update parameters of the system associated with the attribute. Then, DAs
generate an update-key and send it to the CSP.
e Part 2: DAs update secret-keys of authorized DUs associated with the attribute.
e Part 3: The CSP re-encrypts the outsourced ciphertexts associated with the attribute by using the update-key gener-
ated in Part 1.

4.2. Fully distributed revocable CP-HABE (FDR-CP-HABE) system

Consider the revocable CP-HABE system introduced in Section 4.1. We say that the system is fully distributed if the
following conditions hold:

e For any attribute a in the system and any DU possessing the attribute, the secret-key of the DU associated with the
attribute can be generated by several DAs.

e The attribute secret-keys generated by different DAs can be used together in Decryption phase.

e Part 1 and 2 of Revocation phase can be executed by several DAs supporting the attribute.

It is clear that an FDR-CP-HABE system provides ideal flexibility in key delegation and user revocation phases (Phases 2
and 5). To the best of our knowledge, none of the existing HABE schemes support this feature. Indeed, as we mentioned in
Section 1, in the current schemes, either each attribute is managed by a unique DA, or each DU has to obtain its secret-keys
from a unique DA. In Section 5, we present the first FDR-CP-HABE scheme in detail.

4.3. System model

The architecture of our proposed FDR-CP-HABE scheme is described in Fig. 3. Similar to Subsection 4.1, in our proposed
scheme, there are five types of entities CA, DAs, CSP, DOs, and DUs. Also, it consists of five phases System setup, Key
delegation, Encryption, Decryption, and User revocation.
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As we have shown in Fig. 3, in Phase 1, the CA generates some new DAs and provide them with some master secret-
keys and public parameters of the system. Then the DAs spread the public parameters to the other entities through some
communication channels. For each of its attributes, a DU should ask some DAs supporting the attribute to generate the
corresponding attribute secret-key, in Phase 2. In this phase, the DU can make query to each DA that has the attribute, and
secret-keys obtained from different DAs can be used together in the decryption phase. In Phase 3, a DO defines an access
tree and encrypts its data under the access tree. The encrypted data is outsourced to the CSP. In Phase 4, a DU whose
attributes satisfy the access tree associated with a ciphertext can ask the CSP to decrypt the ciphertext partially. The CSP
performs most of the operations in Decryption phase without learning any unauthorized information about the underlying
data and the DU’s secret-keys, and very few operations are left to the DU. Using the partially decrypted ciphertext, the DU
recovers the associated message. In Phase 5, when a DU loses an attribute, its access right is revoked in three parts. Part 1:
A DA first changes the parameters of the system associated with the attribute and generates an update-key corresponding
to the attribute. The update-key is given to the CSP. In Part 2: according to the new parameters, DAs update secret-keys of
DUs who still have the attribute. In Part 3: the CSP re-encrypts data which their access tree has a leaf node corresponding
to the revoked attribute. Note that, any DA can handle first and second parts of this phase, independently. In fact, any DA
can update secret-keys of any DU even if the secret-keys is not issued by the DA.

4.4. Threat model

The CA and DAs are assumed to be trusted. They never collude with the CSP and DUs. The CSP is assumed to be semi-
trusted. It always executes the given protocols correctly, and it does not collude with DUs [37-41]. However, it sometimes
tries to find further information about the stored data. All DUs are assumed to be malicious. They may collude with each
other to obtain unauthorized access to the outsourced data.

As we have shown in Fig. 4, the communication channels between DAs and the CSP and also the channels between DAs
and DUs are assumed to be secure. The transmitted data through the channels neither can be changed nor eavesdropped
by some malicious parties. The channels between DAs and the CA, DAs and DOs, the CSP and DOs, and the CSP and DUs
are assumed to be tamper-resistant. That means, transmitted data through the channels may be eavesdropped by some
adversaries, but it is not definitely tampered with. Also, we assume that the communication channels between DOs and
DUs are fully insecure.

4.5. Definition of our proposed FDR-CP-HABE system

Our proposed FDR-CP-HABE scheme consists of the following ten algorithms shown in Fig. 5. Based on the presented
system model, in the following, we define our proposed scheme.

1. Setup(1",U) — (PK, MSK): The CA operates this algorithm. It takes the security parameter n and the universal at-
tribute set U as inputs. It generates the global public parameters PK and the master secret-key MSK.

2. CreateDA(PK, MSK, {ID;}¥_,. {Aj}_)) — (PKD ,MSK®D}_ : To establish k € Z new domain authorities DAy, ..., DAy,
the CA executes this algorithm. It takes public parameters PK, the master secret-key MSK, identifiers {I Di}i'(:r and

attribute sets {A,-}if:], as inputs, where ID; and A; are the identifier and the attribute set of the i-th new DA. It

outputs a public-key PK® and a master secret-key MSK® for DA;, i=1,...,k.
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Fig. 5. Workflow of our proposed scheme.

3. KeyGen(PK, MSK® IDy, a) — SKi qu: This algorithm can be operated by a domain DA;. It takes public parameters of
the system, PK, master secret-key of DA;, MSK, identifier of the DU, IDy, and an attribute a as inputs. It outputs a
secret-key SKiqu if a € A;, where A; is the attribute set of DA;. Otherwise, it outputs L.

4. Enc(PK,M,T)— CT: A DO runs this algorithm. It takes public parameters of the system, PK, a message M, and an
access tree 7 as inputs. The algorithm outputs a ciphertext CT corresponding to the message and the access tree.

5. TokenGen(PK, CT, SKy) — (d, TK, (")) To generate a decryption token for the CSP, a DU executes this algorithm. The
inputs of the algorithm are system public parameters PK, a ciphertext CT, and secret-key set of the DU, SKy. If the
attribute set associated with SKy satisfies the access tree of CT, then the algorithm returns a decryption token TK (“)
and its associated private-key d. Otherwise, it outputs an error message L.

6. PartDec(PK,CT, TKS})) — CT’: The CSP operates this algorithm. It takes system public parameters PK, a ciphertext

CT, and a decryption token TKE“T) as inputs. It outputs a partially decrypted ciphertext CT’ or an error message L.

7. FullDec(PK,CT,d,CT') — M: After obtaining a partially decrypted ciphertext form the CSP, a DU can execute this
algorithm. It takes system public parameters PK, a ciphertext CT, a private-key d, and a partially decrypted ciphertext
CT'. It outputs the message corresponding to CT.

8. UpdateAtt(PK,ag, MSK®D) — (UI(aO,skgo, PK[,O): This algorithm is executed by a domain authority DA;. The inputs of
the algorithm are system public parameters PK, an attribute ag revoked from a DU, and the master secret-key of DA;,
MSK®_ It updates parameters of the system associated with the attribute and generates an update-key U Kg,.

9. UpdateKey(PK, ag, UKqy, SKi ag,u, IDu) = SK; i.a,u: This algorithm is executed by DAs. It takes system public parameters,
PK, an attribute ao, an update-key UKq,, a secret-key of a DU associated with the attribute, SKj g, u, and the DU’s
identifier, IDy. It returns an updated secret-key SK; iag,u-

10. ReEnc(PK, ag, UKqy, CT) — CT: The CSP runs this algorithm. The inputs of the algorithm are system public parameters
PK, an attribute ag revoked from a DU, an update key UKg,, and a ciphertext CT that its access tree has a leaf-node
associated with ag. The output of the algorithm is a re-encrypted ciphertext CT.

4.6. Design goals
In the following, we list our main design goals:
o Fine-grained data access control: In practice, several DOs outsource their sensitive data to the CSP, and several DUs are

interested in accessing the data. DOs should be able to determine the authorized DUs to access their individual data by
defining an access control policy.



o Data confidentiality: Our proposed scheme must be semantically secure. In other words, unauthorized DUs and the
CSP can not learn any partial information about the plaintexts from the corresponding ciphertexts.

o Collusion resistance: A group of unauthorized DUs may collude to decrypt some outsourced encrypted data. Our
scheme must be resistant against such collusion attacks.

e Scalability and flexibility: Our scheme should provide a high level of flexibility and scalability in Key delegation and
User revocation phases. To achieve this goal, our scheme should be fully distributed as we mentioned in Section 4.2.

o High performance: The computational and storage cost on DUs should be low enough such that they can easily use
the system.

4.7. Security definition of an FDR-CP-HABE scheme

We define the semantic security of an FDR-CP-HABE scheme in terms of the following experiment denoted by
HABEiZan (n), where IT is an FDR-CP-HABE scheme, A is a PPT adversary, and n is a security parameter of the system.
The experiment consists of the following five steps:

The CPA indistinguishability experiment HABEfZan (n):

1. Setup: A challenger runs Setup(1") and CreateDA(PK, MSK, {ID,-}fle) algorithms and gives the public parameters of
the system, PK, and identifiers and public-keys of the generated DAs to A.

2. Phase 1: The adversary A adaptively makes a polynomial number of queries to the following oracle. The challenger
keeps a list Ljp,, for any DU with identifier Dy, and two black lists Lg, and Lg,. All the lists are initially empty:
OkeyGen(ID;, IDy, a): The challenger first checks whether ID, € Lg, or not. If so, it aborts. Otherwise, the challenger
runs KeyGen(PK, MSK® Dy, a) and gives the queried secret-key to A. It also adds attribute a into Lip, and identity
IDy into Lg,.

3. Challenge: Adversary A declares an access tree 7 and two equal length messages My and M;. The challenger checks
whether there is a list Ljp, satisfying 7 or not. If so, the challenger aborts. Otherwise, it flips a random coin b € {0, 1}
and encrypts M under 7. The generated ciphertext CT} is returned to A.

4. Phase 2: A submits more queries to the following oracles, for polynomially many times:

o OkeyGen(IDi, IDy, a): The challenger checks if L;p, U {a} satisfies 7 or not. If not, it answers the query the same as
in phase 1. Otherwise, it aborts.
e Orokencen(CTp, IDy, Att): The challenger first checks whether ID, € L, or not. If so, it aborts. Otherwise, it generates

SKu = {SKi q,u}acarr by using KeyGen algorithm. Then, it executes TokenGen(PK, CT, SKy) — (d, TKé"T)b) and gives

TKé“T)b to the adversary. Finally, it adds IDy into Lg,.
5. Guess: The adversary outputs a guess b’ € {0, 1} of b.

The output of the experiment is defined to be 1 if b =b’, and 0 otherwise. In the former case, we say the adversary A
succeeds and denote it by HABE;‘{““ n) =1.

Definition 1. An FDR-CP-HABE scheme IT is called CPA-secure if for all PPT adversaries .A there is a negligible function negl
such that:

Pr(HABE}, ;(n) = 1) < % +negl(n), (6)

where n is the security parameter of the scheme, and the probability is taken over the randomness of the experiment, as
well as the randomness used by the adversary A.

5. Our construction
In this section, we present our proposed FDR-CP-HABE scheme in detail.
5.1. System setup

This phase is executed by the CA. It first selects security parameter n and a universal attribute set U. Then, it runs
Setup(1", U) algorithm to generated public parameters and the master secret-key of the system. Then, it generates k € Z
new domain authorities, DA, ..., DAy. It chooses a unique identifier ID; € G; and an attribute set A; € U for DA;, i =
1,...,k, and provides the public-key and the master secret-key of DA; by running CreateDA(PK, MSK, {ID,-};‘:], {A,-}Ll)
(see Fig. 6). The mentioned two algorithms are defined as follows.

Setup(1", U): This algorithm runs (q, G1, G2, €) < G(1") and then selects x, sko € Z4 and X, Pg, P1, P2 € Gy uniformly at
random and chooses a universal attribute set U. Afterwards, for any attribute a € U, it selects a random element sk, € Zq
and calculates PKy = sk, Pg. Finally, it outputs
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Phase 1: System setup

The CA chooses a security parameter n and runs:
Setup(1™,U) - (PK,MSK)

Then, it selects an identity set {ID;}¥_, and generates
public-keys and master secret-keys of the new DAs as:

CreateDA(PK, MSK,{ID;}i_,,{A;}(_) » {PK®, MSI(U)}i.;1

MSK® s given to DA; through a secure channel

>

PK and {PK® }1;1 are published by DAs

A
v

Fig. 6. Procedures of Phase 1 of the scheme.

DA, DU

Phase 2: Key delegation

A DU with identity ID,, asks DA; for its
secret-keys corresponding to an attribute a
Request (ID,, a)

&
<«

DA; checks whether a € A; or not. If not, it returns L. Otherwise, it runs
KeyGen(PK,MSKW,ID,,a) - SK; 4.

if the DU possesses the attribute.
P SK; q. is given to the user

v

Fig. 7. Procedures of Phase 2 of the scheme.

PK = (q. G, G2, 8,n, Po, P1, P2, Qo, Q1, go0. &1, {PKa}eev) (7)
and
MSK = (X, sko, x, SK1, SK2, {Ska}acr) (8)

as public parameters and master secret-key of the system, where Qg = skgPg, Q1 = xPo, g0 =€(Qo, P1), g1 =€(Q1, —Qy),
SKq =skgPq, and SK; =xQg.
CreateDA(PK, MSK, {ID,-}’i‘:1, {Ai}g‘:1): This algorithm selects k uniform elements skq, ..., sky € Z4 and computes

SK®W = SKy 4 X + sk;ID; 9)
and
PKY = SKo + X + skiID;. (10)
It returns {PK®, MSKD}¥_  where
MSK® = (SKD, (skakaca, ) (11)

is the master secret-key of the DA;, i=1,...,k.

Remark 2. Our proposed system offers a high level of scalability in the key delegation and user revocation phases. This
means, it has the property to handle a growing number of queries by adding its resources. Indeed, when the number of
DUs requesting to a DA providing secret-keys associated with attribute set A is increased, to improve the computational
resources of the system, the CA can establish some new DAs supporting the attribute set A. Therefore, by using this
technique, the computational and communication burden can be distributed among the new DAs.

5.2. Key delegation

When a DU joins to the system, it should select a unique identifier IDy € G1. Then, for each of its attributes, it should
request the corresponding secret-key from a domain DA; supporting the attribute. DA; checks whether the DU has the
attribute or not. If not, it aborts. Otherwise, it runs KeyGen(PK, MSK (U Dy, a) algorithm as follows and generates the
requested secret-key (see Fig. 7).
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Phase 3: Encryption

A DO defines an access tree T and
runs:
Enc(PK,M,T) - CT
CT is outsourced to the CSP

S

Fig. 8. Procedures of Phase 3 of the scheme.

CsSP DU
Phase 4: Decryption

An authorized DU with a secret-key set SK,, runs
TokenGen(PK,CT,SK,) - (TKS,d)

TKLE';) is given to the CSP

The CSP runs

PartDec (PK,CT,TK) - CT'
CT' is given to the DU

»
»

The DU runs
FullDec (PK,CT,d,CT") > M
and recovers the corresponding message

Fig. 9. Procedures of Phase 4 of the scheme.

KeyGen(PK, MSK® Dy, a): This algorithm at first checks whether a € A; or not. If not, it returns L. Otherwise, it
outputs a secret-key corresponding to the tuple (a, IDy, DA;) as follows:

SKiqu=SK® + skyIDy. (12)
5.3. Encryption

To provide confidentiality and fine-grained access control, each DO determines authorized DUs to access its data, by
defining an access tree 7. Then, it encrypts the data under the access policy by using the following algorithm (see Fig. 8):
Enc(PK, M, T): This algorithm selects r € Z4 uniformly at random and runs Share(r,q, 7) — {qv,(0)}v,eL,. It outputs:

CT=(T,V =M.g, V' =g}, C=rP2, {Ca=qv,(0)Po, C; = qv,(0)(PKq — P2)} )- (13)

Vel
5.4. Decryption

In this phase, to decrypt a ciphertext CT, an authorized DU runs TokenGen(PK, CT, SKy) algorithm and generates a
u)

decryption token TKéT and its associated private-key d. It gives TKé‘;) to the CSP and keeps d confidential. The CSP runs

PartDec(PK,CT, TK(C“T)) algorithm and returns a partiality decrypted ciphertext CT’ to the DU. Finally, by using the private-
key d and partially decrypted ciphertext CT’, the DU runs FullDec(PK,CT,d,CT’) algorithm and recovers the associated
message (see Fig. 9). The three algorithms are defined as follows:

TokenGen(PK, CT, SKy): Consider a ciphertext CT = (7,V,V’,C, {Ca, C’a}vaeLT) and a DU’s secret-key set SKy asso-

ciated with an attribute set Att. If there is an attribute set {aj};:1 C Att satisfying T, this algorithm outputs (d, TK(C"T)),
where d is a uniform element of Z; and
TKY = (TEY = SKij.aju +dP2)_;. (14)
Otherwise, it outputs L.
PartDec(PK,CT, TKé“T)): Consider a ciphertext CT = (7,V,V’,C, {Ca, C’a}vﬂeLT), a DU with identifier IDy, and a token

TKé“T) = {TC(,;') 5.=1. If {aj}5.=l does not satisfy 7, then this algorithm outputs L. Otherwise it computes:
&(Ca;. T4
&(Cq;, PKU)E(CG,, IDy)

Bvﬂ}.,d,u =



Qvg; (0)  qvg, (0) va. N va.
=g, g, 8Py 1D 2(Pg, dPy)™ @, (15)
for any j e {1,...,t}. Then, it runs Combine(q, 7, {BVaj,d.u}E‘zﬂ and obtains
BR.d.u=80-&1-€(P2, IDu)" .€(Po,dP7)". (16)
Afterwards, it returns the partially decrypted ciphertext
CT/ — BR,d,ll
V’.e(C,IDy)
= g.e(dPo, O). (17)

FullDec(PK,CT,d, CT’): Using a private-key d generated by TokenGen(PK,CT, SKy) and partially decrypted cipher-

text CT’ generated by PartDec(PK,CT, TKE“T)), this algorithm decrypts a ciphertext CT = (7,V,V’,C, {Ca, C’a}vaeLT) as
follows:
1%
M=————. (18)
CT’.e(—dPy, C)
Remark 3. A DU with an attribute set S satisfying the access tree of a ciphertext CT = (7,V,V’,C, {Ca, C{J}yaeLT) can
decrypt CT without the participation of the CSP as follows:
e At first, it calculates
_ é(ca]" SI(ij,ai.u)
"% (Cay, PKi)).8(Coy IDW)
QVa]- qvaj ~ QVa-
=8y -8 .e(P2,1Dy)) ", (19)
for each attribute a; € S.
e Then, it runs Combine(q, 7, {B“i,a‘ u}54_1) algorithm and obtains B u = gj.g}.6(P2, IDy))". Considering,
julj=
Bru = 80-81-6(P2, IDy))’
= g{.81.6(rP2, IDy)
= g(.V'.é(C, IDy), (20)
it computes:
Vv
M= TR (21)
V78(C.IDy)

Remark 4. One of the most important benefits of our FDR-CP-HABE can be observed in Decryption phase. As we have seen
in this section, in our scheme, secret-keys of a DU issued by different DAs can be used together in Decryption phase. This
option offers a high level of scalability and flexibility in Key delegation Phase.

5.5. User revocation

In real applications, some attributes may be revoked from a DU. To achieve forward secrecy, whenever a DU loses an
attribute, it should be made sure that it no longer has a valid secret-key corresponding to the attribute. To fulfill this
requirement, once a domain DA; judges that a DU has lost an attribute ao, it runs UpdateAtt(PK, ag, MSK®) algorithm
and updates the master secret-key and public parameters of the system and generates an update-key UKjg, corresponding
to the new master secret-key. The identity of the revoked user and the generated update-key are given to DAs that have
the attribute, the new public parameter is published to the system, and also the update-key is sent to the CSP. Then, each
DU possessing the attribute with identifier 1D, should request a DA supporting the attribute to update its secret-key. The
DA runs UpdateKey(PK, ag, UKq,, SKij gy,u, IDu) algorithm and returns the updated secret-key. Also, using UKjg,, the CSP
runs ReEnc(PK, agp, UKg,, CT) algorithm and re-encrypts the outsourced ciphertexts that their access trees have a leaf node
corresponding to the attribute (see Fig. 10). The mentioned three algorithms are defined as follows:

UpdateAtt(PK, ag, MSK®): It selects sk,’l0 € Zq uniformly at random and sets PK[]0 = sk{l0 Py and

UKay = sk, — skay. (22)
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Phase 5: User revocation

To revoke an attribute a, from a DU with identifier 1D, a domain DA; runs
UpdateAtt (PK,aq, MSK D) » (UK, ski,, PKa,)

UK,, is given to the CSP through a secure channel

ska,, UKq,, and ID, is sent to the other DAs through secure channels

>

PKj, is published

An authorized DU with identity ID,,
asks DA; for updating its secret-key
associated with the attribute a,

a

Request

DA; runs
UpdateKey (PK,aq, UKy, SK; gy u IDy) = SKigou

SKiq,uis given to the DU

v

For any ciphertext CT associated with the revoked
attribute ay the CSP runs:

ReEnc(PK,ay, UK,,, CT) - CT
and re-encrypts the ciphertext

Fig. 10. Procedures of Phase 5 of the scheme.

UpdateKey(PK, ag, UKg,, SKi qy,u, IDu): Given an update-key UKg, and a DU with identifier IDy, this algorithm updates
a secret-key SKj 4, u Of the DU as follows:

SKiqu=SKiqu -+ UKgIDy. (23)

ReEnc(PK, ap, UKq,, CT): For a revoked attribute ao, the CSP re-encrypts any ciphertext CT = (7, V,V’,C, {Ca, c

}v eLT)
that 7 has a leaf node v, corresponding to ag as ‘

CT = (T. V. C.{Cap> Cpy = Cpy + UKayCap} U {Car CllvaeLr—(vey))- (24)

Remark 5. In User revocation phase, one can see another benefit of our proposed scheme. In this phase, the parameters
associated with the revoked attributes and also secret-keys of authorized DUs can be updated by any DA supporting the
attribute even if the secret-key have not been issued by the DA.

5.6. Correctness analysis of our proposed scheme
In the following, we analyze the correctness of our proposed scheme.
Theorem 6. The Decryption phase is correct.
Proof. The proof is given in the Appendix. O
Theorem 7. The ReEnc algorithm is correct.
Proof. This theorem is proved in the Appendix. O
6. Security analysis

In this section, we show that our proposed scheme fulfills the security requirements mentioned in Section 4. We first
prove that it is CPA-secure in the standard model. Then, we conclude that it is collusion resistant and achieves fine-grained
access control over outsourced encrypted data.

6.1. Data confidentiality

Theorem 8. If the DBDH problem is hard relative to G, then our construction is CPA-secure in the standard model.



Proof. Let IT denote our proposed scheme, and let .4 be a PPT adversary in the experiment HABEfﬁan(n) introduced in

Section 4.7, where n is the security parameter of the system. In the following, we show that there is a negligible function
negl such that

1
Pr(HABE}, ;(n) = 1) < 5 +negl(n). (25)

Consider a PPT distinguisher D attempting to solve the DBDH problem. The distinguisher D receives a tuple (q, G1, G2, €, P,
aP,BP,yP,h=¢(P, P)?) from a challenger, where (g, G1, G2, €) is an output of G(1"), &, B, y are three uniform elements
of Zg, P is a random generator of Gy, and z is either equal to By or is a uniform element of Z4. D aims to determine
the case of z. It runs A as a subroutine as follows:

1. Setup: D selects two random elements t1, t; € Zq and sets

Po=P (26)
Py=yP (27)
Qo=aP (28)
Qi=yP—-t1P=(y —t1)P (29)
P2 =t3P (30)
go=¢(Qo. P1) (31)
g1=2€(Q1,—Qo). (32)

Then, it considers an attribute set U as the universal attribute set and chooses sk, € Z4 uniformly at random, for any
a € U. It gives the system public parameters PK = (q, G1, G2, é,n, Pg, P1, P2, Qo, Q1, g0, &1, {PKa}eey) to the adver-
sary A. Then, D selects a random element X’ and assumes that for an unknown value X € G, X’ satisfies

X' =ayP+X. (33)
Also, D assumes that

MSK = (X,sko=a,x=7y —t1, SK1 = afP, SKa, {ska}aer» (Ka}ac) (34)

is the master secret-key corresponding to PK. Note that the value of X, sko, x, SK1, and SK> in (34) are unknown to D.
For an integer k, D selects k identifiers {ID,‘}?‘ ; and k random elements {ski}ile C Zgq. Then, it computes:

SK® = X' + sk;ID; (35)
and

PK®D = X' — tyaP + sk;ID;. (36)

For i =1,...,k, it gives ID; and PK® to A as the identifier and the public-key of the i-th domain authority DA;,
respectively.

Remark 9. In the construction introduced in Section 5, we had Q1 = xPg, Q¢ = skoPy, SK} =skoP1 and 51(12 =xQo =
xskoPo, where x and skg are two random elements of Zg. So, considering Q1 = (y —t1)Po, Qo =aPg and Py =y Py,
one gets:

x=y —t1, sko =q. (37)
Therefore, we have:

SKq = skoP1=ay Py, (38)
and

SKy =xQq = xskgPg = (¥ — t))aPg = yaPg — tjatPy. (39)

Combining (33) and (38), one concludes:



SKD = X’ + sk;iID;
:O['}/P + X —G—Sk,'ID,'
= SKi + X + sk;ID;. (40)

Also, from Equations (33) and (39), we have:

PK® = X' — t1aP + sk;ID;
=ayP+ X —t1aP + sk;ID;
=yoP —tjoP 4+ X + sk;ID;
= SKy + X + sk;ID;. (41)

Therefore, SK® and PK® are chosen correctly.

2. Phase 1: When the adversary A requests the secret-key corresponding to (ID;, IDy, a) from Okeygen, the distinguisher
D returns

SKigu=SKY + skql Dy (42)

and adds a to L;p, and also puts IDy into Lg,.

3. Challenge: Adversary A outputs two equal length plaintexts Mo and M1, and an access tree 7 such that for any DU
with identifier IDy, Lip, does not satisfy 7. When D receives the plaintexts, it chooses b € {0, 1} and encrypts M
under 7 as follows:

Firstly, kg elements by ...by, € Z4 are chosen uniformly at random, where kg is the threshold value of the root node of
T. Then, it calculates skq(BPo) — t2(BPo) = B(skqPo — t2Pg) = B(PK, — P3) and considers two following polynomials:

Qr:Zq— Gy (43)
Qr(X) = BPg + (b1Po)x + - - - + (byg—1 Po)xk !

and
Qp:Zq— G (44)
Qi) = B(PKg — P2) +b1(PKg — P2)x+ - - - + byp_1(PKq — Po)xkr 1.

It generates two polynomials
Q¢ :Zqg— Gy ' ' (45)
Qe (0 = Qr(D) + (0 Po)x + - -+ (b)) _; Py ™"

and
Qéi : Zq — G 46
QL () = Qi) + (B (PKa — P)x+ -+ + (b _ (PKq — Po)ka 1, (46)

for each i-th child ¢; of the root node, in a similar way.

By continuing this process, two (k, — 1)-degree polynomials Q, and Q, are generated for any node v in 7. Since, the
threshold value of each leaf node is equal to one, the polynomials corresponding to any leaf node v, are two constant
polynomials Q,,, Q{,ﬂ € G1. Finally, D outputs

CTy=(T.V =Mp.h, V' =h"" &(@Po. BPo)"". C =1(BPo) = B(t2P0) = BP2. {Ca = Qu,. C; = Q\/,a}quT),

(47)

4. Phase 2: A submits some queries to the following oracles:
OkeyGen(ID;, IDy, a): The challenger checks if Lip, U {a} satisfies 7 or not. If not, it answers the query the same as
before. Otherwise, it aborts.
OrokenGen(CTp, IDy, Att): The challenger first checks whether ID, € Lp, or not. If so, it aborts. Otherwise, it gener-
ates SKy = {SKi q.u}acare as before and returns TK((?UT),, = {SKiqu+ dP2}acar to the adversary, where d € Zq is chosen
uniformly at random. Finally, it adds IDy into Lg,.

5. Guess: A outputs b’ € {0, 1}, and D checks whether b’ = b or not. If so, D outputs 1. Otherwise, it returns 0.



Suppose that the randomness r € Zg chosen in Enc(PK, My, T) algorithm is equal to 8. So, from (13), the generated
ciphertext should be as follows:

(T, V = Mp.&(Qo, P1)P, V' =&(Q1, —Q0)’, C = BP2, {Ca = qv, Po, C\ = v, (PKq — P2)) (48)

vaeLT)’

where {qv,(0)}v,eL, is an output of Share(8, q, 7). Comparing Equations (27), (28) and (29), we see that V and V' should
satisfy the following equations:

V = M,.8(Qo, P1)" = Mp.é(aP, y P)P = My.e(P, P)*FY (49)
V'=8(Q1.~Qo)’ =&((y —t))P.—aP)’ =&(P. P)"*/V &(P, P)1%/ (50)

So, if h =#&(P, P)@PY, then V and V'’ in (47) are chosen correctly. Also, the correctness of the other components in (47) can
easily be verified. Therefore, if h = é(Pg, Pg)®#7, then CT} is a valid ciphertext of M; and thus

Pr(D(P,aP, P,y P,h =8P, P)*f") =1) = Pr(HABEm) % = 1). (51)

Moreover, if h = é(Pg, Pg)? for a uniform element z € Zg, then V is also a uniform element of G; and therefore the
adversary A cannot obtain any information about M}, and, equivalently,

A 1
Pr(D(P,aP,BP,yP,h=¢(P,P)*)=1)=Pr(b=b") = 7 (52)
On the other hand, under the hardness assumption of the DBDH problem, we have:

|Pr(D(P,aP, 8P,y P, h=¢é(P, P)*PY) =1) — Pr(D(P,aP, BP, yP,h=8(P,P)*) =1)| <negl(n), (53)

for a negligible function negl. Combining (51), (52) and (53), one concludes that:

1
Pr(HABE(m) ' = 1) < 5 +negl(). (54)
This proves the theorem. 0O

6.1.1. Collusion resistance

Our scheme is collusion resistant. Given a ciphertext outsourced to the CSP, by Theorem 8, we know that any groups of
unauthorized DUs can not learn any partial information about the underlying data, and therefore they cannot decrypt the
ciphertext.

6.2. Fine-grained access control

Our scheme offers fine-grained access control. As we have seen in Section 5, our proposed scheme enables a DO to
define a flexible access tree over an attribute set, and, as we have proved in Theorem 8, a DU can decrypt the ciphertext if
and only if its attribute set satisfies the access tree.

6.3. Backward secrecy

As the distribution of UKy, = sk{l0 — skq, is uniform, the CSP cannot learn any partial information about sk{l0 and skg,.
Now, under our assumption that says the CSP does not collude with DUs, the same as [8,10,42,43], we see that our pro-
posed system gains backward secrecy. That means, once the revocation procedure is done, revoked users lose their access
associated with the revoked attributes.

7. Performance analysis

In this section, we first evaluate our proposed scheme by comparing its features to those provided by similar schemes.
Then, we compare its execution time and storage cost with some current access control schemes in terms of both theoretical
and actual execution overhead. The notations employed in this section are given in Table 2.

The asymptotic computational complexity is measured based on three kinds of operations: paring operation, multipli-
cation operation, and group operation. Also, the asymptotic storage complexity is measured in terms of the bit-length of
elements in the two groups G and Gy. Our implementations are performed on an Ubuntu 18.04 laptop with an Intel Core
i5-2410M Processor 2.3 GHz, 6 GB RAM using python Pairing-Based Cryptography (pyPBC) library and Type A pairings [44].
In that library, Type A pairings are constructed on the curve E(F,): y2 = x3 4+ x over the field F,, where p is a prime
number that p =3 mod 4 [45]. Let (q, G1, G2, &) be the same as in Section 3, in this case, ¢ is a factor of p + 1, G and G»
are q—order subgroups of points of E(IFy) and E(IE‘pz), respectively, and € : G x G1 — G is a bilinear map.



Table 2
Notations used in our numerical comparison.

Notation Description

N Number of attributes in an And-gate access control policy

n Security parameter of the system

lg, Bit length of elements in G4

lg, Bit length of elements in G,

Tp Pairing operation time

Te Exponentiation operation time (calculating g*, for a given k € Zq and g € Gy)
Tm Multiplication operation time (calculating rP, for a given r € Z4 and P € G1)
To; Time of the group operation in G

To, Time of the group operation in G;

U] Universal attribute set cardinality

|DA| Number of DAs in the system

|Att| Number of a DU’s attributes

Table 3
A comparison between existing attribute-based access control schemes and our proposed scheme.
Schemes Fully distributed Decryption outsourcing Security proof Security model Standard Model User revocation
Yu et al. [38] No No Yes Selective Yes Yes
Waters et al. [46] No No Yes Adaptive Yes No
Wang et al. [8] No No Yes Adaptive No Yes
Ruj et al. [42] No No Yes Selective No Yes
Hur et al. [47] No No Yes Selective No Yes
Yang et al. [43] No Yes Yes Selective No Yes
Jung et al. [48] No No Yes Selective No Yes
Liu et al. [9] No No No \ \ Yes
Deng et al. [13] No No Yes Adaptive Yes No
Li et al. [10] No Yes Yes Adaptive Yes Yes
Huang et al. [11] No Yes No \ \ No
Our scheme Yes Yes Yes Adaptive Yes Yes
Table 4
Comparison of computational complexity.

Schemes Data encryption Data decryption Key generation

Jung et al. [48] Te + 2N + To, Tp+CN+ DT+ e (2]Att| + 2|DA|) T + (3IDA| — 1) 7o,

Li et al. [10] Te + N(IDA| + 1) (Tm + To,) + To, Te + Nty + To, 2(|Att] 4+ 2)Tim + 2(|Att]| + 2)To,

Hur et al. [47] Te + 2N+ )Ty + 7o, NQtp +Te) + 2N — 110, (2|Att| + 2) Ty + |Att|To,

Huang et al. [11] Tp+ Q2N+ Dty + e Tp + To, QIAtt| + DTy + B Att] + 1) T,

Our scheme Te + 2N+ 1)Tm + NTo; + To, Tp + (N+ 170, + 27, |Att|Tm + |Att|To,

In this section, we assume that bit-lengths of p and g are equal to 512 and 160, respectively. Therefore, under the
above assumptions, we have Iz = 160 bits, Ig, = 512 bits, and I, = 1024 bits, where Ig denotes the bit-length of elements
in group G € {Zgq, Gy, G2}. Also, we assume that access control policies are in the form of (a;AND...ANDag) which are
simplified versions of access trees.

7.1. Comparison

Table 3 describes features of some existing attribute-based access control systems for cloud computing. One could see
that current systems are not fully distributed in their Key delegation and User revocation phases. Indeed, our scheme
is the only one achieving this feature. The schemes presented in [10,11,43] and our scheme are the only ones providing
decryption outsourcing. Also, between the provable secure schemes, only [10,46,13] and our scheme are adaptively secure
in the standard model.

7.2. Computation cost

Table 4 compares the asymptotic complexities between attribute-based access control schemes presented in [10,11,47,
48] and our proposed scheme. From the table, execution times of Encryption, Decryption and Key generation phases
in these schemes depend on: 1) the number of attributes in the access control policy associated with the ciphertext, N,
2) the number of domain authorities in the system, |[DA|, and 3) the number of attributes of DUs, |Att|. We evaluate
execution times of the phases when N and |Att| are in {10, 20, ...,50}, and |DA| = 2. Fig. 11(a) presents the running time
of Encryption phase with different number of attributes in the access control policy, Fig. 11(b) describes the computational
overhead on DUs in Decryption phase with different number of attributes in the access control policy, and Fig. 11(c) shows
experimental results of generating the secret-keys of DUs with different number of attributes.
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Fig. 11. Comparison of computational overhead in each execution. (For interpretation of the colors in the figure(s), the reader is referred to the web version
of this article.)

Table 5
Storage costs.
Schemes Ciphertext Secret-key
Jung et al. [48] Ig, +1,2N) (2|Att] + Dg,
Li et al. [10] lg, +16, 2N +1) (IAtt| +5)lg, +2Iz,
Hur et al. [47] lg, +16, 2N +1) 2| Attlg,
Huang et al. [11] 2lg, + 2N+ Dlg, +n (2|Att] + Dig,
Our scheme 2lg, + 2N + Dig, |Attllg,
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Fig. 12. Size of a DU’s secret-key and an outsourced ciphertext. (For interpretation of the colors in the figure(s), the reader is referred to the web version
of this article.)

The comparisons show that, in our proposed scheme, the performance of Encryption phase is almost the same as
[11,47,48], and the encryption mechanism in [10] is more expensive than the others. In Decryption phase of [11] and
our scheme, the decryption-time overhead on DUs is significantly less than the others. Also, our proposed Key generation
mechanism is more efficient than the others.

7.3. Storage cost

In Table 5, we calculate the storage cost incurred by maintaining encrypted data and data users’ secret-keys. As we
see in the table, lengths of a ciphertext and a DU’s secret-keys are functions of the number of attributes in the access
control policy associated with the ciphertext, N, and the cardinality of the attribute set of the DU, |Att|, respectively. In our
evaluation, we assume that |Att| and N are in {10, 20, ..., 50}.

Fig. 12(a) and 12(b) describe the length of a ciphertext and the size of a DU’s secret-keys with different number of
attributes. From the figure, in our scheme, secret-key size of DUs is significantly less than size of secret-keys in the other
schemes, and size of ciphertexts in these five schemes are almost the same as each other.

8. Conclusion

In this paper, we proposed the concept of a fully distributed revocable ciphertext-policy hierarchical attribute-based
encryption (FDR-CP-HABE) system, and we proposed the first FDR-CP-HABE scheme. Our proposed scheme offers a high



level of flexibility and scalability in key delegation and user revocation mechanisms. Our scheme enables data owners to
define and to enforce access control policies on a set of attributes. We proved that the scheme is semantically secure
in the standard model based on the hardness assumption of the decisional bilinear Diffie-Hellman (DBDH) problem. We
also showed that our proposed scheme achieves fine-grained data access control over the outsourced ciphertexts, and it is
resistant against the collusion attack of unauthorized data users. Our proposed scheme is efficient and offers lightweight
computing in the decryption phase. We analyzed the performance of our proposed scheme and made a comparison between
it and some current schemes. We observed that the performance is acceptable compared with the other similar schemes.
Considering the security, efficiency, scalability, and flexibility of the scheme, one concludes that it is suitable for cloud
computing.
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Appendix A

Theorem 6. The Decryption phase is correct.

Proof. Consider a ciphertext CT = (7,V,V’,C, {Ca,C[I}yneLT). Let TK(“) {T(“) = SKijaju + sz}] . d, Att, and

{a j};:1 C Att be the same as Section 5.4. In the following, we first show the correctness of PartDec algorithm. Then,
we conclude that FullDec algorithm is correct. To prove Equations (15) and (17), we have:

8(Ca;. T
é(Cq;, PKUME(Cy ;> 1Dy)
(13),(14) €@vq; (0)Po, SKij a;u +dP2)
é(Cq;, PKU)&(Cy;, IDy)
€(qv,, (0)Po, SKij a;.u)-€(qv,; (0)Po. dP2)
é(Cq;, PKUD)é(CGy, IDy)
(©).(12) €@va, (0)Po, —=XQo +xQo + SK1 + X + ski;IDi; + ska;1Du).8(qv,, (0) Po, dP2)
é(Cqy, PKUD)é(Cyy, IDy)
(8) €(@vq, (0)Po, SK1).8(qv,, (0)Po, =xQo + SK2 + X + ski;ID;;).€(qv,; (0)Po. ska;1Du).&(qv,; (0) Po. dP2)
- é(Ca;, PKD)).&(Cy, D)
(10)( 3)€(@vq, (0 Po, SK1).(qv,, (0)Pg, —xQq + PK11). €(qv,, (0)Po, ska;1Dy).€(qy,, (0)Po. dP2)
€(qv,, (0)Po. PK).&(Cg;, IDy)
7.(8) €(@va; (0P, skoP1).8(qv,, (0)Po, =xQ0)-8(qv,; (0)(PKa; — P2 + P2), IDu).(qv,, (0) Po, dP2)

Vg, d,u —
aj

&(Cy;. 1Dy)
~ va; (0) » va; (0) » A va; (0) A va; (0)
12 8(Qo, PN 8(Q1, —Q0) ™ 8(Cy . 1DW).E(Py, D)™ 6(Po, dPy)™
= e(Ca.,IDL,)
Qvg; (0)  qyg, (0) v ~ v
D, g, &(Pa, D)™ &P, dPy) ™ .

This proves Equation (15). Moreover,

CT/ _ FR,d,u
V'.é(C,IDy)
(16) 85-8}-8(P2, IDy)" .8(Po, dP2)"
V'.é(C,IDy)
(13) g5.V/.8(C, IDy).8(dPo, C)
- V/.8(C, 1Dy
= g[.8(dPy, C). (55)




Therefore, Equation (17) is correct. Also,

4 (13),(17) M.gj

CT’.8(—dPy, C) gh-2(dPg, C).e(=dPg, C)
=M. (56)

This proves Equation (18). O
Theorem 7. The ReEnc algorithm is correct.

Proof. Let ag, Cay, Cgy» E{]O, UKaq, Skag, Skq,, PKq, and PK;  be the same as Section 5.5. To show the correctness of the

re-encryption algorithm, we prove that Eﬁo =y, (PK [10 — P3). We have:

€y =Chy+UKqyCap

(13),(22)
) g (PKag — P2) + (sKpy — Skay) @y, Po)

7
2 4y (kag Po — P2) + (skly — Skap) @yg, PO)

= q}’ao (Sk/ao PO - PZ)
=0y, (PK:IO — P3). (57)

So, ReEnc algorithm is correct. O
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