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Abstract

Attribute-based encryption (ABE) has been regarded as a promising solution in cloud computing
services to enable scalable access control without compromising the security. Despite of the advantages,
efficient user revocation has been a challenge in ABE. One suggestion for user revocation is using the
binary tree in the key generation phase of an ABE scheme, which enables a trusted key generation
center (KGC) to periodically distributes the key update information to all non-revoked users over a
public channel. This revocation approach reduces the size of key updates from linear to logarithmic in
the number of users. But it requires each user to keep a private key of the logarithmic size, and asks
each non-revoked user to periodically update his/her decryption key for each new time period. To
further optimize user revocation in ABE, a server-aided revocable ABE (SR-ABE) scheme has been
proposed, in which almost all workloads of users incurred by the user revocation are outsourced to
an untrusted server, and each user only needs to store a private key of the constant size. In addition,
SR-ABE does not require any secure channel for the key transmission, and a user only needs to
perform a small amount of calculations to decrypt a ciphertext. In this paper, we revisit the notion
of SR-ABE, and present a generic construction of SR-ABE, which can transform a revocable ABE
(RABE) scheme to an SR-ABE scheme. In addition, we give an instantiation of SR-ABE by applying
the generic construction on a concrete RABE scheme, and implement an instantiation of SR-ABE and
an RABE scheme to evaluate the performance of SR-ABE.

Keywords: Cloud computing, access control, revocation, outsourced computation, attribute-based

encryption.
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1. Introduction

On behalf of the protection of data security, attribute-based encryption (ABE) [1] is envisioned
as one of the promising solutions for scalable and fine-grained access control over encrypted data in
cloud computing services. It has two forms [2], of which one is called ciphertext-policy ABE (CP-ABE)
and the other one is called key-policy ABE (KP-ABE). In a CP-ABE scheme, the data is encrypted
under an access structure over a set of attributes by a the data owner, each user is issued a private
attribute-key reflecting his/her attributes from a trusted key generation center (KGC), and a user is
able to decrypt a ciphertext if the attributes ascribed to his/her private attribute-key satisfy the access
structure associated with this ciphertext. In a KP-ABE scheme, the situation is reversed that each
user’s private attribute-key is associated with an access structure and each ciphertext is ascribed to
a set of attributes, and a user is able to decrypt a ciphertext if the access structure of his/her private
attribute-key is satisfied by the attributes associated with this ciphertext.

Efficient user revocation has been a very important and challenging problem in ABE, since an
ABE based system may have a large number of users, and a user’s private key might be compromised.
Boldyreva, Goyal and Kumar [3] put forth an efficient revocation method by combining the fuzzy
identity-based encryption (IBE) scheme [I] (which is essentially a KP-ABE scheme) with the binary
tree [4], where the KGC issues a long-term private key to each user and publicly broadcasts key updates
at the beginning of each time period, and only non-revoked users are able to generate decryption keys
from their long-term private keys and the key updates to decrypt the newly created ciphertexts (i.e.,
ciphertexts generated after the revocation happens). The revocable ABE (RABE) schemes (e.g., [3,
5, (6, [7, 8, [, [10]) following the Boldyreva-Goyal-Kumar approach mitigate the KGC’s communication
overhead incurred in the key update process, but they fail to reduce the workloads of users since every
user needs to keep a private key of the logarithmic size (i.e., O(Rlog(¥)) with N being the number of
all users and R is the number of revoked users) and all non-revoked users need to periodically update
their decryption keys to decrypt newly encrypted messages. With this observation in mind, Cui et
al. [II] put forward a concrete server-aided revocable attribute-based encryption (SR-ABE) scheme
to achieve the efficient and secure user revocation in ABE, where almost all workloads of users are
outsourced to an untrusted server who manages users’ public keys and key updates sent by the KGC
periodically, and each user keeps just one private key of the constant size (i.e., O(1)). Later, Qin et
al. [8, 9] extended the results in [11] by adding the security to the private key stored by the user, and
built a concrete construction to satisfy such an additional security. In this paper, based on the results

in [I1], we consider SR-ABE one step further by giving a generic construction of SR-ABE which can
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convert a revocable ABE (RABE, including revocable CP-ABE and revocable KP-ABE) scheme to
an SR-ABE (server-aided revocable CP-ABE or server-aided revocable CP-ABE) scheme.

1.1. Our Contributions

In brevity, SR-ABE is a protocol running among a KGC, data owners, users and an untrusted
SGI‘VGIB. Take a KP-ABE scheme as an example, in which the KGC publishes the public parameter,
and keeps the master private key. When a user, say Alice, wants to join an SR-ABE based cloud
computing service, she generates a public and private user-key pair. Alice keeps the private user-key
to herself, and sends the public user-key to the KGC who will create a public attribute-key for Alice
based on her public user-key and an access policy over attributes. The KGC sends the public attribute-
key for Alice to the server. Also, the KGC periodically generates key updates for all non-revoked users
and publicly transmits them to the server. When outsourcing a message to the cloud, a data owner
encrypts the message over an attribute set under the current time period, and uploads the resulting
ciphertext to the cloud. To decrypt a ciphertext, Alice forwards the ciphertext to the server. If Alice
is not revoked and her access structure can be satisfied by the attribute set ascribed to the ciphertext,
the server is able to generate a transformation key (from this user’s public attribute-key and the key
update information) to partially decrypt the ciphertext. This partially decrypted ciphertext can be
fully decrypted by Alice using her private user-key.

The key challenge in constructing an SR-ABE scheme is how to prevent collusion attacks among
users and the server such that any revoked user, given a partially decrypted ciphertext by the untrusted
server, cannot obtain the plaintext from the partially decrypted ciphertext, even though his/her set
of attributes satisfies the access structure of the ciphertext in CP-ABE (or access structure can be
satisfied by the attribute set of the ciphertext in KP-ABE). Our solution is to subtly embed the public
user-key into the public attribute-key generated by the KGC such that the untrusted server can still
partially decrypt ciphertexts for non-revoked users, but every partially decrypted ciphertext is bound
with a public user-key, which can only be decrypted by the user possessing the corresponding private
user-key. We found that there exists a generic way to build SR-ABE schemes, assuming that there
exists a secure revocable ABE (RABE) scheme [3, [, [10] (please refer to Section 4.1 for the formal

definition about RABE) and a secure public-key encryption (PKE) scheme. Specifically, each user

IThe server is untrusted in the sense that it honestly follows the protocol, but it does not hold any secret information
(i.e., it may collude with users), and all operations done by the server can be performed by anyone, including users (i.e.,

any dishonest behavior from the server can be easily detected).
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has a public and private user-key pair created via the key generation algorithm of a PKE scheme. To
generate a public attribute-key for a user, the KGC first generates a private attribute-key by running
the key extraction algorithm of the RABE scheme, and then runs the encryption algorithm of the PKE
scheme to encrypt the private attribute-key and the resulting ciphertext of the private attribute-key
is the corresponding pubic attribute-key. The ciphertext is created as that in the RABE scheme, but
since the public attribute-key is not purely attribute-based, the decryption result of a ciphertext is a
partially decrypted ciphertext rather than the real encrypted data, which can be recovered by running
the decryption algorithm of the PKE scheme using the private user-key.

It is worth noticing that the generic SR-ABE construction has the following merits.

e Almost all workloads of users caused by the revocation procedure are outsourced to an untrusted

server.

e Each user only needs to store a private key of constant size, which is independent to the size of

the attribute set or the access structure.

e There is no need of secure channels for the distribution of private keys, since they are generated

by each user himself/herself.

e Regardless of the complexity of an access structure, each user only needs to perform a small

amount of computations to decrypt a ciphertext.

1.2. Related Work

Revocation Mechanisms. Since Boneh and Franklin [12] suggested to periodically renew users’
private keys to achieve user revocation, user revocation has been intensively investigated in identity-
based encryption (IBE) [12]. As the Boneh-Franklin revocation approach requires all users to regularly
contact the KGC over secure channels, regardless of whether their keys have expired or not, the size of
key updates is linear to the number of all non-revoked users (i.e., O(N —R) with N being the number of
all users and R being the number of revoked users). Hanaoka et al. [I3] gave a solution such that users
can regularly renew their private keys without interacting with the KGC (the KGC publicly posts the
key update information), but the approach requires each user to possess a tamper-resistant hardware
device, which is inconvenient in practice. Boldyreva, Goyal and Kumar [3] proposed an efficient
revocation mechanism to remove the secure channels required during the key update phase and reduce
the size of key updates from linear to logarithmic (i.e., O(Rlog(%))), but it still needs all non-revoked

users to periodically update their private keys for decryption. There are also revocable schemes using
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a third party to address the user revocation, in which a Semi-trustedﬂ (e.g., [14L 15l 16, 17, 18, 19]) or
an untrusted (e.g., [20} [I1]) third party holds the shares of all users’ private keys and help them with
the ciphertext decryption. Once a user is revoked, the third party stops decrypting (or is disallowed
to decrypt) for this user.

Revocable ABE. There have been two kinds of mechanisms to achieve user revocation in ABE
[0, [7]: direct revocation and indirect revocation. In the direct revocation, a data owner directly
specifies a revocation list when generating the ciphertext (e.g., [5, 21, 22 23]). A variant of it is to
give the direct revocation capability to a semi-trusted server who shares the decryption ability with
users, and will terminate decryption operations for revoked users, e.g., the revocable ABE scheme
in [24]. In the indirect revocation, the KGC indirectly prevents revoked users from accessing the
ciphertexts through a key update process (e.g., [3, 5l 6, [7, 8, 9, 10]).

Direct revocation can be immediately accomplished without key updates. But it is impurely
attribute-based, because it requires the data owner to keep a current revocation list to store each
user’s status, while data owners in the attribute-based setting should create ciphertexts based solely

on attributes. In this paper, we focus on the indirect revocation in ABE.

1.8. Organization

The remainder of this paper is organized as follows. In Section [2| we briefly review the notions and
definitions relevant to this paper. In Section [3, we give a generic construction of SR-ABE as well as
its security, put forth an instantiation by applying the generic construction into the concrete scheme,
and compare SR-ABE with previous solutions on RABE. In Section [4] we discuss several applications

of SR-ABE in the real world. We conclude the paper in Section

2. Preliminaries

In this section, we review some basic cryptographic definitions that are to be used in this paper.

2.1. Bilinear Pairings

Prime-Order Bilinear Pairing. Let G be a group of a prime order p generated from g. We
define é : G x G — G to be a bilinear pairing if it is bilinear such that é(g?, g*) = é(g, g)® for all
g € G, and a, b € Z,, and non-degenerate such that é(g,g) # 1. [12].

2In this paper, unless otherwise specified, “semi-trusted” means that the third party is disallowed to collude with

users.
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If the group operation in G is efficiently computable and there exists a group G; and an efficiently
computable bilinear map é : G x G — G as above, then G is a prime-order bilinear group.

Composite-Order Bilinear Pairing. Let G be a group of an order N' = pipaps3, where py, po,
p3 are three distinctive primes. We define é : G x G — (1 to be a bilinear pairing if it is bilinear such
that é(g% hb) = é(g,h)® for all g, h € G, and a, b € Zy;, and non-degenerate such that there exists
g € G to make é(g, g) have an order N in Gy [25].

If the group operation in G is efficiently computable and there exists a group G and an efficiently
computable bilinear map € : G x G — G as above. Let G,,, Gp, and G, denote the subgroups of
orders p1, p2 and p3 in G, respectively. Note that when h; € G, and h; € Gy, for i # j, é(hs, hy) is
the identity element “1” in G, then G is a composite-order bilinear group.

Decisional Linear Assumption [26]. The Decisional Linear problem is that for any probabilistic
polynomial-time (PPT) algorithm, given g1, g2, g3, g1%, g2°, it is difficult to distinguish (g1, g2, 93, 91,
g2°, g39°) from (g1, g2, 93, 1% ¢2°, Z), where g1, g2, g3, Z € G, a, b € Zy are chosen independently

and uniformly at random.

2.2. Access Structures and Linear Secret Sharing Schemes

We review notions about access structures and linear secret sharing schemes in [25], 27] as follows.

Definition 1. (Access Structures). Let {P, ..., P,} be a set of parties. A collection A C 2{P1-Fn}
is monotone if VB,C : if B € A and B C C, then C' C A. A monotone access structure is a monotone
collection A of non-empty subsets of {Py, ..., P}, i.e., A C 2{P2Pa}\ {@} The sets in A are called

authorized sets, and the sets not in A are called unauthorized sets.

Definition 2. (Linear Secret Sharing Schemes). Let P be a set of parties. Let M be a matrix
of size [ x n. Let p: {1, ..., [} — P be a function that maps a row to a party for labeling. A linear
secret sharing scheme (LSSS) II over a set of parties P is a linear secret-sharing scheme over Z,, if the
shares for each party form a vector over Z,, and there exists a share-generating matrix M with [ rows
and n columns for II. For ¢ = 1, ..., [, the z-th row of the matrix M is labelled by a party p(i), where
p: {1, .., l} — P is a function that maps a row to a party for labelling. Considering that the column
vector ¥ = (i, T2, ..., ), where p € Z), is the secret to be shared and r, ..., r, € Z, are randomly
chosen, then M is the vector of [ shares of the secret u according to the LSSS II. The share (I\/JIW)Z

belongs to the party p(7).

It has been noted in [25] that every LSSS also enjoys the linear reconstruction property. Suppose

that II is an LSSS for an access structure A. Let A be an authorized set, and define I C {1, ..., I} as
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I = {ilp(i) € A}. Then the vector (1, 0, ..., 0) is in the span of rows of matrix M indexed by I, and
there exist constants {w; € Z,};cs such that, for any valid shares {v;} of a secret p according to II,
we have ), ;wiv; = p. These constants {w;} can be found in polynomial time with respect to the
size of the share-generating matrix M [28].

Notice that for the construction in composite-order groups, the LSSS matrix over Zs rather than
Z, will be employed, where N' = pipops is a product of three distinct primes. Different from the
definition above over Z,,, a set of attributes A is authorized if the rows of the access matrix M labeled

by attributes in A have the vector (1, 0, ..., 0) in their span modulo N.
2.8. Terminologies for Binary Tree Based Revocation

@ Nodes marked as revoked by KUNodes.

@ Nodes for key updates output by KUNodes.

id, id, id, id, idy idg id, idg id, id, id, id, id; idg id, idg

No user is revoked. User id, is revoked.

Figure 1: The KUNodes algorithm.

We review the definition of the binary tree described in [3, 20]. Denote BT as a binary tree with
N leaves corresponding to N users. Let root be the root node of the tree BT. If 6 is a leaf node, then
Path(6) denotes the set of nodes on the path from 6 to root, which includes both 6 and root. If 6 is a
non-leaf node, then 6;, 6, denote left and right child of #. Assume that nodes in the tree are uniquely
encoded as strings, and the tree is defined by all of its node descriptions. The algorithm KUNodes is
used to compute the minimal set of nodes for which key update needs to be published so that only
the non-revoked users at a time period t are able to decrypt the ciphertexts. This algorithm takes a
binary tree BT, a revocation list 7l and a time period t as the input, and outputs a set of nodes which

is the minimal set of nodes in BT such that none of the nodes in rl with corresponding time period
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before or at ¢ (users revoked at or before ¢) have any ancestor (or, themselves) in the set, and all other
leaf nodes (corresponding to non-revoked users) have exactly one ancestor (or, themselves) in the set.
We give a pictorial depiction on how the KUNodes algorithm works in Fig. [I} where it firstly marks
all the ancestors of the revoked nodes as revoked, and then it outputs all the non-revoked children of

revoked nodes. Below is a formal definition of the KUNodes algorithm.

KUNodes(BT, i, t)
X, Y « 0.
Y (0;,t;) € rl, if t; <t, then add Path(6;) to X.
VaelX, ifx ¢ X, then add z; to Y
if z, ¢ X, then add z, to Y.
If Y = (), then add root to Y.

Return Y.

2.4. Public-Key Encryption

A public-key encryption (PKE) scheme is composed of the following algorithms: a setup algorithm
PKE.Setup(1}) — parpke, which takes a security parameter A as the input, and outputs the public
parameter parpke; a key generation algorithm PKE.KeyGen(parpr.) — (pk, sk) which takes the public
parameter parpie as the input, and outputs a public and private key pair (pk, sk); an encryption
algorithm PKE.Encrypt(parpke, pk, M) — CT which takes the public parameter par,y., the public key
pk and an a message M € M (here M is the message space) as the input, and outputs a ciphertext CT;
and a decryption algorithm PKE.Decrypt(parpke, CT, sk) — M/ L which takes the public parameter
parpke, a ciphertext CT and the private key sk as the input, and outputs a message M or a failure
symbol L. The correctness of a PKE scheme requires that for any security parameter A and any
message M € M, if all parties follow the described algorithms as above, then we have Decrypt(parpie,
CT, sk) = M.

A PKE scheme is indistinguishable under chosen plaintext attacks (IND-CPA secure) if for any

ind-cpa

probabilistic polynomial time (PPT) adversary A = {A;, Az}, the advantage function Advpyg 4 (A)
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parpke <+ PKE.Setup(1t), b« {0,1}
(pk, sk) < PKE.KeyGen(parpke)

Pr (b =b| (My, My, state) < Ay (parpre, pk) —-1/2
CT* < PKE.Encrypt(parpke, pk, Mp)
V'« As(parpe, pk, Mo, My, state, CT*)

is negligible in the security parameter A\, where |My| = | M.

Linear Encryption [26]. Let G be a group of a prime order p with a generator gs. Assume
that ((g1, 92, 93), (B1, B2)) is the public and private key pair (pk, sk), where f1, B2 € Zp, and g1 =
g3ﬁ, g2 = 93%. The encryption of a message M is CT = (C1, Ca, C3) = (1™, g2"2, g3™"2) - M),

where 71, rg € Z,. The message M can be recovered with the private key (51, f2) by computing M

_ Cs

= GhieE The Linear Encryption scheme is a natural variant of the ElGamal encryption scheme
1 2

[29], which is CPA-secure under the Linear assumption and has desirable properties that it is hard if
decisional Diffie-Hellman (DDH) is hard, but, at least in generic groups, remains hard even if DDH is

easy [26].

2.5. System Overview

The system architecture of SR-ABE under a cloud computing scenario is shown in Fig. [2| which
involves four types of entities: the KGC, data owners, users and an untrusted server which could be
operated by anyone including the cloud. The KGC possesses the master private key, and publishes
the corresponding public parameter. To join the cloud storage system, a user generates a public and
private user-key pair by himself/herself, and keeps the private user-key. Then, this user sends the
public user-key (along with a proof showing that he/she knows the corresponding private user-key)
to the KGC. Assume that the SR-ABE scheme is a server-aided revocable KP-ABE scheme. Based
on the public user-key and the access structure over attributes of this user, the KGC creates a public
attribute-key for this user using the master private key and sends it to the untrusted server (here the
KGC authenticates the users, and only eligible users will be issued a public attribute-key). In addition,
the KGC periodically generates key updates for all non-revoked users and publicly transmits them to
the untrusted server. Before storing a message to the cloud, a data owner encrypts the message over
an attribute set under the current time period with the public parameter. Thereafter, the data owner
uploads the resulting ciphertext to the cloud. To decrypt a ciphertext, a user forwards the ciphertext

to the untrusted server. If the user is not revoked and his/her access structure can be satisfied by the
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Figure 2: System architecture of SR-ABE.

105 attribute set ascribed to the ciphertext, the untrusted server can generate a transformation key from
this user’s public attribute-key and the key update information, with which the server can partially
decrypt the ciphertext. A user can fully decrypt a partially decrypted ciphertext using his/her private

user-key.

2.6. Framework

200 An SR-ABE scheme (with ABE being KP-ABE) consists of nine algorithms given below. Assume
that the server in Fig. [2| keeps a list of tuples (identity, access structure, public attribute-key), i.e.,
(id, (M, p), pkEdM’p)). Let T denote the space of the time periods, and M be the message space.

e Setup(1*) — (par, msk, rl, st). Taking a security parameter A as the input, this algorithm
outputs the public parameter par, the master private key msk, an initially empty revocation list

205 rl and a state st. This algorithm is run by the KGC.

e UserKG(par, id) — (skiq, pkiq). Taking the public parameter par and an identity (in the identity
space) as the input, this algorithm outputs a public and private user-key pair (sk;q, pkig). This

algorithm is run by each user.

10
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PubKG(par, msk, id, pkiq, (M, p), st) — (pkgﬂ’p), st). Taking the public parameter par, the
master private key msk, an identity id (in the identity space) with a public user-key pk;q and
an access structure (M, p) (in the space of the access structures) and a state st as the input,
this algorithm outputs a public attribute-key pkgﬂ’p ) for user id with an access structure (M,

p) and an updated state st. This algorithm is run by the KGC, and (pki(gﬂ’p), st) is sent to the

untrusted server.

TKeyUp(par, msk, t, rl, st) — (tku, st). Taking the public parameter par, the master private
key msk, a time period t € T, a revocation list rl and a state st as the input, this algorithm
outputs the transformation key update information tku; and an updated state st. This algorithm

is run by the KGC, and (tku;, st) is sent to the server.

TranKG(par, id, pki(g/ﬂ’p ), tkuy) — tkgﬁ’p ), Taking the public parameter par, an identity id (in

the identity space) with the corresponding public attribute-key pkrgﬂ’p ) and the transformation

key update information tku; as the input, this algorithm outputs a transformation key tkgﬂt’p )

for user ¢d in time period ¢. This algorithm is run by the server.

Encrypt(par, A, t, M) — CTa,. Taking the public parameter par, an attribute set A (in the
attribute space), a time period ¢ € T and a message M € M as the input, this algorithm outputs
a ciphertext CTa ;. This algorithm is run by each data owner, and CT 4 ; will be stored in the

cloud.

Transform(par, id, (M, p), tkg{’p), CTa+) — CTyq/L. Taking the public parameter par, an

identity id (in the identity space) with an access structure (M, p) (in the space of access struc-

) and a ciphertext CTp ; as the input,

tures) and the corresponding transformation key tk:ggﬂgp
this algorithm outputs either a partially decrypted ciphertext CT;; when the transformation
key tkgﬂt’p ) matches the ciphertext CTa ; or L indicating the failure of the transformation. This

algorithm is run by the server. After the partial decryption, CT;4 is sent to the user id.

Decrypt(par, id, skiq, CT;q) — M /L. Taking the public parameter par, an identity id (in the
identity space) with a private user-key sk;q and a transformed ciphertext CT;;4 as the input, this

algorithm outputs a message M or a failure symbol L. This algorithm is run by a user id.

Revoke(id, t, rl, st) — (rl, st). Taking an identity id to be revoked, a time period ¢, a revocation
list rl and a state st, this algorithm outputs an updated revocation list rl and an updated state

st. This algorithm is run by the KGC.

11
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The correctness of the above SR-ABE scheme requires that for any security parameter A, any id (in
the identity space) with an authorized attribute set A (in the attribute space) of any access structure
(M, p) (in the space of access structures), any time period ¢ € T and any message m € M, (par, msk,
rl, st) < Setup(1?), (skiq, pkiq) < UserKG (par, id), (pk:i(gﬂ’p), st) < PubKG(par, msk, id, pk;q, (M,
p), st), (tkuy, st) < TKeyUp(par, msk, t, rl, st), tkgﬁ’p) + TranKG(par, id, pkgﬂ’p), tkug), CTa
< Encrypt(par, A, t, M), then we have CT;q < Transform(par, id, O, tkgg?lt’p), CTa,;) and M «+
Decrypt(par, id, sk;q, CT;q) if Revoke(id, t, rl, st) has never been run.

Notice that the above algorithms (as well as the corresponding correctness definition) also work
for server-aided revocable CP-ABE except that the server will keep a list of tuples (identity, attribute
set, public attribute-key), i.e., (id, A, pk:iAd), and the relevant access structure (M, p) in the PubKG,
TranKG and Transform algorithms will be replaced by the attribute set A, and the input attribute

set A in the Encrypt algorithm will be replaced by the access structure (M, p).

2.7. Security Model

Considering that ABE is KP-ABE for SR-ABE, in the security model, all possible adversarial
capabilities are taken into consideration. The adversary is able to learn the private user-keys and
public attribute-keys of users with access structures of its choice. The adversary should not be able
to learn any partial information about the message encrypted for the challenge attribute set. In
addition, the adversary is given access to the periodic key updates, transformation keys for different
time periods and can revoke users of its choice. The adversary should also not be able to learn any
partial information about the messages encrypted for any revoked user whose access structure can be
satisfied by the challenge attribute set when the encryption is done after the time of revocation.

We describe a security definition of indistinguishability under chosen plaintext attacks, i.e., IND-
CPA security, for the SR-ABE framework in the previous section between an adversary algorithm A

and a challenger algorithm B to meet the security requirements.

e Setup. Algorithm B runs the setup algorithm, and gives the public parameter par to algorithm
A, and keeps the master private key msk, an initially empty revocation list rl and a state st.

e Phase 1. Algorithm A adaptively issues a sequence of the following queries to algorithm B.

— Private-User-Key oracle. Algorithm A issues a private user-key query on an identity id.
Algorithm B returns sk;q by running UserKG(par, id). Note that once algorithm B runs
UserKG(par, id), it adds (id, pkiq, skiq) to a list so that the same (sk;q, pkiq) is used for

all queries on id.

12



— Public-Attribute-Key oracle. Algorithm A issues a public attribute-key query on an identity
id and an access structure (M, p). Algorithm B returns pkgﬂ’p ) by running UserKG(par,

id) (if id has not been issued to the Private-User-Key oracle), PubKG(par, msk, id, pk;q,
(M, p), st).
— Transformation-Key-Update oracle. Algorithm A issues a key update query on a time

period t. Algorithm B runs TKeyUp(par, msk, t, rl, st) and returns tku;.

— Transformation-Key oracle. Algorithm A issues a transformation key query on a time period

t and an identity id with an access structure (M, p). Algorithm B returns tkg&p ) by running
UserKG(par, id) (if id has not been issued to the Private-User-Key oracle), PubKG(par,
msk, id, pkiq, (M, p), st), TKeyUp(par, msk, t, rl, st), TranKG(par, id, pkng’p), thuy).
Note that this oracle cannot be queried on a time period t before a transformation key

update oracle has been queried on t.

— Revocation oracle. Algorithm A issues a revocation query on an identity id and a time
period ¢. Algorithm B runs Revoke(id, t, rl, st) and outputs an updated revocation list 7l

and an updated status st.

e Challenge. Algorithm A outputs two messages My, M7 of the same size, an attribute set A*

and a time period t* satisfying the following constraints.

1. Case 1: if (1) an identity id* has been queried to the Private-User-Key oracle, and (2)
the attribute set A* of this identity id* satisfies a query on (id*, (M*, p*)) issued to the
Public-Attribute-Key oracle, then (1) the revocation oracle must be queried on (id*, t) on
t = t* or any t occurs before t*, and (2) the Transformation-Key oracle cannot be queried
on (id*, t*).

2. Case 2: if an identity id* whose access structure (M*, p*) can be satisfied by the challenge
attribute set A* is not revoked at or before ¢*, then ¢d* should not be previously queried

to the Private-User-Key oracle.

Algorithm B randomly chooses v € {0,1}, and forwards the challenge ciphertext CTax 4+ to
algorithm A by running Encrypt(par, A*, t*, MJ).

e Phase 2. Algorithm A continues issuing queries to algorithm B as in Phase 1, following the

restrictions defined in the Challenge phase.
e Guess. Algorithm A makes a guess v for «, and it wins the game if 4" = ~.

13
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The advantage of algorithm A in this game is defined as Pr[y = '] —1/2. An SR-ABE scheme as
described in Section [2.6]is IND-CPA secure if any PPT adversary has at most a negligible advantage
in the security parameter A. In addition, an SR-ABE scheme as described in Section [2.6] is said to
be selectively IND-CPA secure if an Init stage is added before the Setup phase where algorithm A
commits to the challenge attribute set A* (and the challenge time period ¢*) which it attempts to
attack.

Notice that the above security game can also be applied to SR-ABE with ABE being CP-ABE
except that the queries on access structures (M, p) in the Public-Attribute-Key and Transformation-
Key oracles will be replaced by attribute sets A, and the attribute set A* in the Challenge phase will
be replaced by the access structure (M*, p*).

Remarks. To prevent decryption key exposure attacks such that the ciphertext leaks no informa-
tion about the underlying plaintext even if all (short-term) decryption keys of “different time periods”
are exposed, which the revocable ABE schemes in [3] [5 [6 [7] following the Boldyreva-Goyal-Kumar
technique cannot resistﬂ Seo and Emura [30] proposed a stronger security definition for revocation
schemes. To cover such attacks in the IND-CPA security of SR-ABE, given that the decryption key
generated by a data user in a normal ABE scheme is now created by the server and renamed as trans-
formation key in an SR-ABE scheme, the adversary in the above security definition is given access to

an additional Transformation-Key oracle.

3. Server-Aided Revocable Attribute-Based Encryption

In this section, we propose a generic construction of SR-ABE, and analyze its security and perfor-

mance.

3.1. Revocable Attribute-Based Encryption

Take the revocable KP-ABE scheme as an instance, which consists of seven algorithms. Let M be

the message space, and T be the space of time periods.

e RABE.Setup(1*) — (parape, msk, rl, st): On input a security parameter A, this algorithm
outputs the public parameter paryp., the master private key msk, an initially empty revocation

list I and a state st. This algorithm is run by the KGC.

3This does not contradict with the security proofs of these schemes, because such attacks are excluded from their

security models.
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e RABE.KeyGen(parqpe, msk, id, (M, p), st) — (skl(gﬂ’p), st): On input the public parameter
parqpe, the maser private key msk, an identity id (in the identity space) with an access structure
(M, p) (in the space of access structures) and a state st, this algorithm outputs a private

attribute-key skgﬂ’p ) and an updated state st. This algorithm is run by the KGC.

e RABE.KeyUp(pargpe, msk, t, rl, st) — (uks, st): On input the public parameter pargpe, the
master private key msk, a time period t € T, a revocation list rl and a state st, this algorithm
outputs the key update information uk; and an updated state st. This algorithm is run by the
KGC.

e RABE.DecKey(parape, skzgﬂ’p ), uky) — dkgﬂgp ). On input the public parameter parg., the private
attribute-key skrgﬂ’p ) and the key update information uk;, this algorithm outputs a decryption

key dkg/ﬂt’p ). This algorithm is run by each user.

e RABE.Encrypt(parepe, A, M, t) — CTa,: On input the public parameter pargpe, an attribute
set A (in the attribute space), a message M € M and a time period ¢t € T as the input, this
algorithm outputs a ciphertext CT ;. This algorithm is run by each data owner, and CTa ;

will be stored in the cloud.

e RABE.Decrypt(pargpe, dkgiwt’p ), CTa,+) — M/L: On input the public parameter pargpe, a de-
cryption key dk:i(gﬂt’p ) and a ciphertext CTy ¢, this algorithm outputs a message M or a failure

symbol . This algorithm is run by a user.

e RABE.Revoke(id, t, rl, st) — (rl, st): On input an identity id to be revoked, a time period ¢,
a revocation list 7l and a state st, this algorithm outputs an updated revocation list rl and an

updated status st. This algorithm is run by the KGC.

The correctness of the above RABE scheme requires that for any security parameter A, any message
M € M, and any identity id (in the identity space) with any authorized attribute set A (in the
attribute space) of any access structure (M, p) (in the space of access structures), if the user id is
not revoked at the time period ¢, and if (parepe, msk, 7, st) < RABE.Setup(1*), (skgﬂ’p), st)
RABE.KeyGen(parqpe, msk, id, (M, p), st), (uk, st) < RABE.KeyUp(parqpe, msk, t, rl, st), dkgygp)
< RABE.DecKey(pargpe, skglw’p), uk), CTa+ < RABE.Encrypt(paree, A, M, t), we have that
RABE.Decrypt(pargpe, CTA ¢, dkg?lt’p)) =M.

The security game, IND-CPA security for the above RABE scheme is defined between an adversary

algorithm A and a challenger algorithm B as follows.
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e Setup. Algorithm B runs the setup algorithm, and gives the public parameter par . to algorithm

A, and keeps the master private key msk, an initially empty revocation list rl and a state st.

e Phase 1. Similar to that in the IND-CPA security game of SR-RABE but without issuing queries
to the Private-User-Key oracle. Algorithm A adaptively issues queries to the Private-Attribute-
Key oracle, Key-Update oracle, Decryption-Key oracle and Revocation oracle. Algorithm B
returns the results to algorithm A by running the algorithms including RABE.KeyGen(pargpe,
msk, id, (M, p), st), RABE.KeyUp(pargpe, msk, t, rl, st), RABE.DecKey(pargpe, id, skgﬂ’p),
thug).

e Challenge. Algorithm A outputs two messages M, M; of the same size, an attribute set
A* and a time period t* following the constraint that if an identity id* with an attribute set
A” that satisfies a query on (id*, (M*, p*)) issued to the Private-Attribute-Key oracle, then
the Revocation oracle must be queried on (id*, t) on t = t* or any t occurs before t*, and the
Decryption-Key oracle cannot be queried on (id*, t*). Algorithm B randomly chooses v € {0, 1},
and forwards the challenge ciphertext CT ax 4« to algorithm A by running Encrypt(parape, A™,
t*, M3).

e Phase 2. Algorithm A continues issuing queries to algorithm B as in Phase 1, following the

restrictions defined in the Challenge phase.
e Guess. Algorithm A makes a guess +' for v, and it wins the game if v/ = ~.

The advantage of algorithm A in this game is defined as Pr[y = 4] — 1/2. An RABE scheme as
above is IND-CPA secure if any PPT adversary has at most a negligible advantage in the security
parameter A. In addition, an RABE scheme as above is said to be selectively IND-CPA secure if an
Init stage is added before the Setup phase where algorithm A commits to the challenge attribute set
A* (and the challenge time period ¢*) which it attempts to attack.

Likewise, the above framework, correctness and security definition can be applied to a revoca-
ble CP-ABE scheme by replacing the attribute set in the RABE.Encrypt algorithm and the Chal-
lenge phase with the access structure, and the relevant access structure in the RABE.KeyGen,

RABE.DecKey and RABE.Decrypt algorithms and the queries in Phase 1 with the attribute set.
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3.2. Generic Construction

Suppose that the PKE scheme (the PKE scheme can use the Linear encryption scheme introduced
by Boneh, Boyen and Shacham [26]E|, a natural variant of the ElGamal encryption [29] which is secure
in the generic groups under the Linear assumption [26]) consists of four algorithms as (PKE.Setup,
PKE.KeyGen, PKE.Enc, PKE.Dec), and the RABE (revocable KP-ABE) scheme (e.g., [3 5 [6])
is composed of sever algorithms as (RABE.Setup, RABE.KeyGen, RABE.KeyUp, RABE.DecKey,
RABE.Encrypt, RABE.Decrypt, RABE.Revoke). We describe the proposed generic construction on
SR-~ABE in the setting of KP-ABE (note that this generic construction can be applied to SR-ABE in
the setting of CP-ABE by replacing the access structure in the PubKG algorithm with the attribute

set and the attribute set in the Encrypt algorithm with the access structure).

e Setup. This algorithm runs the PKE.Setup and RABE.Setup algorithms, and outputs the public
parameter par = (parpke, PaTqbe), the master private key msk, a revocation list rl and a state

st.

e UserKG. This algorithm runs the PKE.KeyGen algorithm to obtain (pk, sk), and outputs (pk,

sk) as the public and private user-key pair (pk;q, skiq) for a user id.

e PubKG. This algorithm runs the RABE.KeyGen algorithm to obtain (skEdM’p ), st), and then
it runs the PKE.Enc algorithm to encrypt skz(g/ﬂ’p ) to obtain a ciphertext pkﬁmp ), and outputs

(pkgﬂ’p ), st) as the public attribute-key and an update state.

e TKeyUp. This algorithm runs the RABE.KeyUp algorithm to obtain (uk:, st), and outputs

(uky, st) as the transformation key update information tku; and an updated state st.

e TranKG. This algorithm runs the RABE.DecKey algorithm on pki(gﬂ’p ) and tku; to obtain dk:gji’p ),

and outputs dkgﬂt’p ) as a transformation key tkgﬂt’p ) for user id during a time period t.

e Encrypt. This algorithm runs the RABE.Encrypt algorithm, and outputs a ciphertext CT4 ;.

e Transform. This algorithm runs the RABE.Decrypt algorithm on tkg[;’p ) and CT A, and outputs

a transformed ciphertext CT};g.

4Notice that as almost all existing ABE schemes are built from the bilinear maps, it is crucial to require the PKE
scheme to be secure in the bilinear groups. Therefore, the ElGamal encryption scheme in [29] secure under the DDH

assumption can not be applied here, because the DDH assumption is easy in the bilinear groups.
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e Decrypt. This algorithm runs the PKE.Decrypt algorithm on sk;; and CT;4, and outputs a

message M.

e Revoke. This algorithm runs the RABE.Revoke algorithm, and outputs an updated revocation

list rl and an updated status st.

In order to achieve the correctness (defined in Section of the above SR-ABE scheme, we require
that M’ = PKE.Decrypt(par, CT;q, sk;q) = PKE.Decrypt(par, RABE.Decrypt(par, tkggi’p), CTaz+),
sk;q) = RABE.Decrypt(par, PKE.Decrypt(par, tkgﬁ’p), skiq), CTa ) = RABE.Decrypt(par, dkzgﬂt’p),
CTa,) = M. In other words, the underlying RABE scheme in the proposed generic construction of SR-
ABE should satisfy the property that PKE.Decrypt(par, RABE.Decrypt(par, tkgﬂ’p), CTa ), skiq) =
RABE.Decrypt(par, PKE.Decrypt(par, tkg’%p ), skiq), CTa ). Briefly, the sequence of the decryption
in PKE and the decryption in RABE can be interchanged, without affecting the correctness of the
scheme.

Notes. A drawback of SR-ABE is that it requires the server to be on-line all the time to meet
the the decryption requests from users. One solution to this problem is to make the server partially
decrypt the incoming ciphertexts for all eligible users beforehand and store the corresponding partially

decrypted ciphertexts for them, but this wastes both the computation and storage resources.

Theorem 1. Assuming that the underlying RABE scheme is (selectively) IND-CPA secure and PKE
scheme is IND-CPA secure, then the above generic construction on SR-ABE is (selectively) IND-CPA

secure.

Proof. Assume that there exists an adversary algorithm A that breaks the IND-CPA security of the
proposed generic construction on SR-ABE. Then we can build an adversary algorithm A’ that breaks
the IND-CPA security of the underlying RABE scheme or the underlying PKE scheme. Denote By by
the challenger algorithm in the IND-CPA security game of the underlying RAKE scheme, and B; by
the challenger algorithm in the IND-CPA security game of the underlying PKE scheme. Note that for
the selective IND-CPA security, there will be an Init stage before the Setup phase where algorithm A
outputs a challenge attribute set A* (and a challenge time period ¢*), which algorithm A’ sets as its

own output in the Init stage for the IND-CPA security game of the underlying RABE scheme.

e Setup. Algorithm A’ is given pargpe from algorithm By of the RABE scheme, and parpg., pk from
the algorithm B; of the PKE scheme. Algorithm A’ sends par = (parpke, parape) to algorithm
A.
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e Phase 1. Algorithm A adaptively issues the following sequence of queries to algorithm A’.

— Private-User-Key oracle on an identity id. Algorithm A’ returns sk;y by running (sk;q,
pkiq) < UserKG(par, id). It adds (id, sk;q, pkiq) to a list L so that the same (sk;q, pkiq)

is used for all future queries on d.

— Public-Attribute-Key oracle on an identity id and an access structure (M, p). Algorithm

A’ issues the private attribute-key generation query on (id, (M, p)) to algorithm By, and

p)

algorithm By returns sk:z(gﬂ’ to algorithm A.

1. If (id, sk;q, pkiq) already exists in the list L, algorithm A" returns pkgﬂ’p ) by running

pk{"? « PKE.Enc(par, pkia, skiy*).

2. Otherwise, algorithm A’ runs (sk;q, pkiq) < UserKG(par, id) to obtains pk;q, and

then returns pkgﬂ’p) by running pkzgﬂ’p) + PKE.Enc(par, pkiq, skgﬂ’p)). Note that at

some point, algorithm A’ randomly chooses sk:gf’p ), and returns pkgg’p )

pkgf’p ) PKE.Encrypt(par, pk, skgf’p )). In other words, it implicitly sets the public

by running

key pk as the public key for id*, and puts (id*, L, pk) to the list L. Because of the
IND-CPA security of the PKE scheme, algorithm A cannot distinguish whether skgwf’p )
is randomly chosen or not. Otherwise, algorithm A’ can make use of algorithm A to

break the IND-CPA security of the underlying PKE scheme.

— Transformation-Key-Update oracle on a time period ¢t. Algorithm A’ issues the key update
query on t to algorithm By, and returns the result from algorithm By to algorithm A as

tkut.

— Transformation-Key oracle on a time period ¢ and an identity i¢d with an access structure
(M, p). Algorithm A’ issues the decryption key query on (id, (M, p), t) to algorithm By,
and sends the result from algorithm By as the transformation key tk’g{’;’p ) to algorithm A.

— Revoke oracle on an identity i¢d and a time period ¢. Algorithm A’ issues the revoke query

on (id, t) to algorithm By, and forwards the updated revocation list r form algorithm By

to algorithm A.

e Challenge. Algorithm A outputs two messages My, M, an attribute set A* and a time period ¢*.
Algorithm A’ forwards them to algorithm By to obtain the challenge ciphertext CT*. Algorithm
A’ returns CT* to algorithm A.
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e Phase 2. Algorithm A continues issuing queries to algorithm A’ as in Phase 1, following the

restrictions defined in the security model.

e Guess. Algorithm A makes a guess +' for ~y, algorithm A’ forwards 4/ to algorithm By as the

guess to the IND-CPA security game for the underlying RABE scheme.

Denote the event that algorithm A’ sets pk as the public key for an identity id* as Event. It is not
difficult to see that the simulation is the same as that in the real game except for the occurrence of the
event Event. Denote gpak by the number of queries issued to the Public-Attribute-Key oracle. With
the probability 1/gpak, the event Event happens for the identity id*. In this case, the private attribute-
key skgdlvf’p ) query for some (M, p) satisfied by A* would never be previously asked to algorithm By.
Therefore, the simulation is correct.

To conclude, if algorithm A can win the IND-CPA game of SR-ABE with the non-negligible
probability €, then algorithm A’ can win the IND-CPA game of the underlying ABE scheme with the

probability €/gpak. O

3.8. Instantiation

Below we give a concrete server-aided revocable KP-ABE scheme, based on the Linear encryption
scheme [26] and the indirectly revocable KP-ABE scheme in the prime-order groups in [5]|ﬂ Let the

attribute space be Z,, the message space be G1, and the space of the time periods be Z,.

e Setup. This algorithm takes the security parameter A as the input. It randomly chooses a group
G of a prime order p with a generator g € GG, and defines a prime-order bilinear pairing € :
G x G — Gy. Also, it randomly chooses ug, ..., uq4, ho, ..., hm € G, @ € Z,. Let rl be an
empty list storing revoked users and BT be a binary tree with at least NV leaf nodes. Define two
functions mapping elements in Z, to elements in G as P(x) = H;-l:o ujzj, F(z) = [1L, hjmj.
The public parameter is par = (g, é(g, 9)%, uo, ..., ug, ho, .., hm) along with rl and st where st

is a state set to be BT, and the master private key is msk = «.

e UserKG. This algorithm takes the public parameter par and an identity id as the input. It
T 1
randomly chooses 1, B2 € Zp, g3 € G, and computes g1 = g3°1, go = g3”2. It outputs the

public and private user-key pair as (pkia, skia) = ((91, 92, g3), (B1, B2))-

®For the construction of a server-aided revocable CP-ABE scheme, please refer to the conference version [IT], or apply
the generic construction on SR-ABE with ABE being CP-ABE to a revocable CP-ABE scheme. Due to the space limit,

we omit the details here.
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405 e PubKG. This algorithm takes the public parameter par, the master private key msk, an identity
id with a public user-key pk;q and an access structure (M, p), and a state st as the input. Let
M be an | x n matrix, and p be a function mapping each row M; of M to an attribute p(z). It
randomly chooses an undefined leaf node 0 from the binary tree BT, and stores id in this node.

Then, for each node z € Path(f), it runs as follows.

500 1. To share a with (M, p), it randomly chooses Y2, ..., Yz.n € Zp, and sets v = (0, Yz2s oony
Yxn). For i =1,...,1, it computes v, ; = M - @, where M is the vector corresponding to
the ¢-th row of M.

2. It fetches g, from the node x. If x has not been defined, it randomly chooses g, € G. For

i=1,..,1, it computes g, , = g"*/g,, and stores g, in the node x.

3. It randomly chooses r1, r2, 721, ..., T2z € Zp, and computes

2 .
Dy =g1", D= g, Dg(“) =g

D = 9571 g Flpli)=
505 It outputs the public attribute-key pki\g’p = (D4, Dy, {=z, {Dilz), DQ(EQ,L) }ie[1,1] fzePath(9))-

e TKeyUp. This algorithm takes the public parameter par, the master private key msk, a time
period ¢, a revocation list rl and a state st as the input. For all z € KUNodes(BT, rl, t), it
fetches g, (note that g, is always predefined in the PubKG algorithm) from the node z. Also,
it randomly chooses s, € Z,, and computes US) = g, - P(t)%=, Uf) = ¢%. It outputs the

510 transformation key update information tku, = ({z, Uél), UQSQ)}xGKUNOdeS(BTMt)).

e TranKG. This algorithm takes the public parameter par, an identity id with a public attribute-
key pkgﬂ’p ) and the transformation key update information tku; as the input. Denote I as
Path(f), J as KUNodes(BT, rl, t). It parses pkyy” as (D1, Da, {z, {Dg(ﬁlz)7 Dfi)}ie[l,l} beer), thug
as ({z, U, UQEQ)}IGJ) for some set of nodes I, J. If INJ =, it returns L. Otherwise, for any

node x € I N J, it randomly chooses 77, 1, ..., 7, ., s, € Z,, and computes

kD = DWWy . p(p(i)) i P2
= g™ gt F(p(a)) e P

tk,l(Q) — DC(C?) gr;’i — grz,i"l"'”;’i

i )

tk(s) — U(2) . gS,I — gsl'—’—slz‘

x

It outputs the transformation key tk%ﬂ:tp = (D1, Do, {tk:gl), tk?)}ie[u], tk®).
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e Encrypt. This algorithm takes the public parameter par, an attribute set A, a time period ¢ and

a message M as the input. Let A be {A4;,...A;}. It randomly chooses p € Z,, and computes

C=ég,9)" M, CU =gt

c® = R, B = P)r.
It outputs the ciphertext CTa, = (A, t, C, C(), {Ci@)}ie[l’k], c®).

Transform. This algorithm takes the public parameter par, an identity id with a transformation
key tk%f over an access structure (M, p) and a time period ¢ and a ciphertext CTa ; over
an attribute set A and the same time period ¢ as the input. Suppose that the attribute set
A satisfies the access structure (M, p). Let I be defined as I = {i : p(i) € A}. Denote by

{w; € Z,}icr a set of constants such that if {v;} are valid shares of any secret p according to M,

then ), ; wiv; = p. It parses CTa 4, and computes

=11 (é“?%tk?))é(c(g)’tk(g)))wi
ek, c)

B 1

" &gy, CM)e(g, CM)a”

il

It outputs the transformed ciphertext CT;y = (€', CV, Dy, Dy, C).

Decrypt. This algorithm takes the public parameter par, an identity ¢d with a private user-
key sk;q and a transformed ciphertext CT;; as the input. It outputs the message M as M =
C" - é(Dy1DyP2,cM) - C.

Revoke. This algorithm takes an identity id, a time period ¢, a revocation list v/ and a state st
as the input. For all the nodes x associated with identity id, it adds (z, t) to rl, and outputs
the updated rl and st.

Theorem 2. Assuming that the underlying revocable KP-ABE scheme is selectively IND-CPA secure,
and the underlying PKE scheme is IND-CPA secure, then the above server-aided revocable KP-ABE

scheme is selectively IND-CPA secure.

Proof. Tt has been proved in [5] that the underlying revocable KP-ABE scheme is selectively IND-
CPA secure. Also, the Linear encryption scheme [26] is known to be IND-CPA secure. According

to Theorem it is clear that the proposed server-aided revocable KP-ABE scheme is selectively
IND-CPA secure. ]
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Table 1: Comparison between SR-ABE and the existing solutions on RABE.

RABE RABE RABE RABE RABE

in [3] in [5] in [6] in [10] in [8, 9] SR-ABE
Type KP-ABE KP-ABE Generic Generic CP-ABE Generic
Server — — Semi-trust Semi-trust Untrust Untrust
Secure Yes Yes Yes Yes No No

Channel

Key O(Rlog(%)) | O(Rlog(%)) | O(Rlog(%)) | O(Rlog(%)) | O(Rlog(¥)) | O(Rlog(%))
Updates

User O(llog N) O(llog N) O(llog N) O(llog N) 0(1) 0(1)
Key & O(klogN) | & O(klog N)

Decryption | > 2(E + P) > 3E 4+ 4P >E+P >E+P 2P 2E +P
Cost

3.4. Comparison

To our knowledge, in addition to the work in this paper, constructions in [3], [5], [6], [10], and
[8, 9] are also about how to achieve indirect revocation in ABE. Recall that the goal in this paper is
to achieve indirect user revocation in an ABE scheme by outsourcing users’ workloads to an untrusted
server such that the KGC indirectly accomplishes user revocation by stopping updating the keys for
revoked users. In [3], a KP-ABE scheme with indirect revocation is proposed where the KGC enables
user revocation by stopping posting key update information for revoked users, thereby forcing revoked
users to be unable to update their decryption keys. A hybrid revocable KP-ABE system is given in
[5], which allows a data owner to select either direct or indirect revocation mode when encrypting a
message. In [8, 9], in addition to prevent transformation key exposure attacks, the proposed revocable
CP-ABE scheme is also secure against private user-key exposure attacks. A generic way to realize ABE
supporting dynamic credentials is provided in [6], where the KGC indirectly accomplishes revocation
by stopping updating the keys for revoked users. The generic revocable CP-ABE scheme introduced
in [I0] which is secure against key exposure attacks has an addition ciphertext delegation function.

Table [1| compares our generic SR-ABE construction with several existing solutions on RABE
proposed in [3], [B], [6], [10] and [8, ©]. Assume that the underlying PKE scheme used in SR-ABE is
the Linear encryption scheme introduced by Boneh, Boyen and Shacham [26]. Let N be the number

of all users, R be the number of revoked users, [ be the number of attributes presented in an access
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structure, and k be the size of the attribute set associated with an attribute-key. Also, let “—” denote
not-applicable, “E” denote exponentiation operation, and “P” denote pairing operation, respectively.
It is straightforward to see from Table [I| that the constructions in [3], [5], [6] and [I0] require secure
channels between the KGC and every user for key transmission, and every user to keep a private key
of which the size is determined by their attributes and the associated nodes in the predefined binary
tree. While the constructions in [8, 0] achieve favourable security and performance, they are concrete
schemes and their decryption costs are more expensive due to the security enhancement. Clearly, SR-
ABE has an edge over the previous solutions in that it does not require any secure channels between
the participants, and is secure against collusion attacks between the untrusted server and revoked
users. Also, SR-ABE achieves the desirable efficiency in the decryption run by users, which always
requires two exponentiation and one pairing operations (regardless of the complexity of the access

structure).

3.5. Ezxperimental Results

In order to clearly show that SR-ABE has an edge over RABE in the computational overhead of
the user, we implement the revocable KP-ABE scheme in [5] and the proposed server-aided revocable
KP-ABE scheme in Charm [31]@ We use the Charm-0.43 and Python 3.4 in our implementation.
Along with the Charm-0.43, we install the PBC library for the underlying cryptographic operations.
Our experiments are run on a laptop with Intel Core i5-4210U CPU @ 1.70GHz and 8.00 GB RAM
running 64-bit Ubuntu 16.04.

We conduct the experiments over the elliptic curves: SS512 and MNT159 to provide security level
of 80-bit, where SS512 is a supersingular elliptic curve with the symmetric Type 1 pairing on it, and
MNT159 is an asymmetric Type 3 pairing. In our experiments, all attribute-keys and ciphertexts are
randomly generated over randomly chosen access structures and attribute sets. We test the average
computation time spent by a user in decrypting ciphertexts over 10 to 50 attributes using attribute-keys
over access policies of 2 to 10 attributes (See Fig. |3 note that the computational cost for decrypting
a ciphertext of the server in the given server-aided revocable KP-ABE scheme is similar to that of
the data user in the underlying revocable KP-ABE scheme [5]). In the revocable KP-ABE scheme [5],
the average computation time of decrypting ciphertexts of 10 to 50 attributes using attribute-keys for
access structures with 2 to 10 attributes ranges from 1.2ms to 21.0ms for the SS512 curve and 2.5ms

to 27.0ms for the MNT159 curve, respectively, while in our server-aided revocable KP-ABE scheme,

SFor the explicit information on Charm, please refer to [31].
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the average computation time of decrypting ciphertexts of 10 to 50 attributes using attribute-keys for
access structures with 2 to 10 attributes is about 0.4ms in terms of the SS512 curve and 2.0ms in terms
of the MNT'159 curve, respectively. From Fig. [3] it is easy to see that the framework of SR-ABE can
be applied to greatly reduce the computational overheads of users in decrypting ciphertexts, where
the computation time for a user to decrypt a ciphertext is independent to the number of attributes

associated with the ciphertexts and the attribute-keys.

w
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Figure 3: Computation time of the user to obtain the encrypted message in a ciphertext.

4. Applications

The market of cloud computing services has experienced exponential growth during the last decade.
However, since software systems are not guaranteed to be bug-free and hardware platforms are not
under the direct control of data owners in the cloud, there exist various kinds of security threats.
A common solution to protect the data privacy is to encrypt the data before the data reaches the
cloud. This keeps the data private even if service providers are compromised or untrusted. However,
it has been very challenging to efficiently share large amounts of data items that are encrypted using
traditional cryptographic techniques because of the difficulty in distributing decryption keys and
managing decryption key revocations. SR-ABE provides a practical and scalable solution for access
control over encrypted data in the cloud. Note that the ciphertext transformation performed by the
untrusted server in Fig. [2|is functionally equivalent to outsourced ABE decryption [32]. As a matter
of fact, most of the operational cost resulted by ABE decryption in SR-ABE is performed by the
untrusted server while a user only needs to perform two exponentiation and one pairing operations
to decrypt a ciphertext. Therefore, in addition to support server-aided user revocation, SR-ABE also
greatly reduces the computational costs for users in decrypting ciphertexts and is highly suitable for

users using mobile devices with limited power and computational capabilities.
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Email is an indispensable means of communication for both corporations and individuals. In order
to provide security for email systems, existing solutions such as Pretty Good Privacy (PGP) [33] and
Secure/Multipurpose Internet Mail Extensions (S/MIME) [34] employ traditional cryptographic tech-
niques and hence are cumbersome and undesirable to use for group-based Email messaging systems.
Clearly, securing email is another area in which SR-ABE finds a promising application. In a secure
email system built from SR-ABE, the email server can also act as the “untrusted server” of SR-ABE
(referring to Fig. [2]) to undertake the responsibility of user revocation and ciphertext transformation.

A blockchain is a decentralized, distributed and public digital ledger that is used to record digital
transactions so that any involved record cannot be altered retroactively, without the alteration of all
subsequent blocks [35]. The blockchain allows the participants to verify transactions independently,
and is widely applied in many cryptocurrencies for all kinds of monetary transactions. Since the
server in SR-ABE does not hold any secret information, and all its operations can be performed by
anybody, SR-ABE can be simply moved to the blockchain to confirm the correctness of the computation

performed by the server. This is useful in practice, as the server may charge for the provided service.

5. Conclusions

To achieve efficient user revocation in attribute-based encryption (ABE), Cui et al. [I1] proposed
a server-aided revocable attribute-based encryption (SR-ABE) scheme. In this paper, we revisited the
notion of SR-ABE, and considered it one step further by proposing a generic construction of SR-ABE
which can transform any revocable ABE (RABE) scheme into an SR-ABE scheme. After proving that
the proposed generic SR-ABE construction is secure under the defined security model, we presented an
instantiation to transform a secure RABE scheme into a secure SR-ABE scheme using the proposed
generic construction. Compared with the previous solutions on RABE, SR-ABE has three salient
advantages. Firstly, SR-ABE outsources almost all operational overheads of users resulted in the key
update phase to an untrusted server. Secondly, instead of storing a private key, of which the size is
logarithmic to the number of users, by each user as in most of the existing revocable ABE schemes,
each user in SR-ABE only needs to keep a private key of one group element. Thirdly, in SR-ABE,
most of the computational overheads in decryption is outsourced to the untrusted server, and a user

is only required to perform a small amount of computations to decrypt a ciphertext.
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