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Abstract. There are several frameworks for password-based authen-
ticated key exchange (PAKE) protocols with common reference string
following the work of Katz, Ostrovsky and Yung (Eurocrypt’01), and it
seems that the IND-CCA secure encryption is inevitable when construct-
ing PAKE in standard model.

In this paper, we show that IND-PCA secure key encapsulation mech-
anism (KEM) is enough for PAKE, which is weaker and easier to be con-
structed than IND-CCA secure encryption. Our refined PAKE consists
of a smooth projective hash function on IND-CPA secure encryption and
an IND-PCA secure KEM. Based on DDH assumption, the total com-
munication of PAKE consists of 6 group elements and log |D| (D is the
set of password) bits, while before this, the most efficient PAKE contains
7 group elements.

Keywords: Password-based authenticated key exchange - Smooth
projective hash functions - IND-PCA secure KEM

1 Introduction

Password-based authenticated key exchange (PAKE) allows two users to mutu-
ally authenticate each other and agree on a high-entropy session key based on
a shared low-entropy password. The challenge in designing such protocols is to
prevent off-line dictionary attacks where an adversary exhaustively enumerates
potential passwords, attempting to match the correct password. The secure goal of
PAKE is to restrict the adversary’s advantage to that of online dictionary attack.
The seminal work in the area of PAKE was given by Bellovin and Merritt [2].
After that, Bellare et al. [4], and Boyko et al. [3] proposed formal security mod-
els for PAKE. Since then, a large number of constructions were presented in the
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random oracle model [3,4]. But the random oracle model is known to be not
sound [5].

The first PAKE protocol to achieve security in standard model was given
by Goldreich and Lindel [8]. There are several works to improve and simplify
Goldreich and Lindel’s scheme. Unfortunately, they are inefficient in terms of
communication, computation and round complexity. Katz, Ostrovsky and Yung
[14] demonstrated the first efficient PAKE (KOY) under DDH assumption with
common reference string (CRS). On the ground of concrete construction of KOY
protocol, a framework of PAKE (GL-PAKE) was abstracted by Gennaro and
Lindell [9]. GL-PAKE consists of two smooth projective hash functions (SPHF's)
on chosen ciphertext secure (IND-CCA) encryption. Following the work of KOY,
Jiang and Gong [12] improved and gave a PAKE with mutual authentication
under DDH assumption. Groce and Katz [10] abstracted the protocol of Jiang
and Gong’s protocol and gave a framework of GK-PAKE with SPHF on IND-
CPA secure encryption and IND-CCA secure encryption.

Recently, Abdalla, Benhamouda and Pointcheval [1] pointed out that the
underlying IND-CCA secure encryption in GL-PAKE and GK-PAKE can be
replaced by IND-PCA secure encryption, (the adversary has the capability to
query plaintext checkable oracle with (C,m) to help him to decide if C' is the
encryption of m or not) and the Cramer-Shoup scheme in PAKE can be sim-
plified. As Abdalla et al. pointed out, IND-PCA secure encryption with short
plaintext is actually IND-CCA secure. Since password (in Addalla et al.’s scheme,
password is in the part of plaintext) is generally short in PAKE, the framework
of PAKE in Abdalla et al. essentially relies on an IND-CCA secure encryption.

Refined Structure for PAKE. One of the most important work in cryptogra-
phy is reducing security to more basic and weaker tools. This is what this paper
does. In the above works, IND-CCA secure encryption scheme seems inevitable.
Although there are many efficient constructions for IND-CCA secure scheme
[11,15,16], this requirement is still too strong. It is meaningful to see whether
there is an elegant framework to construct efficient PAKE protocol based on
more basic and weaker tools.

1.1 Owur Contributions

In this paper, we revisit the framework of PAKE in [10], and show that SPHF
on IND-CPA secure encryption and any IND-PCA secure Key encapsulation
mechanism (KEM) with short encapsulation key space is enough for PAKE. In
our PAKE, the key encapsulated by KEM are used to encrypt password with one
time padding. Obviously, the hybrid encryption from IND-PCA secure KEM and
one time padding is not IND-CCA secure! (even not IND-PCA secure). Note
that although the hybrid encryption is malleable, it does not hurt the security
of PAKE. The adversary can only produce a meaningful plaintext by extending

! Let (c, k) « Enckem(pk, A), the hybrid encryption of m is the form (c,k @ m). It is
malleable and any adversary can reproduce the ciphertext with meaningful plaintext
after seeing the challenge ciphertext.
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the plaintext (password), which does not add its advantage in attacking PAKE.
As a by product, we show that the KEM given by Kurosawa and Desmedt [13]
is IND-PCA secure, which is proved to be not IND-CCA secure [7].

Besides that, we also give concrete example based on DDH assumption and
obtain a scheme with a total communication of 6 group elements and log|D|
bits instead of 7 group elements in [1], and without the requirement of mutual
authentication, only 5 group elements and log |D| bits are needed.

2 Preliminaries

If S is a set, we denote by |S]| the cardinality of S, and denote by z «— S the
process of sampling = uniformly from S. A function is negligible (negl) if for
every ¢ > 0 there exists a . such that f(\) < 1/A¢ for all A > A\.. If A and B
are distributions, A ~, B means that the statistical distance between A and B
is negligible.

We recall the definition of smooth projective hash function given in [6]. We
first recall the definition of subset membership assumption (multiple versions of
this assumption have appeared) following [15].

Definition 1 (Subset Membership Assumption [15]). Let L C X and L
is called the set of YES instance, and X\L the set of NO instance. There are
efficient sample algorithms SampY (SampN) for YES(NO) instance. For any
PPT adversary A, the advantage function AdviM4 = |Pr{A(PP,x) =1:2 «
L] — PrlA(PP,z) = 1: z «— X\L]| is negligible.

Definition 2 (Smooth Projective Hash Function [6]). We assume here all
the algorithms can access PP. The smooth projective hash function on (X, X\L)
follows.

— HashKG(PP) generates a hashing key k € K.

— ProjKG(k) generates the projective key a(k).

— Hash(k,x) outputs the hash value on any x € X from the hashing key k.

- ProjHash(a(k),w, z): On input the witness w for any x € L and the projective
key, outputs the hash value, such that ProjHash(a(k),w,x) = Hash(k,x).

We say that it is smooth, if the following distributions are statistically indistin-
guishable: A({z,a(k), Hash(k,z)}, {z,a(k),u}) < e, where k € K, z € X\L,
and uw € I are chosen randomly.

3 Refined Framework for PAKE

As the main modification of our PAKE is the IND-PCA secure KEM, we first
recall the definition of IND-PCA secure KEM and prove that the Kurosawa-
Desmedt KEM in [15] are IND-PCA secure. After that, we show our refined
framework of PAKE.
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3.1 IND-PCA Secure KEM

We first recall the definition of (label based) KEM. For any KEM without
label, we just set label = L. A (label based) public key encapsulation scheme
KEM = (KGenyem, Enckem, Deckem) consists of three polynomial time algorithms,
where (pkkem, Skkem) — KGengem(A) produces keys for security parameter A; for
randomness 7, (K, C) < Enciem (Dkkem, label, ) produces a key K in KeySp(\)
together with a ciphertext C to recover the key; and K < Decyem (Skkem, label, C)
decapsulates ciphertext C' with label to recover K with secret key skyem. For all
(K, C) < Enckem(Pkkem, label, ), Pr[Deckem (skkem, label, C) = K] = 1, where the
probability is taken over the randomness of these three algorithms.

In our PAKE, we need a weak secure notion of KEM, namely security against
plaintext checkable attack (PCA) [1]. Formally, for any PPT algorithm A, a
KEM is said to be IND-PCA secure if the following advantage is negligible,

b — {07 1}; (pkkem7 Skkem) — KGenkem(k>§
AdviemTPer — pr (b= K§ — KeySp(k), (K{,C*) « Enciem(pk, label), |
b o— ADCheck(-,-)(pk7K{:,C*)

where the oracle DCheck(C, K) returns 1 if K = Decyem(Skkem, C), otherwise
returns 0, and the adversary A can not query DCheck with (C, K) = (C*, K).
The KEM part of Kurosawa-Desmedt scheme [13] is known to be not IND-
CCA secure [7]. In the following, we prove that the KEM part of Kurosawa-
Desmedt scheme is IND-PCA secure. We first recall the Kurosawa-Desmedt
KEM. Let G be a group of prime order p and let g1, g2 be two public gen-
erators of G. Let hic, : G X G — Z,, be a target collision-resistant hash function.
The key encapsulation part of the Kurosawa-Desmedt scheme is as follows:

KGengem (17) Enciem (pk); Deckem (sk;, €)
T1,%2,Y1, Y2 — Ly; T Zp (c1,62) < ¢
hi=gi'g5", ha = g{"95°| 1 =gi,ca = g5; t = hier(cr,c2)

pk == (g1, 92, h1, ho); t = hier(cr,c2), K = hiThy| K = cio v chretye
sk = (z1, 22, Y1, Y2). Return (¢q, ¢, K).

Theorem 1. If hi., is a collision resistant hash function, under the DDH
assumption, the Kurosawa-Desmedt KEM is IND-PCA secure.

Proof. The proof proceeds via a sequence of games.

Game 0. The adversary A is given the public key as well as an unlimited
access to an Dcheck oracle with (C, K). At some point, the adversary receives
an encapsulation C* = (¢, c5) and K. After some training on DCheck oracle, A
outputs a guess of b. The ciphertext C* is generated normally with r. Precisely
speaking, ¢f = g7, ¢ = ¢5. On receiving (C = (c1,¢2), K), the DCheck oracle
checks it using secret key. We have that Adva g, = Adv'y? 7.

Game 1. In this game, the DCheck oracle rejects all queries where C' # C* but

hier(C) = hier(C*). This game is computationally indistinguishable from the
previous one under the collision-resistance of hyc..
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Game 2. We now change the way of generating challenge key. The key K7
encapsulated is generated as (c)! #1H91 (¢5)! ®2 V2 where t* = hy.,(cf, ¢3). The
Game 2 is exactly the same with Game 1.

Game 3. We now change the generation algorithm of challenge ciphertext C*.
r1,72 < Zy and let ¢f = g7, ¢5 = ¢7*. The difference between Game 3 and Game
2 is bounded by the DDH assumption. Note that the randomness for ¢ and ¢
do not needed to generate the challenge key K7, we can perfectly simulate the
game given a DDH challenge. Thus the difference between Game 3 and Game 2
is bounded by DDH assumption.

Game 4. In this Game, the simulator holds the secret a s.t. go = ¢gf during
the key generation algorithm. The DCheck oracle rejects all queries (¢, c2, K)
where ¢y # ¢f with the knowledge of a. It can make a difference when co # cf
but K = (1)1 (cg)t®2 12, First, if (c1,co) = (¢f,¢3) but K # K7, since that
implies ¢t = t*, we can safely answer negatively. We thus now have to deal with
the cases (c1,c2) # (cf,c3) and K = (¢ )1%1791 (¢g)t¥2y2,

Consider the map f(z1,22,y1,y2) = (h1, he, Ki, K) mapping hashing secret
keys. If we show that this map is injective then we are done.

log, b1 =21 +a-x2

log,, ha =y1+a-ya
log, K7 =ri(t"@1 +y1) + ara(t™ v + yo)
log,, K = ri(twy +y1) + ara(tra + ya)

logg1 hy 1 0 a 0 T
logg1 ho 0 1 0 a Y1
* = K gk ok * g% * X
log, Kj rit* ri arst* ar; T2
log,, K rit 71 arat arg Y2

Since det(A) = a®(rj —r})(ro —r1)(t* —t), f is injective if r3 # 7%, ro # r1. The
two assumption holds as both the challenge ciphertext and query ciphertext are
not DDH subset member.

Game 5. In this game, K7 is randomly chosen from G. This is statically indis-
tinguishable form Game 4. Now, the challenge ciphertext doesn’t contain any
information of b. To sum up, we finish this proof. O

Remark 1. The Kurosawa-Desmedt method also works for a more general class
of universal 2 hash proof systems on subset membership problem [6]. As shown
in next subsection, in the application of PAKE, the key with low entropy in
KEM (long enough to extract log|D| bits) is enough.

3.2 PAKE from IND-PCA Secure KEM

We now present the refined framework for PAKE. As the space limits, we omit
the secure definition of BPR model [4] with mutual authentication which is added
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CRS: pk, pkiem, PRG

Client U(m) Server U’(7)
r«—{0,1}* k— K,s=a(k)
C = Enc(pk, m,7) U,C label = U||C||U’||s

rj]|75||sk; = PRG[Hash(k1, C, )]
(C', K) « Enckem(pkkem, label, 7;)
label = U||IC||U||s  U',s,C',\ T T=Ké&n
ri||7i||sks = PRG[ProjHash(s, r, )]
(", Tomr) L Enciem (pkkem, label, r;)
if NO, abort, Ti if 7; # 75, abort,
otherwise, output sk; otherwise, output sk;

Fig. 1. Refined framework of PAKE

by [10]. For more details, please refer [10]. In this construction, the following
primitives are required: A SPHF on IND-CPA secure encryption; An IND-PCA
secure KEM with short key space. Let PKE = (KGen, Enc, Dec) be an IND-CPA
secure encryption. Take the ciphertext space as X, and the ciphertexts of 7 as
L, Let SPHF be a SPHF on it. Let KEM = (KGenyem, Enckem, Deckem) be an
IND-PCA secure KEM with KeySp = D.

Initialization: The CRS consists of public keys pk for IND-CPA secure scheme
PKE and public keys pkyem. Let PRG be a pseudorandom generator.

Protocol execution. Figure 1 demonstrates the execution of the protocol.

Stage 1: When a client U (holds 7) wants to authenticate to the server U’ (holds
m), it chooses r « {0,1}*, computes C = Enc(pk, 7, r), and sends U||C to U’.

Stage 2: On receiving the message U||C, U’ chooses k «— K and computes
s = a(k) and Hash(k,C, 7). It decomposes the PRG value on Hash(k, C,7) as
three bit strings r;,7;, sk;. It sets label = U[|C||U’||s, computes (C",K) «
Enciem (Pkkem, label, ;) and T'= K @ . Then U’ sends U’||s||C’||T to U.

Stage 3: On receiving the message U’||s||C’|T', user U computes and decomposes
the hash value r;||7;||sk; — PRG[ProjHash(s,r, x)]. It sets label = (U||C||U’||s)

and checks (C", T ) - Enciem (Pkkem, label, r;). If no, aborts else sends 7; to U’
and outputs sk; which means that U’ has successfully authenticated to U.

Stage 4: On receiving the message 7;, U’ checks that if 7; = 7; or not. If 7; # 7,
U’ aborts, otherwise U has successfully authenticated to U’ and U’ outputs sk;.

If both parties are honest and there is no adversarial interference, then the
projection of the hash proof guarantees that it holds r;||7;||sk; = 7;|7;||sk;.
Both parties will accept and output the same session key.

Theorem 2. Assume PKFE is an IND-CPA secure encryption scheme, SPHF
18 G Esmooth SPHF over PKE, and KEM is an IND-PCA secure KEM, the
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PAKE is secure in the BPR model. In particular, let q. be the number of Execute
queries, qs be the number of Send queries, and q. + qs < t, we have

Advy 1(n) < % + tAdVG S + tesmootn + LAV TP
Proof. The proof proceeds via a sequence of experiments. Let “G;” denote the
sequence of experiments and denote the advantage of adversary A in “G;” as
Adva g, (n) = 2Pr[A succeeds in G;] — 1. Let G¢ be the experiment of BPR
challenge.

The proof is separated into two phases: the first phase (from G; to Gs)
bounds out the advantage of Execute queries, and the second phase (from Gg
to G19) bounds out the advantage of Send queries.

Experiment G;. We first modify the way Ezecute queries between two users
are answered. The hash value is computed using hashing key k instead of witness
r in the client side. This does not change anything as the correctness of SPHF.
We have that Adva g,(n) = Advy g, (n)

Experiment G2. We replace C' by the encryption of my rather than 7, where
o represent some password not in D. This is indistinguishable from G; under
the IND-CPA property of PKE.

We first assume that only one Execute query is allowed. We now construct
an IND-CPA attacker B using a distinguisher A of G; and G5. In the IND-CPA
game of PKFE, on receiving public key pk, B generates real password = and
fake password 7y as challenge message. On receiving challenge ciphertext C*, B
simulates the entire game for A, including the K EFM and so on (note that the
randomness r for C' is not needed now). In response to the Ezecute query, it
returns the challenge ciphertext C* which is the encryption of m or my. At the
end, B outputs 1 if A succeeds. The advantage of B is exactly the difference
between GG; and Gs. If ¢, is the bound of the number of Ezecute queries, using
the classical hybrid technique, the difference between G; and G5 is bounded by
g AdVEE.

Experiment G3. We replace the hash value by truly random elements in I in
FExecute query. Since when answering the Execute queries in Gy the ciphertext
in the first message is an encryption of 7y, the hash value is statistically close
to uniform even conditional on s. Using the hybrid technique, we have that
AdVA,GQ (n) - AdVA,Gg (TL) < ge€smooth-

Experiment G4. Here, we continue to modify the Ezecute query. The key
generated by Encyem is replaced by a random key in KeySp.

The indistinguishability between G and G4 is bound by the IND-PCA secu-
rity of KEM (actually, the IND-CPA security of KEM is enough). We now
construct an IND-PCA attacker F using a distinguisher A of G3 and G4. In
the IND-PCA game of KEM, on receiving public key pkyem, D generates real
password m and fake password my as challenge message. On receiving challenge
ciphertext and key C*, K*, E simulates the entire game for A, including the
PKE and so on. In response to the Execute query, it returns the challenge
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ciphertext and key C*, K*, where K* is the encapsulated by C* (correspond-
ing to G3) or a random key (corresponding to G4). At the end, E outputs 1
if A succeeds. The advantage of E is exactly the difference between Gs and
Gy. If g is the upper bound of Ezecute queries, by the hybrid technique,
Adva g, (n) — Adva g, (n) < g Advim—ree.,

Experiment G5. Here when answering an Ezacute query, T is replaced by a
random string. Obviously G5 and Gg is exactly same.

Now the answers of Ezxecute queries reveal no information of actual password.
We handle the Send queries in the following experiments. Let Sendy denote
sending the prompt message that causes the client U to initiate the protocol
with U’. Let Send; denote sending the first message, Sends denote sending the
second message, Sends denote sending the finial message.

Experiment Gg. On answering the Sends(U’||s||x||T") queries, we do not use r;
to check (C', T') but query the Dcheck oracle with (C', T@®m). If U’||s||C’||T is not
previously used, and Dcheck returns 1, we declare the attacker successful. This
just adds the advantage of adversary. We have that Adv 4 ¢, (n) < Advy g, (n).

Experiment G7. On answering Sendy queries, we replace C' = Enc(pk, 7, r) by
the encryption of mg.

Note that the smooth hash value on instance C' is not needed to simulate
the entire experiment now. We now construct an IND-CPA attacker B using
a distinguisher A of G¢ and G7. In the IND-CPA game of PKFE, on receiving
public key pk, B generates real password 7 and fake password 7y as challenge
message. On receiving challenge ciphertext C*, B can simulate the entire game
for A, including the HPS and K EM (note that the randomness r for C* is not
needed now). In response to the Sendy query, it returns the challenge ciphertext
C* which is the encryption of 7 or my. At the end, B outputs 1 if A succeeds.
The advantage of D is exactly the difference between G and G7.

If ¢4 is the upper bound of Send queries, using the classical hybrid technique,
the difference between Gg and G is bounded by qSAdvngE‘?m.

Experiment Gg. On answering the Send; (U||C) queries, we decrypt C using sk
and clear success if m = Dec(sk,C). This just adds the advantage of adversary.
We have that Adva g, (n) < Adva,cg,(n).

Experiment Gy. Here we again modify the answer of the Send; oracle. In
response to a query Send;(U||C) we check whether m = Dec(sk,C) or not as
in experiment Gg. If so, the adversary is declared to succeed as before. If not,
however, we now choose the hash value uniformly and thus r;,7; and sk; at
random (rather than compute these values as the output of PRG(Hash(k, C, 7)),
and then continue as before. In particular, if there is a subsequent Sends query
using the correct value of 7;, the server accepts and outputs the session key sk;.
By the classical hybrid technique, we have that Adv 4 g, (n)—Adv4 ¢, (n) < gse.

Experiment Gi9. We continue to change the answer of Send; queries. If
m # Dec(sk,C), the hash value is chosen uniformly as before, but after
(C', K) < Enciem(pkkem, label, r;), we set K «— KeySp. The difference between
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Gg and G1g is bounded by the advantage of the IND-PCA attack on the K EM.
Advag,(n) —Advag,,(n) < qSAdV]Edm_pca.

In the final experiment, the adversary succeeds in four cases: (1) Send;
(U',U]|C) is queried, such that Dec(sk,C) = m; (2) Send2(U,U’||s||C’||T) is
queried, such that DCheck(C’,T & 7) = 1. (3) Sends(7) is queried, such that
T = 7. (4) The adversary successfully guesses that bit used by the Test oracle.

Note that the execution of the experiment 10 is independent of password 7.
Pr[success] < % + %. And so, Adv g, (n) < $. By summing up all the gap

advantages, Adv4 ;7(n) < % + tAdvgﬁ;‘?w + tesmooth + tAdv’f)em_pca. O

4 Instantiation and Efficiency Comparison

We instantiate the framework in Sect.3 based on DDH assumption and sub-
group membership assumptions (SGA). In case of DDH, we get a scheme with
communication complexity of 6 group elements and log | D| bits; in case of SGA,
we obtain a scheme with 4 group elements and log |D| bits.

Please refer Fig. 2 for the PAKE based on DDH assumption. The SPHF over
ElGamal is that given in [10,12]. The KEM here is the one in [15] that improved
[13] with 4-wise independent hash function rather than collision resistant hash
function, and the only difference is that the length of key encapsulated is only
log | D|. Meanwhile, let Hy : {0,1}* x G — D.

CRS: pk = (Gvgvh)apkke"n = (.917 h1,$ = g(llhll)vH‘l)

Client U(7r) Server U’(7)
T Lp ki, ko € Zyp, s = gFrhF2
u=g,e=h"t" Send U, u, e label = Ul|ulle||]U’||s

rillmsllsk; = PRG[u" (e/hT)"]
o = g;J , e = h71'j
label = U||ul|e||U’||s Send U’ s,u’,e’', T T=K&m, K= Ha(label, 2"7)
ri||7||sk: = PRG[s"]

? ?
u' =git,e’ = hl" and

T < Hy(label, z")
if NO, abort, Send 7; if 7; # 75, abort,
otherwise, output sk; otherwise, output sk;

Fig. 2. PAKE based on DDH assumption
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5 Conclusion

In this paper, we revisit GK-PAKE, and show that IND-PCA secure KEM is
enough for PAKE. We also give concrete examples based on DDH assumptions.
The instantiation based on DDH assumption need only 6 group elements and
log | D] bits.
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