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from Learning with Errors
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Abstract. We extend the notion of lossy encryption to the scenario
of identity-based encryption (IBE), and propose a new primitive called
identity-based lossy encryption (IBLE). Similar as the case of lossy
encryption, we show that IBLE can also achieve selective opening secu-
rity. Finally, we present a construction of IBLE from the assumption of
learning with errors.

Keywords: Lossy encryption - Learning with errors : Identity-based
lossy encryption

1 Introduction

1.1 Background

Lossy encryption was proposed by Bellare, Hofheinz and Yilek [3] to achieve
selective opening security. Briefly, the key generation algorithm of lossy encryp-
tion runs in two indistinguishable modes, the real mode and the lossy mode. In
the real mode, a real pubic key PK,eca1 is generated and scheme works just as
standard public key encryption scheme. In the lossy mode, a lossy public key
PKioss 1s generated, and the plaintext is information-theoretically hidden.

Lossy encryption can be constructed from several primitives, such as lossy
trapdoor functions (LTDF) [3], re-randomizable encryption [18] and oblivious
transfer [18]. It also can be constructed from concrete assumptions, such as
decision Diffie-Hellman (DDH) [3,19], quadratic residuosity (QR) [3], learning
with errors (LWE) [22] and so on.

This research is supported by the National Nature Science Foundation of China
(No. 61379137 and No. 61272040), the National Basic Research Program of China
(973 project)(No. 2013CB338002), and IIE’s Cryptography Research Project (No.
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As a strengthen version of public key encryption, identity-based encryption
(IBE), proposed by Shamir [25], is a powerful primitive in which the public key
can be an arbitrary string. Currently, IBE schemes can be constructed from
pairings [7-9,24,26,27], lattices (LWE) [1,2,11,16] and QR [10,12,20].

Motivation. Currently the most important application of lossy encryption is to
achieve selective opening security. However, in the scenario of IBE, the selec-
tive opening security is achieved by using one-sided public openability [5,21].
Whether the selective opening secure IBE scheme can be constructed via the
idea of lossy encryption is an interesting problem.

1.2 Owur Contributions

New Definition and Its Application. We give the definition of identity-based
lossy encryption (IBLE). Similar to lossy encryption, there are also two indistin-
guishable modes in identity-based lossy encryption, the real mode and the lossy
mode. The real mode is akin to a normal IBE, but the case of lossy mode is
more delicate. Specifically, in the lossy mode the lossiness of the master public
key MPKjossy can be triggered by a particular identity idjessy only. The reason
is that in IBE the adversary can obtain the identity private keys SKjq for arbi-
trary identities except the challenge identity by a series of extraction queries,
it can distinguish MPK a1 from MPKjosy, with the help of SKijq. With IBLE,
we obtain indistinguishability-based selective opening security in the selective
identity setting (IND-sID-SO).

Construction from LWE. Inspired by [1,2,11,16], we start the construction of
our IBLE scheme by designing a dual Regev type lossy encryption. Specifi-
cally let (A1s+ej, Azs +ez +m|Z]) be the ciphertext of a dual Regev type
encryption scheme, where (A1, Ag) is the public key, s, e;, es are random num-
bers, and m is the message. The main technical difficulty of constructing lossy
encryption is to information-theoretically hide the plaintext message m. How-
ever, the random number s is completely determined by the first item of the
ciphertext, consequently, m is fixed by the second item of the ciphertext. Our
solution is to lose the information of s with the technique proposed in [6,17].
Concretely, the randomly selected A; € Zg*™ is replaced by an LWE sample

(BC +Z) where B € Z;»*™,C € Zy**",Z € Z™*" sampled from the discrete

Gaussians distribution. If ny < n and the element of Z is small enough, then s
is information-theoretically undetermined given (BC + Z)s + e [6,17].
Combining our dual Regev type lossy encryption and the technique for con-
structing IBE scheme in [1], we obtain an IBLE scheme. To hide the plain-
text message information-theoretically for idjess, and simultaneously extract the
identity private key for other identities, the main technical challenge is to guar-

Jo+

antee that s is still information-theoretically undetermined given ([RtB

[RZtZ} )s + e, where R € {—1,1}™*™. Luckily, we prove that it still holds when
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ny < n and the element of Z is small enough. From another point of view, it
is not only an extension of the result proved in [6], but also provides another
choice for constructing lossy branch.

1.3 Related Work

LTDF, which is closely related with lossy encryption, has been extended to the
identity-based scenario by Bellare, Kiltz, Peikert and Waters [4]. Escala, Herranz,
Libert, and Réfols [15] further studied hierarchical identity-based LTDF. Similar
to the construction of lossy encryption from LTDF, the primitive IBLE can also
be obtained from identity-based LTDF.

1.4 Organization

The rest of this paper is organized as follows. In Sect.2 we introduce some
notations, definitions and previous results. In Sect. 3, we give the definition of
IBLE, prove that IBLE scheme implies selective opening security, and propose
a construction of IBLE from LWE.

2 Preliminaries

2.1 Notations

Unless otherwise noted, all operations in this paper are under the modulo oper-
ation of ¢, and log means log,. Throughout, we use A to denote our security
parameter. We use bold lower-case letters (e.g. s) to denote vectors, and bold

upper-case letters (e.g. A) to denote matrices. We use z & X to denote that
z is drawn uniformly at random over a set X. We use x «— X to denote that
x is drawn from a distribution &. To denote the statistical distance between
two distributions, we write A(X,)). For two distribution ensembles X =
X\, Y = Y, we write X =, Y if A(X,Y) is a negligible function of A,
and we write X =, ) if for all probabilistic polynomial time (PPT) distin-
guishers D there is a negligible function negl(-) such that: |Pr[D(1}, X)) =
1] — Pr[D(1M, D) = 1]| < negl(\). We let |x] be the closest integer to x. We
use ||S|| to denote the Ly length of the longest vector in S, and ||S|| to denote
the Gram-Schmidt norm of S. Let A (A) = {e € Z™ s.t. Ae =0 mod ¢}, and
A} ={e € Z™ st. Ae=u mod ¢}, given a matrix A € Z;*™ and a vector
u € Zy;.

2.2 Min-Entropy

The min-entropy of a random variable X is Ho, (X) = — log(max, Pr[X =z]), and
the average min-entropy of X conditioned on Y, defined by [13],is Hoo (X|Y) =
—log(Ey—y[max, Pr[X = z|Y =y]]) = — ]Og(E‘w_Y[Q—Hoo(X\Y=y)]).

Definition 1 ([13]). For two random variables X and Y, the e-smooth aver-
age min-entropy of X conditioned on Y, denoted HS (X|Y) is H (X|Y) =

max Ho (X'|Y").
(XY ) :A((X,Y), (X, Y))<e
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2.3 Learning with Errors

Learning with errors (LWE) problem initially stated in [23]. Here we recall the
concepts and the hardness of LWE.

Learning with Errors (LWE). Let m = m(n), ¢ = ¢(n) be integers, and x be

a distribution on Z,. Let A & Zy",s & Zy,e < x™, then the LWE(m, n, g, x)
problem is to find s, given (A, As + e).

This is the search version of the LWE problem, and there is a decisional
version of the LWE problem.

(Decisional) Learning with Errors (DLWE). Let m = m(n), ¢ = ¢(n) be
integers, and x be a distribution on Z,. Let A & Zy",s & Lg,e — X",
then the DLWE(m,n, g, x) problem is that given (A,b), decide whether b is

distributed by As + e or chosen uniformly at random from Z".
The hardness of the matrix-version of the DLWE problem is as below.

Lemma 1 ([14]). Let m(n),k(n) = poly(n). Assume that DLWE(m,n,q,x) is
pseudorandom [23]. Then the distribution (A, AX +E) is also pseudorandom,

where A € Z*" and X € Zng are chosen uniformly at random and E is

Dmxk

chosen according to Dy’

2.4 Discrete Gaussians

For any s > 0 and ¢ € R", define the Gaussian function: Vx € R", p; (x) =
exp(—|x —c|[*/s?).

For any ¢ € R™, real s > 0, and n-dimensional lattice A, define the discrete
Gaussian distribution over A as: Vx € A, Dy 5c(x) = 5::783 where p; o(A) =

> yea Ps,c(y). We omit the parameter ¢ when ¢ = 0.

2.5 Lossy Encryption

Lossy Encryption Scheme is defined in [3]. It is given by a tuple of PPT algo-
rithms {KeyGen,.cq;, KeyGeny,ss, Enc, Dec}. The details are as below.

— KeyGen,ea(1?): a key generation algorithm takes a security parameter A
as input, and outputs a pair of real public key and corresponding secret key
(PKreal, SK).

- KeyGenloss(l’\): a key generation algorithm takes a security parameter A\ as
input, and outputs a pair of lossy public key and L instead of SK (PKjessy, L).

— Enc(PK,m): an encryption algorithm takes either PKea or PK|oss and message
m as input, and outputs a ciphertext C.

— Dec(SK, C): a decryption algorithm takes a secret key SK and a ciphertext C
as input, and outputs either a message m or L in the case of failure.

A Lossy Encryption Scheme should have the properties below.
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1. Correctness on Real Keys. For all (PK a1, SK) generated by KeyGeny.ea) (1)
and all message m, Dec(SK, Enc(PKea, m)) = m.

2. Lossiness of Encryption with Lossy Keys. For any lossy keys PKjoss
generated by KeyGenloSS(lk) and any two messages mgy # mq, there is
Enc(PKiess, mo) ~s Enc(PKjess, m1).

3. Indistinguishability Between Real Public Key and Lossy Public Key.
For any PKie. generated by KeyGenye, and any PKi.ss generated by
KeyGenjgss, there is PKea &~ PKjoss-

2.6 Some Results About Randomness

Randomness plays an important role in constructing lossy encryption schemes,
so we introduce some results about randomness which will be used as tools in
the later section.

Lemma 2 ([17]). Let D be a distribution over Zi with min-entropy k. For any
e>0andl < (k—2log(l/e) — O(1))/loggq, the joint distribution of (C,C -
s) where C « ZZX" is uniformly random and s € Zflxn is drawn from the
distribution D is e-close to the uniform distribution over Zfzx” X Zfl.

Lemma 3 ([16]). Let n and q be positive integers with q prime, and let m >
2nlogq. Then for all but a 2¢=" fraction of all A € Z7**™ and for any s >
w(v/logm), the distribution of the syndrome u! = e'A mod q is statistically

close to uniform over Zy, where e ~ Dy’ .
.

Lemma 4 ([6]). There exists a distribution Lossy such that A « Lossy =,

Ud Zy>™ and given s & Zy, and e — Dy'5", HE,(s|A, As +x) > n, where

e = negl(\). Lossy is as follows,

- Choose B &z, C & 78" and Z « DEXI, where & = negl(\) and
klogq <mn —2X\ + 2. ’

—- Let A=BC+Z.

— Output A.

3 Identity-Based Lossy Encryption

In this section, we give the definition of IBLE. An IBLE scheme works in two
modes. One is the real mode which is the same as an IBE scheme with stan-
dard master key generation algorithm and extraction algorithm. The other is the
lossy mode with a lossy master key generation algorithm, and the corresponding
extraction algorithm. The two modes share the same encryption and decryp-
tion algorithms. For identities id # idjossy, encryptions with the lossy master
public key MPKjoss, are committing as the same in the real mode. For idjossy,
encryptions are not committing.

Formally, the real mode is a tuple of PPT algorithms {Setupeal, Extractyeal,
Enc, Dec}:
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— Setupyear(1*): a master key generation algorithm takes a security parameter
A as input, and outputs a pair of real master public key and corresponding
master secret key (MPKea, MSK).

— Extractrea (id, MPK e, MSK): a user secret key generation algorithm takes
an identity id, the master public key MPK ., and the master secret key MSK
as inputs, and outputs a user secret key SK;q for the identity.

— Enc(id, MPK, m): a user encryption algorithm takes an identity id, the master
public key MPK and a message m as inputs, and outputs a ciphertext C.

— Dec(id, SKiq, C): a user decryption algorithm takes an identity id, the user
secret key SK;q and a ciphertext C as inputs, and outputs either a message
m or | in the case of failure.

The lossy mode is a tuple of PPT algorithms {Setupjossy, Extractiossy, Enc,
Dec}:

— Setupiossy (idiossy ): & master key generation algorithm takes an identity idjossy
as input, and outputs a pair of lossy master public key and corresponding
master secret key (MPKjossy, MSK).

— Extractiossy (id, MPK|ossy, MSK): a user secret key generation algorithm takes
an identity id, the master public key MPK|q, and the master secret key MSK
as inputs, and outputs either a user secret key SKig when id # id., or L
when id = idjqss, .

— Enc and Dec algorithms are the same as those in the real mode.

An Identity-based Lossy Encryption Scheme should have the properties as
below.

1. Correctness on Keys for All id # tdisssy. For any (MPK,MSK) gen-
erated by Setuprea(1¥) or Setupiossy (idiossy), any SKiq generated by
Extract,eal/lossy (id, MPK,MSK), and any message m, Dec(id,SKiq,
Enc(id, MPK, m)) = m.

2. Lossiness of Encryption with Lossy Keys for id = idissy. For any
lossy keys MPKjqssy generated by Setuplossy(idI Ossy) and any two messages
my # my, there is Enc(idiossy, MPKiossy, mg) =5 Enc(idiossy, MPKiossy, my).
The advantage of A whose target is to distinguish those two ciphertexts (i.e.
Advﬁfygﬁg—ind) means the advantage of A in the standard IND-CPA game
when the public key in the IND-CPA game is lossy.

3. Indistinguishability Between Real Keys and Lossy Keys. We use a game
to describe this property.

The advantage of the adversary is Advﬁf}%’f? = [2Pr[t/ = b] — 1]. If for all

PPT adversaries A we have that Advﬁf‘}yg Ek;ys is a negligible function, then
we say that the real keys generated in the real mode is indistinguishable with
the lossy keys generated in the lossy mode.

Obviously the definition of IBLE implies IND-CPA security of IBE.
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A id* ¢
chooses a target identity id*

(MPKo, MSKo) « Setup,, (1*)
('\/lPKl7 MSKI) — Setuplossy(id*)

modey = real, mode; = lossy
MPKs ber {0,1}
fori=1ton id.
chooses id; # id”* SKL
records SKid, 2 SKg, — Extractmede, (id;, MPK;, MSK))
end b
guesses b’ € {0,1} ———— if ¥’ = b, outputs true

else outputs false

Fig. 1. Game of indistinguishability between real keys and lossy keys

3.1 Selective Opening Security

Here we prove that the notion of IBLE implies indistinguishability-based selec-
tive opening secure (IND-sID-SO) under chosen-plaintext attack. Firstly, we use
a game to define IND-sID-SO. Let Dy be any message sampler.

Init: The adversary outputs a target identity id*.

Setup: The challenger runs Setup(1*) and keeps the master secret key MSK.
The challenger samples n messages {m}};—1_, from D and gets n ciphertexts
by using algorithm Enc(id*, MPK, m{), i = 1..n. The master public key MPK
and the n ciphertexts ¢y, co, ..., ¢, are sent to the adversary.

Phase 1: The adversary issues queries ¢, ..., ¢x where the i-th query ¢; is a query
on id;. We require that id; # id*. The challenger responds by using algorithm
Extract to obtain a private key SKiq, for id;, and sends SKjq, to the adversary.
All queries may be made adaptively, that is, the adversary may ask ¢; with
knowledge of the challenger’s responses to q1, ..., ¢;_1.

Open and Challenge: Once the adversary decides that Phase 1 is over it
specifies a set J and sends it to the challenger. Then the challenger resamples
n messages {mi}izlun from D4 such that m[lJ] = mg]]. The challenger picks
a random bit b € {0,1} and sends the adversary the messages m;, and the

randomnesses r[J] used in ciphertexts c[J].

Phase 2: The adversary issues additional adaptive queries qx+1, ..., ¢ Where
g; is a private-key extraction query on id;, where id; # id*. The challenger
responds the same as in Phase 1.

Guess: Finally, the adversary outputs a guess b’ € {0,1} and wins if ¥’ = b.
The advantage of A in attacking an IBE scheme & is Adv'}'2 ,, -sID-SO(X) =
|2-Pr[b = '] — 1|. The probability is over the random bits used by the challenger
and the adversary.
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Definition 2. We say that an IBE system £ is IND-sID-SO secure if for all
IND-sID-SO PPT adversaries A we have that Adegj{?ﬁo(k) is a megligible
function.

Theorem 1 (Identity-Based Lossy Encryption Implies IND-sID-SO
Security). Let A\ be a security parameter. If TBLE is any identity-based
lossy encryption scheme, then for all IND-sID-SO PPT adversaries A,
Adv'NOEPAO(N) is a negligible function.

Proof. At the beginning, we describe an algorithm called Opener. By the proper-
ties of IBLE, a ciphertext can be explained to any message with high probability.
It means that, given a ciphertext C and a message m, the algorithm Opener can
find a set of random numbers r such that Enc(id,, , MPKiossy, m;7) = C and
outputs a random element of that set by traversing all values of the random
number. The distribution of randomness is correct and the algorithm Opener
is unbounded. Let A be any IND-sID-SO PPT adversary of ZBLE. The game
sequence is as below.

Go: The IND-sID-SO original game as the definition.

Gi: Setuprear in Gg is replaced by Setupiessy, and correspondingly,
Extra-ctycal in Gg is replaced by Extractossy -

Ho: Based on Gy, in the process of Open & Challenge, the challenger uses the
algorithm Opener(id*,MPKjsssy, ¢;, m{)) to generate the random numbers corre-
sponding to the |J| ciphertexts.

Hy : We generalize Hy with a sequence of hybrid games. In this game, besides
the true messages mg sampled from Dp,, the challenger randomly chooses
another k messages m’ (1), m’ g, ooy m’ ]g from the plaintext space M as fake mes-
sages and encrypts them in the lossy mode (c¢’1,c’s, ..., ¢’x) to replace the first
k ciphertexts. The challenger sends ¢'y, ..., ¢k, Cg41, ..., €, to the adversary in
the Setup process. In the Open & Challenge process, the challenger still uses
Opener to reveal the random numbers by the true messages mg, i.e. r; =
Opener(id*, MPKjossy, €';, mj)) when i < k and r; = Opener(id”*, MPKossy, ¢;, mj))
when i > k.

H,,: In this game, the n ciphertexts sent to A are all replaced by encryptions
of other n fake messages {m’ 6}1-:1,,“. The revealed random numbers are opened
by Opener(id”*, MPKossy, ¢;, m})).

Then we will analyze this game sequence. First, the change of Gy is that the
real keys (MPKea1, SKid rea1) are replaced by lossy keys (MPKiossy, SKid 1ossy)-
Then if an adversary can distinguish Gy and G, there is an adversary can
distinguish the real keys and the lossy keys in ZBLE. It means that there is an
PPT adversary B; such that

Pr[Go] — Pr[G1] = Advig¥ 52 (V).
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By the third property of IBLE, Adv?ffyz';%g(/\) is negl(\).

Second, the algorithm Opener in Hy uses the true message my, and its corre-
sponding ciphertext c;, so the distribution of random number revealed by Opener
is the same as in Gy. Then there is

PI‘[Gl] = PI‘[H()]

Third, compared with Hy, the change of H; is that the first ciphertext ¢
sent to A is encrypted by the fake message m’ (1) instead of the true message
m}. However, H; still uses the true message m{ to open the random number
of the ciphertext c}. In other words, rj = Opener(id*, MPK oy, ¢}, m}), satis-
fies Enc(id”, MPKessy, m;1}) = ¢} = Enc(id*,MPK|OSSy,m’(1);r1). Therefore,
if there is an adversary can distinguish Hy from Hj, there is an unbounded

(because the algorithm Opener is unbounded) adversary Bs can distinguish the
ciphertexts in ZBLE. That is

Pr[H] — Pr[H;] = Adv'l;’;fg;;ggu).

H is a hybrid sequence, and the only difference between H; and H;,; is the
ciphertext c;, ;. Therefore,

Pr[Ho] — Pr[H,,] = n - Advg e e (M.

Because the distribution of ciphertexts encrypted by any messages in identity-
based lossy encryption are statistically close, Advgj;ggg()\) is negl()\).

Last, in H,,, all n ciphertexts c{,c), ...,c], are encrypted by fake messages
m’(l)7 m’g, ...,m’( which has no information of the true messages m$, m3, ..., mj.
So the adversary can just randomly guess b. That is,

1
Pr[H,| = 5

Above all, Advissise (N = [2Pr[Go] — 1] < 2- Advgs2e(N) + 2n -

Adu'l‘;jé'ggg(k) = negl(\) states that identity-based lossy encryption implies
IND-sID-SO secure. O

3.2 Construction from LWE

The dual Regev’s cryptosystem was proposed to construct IBE with random
oracle in [16]. Then, Agrawal, Boneh and Boyen [1] used it to construct an IBE
scheme in the standard model. Before constructing IBLE, we construct a dual
Regev type lossy encryption to get some inspiration.

3.2.1 Construction of Dual Regev Type Lossy Encryption
We construct a lossy encryption based on dual Regev’s cryptosystem. However,
the process of encryption is different from dual Regev’s cryptosystem. We only
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KeyGeneal(1") | KeyGenjoss(1t) Enc(PK, m) Dec(SK, C)
A g B~ 7k s 77 (c1,¢2) :=C
T < Dy cEgho e — DFs, m’ := ¢z — SK'c;
PKreal := (A, AT) |Z — Dgf(fq" (PK1,PK5) := PK | m := decode(m’)
SK:=T U Zf;(" ci:=PKis+e return m
return (PKieal, SK)| PKioss := ((BC + Z)*, U")| ¢z := PK}s + m|[ 1]

return (PKioss, L) return (c1,c2)

Fig. 2. Construction of dual Regev type lossy encryption

choose the noisy vector e once in our construction instead of twice in the original
cryptosystem. The message space M is {0, 1}, and the concrete construction is
as follows.

The decode(m’) means that for every element m/ of the vector m’, outputs
0 if m; is closer to 0 than to [4] modulo ¢, otherwise outputs 1.

Parameters. Consider requirements of correct decryption, and the lossiness and
so on, parameters are as below. m > 2nlogq,klogg < n —2Xx+ 2,1 < (k —

2log(1/e)—0(1))/log ¢, q = brm,r = w(vlogm), B < 1/(ry/mw(vlogm)), Bq >
0(2y/n), % = mnegl(A). To satisfy these requirements, ¢ should be super-
polynomial of the secure parameter A.

Then, we show this scheme fulfills the properties of lossy encryption.

1. Correctness on Real Keys. For all (PK e, SK) generated by KeyGenyea (1)
and all message m,

Dec(SK, Enc(PKiea, m)) = Dec(T, Enc((A, AT), m))
= Dec(T, (A's +e, T'Als + mL%]))
= decode(T'A's + mL%} ~T!A's — T'e)
= decode(mL%1 —Tle)

=m

By Lemma 5, the algorithm decode() will get the correct message with over-
whelming probability.
2. Lossiness of Encryption with Lossy Keys.

Enc(PKjess, m) = Enc(((BC + Z)", U*), m)
— (BC+Z)s +e,Us + mL%n

By Lemmad4, H..(s|(BC+ Z)s+e) > n. Because | < (k — 2log(1/e) —
O(1))/logq, and by Lemma?2, given (BC + Z)s + e, Us is e-close to U(Z)).
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When & = negl()\), Us ~; U(Z,) given (BC + Z)s + e. Therefore, for any
m € M, (Us+m|%]) is statistically close to U(Z},), given (BC + Z)s + e, i.c.
for any lossy keys PK|oss generated by KeyGen, . (1*) and any two messages
my # my, Enc(PKess, mg) ~s Enc(PKjess, mp) holds.

3. Indistinguishability Between Real Public Key and Lossy Public Key. PKea is
(A, AT), and PKess is (BC + Z)t,Ut). Because m > 2nlogq, by Lemma 3,

(Af,(TA)") ~, (Uy,U,), Uy & Zy>*™ and Uy & Z.*™. Under the hardness
of LWE, (BC + Z,U) =, (Uy, U,). Therefore, (BC + Z, U) =, (Af,(TA)"),
i.e. PKiea and PKoss are computationally indistingushable.

Lemma 5 ([16]). Let ¢ > 5rm, let 8 < 1/(rv/m-w(y/logn)). Then Dec(SK, C)
in Fig. 2 decrypts correctly with overwhelming probability (over the random
choices of KeyGenyea (1) and Enc(PK, m)).

3.2.2 Construction of IBLE

Before describing the construction, we will introduce some algorithms which will
be used.

Lemma 6 ([1]). Let ¢ > 3 be odd and m := [6nlogq]. There is a probabilistic
polynomial-time algorithm TrapGen(q,n) that outputs a pair (A € Zy*™, S €
Zm*™ ) such that A is statistically close to a uniform matriz in Zy*™ and S is
a basis for A (A) satisfying S|l < O(v/nlogq) and ||S|| < O(nlogq) with all
but negligible probability in n.

Lemma 7 ([1]). Let ¢ > 2, m > 2nlogq and o > || T4l - w(y/log(m +my)).
There is a probabilistic polynomial-time algorithm SampleLeft(A,M;, T, u,0)
that, given a rank n matriz A in Zy*™, a matriz My in ngml, a “short” basis
T4 of A;- (A) and a vector u € Zy, outputs a vector e € zZmtm=1 distributed
statistically close t0 Daw(r,),o where Fy := (A[My).

Lemma 8 ([1]). Let ¢ > 2, m > n and o > |Tp|| - v/m - w(logm). There is
a probabilistic polynomial-time algorithm SampleRight(A,B,R,Tg,u,0) that,
given a matriz A in Zy*™, a rank n matric B in Z3*™, a uniform ran-
dom matriz R € {=1,1}™*™ a basis Tp of Ay (B) and a vector u € Z7,
outputs a vector e € Z2™ distributed statistically close to DA;(FQ),U where
F,;:= (A||[AR + B).

If the input vector u is replaced by a matrix U, the algorithms of SampleLeft
and SampleRight still work normally and the outputs of them are matrices. We
will use the matrix version of them in the construction.

Next we prove an extension of Lemma 4 using the similar method of [6], which
is important to our construction of IBLE.

Lemma 9. There is a distribution Lossy such that A «— Lossy 2, U & Z(zlan

and given s & Zy, and e « D%f’é;”, H< (s|A, As +x) > n, where e = negl()\).
Lossy is as follows.
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~ Choose B & Z;”Xk, c& Z’;X", Z — Dgfé;, and R & {1, =1}">™ where

% =negl(N), klogg <n—2X+2, and nlogqg < m — 2\ + 2.
- B Z
- Let A = [RtB] C+ {th}.
— Output A.

Proof. 1. A~.U & ngxn:
1 2
(BC + Z,RI(BC + 7)) %, (U, RIU) 2. (Up, Up), Uy, U, & Zmxn

— Under the hardness of LWE assumption, approximate formula (1) holds.

— Let r; be the i-th column of R where r; «— {—1,1}" is uniformly random.
Because nlogq < m — 2X\ + 2, by Lemma?2, (U}, Ulr;) is statistically close
to the uniform distribution over Zy*™ x Zg. Because the columns of R =
[r{ T2 ... 1)) are sampled independently, (U¢, U{R) is statistically close to
the uniform distribution over Zy*™ x Zy*™. Taking the transpose, (2) holds.

2. H (s|A, As + x) > n, where € = negl()\): Let sg & {0,1}", sy & Zy, then,
think of s = sg + s1. Because H¢_(s|As +e) > HS (so|As + e), we will consider
HE (so|As + e).

~ B Z B Z

As+e= [RtB] Csp + {th] so + [RtB} Cs; + [th} s1+e
H | B B Z

", [RtB] Cso + {RtB} Cs; + [th} s1+e

2 | B B Z

o [RtB] up + [RtB] Cs; + [th] s|+e

— Since % = negl(\), each element of Zs; is negligibly small compared to the

corresponding element of e. And R*Zs is polynomial number of adds operat-
ing on elements of Zsy where the elements of R are uniformly random chosen
from {—1, 1}, so each element of R!Zs is negligibly small compared to the cor-

. Z .
responding element of e. Therefore, e + [th} Sp =5 e, and the approximate

formula (1) holds. It means that their statistical distance is some ¢; = negl(\).
— Since sy & {0,1}"™ and klogq < n — 2\ + 2, by Lemma?2, the approximate

formula (2) holds where ug & ZZ . It means that their statistical distance is
some €2 = negl(A).

Then, for € = €1 + €2 = negl(\),
= B Z B y/
HE (s {RtB] Cso + {th] so + [RtB] Cs; + [th] s1t+e)

~ B B Z
> HS (so [RtB] Cso + [RtB] Cs; + {th] s1 +e)
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=~ B B Z
> oo(SO| [RtB:| up + [RtB] Cs; + [th] s+ e)
3) ~
Y [ (so)
=n
Because each of B, R, C,Z, ug,si, e is independent of s, (3) holds. a

Next we describe our construction of IBLE from LWE inspired by the construc-
tion of IBE in [1]. There are some changes compared with [1]. In [1], there are
errors chosen from gaussian distribution in both two ciphertexts. And the error
used in the second ciphertext consists of two parts, one part e is from gaussian
distribution, and the other is Rfe. However, in our construction, only the first
ciphertext needs an error from gaussian distribution. The concrete construction
is as Fig. 3. H : Z§ — Z7*" is an encoding function constructed in [1]. This
encoding function has the property that, for any two distinct inputs id; and ids,
the difference between the outputs H(id,) and H(id,) is never singular.

Setupyeal (1)

Setupiossy (17, id*)

1 (A, SA) S
Zg™™ —TrapGen(g,n)

3
2 Ay Sz Ay & ozpxm

nxXm
Z q

3y &zt
4 MPK := (A, A1, A2, Y)
5 MSK := S4

6 return (MPK, MSK)

X

1B & zpk ¢ &gk 7 ppxn

2 A:=(BC+2)

3RE {—1, 1y v Eozpxd

4 (A2,S4,) € Zy™ ™ XZy*™ —TrapGen(g, n)
5 A, := AR —H(id")A,

6 MPK := (A, A1, A2, Y)

7 MSK := (S4,,R)

8 return (MPK, MSK)

Extractyeal (id, MPK, MSK)

Extractiossy (id, MPK, MSK)

1(A,A1,A2,Y) = MPK

2 S4 := MSK

3M:=A; +H(id)A-

4 Xijq«—SampleLeft(A,M,S4,Y,0)
5 SKid = Xia

6 return SKiq

1 (A A1,A2,Y):= MPK

2 (Sa,, R) := MSK

3M:= A, + H(id)A, — AR

4 X;q<SampleRight(A,M,R,S4,,Y,0)
5 SKiq = Xia

6 return SKiq

Enc(id, MPK, m)

DeC(MPK7 SKid, C)

lsiZZ, ehD%fgq

2 (A,Al,AQ,Y) = MPK

3 A(id) := (A||A;1 + H(id)A»)
4c¢q = A(id)ts +e
5co:=Yis+ mtg—\

6 return (ci,c2)

1 (01702) = C
2 (A A1,A2,Y) :=MPK
3m’ :=cy — SKigc1

4 m := decode(m")

5 return m

Fig. 3. Construction of identity-based lossy encryption
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The algorithm decode() is the same in Sect.3.2.1. In the algorithm Extra-
Ctiossy (id, MPK, MSK), the matrix M is (H(id) — H(id*))A,. When id #
id*, the trapdoor S,, of A;(Ajp) is also a trapdoor for Ay (M) since
(H(id) — H(id*)) is non-singular.

Parameters. Consider requirements of correct decryption, and the lossiness and
so on, parameters are as below, m = [6nlogq],llogqg < k — 2\ + 2, klogqg <
n—2\+2nlogg < m—2\+2,q > 10om,o0 > O(yv/nloggm)w(logm), s <
1/(ov2mw(vlog2m)), 5 = negl(A), Bg > O(2y/n),aq > O(2y/n). To satisfy

these requirements, ¢ should be super-polynomial of the secure parameter \.
Then, we show this scheme fulfills the properties of IBLE.

1. Correctness on Keys for All id # idiessy. For all (MPK,MSK) gen-
erated by Setuprea(1¥) and Setupiossy (idiossy), all SKijq generated by
Extractyeal lossy (id, MPK, MSK), and all messages m,

Dec(id, SK;q, Enc(id, MPK, m))
= Dec(id, SKiq, Enc((A, A1, A3, Y), m))
( q

= Dec(id, SKiq, ((A||A; + H(id)A)'s + e, Y's + mL?\)

= decode(Y's +m[ ] — SKiyA(id)'s - SKige)
W decode(Y's + ngl —Y's — SKi e)

= decode(mL%} — SKie)

=m

Because SKiq is generated by SampleLeft, SKi; = Y?, and (1) holds. By
Lemma 5, the algorithm decode() will get the correct message with overwhelm-
ing probability.
2. Lossiness of Encryption with Lossy Keys for id = tdjossy-
Enc(id, MPKjsssy, m)
= Enc(id, (BC + Z)",(BC + Z)'R — H(id) A3, A5, Y), m)

_ BC+Z . q
- ([((BC +Z)R — H(id)A, + Hid)A,) | ST &Y s+mlD)
_ BC+Z . q
- ([Rt(BC + Z)] st+eY's+m[;])
= | B ] Z t q
=((rmB|C* {th])”ev‘{ s+m|;])
Let A’ = R]?B C+ [thzj|~ Because the parameters satisfy the require-

ments of Lemma9, we know that H.(s|A’s + e) > n. Then because
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I < (k—2log(1/e) — O(1))/logq, and by Lemma?2, given A's+e, Y's
is e-close to U(Z.). When ¢ = negl()), Y's ~, U(Z,) given A’s +e.
Therefore, for any m € M, (Y's + m|%]) is statistically close to U(Z)),
given A’s + e, i.e. for the lossy identity id, any lossy keys MPKioss, gen-
erated by Setupj,s,(id) and any two messages mg # my, there is
Enc(id, MPKessy, mg) =~ Enc(id, MPKjess,, my).

. Indistinguishability Between Real Keys and Lossy Keys. We use a game
sequence to prove this property.

Gy: This is the original game from the definition of the third property of
identity-based lossy encryption described as Fig. 1.

Gi: In Gg, the master public key MPK; generated by the challenger is
(BC+2Z)"(BC + Z)'R— H(id*)A3,A5,Y). In Gy, we use a random matrix
U in Z}*™ to replace (BC + Z)*. It means that MPK; in this game is
(U,UR — H(id*)A3,A,,Y). The remainder of the game is unchanged.

Suppose there is an adversary A has non-negligible advantage in distinguish-
ing Go and G;. Then we use A to construct an algorithm S as Fig. 4 to
distinguish a random matrix U and an LWE instance ((BC + Z)"). In words,
the algorithm S proceeds as follows. S requests the oracle O which outputs a
random matrix U or an LWE instance (BC + Z)*, and receives a matrix A’.
After receiving the target identity id* sent by A, S works as the Setup,..;
algorithm in Fig. 3 to generate the real keys MPKg, MSKj, and uses A’ to
generate the lossy keys MPK;, MSK;. Then § randomly chooses b from {0,1}
and sends MPK;, to A. Then A issues private key extraction queries on id;
where id; # id™.

We argue that when the oracle O outputs an LWE instance (BC + Z)t,
MPK, is distributed exactly as in Gg. If b = 0, MPKj is the real public key,
and else b = 1, MPK; is (BC + Z)!, (BC + Z)'R — H(id*)A), A}, Y’). This
is the same as in Go. When the oracle O outputs a random matrix U, MPKg
is unchanged and MPK; is (U, UR — H(id*)A%, A%,Y’). In this case, MPK
is the same as in G1.

At last, A guesses if it is interacting with Gg or Gi. S uses A’s guess
to answer whether A’ is a random matrix or an LWE instance. Hence, S’s
advantage in distinguishing U and (BC + Z)t is the same as A’s advantage
in distinguishing Go and G1. Because (BC + Z)t ~. U by Lemma 4, Gg and
G are computationally indistinguishable.

In G1, MPK; = (U,UR —H(@id*)A5, A5 Y') ~. (U1,Uz, AL Y’) by
Lemma2 where U;,Us are random matrices. Hence, MPK; is statisti-
cally indistinguishable with MPKq which is (A,A1,A2,Y). Let F; =
(A]]JA; + H(id)A,),Fo = (U|JUR + (H(id) — H(id"))AY). For all id # id",
Extractyea (id, MPKg, MSKj) uses algorithm Sampleleft to extract SKiq,
so by Lemma 7, the distribution of SKjq is statistically close to DA?{(F]),O"
Extractiossy (id, MPK;, MPK;) uses algorithm SampleRight to extract SKjq,
so by Lemma8, the distribution of SKjq is statistically close to DA}’(Fz),a'
And because MPK; ~; MPKy, F; and F5 are statistically indistinguishable.
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The process of S

A — 0O
id* — A
(MPKo, MSKy) «+ Setup,,(1*)
(A%,S4y) € Zy™™ x Zy™™ « TrapGen
RE {1, -1y vy &ozpxt

| = A’'R—H(id")A',
MPK; := (A’, A}, A, Y)
MSKl = SA’

mode; := lossy

ber{0,1}

sends MPK,

fori=1tot
id; — A
SKid,; — I’EXtI‘aCtm(,deb (id“ '\/”:’Kl77 MSKb)
sends SKiq,

end

Fig. 4. The process of S

Therefore, DA?{(FI) is statistically indistinguishable with DA}(Fz), i.e. any
SKia generated by Extractrea(id, MPKg, MPKg) is statistically indistin-
guishable with any SK;q generated by Extractiossy (id, MPK;, MPK;) for all
id # id". Therefore, the advantage of the adversary of Gy is negl()).
Above all, the advantage of Gg’s adversary is negl()). This completes the
proof. a

4 Conclusion

In this paper, we extend the notion of lossy encryption proposed by [3] to the sce-
nario of identity-based encryption. This new notion, identity-based lossy encryp-
tion, implies IND-sID-SO security under selective identity. And we provide a
construction of identity-based lossy encryption based on LWE.
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