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PIAS: Privacy-preserving Incentive
Announcement System based on Blockchain for

Internet of Vehicles
Yonghua Zhan, Yang Yang* (Senior Member, IEEE), Hongju Cheng, Xiangyang Luo,

Zhangshuang Guan, Robert H. Deng (Fellow, IEEE)

Abstract—More vehicles are connecting to the Internet of Things (IoT), transforming Vehicle Ad hoc Networks (VANETs) into the
Internet of Vehicles (IoV), providing a more environmentally friendly and safer driving experience. Vehicular announcement networks
show promise in vehicular communication applications. However, two major issues arise when establishing such a system. Firstly,
user privacy cannot be guaranteed when messages are forwarded anonymously, thus the reliability of these messages is in question.
Secondly, users often lack interest in responding to announcements. To address these problems, we introduce a Blockchain-based
incentive announcement system called PIAS. This system enables anonymous message commitment in a semi-trusted environment
and encourages witnesses to respond to requests for traffic information. Additionally, PIAS uses blockchain accounts as identities
to participate in the system with incentives, ensuring privacy in anonymous announcements. PIAS successfully protects the privacy of
participants and motivates witnesses to respond to requests. Furthermore, our assessment of security and compatibility shows that PIAS
can maintain privacy and incentivization while being compatible with both the Bitcoin and Ethereum blockchains. Further evaluation has
confirmed the system’s efficiency in terms of performance.

Index Terms—Internet of Vehicles, Blockchain, Incentive Mechanism, Fair Payment, Privacy Preservation.

✦

1 INTRODUCTION

A CCORDING to recent research [1], an increasing number
of devices will be connected to the Internet, with

vehicles making up a significant portion. As a result, ap-
plications for vehicular communication are becoming in-
creasingly important. The Internet of Things (IoT) is leading
to more vehicles becoming connected to it, leading to the
transformation of traditional Vehicle Ad-hoc Networks into
the Internet of Vehicles (IoV). This evolution is a result of
the new era of the IoT. With the rapid advancement of
computing and 5G technologies, IoV has gained significant
commercial and research interest. It focuses on the exchange
of information among vehicles, humans, and roadside units
(RSU). Furthermore, IoV improves vehicle safety, promotes
eco-friendliness by reducing driving risks, and enhances
transportation efficiency, ultimately resulting in decreased
public resource expenditure.

Attention to privacy concerns related to data has in-
creased among the public, leading to two prominent issues
in the vehicular announcement network. Firstly, ideally,
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most messages sent through the network should be for-
warded anonymously to protect the personal information
of users, such as their vehicle numbers and identities.
However, anonymous forwarding does not guarantee the
reliability of the messages. Secondly, users often lack the
motivation to respond to these messages. Without incentives
to reply, their willingness to do so decreases. We consider a
hypothetical scenario where a requester wants information
about an unfamiliar location without compromising their
privacy. Some witness vehicles near the location have seen
an accident on the road and plan to inform other drivers
through an announcement, expecting rewards in return.

Prior research has utilized both threshold authentication
and group signature methods to tackle the initial challenge.
However, these methods are constrained by significant
workload and a lack of incentives for message responses
from users. Recently, there has been a growing interest in
blockchain technologies due to their decentralized nature.
Blockchain technology is based on a ledger-based decentral-
ized system that records transaction histories on a shared
ledger, maintained by a distributed network of mutually
untrusting nodes. Two widely used blockchain systems are
Bitcoin and Ethereum. With blockchain technology, it is
possible to transfer messages anonymously and directly be-
tween participating parties without the need for third-party
intermediaries, through a transaction or smart contract.

This paper proposes a novel scheme for addressing
the two primary challenges associated with establishing an
anonymous vehicular announcement system. We present a
privacy-preserving incentive announcement system, called
PIAS, which utilizes Blockchain technology to create an ef-
fective incentive mechanism while ensuring privacy preser-
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vation. Our proposed system ensures that even in the
presence of malicious users, compensation will be given to
honest participants.

1.1 Our Contributions

We present PIAS, a privacy-preserving incentive announce-
ment system based on blockchain for Internet of Vehicles,
with the aim of achieving anonymity and ensuring fairness
of payment against malicious users. PIAS eliminates the
need for a third party to achieve fair payment, which
may or may not be trusted. The paper makes three main
contributions:

1) The paper presents the system model, system defini-
tion, adversary model, and design goals of PIAS. The
design details are also described. Our method guar-
antees the reliability of anonymous messages in PIAS
by requiring more than one witness to provide the
information. We prove that PIAS achieves our goals,
such as privacy-preserving and robust fairness, based
on the collision-resistance of hash functions and the
unforgeability of the ECDSA. In PIAS, fairness implies
that each party is forced to behave honestly. Our system
ensures that the participant witness either earns the
message fee or loses his guarantee based on whether
his message is the honest majority or not.

2) The paper presents a compatibility analysis indicat-
ing that PIAS is compatible with both the Bitcoin
blockchain and the Ethereum blockchain, which are the
most widely used blockchains. The implementation of
PIAS can gather traffic information and process pay-
ments using only basic scripts, without requiring more
powerful scripts such as string concatenation scripts
supported by the Bitcoin blockchain.

3) We conducted a performance analysis of the scheme
and evaluated the expenses on the Ethereum test net-
work.

1.2 Related Work

In recent years, vehicular communication networks have
gained significant attention from both academia and indus-
try due to the increasing number of vehicles connected to
the Internet of Things (IoT). These networks have the poten-
tial to enhance driving experiences by providing increased
safety, efficiency, and comfort [2], [3]. The advancements
in computing and 5G technologies have transformed tradi-
tional Vehicle Adhoc Networks (VANETs) into the Internet
of Vehicles (IoV), with the ultimate goal of integrating
humans, vehicles, objects, and the environment to reduce
social costs and improve transportation efficiency [4].

However, the increasing concerns regarding data privacy
[5]-[7] have led to privacy issues surrounding the develop-
ment of a reliable vehicular communication network. Since
user messages often include sensitive information like vehi-
cle numbers and identities, it is crucial for these messages
to be forwarded anonymously. Nevertheless, maintaining
anonymity poses challenges in ensuring the credibility of
the messages. Moreover, if a message discloses a user’s true
identity, it could potentially compromise both their location
and identity privacy.

To address challenges related to anonymity, prior re-
search has utilized threshold authentication and group sig-
natures. In threshold authentication protocols, a message is
only accepted by the receiver if it has been validated by
a threshold number of vehicles [8]. However, anonymous
forwarding of messages can result in issues such as Sybil
and DDoS attacks [9]-[12]. The threshold value can be
fixed system-wide [8] or user-controlled [17]. Shao et al.
[17] proposed a customizable group signature scheme for
achieving threshold authentication in various scenarios. Wu
et al. [13] utilized context-aware threshold authentication
and message-linkable group signatures to detect malicious
users. Chen et al. [14] introduced a threshold anonymous
announcement scheme based on direct anonymous attesta-
tion and one-time anonymous authentication. Zhang et al.
[15] proposed a one-time identity-based aggregate signature
to address linkability. Gao et al. [16] suggested a threshold-
based authentication method using group signatures to
ensure the security and privacy of vehicles while enhancing
verification speed and preventing DoS attacks. Azees et
al. [18] introduced an anonymous authentication scheme
to block malicious vehicles from entering the system. Cui
et al. [19] developed a vehicular network framework for
multi-cloud scenarios. To tackle the high computation and
communication costs in anonymous authentication, Cheng
et al. [20] recommended an efficient method for anonymous
authentication using a privacy-preserving reliability evalu-
ation algorithm to improve mutual authentication efficiency
and ensure the reliability of sensing vehicles. However,
these solutions do not offer incentives for participants to
respond and forward messages, which could potentially
lead to a lack of motivation to do so.

However, in the aforementioned scenarios, either incen-
tives are neglected or an incentive structure is utilized that
requires a reliable third party to address the problem of
motivation. To address these issues, blockchain technolo-
gies have been taken into consideration [21]. Blockchain-
based solutions offer significant advantages over tradi-
tional payment technologies, primarily decentralization and
anonymity. Andrychowicz et al. [22] introduced a secure
multiparty protocol based on the Bitcoin blockchain, using
a timed commitment scheme based on Bitcoin to design a
fair protocol. Similarly, Zhang et al. [23] proposed a fair
protocol based on similar principles. Li et al. [24] developed
an incentive announcement network based on blockchain to
motivate users to share traffic information, but the system
requires a trusted third-party to trace malicious users. In
addition, blockchain technology has been used in other
applications [25]-[28].

Honest majority is a commonly used assumption in
distributed systems and cryptography, used to describe a
situation where the majority of participants in the system
are honest and trustworthy. Rabin et al. [30] proposed a
verifiable secret sharing protocol based on honest majority.
Araki et al. [31] proposed a secure three-party computation
protocol with honest majority. Dalskov et al. [32] proposed
a four-party secure computation protocol based on honest
majority, which has active security and is simpler due to
not relying on function-dependent preprocessing. Chida et
al. [33] introduced a multiparty computation protocol based
on honest majority for secure computation of any function
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represented by arithmetic circuits, with very high computa-
tion speed. In our paper, we propose a privacy-preserving
incentive announcement system that utilizes blockchain
technology. Users can anonymously send messages and
incentivize others to share traffic information without the
need for a trusted third-party, utilizing either the Bitcoin or
Ethereum blockchain.

1.3 Organization

The remaining part of the article is structured as follows.
Section 2 provides some preliminary information. Our sys-
tem model, definitions, adversary model, and design objec-
tives are outlined in Section 3. The details of the construction
are presented in Section 5. Section 6 presents security and
performance analysis. Finally, Section 7 concludes the paper.

2 PRELIMINARIES

Table 1 presents the notations used in this paper. The paper
also gives a brief explanation of the concepts of blockchain
transactions and Bitcoin-based timed commitments.

TABLE 1: Notations

R Requester rR The secret of R
Wi Witness t A time lock

RSUs Roadside units
Majority(ai, A)

Check if ai is a major
H Hash function element in set A
hS The hash value H(rS) Reveal(MSG)

Check if all elements in set
pkA/skA ECDSA key pair of A MSG are revealed
msgi Witness message of Wi

max

Maximal delay between
MSG Witness message set broadcasting a transaction and

Tx Transaction in Blockchain including it on the blockchain
σTx Signature of Tx B Indicates the Bitcoin currency

2.1 Blockchain and Transaction

Blockchain is the core technology of cryptocurrencies, where
the longest chain serves as the valid blockchain document-
ing transaction history on a shared ledger managed by a
decentralized network of untrusted nodes. In the follow-
ing, we use the Bitcoin currency system to describe the
blockchain.

The address, which is a hash of a public key of an
ECDSA signature pk, plays a crucial role in the Bitcoin
system. For simplicity, we refer to pk as the address and
assume that a user A possesses a public-secret key pair
(pkA, skA). Let σ = sigA(m) represent the ECDSA signature
on a message m, and let verA(m,σ) be the output (true or
false) of the verification of the ECDSA signature σ on the
message m relative to pkA. A Bitcoin transaction, denoted
as Txx, consists of an input script and an output script. The
time-lock, represented by t, specifies the time at which the
transaction Txx becomes valid. The body of Txx, denoted as
[Txx] (i.e., Txx excluding the input script), must satisfy the
condition that when time t is reached, every output script
evaluates to true for Txx to be valid. We use the Bitcoin
scripting language to compose scripts, which is a non-
Turing complete, stack-based language. In Figure 1, user A
aims to transfer d B from Tx2 to user B after time t, and
the output script involves ECDSA signature verification.
To simplify matters, we assume that transaction fees are
negligible.

Tx2(in: Tx1)

in-script: sigA([Tx2])

out-script(body, σ): verB(body;σ)

val: dB

tlock: t

dB

dB

Fig. 1: A Transaction Example

2.2 Bitcoin-based Timed Commitment
Andrychowicz [22] proposed a bitcoin-based timed com-
mitment scheme, denoted by CS(R,W, d, t, s), to counter
malicious behaviors. The scheme requires R, the requester,
to act as a committer and send a deposit of value d B to W ,
the witness. R commits to a secret s, which must be revealed
before a specific time t to redeem the deposit. Otherwise,
W will redeem the deposit after time t. The scheme com-
prises the commitment phase CS.Commit(R,W, d, t, s), the
opening phase CS.Open(R,W, d, t, s), and the punishment
phase CS.Fine(R,W, d, t, s). If the honest committer reveals
the commitment before time t, the punishment phase will
not occur. Figure 2 illustrates the timed commitment trans-
actions, with omitted arguments denoted by ⊥, and H being
a hash function.

TxFine(in: TxCommit)

in-script: sigR([TxFine]),

sigW ([TxFine]), ?

out-script(body, σ):

verW (body;σ)

val: dB

tlock: t

TxCommit(in: T)

in-script: sigR([TxCommit])

out-script(body, σ1, σ2, x):

(verR(body;σ1) ^H(x) = h) _

(verR(body;σ1) ^ verW (body;σ2))

val: dB

TxOpen(in: TxCommit)

in-script:

sigR([TxOpen]), ?, s

out-script(body, σ):

verR(body;σ)

val: dB

dB

dB

dB

dB

dB

Fig. 2: Bitcoin-based Timed Commitment Transactions

3 SYSTEM MODEL AND SECURITY MODEL

3.1 System Model
Privacy-preserving incentive announcement system (PIAS)
contains roadside units (RSUs), vehicles and blockchain,
where the system scenario is depicted in Fig. 3. RSUs are
communication devices placed along the road that offer con-
nectivity support and information to vehicles as they pass
by. During a particular incentive announcement scenario,
vehicles are classified as either Requesters (R) or Witnesses
(W ), and their roles alternate for different requests.

• Requester (R) is willing to pay remuneration to get the
traffic information in the corresponding area. After re-
questing witness messages, R depends on RSUs to col-
lect them. Once R receives authentic traffic information,
it compensates the RSUs for their services and pays the
witnesses for their messages if they are genuine.

• Witness (W ) is a driver who is present in the vicinity of
the requested location and provides a witness message
to R, for which they receive a message fee if it is
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deemed authentic. However, W will be penalized if
found to be cheating. To guarantee the credibility of
witness messages, the system mandates that a group
of witnesses (W1, · · · ,Wn) participate in the request
and the majority of witness messages are considered
genuine (where n is an odd number).

• Roadside units (RSUs) broadcast R’s request and earn
the service fee by gathering the witness messages of W .

• Blockchain records the transactions, and ensures the
fairness of the incentive announcement.

Fig. 3: System Scenario

3.2 Security Model

Assuming that Roadside Units (RSUs) faithfully broadcast
requests, collect, and forward messages, they are expected
not to collude with any other parties, including requesters
and witnesses.

The system operates under the assumption of an hon-
est majority, where most witnesses are expected to act
truthfully, adhering to the protocol and refraining from
intentionally transmitting incorrect messages or engaging
in destructive behaviors. This assumption necessitates that
witnesses avoid collusion with more than half of the total
witnesses.

Moreover, there is a mutual distrust between requesters
and witnesses, with both parties potentially being malicious.
Specifically, a malicious requester, denoted as R, seeks to
exploit real-time traffic information without remunerating
the service or message fees, while a malicious witness,
denoted as W , endeavors to receive message fees from R
without providing genuine traffic information.

3.3 Attack Model

Furthermore, PIAS does not necessitate the use of private
channels. Therefore, potential security threats such as sybil
attacks, denial-of-service (DoS) attacks, replay and forgery
attacks, man-in-the-middle (MitM) attacks, eavesdropping,
and malleability attacks must be considered. These attacks
aim to compromise the availability, privacy, and fairness of
the PIAS system.

1) Sybil attack: Malicious requesters may forge many nor-
mal requesters to forward requests.[11]

2) Denial of service attack: The system can be subjected to
a denial of service attack by malicious requesters who
persistently send requests to RSUs.

3) Replay attack: An adversary may replay existing legiti-
mate messages received from other requesters.

4) Forgery attack: An adversary may forge a request of
other requesters.

5) Man-in-the-middle attack: The request sent from the re-
quester to the RSUs can be subject to a man-in-the-
middle attack by an adversary, who can alter the re-
quest’s contents, including remuneration and destina-
tion values.

6) Eavesdropping attack: It is possible for an adversary
to listen in on the public channel in order to obtain
transaction information before it is recorded on the
blockchain.

7) Malleability attack: Without changing the semantics, an
adversary may attempt to invalidate certain transac-
tions by altering their hash values.

3.4 Design Goals

1) Decentralization: Payment for PIAS is conducted in a
decentralized environment without any involvement of
third parties, whether they are trustworthy or not.

2) Enthusiasm: Witnesses are incentivized by PIAS to re-
spond to requests.

3) Reliability: Transactions are secure and cannot be tam-
pered with or forged by adversaries.

4) Privacy preserving: Requesters and witnesses’ identities
are not disclosed in requests and transactions.

5) Soundness: Assuming truthfulness from both requester
and witnesses, the requester can access traffic informa-
tion while witnesses receive messaging fees.

6) Robust fairness: The system ensures fairness for the
requester, witnesses, and RSUs. Dishonest witnesses
cannot receive messaging fees without providing gen-
uine messages, and deceitful requesters face challenges
in accessing traffic information without paying both
service and messaging fees.

7) Compatibility: Our system is designed to work with
blockchains like Bitcoin and Ethereum. Given the ex-
pressive nature of the scripts used on these blockchains,
our system’s compatibility with Bitcoin implies compat-
ibility with Ethereum.

4 PIAS OVERVIEW

PIAS has six phases, which are described in Fig. 4. The first
five phase are included as regular operations, and the claim
phase is invoked when some witness message is not revealed
or some witness is discovered cheating.

In setup phase, entities generate their public and secret
key pairs, and all participants create unredeemed transac-
tions for subsequent procedures.

In request phase, The traffic request for the relevant
area is sent to RSUs by R and, at the same time, R cre-
ates a blockchain transaction PutMoneyR0 containing the
service fee for RSUs. Upon examining both the request
and PutMoneyR0 , RSUs disseminate the request within the
corresponding area.
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System Setup

R broadcasts PutMoneyR
0

RSUs check if
PutMoneyR

0
is confirmed

RSUs quits
No

RSUs collect witnesses (W1, · · · ,Wn)

RSUs collect all TxCommiti,

R quits

No

Yes

Yes

Yes
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Wi broadcasts TxCommiti
i ∈ [1, n]

R gets back

R broadcasts TxCommitR

R and Wi check if
TxCommitR is confirmed

RSUs collects sigWi
([Txfinei]),i ∈ [1, n]

RSUs broadcasts TxServiceSig

R and Wi check if
TxServiceSig is confirmed

Wi quits
No

R and Wi quits
No

For i ∈ [1, n]
R broadcasts PutMoneyRi

For i ∈ [1, n]
Wi broadcasts PutMoneyWi

R and Wi check if
all PutMoney are confirmed

R broadcasts TxCompute

R and Wi check if
TxCompute is confirmed

Yes

RSUs broadcasts
TxRSUFee

For i ∈ [1, n]
Wi broadcasts TxOpeni

R and Wi check if
all TxOpeni are confirmed,

For i ∈ [1, n],
is msgi majority

Wi broadcasts
TxMsgFeei

Wi quits

R broadcasts
TxCompensationi

msgi traversed

R broadcasts TxOpenRi

R quits

R broadcasts

R and Wj check if

TxOpenRj is confirmed

Wj broadcasts Wj broadcasts

R quits

RSUs quits

Wj quits Wj quits

Yes

Yes

Yes
Yes

Yes

Wi quits

No
Wi gets back

Yes

R gets back PutMoneyRi
Wi gets back PutMoneyWi

No

No

No

No

No

A
n
n
o
u
n
ce
m
en

t
P
h
a
se

R
eq

u
es
t
P
h
a
se

Setup Phase

Witness Commitment
Phase

Requester Commitment
Phase

Signature Collection
Phase

i ∈ [1, n]

i ∈ [1, n]

For j ∈ [1, n] and j �= i,
R broadcasts TxOpenRj

PutMoneyR
0

PutMoneyWi

TxParticipatej
TxFineRj

TxFinei

Fig. 4: System Workflow

Step (1)

• Broadcast PutMoneyR
0

• Send requst to RSUs

The requster R

Blockchain

The witness R

sigR([TxFineR
i
])

Step (2)

• RSUs collect n Wi

Step (9)

• Verify if n sigWi
([TxCompute])

is received before time t+2max

• If not, R quit; otherwise,
broadcast n PutMoneyR

i

• Sign and broadcast TxCompute

Step (4)

• Collect n TxCommiti
Step (5)

• Commit rR,broadcast
TxCommitR

• Sign TxFineR
i

to get

sigR([TxFineR
i
])

Step (8)

• Broadcast PutMoneyWi

• Sign TxCompute to get
sigWi

([TxCompute])

Step (7)

• Broadcast TxServiceSig

RSUs

Step (3)

• n Wi commit msgi, broadcast
TxCommiti

• Sign TxFinei to get
sigWi

([TxFinei])

Step (6)

• If no sigR([TxFineR
i
]), Wi quits

Step (10)

• If TxCompute is not included
on the blockchain until time
t+3max, quit

• Otherwise, broadcast
TxRSUFee to publish
sigWi

([TxFinei]) to earn
service fee

• If TxCompute is not inluded
on the blockchain until time
t+3max, then redeem
PutMoneyWi and quit

Step (11)

• Broadcast TxOpeni before time
t+4max

• If n TxOpeni is not all included
on the blockchain until time
t+4max, go to Step (14)

Step (12)

• If msgi is not majority,
broadcast TxCompensationi to
get compensation and getback
message fee

Step (12)

• If msgi is majority, broadcast
TxMsgFeei to get message fee
and getback guaranty

Step (13)

• If all TxCompensationi is
included on the blockchain, then
broadcast TxOpenR

i

Step (14)

• If Wi dosen't broadcast
TxOpeni, then R broadcast
TxOpeni after time t+4max,
and broadcast TxOpenR

i
before

time t+6max

Step (15)

• If Wi dosen't broadcast
TxOpeni

• If R has broadcast TxOpenR
i

before time t+6max, Wi

broadcast TxParticipatei

• If R dosen't broadcast TxOpenR
i

until time t+6max, Wi

broadcast TxFineR
i

sigWi
([TxFinei])

sigWi
([TxCompute])

Fig. 5: Operations in Time Sequence

Announcement phase (for witness messages collection)
composes three procedures: witness commitment, requester
commitment and signature collection.

1) Witness Commitment Phase: To commit to the authentic-
ity of the witness message, each witness Wi creates a
commitment transaction TxCommiti and broadcasts it
on the blockchain. RSUs should collect all the commit-
ments from witnesses (W1, · · · ,Wn) within a period of
time.

2) Requester Commitment Phase: Once the witness message
commitments are gathered by RSUs, R makes a com-
mitment TxCommitR. If R refuses to pay the message
fee to the honest witnesses and behaves maliciously,
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then each honest Wi can claim the compensation by
initiating the TxFineR

i transaction after a specified pe-
riod.

3) Signature Collection Phase: Each witness Wi signs the
penalty transaction TxFineR

i and sends the signature
SigWi

(TxFineR
i ) to RSUs. Once all the signatures are

collected, RSUs store the hash of signatures on the
blockchain.

In the computation phase, requester R and witnesses
(W1, · · · ,Wn) jointly establish a transaction TxCompute,
which temporarily freezes the message fees from R, and
guarantees from witnesses. To ensure fair payment, we
design a series of contracts to determine the computation
rules for different scenarios. It guarantees that: 1) RSUs
obtain the service fee no matter if R or Wi misbehaves
in the following procedures; 2) If some malicious witness
refuses to acknowledge the witness message, R can either
acquire authentic traffic information during the payment
phase or receive adequate reimbursement in the claim phase;
3) honest witnesses can get remuneration for providing
true information; 4) malicious witnesses will lose money as
punishment.

In the payment phase, honest witnesses earn the message
fee, and RSUs earn the service fee.

• Service fee payment: RSUs earn the service fee by provid-
ing all the signatures (SigWi(TxFineR

i )) of witnesses in
the signature collection phase.

• Message fee payment: To get the deposit back, all wit-
nesses reveal their commitments before a specific time.
If the committed traffic message is real (computed as
the majority of all messages), the witness will earn the
message fee.

PIAS proceeds to claim phase if at least one witness does
not reveal the traffic message or provides false message. The
different scenarios are discussed below.

• All committed traffic messages are revealed. In this scenario,
all the witnesses reveal their messages, and partial
dishonest witnesses provides false message. 1) During
the payment phase, the honest witnesses will receive the
message fee of R in addition to having their deposit
returned. 2) The dishonest witnesses cannot get the
service fee, and lose the deposit as penalty in claim
phase. 3) R will get the deposit of dishonest witnesses
as compensation. Meanwhile, R gets back his own
deposit.

• Partial committed traffic messages are revealed. If any wit-
ness doesn’t reveal the message, the computation trans-
action cannot calculate the majority message. Then, the
malicious witness will pay for the other witnesses and
R in claim phase. 1) The witness who reveals the traffic
message will get money from R as participate fee in
claim phase. 2) The malicious witnesses will lose the de-
posit as penalty in claim phase. 3) R will get the deposit
of dishonest witnesses as compensation. Meanwhile, R
gets back his own deposit.

5 PIAS: CONCRETE CONSTRUCTION

A description of the concrete construction of PIAS is pro-
vided in this section. The system’s workflow can be viewed
in Fig. 4 and clearly depicted in Fig.5 and 6.

5.1 System Setup Phase

The ECDSA key pairs (pkR, skR) and
(pkW1 , skW1), · · · , (pkWn , skWn) are chosen independently
by R and W , respectively. R prepares some unredeemed
transactions TxR0 , · · · ,TxRn and TxRsig , each Wi prepares
some unredeemed transactions TxWi

sig and TxWi
, RSUs

prepare an unredeemed transactions TxRSUs
sig .

5.2 Request Phase

The service fee source for transaction PutMoneyR0 of value
d0 B is broadcasted by R who then sends the request to
RSUs. R specifies the number n of witnesses, the value
of remuneration, and the corresponding area. n is an odd
integer to ensure that two messages are not the same, and
the witness must choose between two conditions msgA
or msgB based on whether the area has a traffic jam or
not. Upon verifying PutMoneyR0 on the blockchain, RSUs
disseminate the request among the corresponding area for
R. Figure 7 displays the details of PutMoneyR0 .

5.3 Announcement Phase

In this phase, witnesses are collected based on three sequen-
tial sub-phase: the Witness Commitment Phase, the Requester
Commitment Phase and the Signature Collection Phase.

5.3.1 Witness Commitment Phase

The witnesses respond to the request, and RSUs collect
W1, · · · ,Wn. In case TxCommiti are insufficiently collected,
R will redeem PutMoneyR0 and exit. Each Wi executes
CS.Commit(Wi, R, d1, t + 4max,msgi), where t is the time
when all TxCommiti are confirmed on the blockchain, and
max represents the greatest delay between broadcasting and
including a transaction on the blockchain. Wi broadcasts a
TxCommiti worth d1 B on the blockchain which commits
to their witness message msgi. If a malicious Wi fails to
disclose msgi before time t+ 4max, R can obtain a penalty
of d1 B from Wi during the Claim Phase. As the same
information has the same hash value, malicious Wi can
directly commit the majority if they discover that a specific
message is the majority based on the messages already
included on the blockchain. Moreover, we should prevent R
from obtaining the messages from the blockchain directly. So
the msgi should be signed by Wi first and store the hash of
signature on the blockchain, denoted as hmsgi = H(σmsgi),
where σmsgi = msgi||Sig(SKWi ,msgi), and “||” is the
concatenation notation. The details of TxCommiti are shown
in Figure 8.

Note: The required number of witnesses can be adaptively de-
fined based on various scenarios. For example, during emergency
situations such as accidents, where an urgent message needs to
be transmitted, the requester may reduce the threshold number of
witnesses, especially if there are fewer vehicles available for mes-
sage transmission. In critical situations, the number of witnesses
can even be set as low as 1. Conversely, in regular scenarios, the
number of witnesses can be adjusted upward accordingly.
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1.System Setup Phase: (pkR, skR) and (pkW1 , skW1), · · · , (pkWn , skWn) are the ECDSA public-secret key pairs chosen
by R and W , respectively. Then, R and W prepare some unredeemed transactions.
2.Request Phase: Once R broadcasts PutMoneyR0 and sends it to RSUs, the latter distribute the request within the relevant
area only if PutMoneyR0 is validated; if not, RSUs quit.
3.Announcement Phase:

• Witness Commitment Phase: RSUs collect W1, · · · ,Wn. For i ∈ [1, n], Wi broadcasts a deposit transaction TxCommiti
to commit his witness message msgi. If RSUs don’t collect enough TxCommiti, R gets back PutMoneyR0 and quits.

• Requester Commitment Phase: R broadcasts a deposit transaction TxCommitR to commit a random value rR used in
the Claim Phase. W checks if TxCommitR is confirmed or not. If not, all W quit.

• Signature Collection Phase: RSUs collect the signature sigWi
([TxFinei]) signed by Wi. Then RSUs broadcast the

transaction TxServiceSig in which stores the hash of all W ’s signatures. R and W check if TxServiceSig is confirmed
or not. If not, R and W quit.

4.Computation Phase: For i ∈ [1, n], R broadcasts the transaction PutMoneyRi as the message fee and each Wi broadcasts
the transaction PutMoneyWi as the guaranty. When all PutMoney are confirmed, R broadcasts the joint transaction
TxCompute. All W check if TxCompute is confirmed. If not, all W get PutMoneyWi back and quit.
5.Payment Phase: One way RSUs broadcast the TxRSUFee transaction is by providing all sigWi

([TxFinei]) required
to redeem the service fee. Conversely, for i ∈ [1, n], Wi, Wi broadcasts the transaction TxOpeni to reveal the witness
message. If all TxOpeni are confirmed and the witness message msgi is the majority, Wi broadcasts the transaction
TxMsgFeei to redeem the message fee.
6. Claim Phase: If all the TxOpeni transactions are confirmed and the witness message msgi is not in the majority, R
will send out the transaction TxCompensationi to reimburse Wi for their guarantee. In another scenario, if any Wi fails
to reveal the message msgi before time t + 4max, R will broadcast the transaction TxFinei to redeem Wi’s deposit.
Subsequently, R will reveal the random value rR before time t + 6max. For j ∈ [1, n], j ̸= i, Wj will broadcast the
transaction Txparticipatej using rR as the participation fee. However, if R does not reveal rR, Wj will broadcast the
transaction TxFineR

j to redeem R’s deposit as the compensation.

Fig. 6: The PIAS protocol

PutMoneyR
0
(in: TxR

0
)

in-script: sigR([PutMoneyR
0
])

out-script(body, σ): verR(body;σ)

val: d0 B

d0 B

d0 B

Fig. 7: The Transaction PutMoney

TxFinei(in: TxCommiti)

in-script: sigWi
([TxFinei]),

sigR([TxFinei])

out-script(body, σ):

verR(body;σ)

val: d1 B

tlock: t+4max

TxCommiti(in: Tx
Wi

sig
)

in-script: sigWi
([TxCommiti])

out-script(body, σ1, σ2, msgi):

(verWi
(body;σ1) ^H(msgi) = hmsgi )

_(verWi
(body;σ1) ^ verR(body;σ2))

val: d1 B

TxOpeni(in:TxCommiti)

in-script:

sigWi
([TxOpeni]), msgi

out-script(body, σ):

verWi
(body;σ)

val: d1 B

d1 B

d1 B

d1 B

d1 B

d1 B

Fig. 8: The Transaction of Witness Commit

5.3.2 Requester Commitment Phase

After RSUs collect n witnesses W1, · · · ,Wn, R performs
CS.Commit(R,Wi, d

R,i
2 + dWi

2 , t + 6max, rR) who posts a
deposit transaction TxCommitR of value n(dR,i

2 + dWi
2 ) B

to commit a random value rR. If a dishonest requester R
prevents an honest witness from claiming the participation

fee during the Claim Phase, then each Wi can demand a
penalty of dR,i

2 + dWi
2 B from R’s deposit during the same

phase. Figure 9 displays the specifics of TxCommitR.

TxFine
R

i (in: TxCommitR)

in-script: sigR([TxFineRi ]),

sigWi
([TxFineRi ])

out-script(body, σ):

verWi
(body;σ)

val: d
R;i
2

+ d
Wi

2
B

tlock: t+6max

TxCommitR(in: TxRsig)

in-script: sigR([TxCommitR])

TxOpenRi (in:TxCommitR)

in-script:

sigR([TxOpenRi ]), rR

out-script(body, σ):

verR(body;σ)

val: d
R;i
2

+ d
Wi

2
B

n(dR;i
2

+ d
Wi

2
) B

d
R;i
2

+ d
Wi

2
B

d
R;i
2

+ d
Wi

2
B

d
R;i
2

+ d
Wi

2
B

d
R;i
2

+ d
Wi

2
B

out-script1(body, σ1, σ2, x):

(verR(body;σ1) ^H(x) = hR)

_ (verR(body;σ1) ^ verWi
(body;σ2))

val: d
R;i
2

+ d
Wi

2
B

· · ·

· · ·

· · ·

· · ·

Fig. 9: The Transaction of Requester Commit

5.3.3 Signature Collection Phase
Upon verifying and confirming the transaction TxCommitR,
Wi generates the content of the punishment trans-
action TxFinei, signs it, and transfers the signatures
sigWi

([TxFinei]) to the RSUs. The RSUs collect all signatures
and broadcast the transaction TxServiceSig to store the hash
of all signatures as shown in Equation (1) on the blockchain.

σTxFine = (σ1
TxFine = H(sigW1

([TxFine1])),

· · · , σn
TxFine = H(sigWn

([TxFinen])))
(1)
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In the Payment Phase, RSUs can provide these signatures
to earn the service fee. The opcode OP RETURN is used
by TxServiceSig to publicly output σTxFine. The details of
TxServiceSig are shown in Figure 10.

TxServiceSig(in: TxRSUssig )

in-script: sigRSUs([TxServiceSig])

out-script(body, σ): verRSUs(body;σ)

val: dsig B

dsig B

σTxFine

Fig. 10: The Transaction of TxServiceSig

5.4 Computation Phase
If the transaction TxServiceSig is included on the blockchain
with enough confirmations, each Wi computes the hash
of his signature and checks if RSUs tamper his signature
sigWi

([TxFinei]) or not. Then, for i ∈ [1, n], R broadcasts
the transaction PutMoneyRi of value dR,i

2 B as the message
fee and Wi broadcasts the transaction PutMoneyWi of value
dWi
2 as the guaranty. When all PutMoney are confirmed, R

and W make a joint transaction TxCompute, in which the
computation rules of service and message fees are deter-
mined.

Figure 11 provides details of TxCompute. The trans-
action is posted on the blockchain by R before time
t + 3max and its input consists entirely of PutMoney
transactions. The output of TxCompute determines a se-
ries of contracts containing a service fee for RSUs and
the message fee and guaranty for witnesses. σTxFine is
the set of all signature hash and MSG is the set of all
msgi, denoted as MSG = (msg1, · · · ,msgn). The function
Majority(·) as a script operation are based on stack using
opcode OP TOALTSTACK to push the msgi into stack.
The number of elements msgi in stack is calculated by
opcode OP DEPTH and compared with n/2 using opcode
OP GREATERTHAN.If the number exceeds n/2, then msgi
would represent the majority of the messages. To illustrate,
if there are two possible road conditions, namely msg1 and
msg2, with msg1 being the majority, we can indicate this as
Majority(msg1,MSG) = True and Majority(msg2,MSG) =
False. During the Payment Phase, Wi can earn the message
fee and recover the collateral if msgi represents the majority,
and we have Majority(msgi,MSG) = True. Conversely, if
msgi does not constitute the majority, and the result is
Majority(msgi,MSG) = False, Wi will forfeit his collateral.
If there is any Wi who doesn’t reveal the msgi, the number
of messages doesn’t meet n. So the majority cannot be
gotten, denoted as Reveal(MSG) = false. In this case, R
can obtain the deposit of Wi and other witnesses can earn
the participation fee. More details can be described in the
Payment Phase and Claim Phase.

5.5 Payment Phase
During this stage, RSUs are eligible to receive the service fee,
and an honest witness has the ability to earn the message
fee.

• Service fee payment: RSUs broadcast the transaction
TxRSUFee by providing all witnesses’ signatures

sigW1
([TxFine1]), · · · , sigWn

([TxFinen]) as input script
which are stored in the Signature Collection Phase to get
the service fee of value d0 B.

• Message fee payment: For i ∈ [1, n], if all Wi perform
CS.Open(Wi, R, d1, t+4max,msgi) to reveal the mes-
sage msgi by broadcasting the transaction TxOpeni

before time t + 4max as shown in Figure 8 and the
message msgi is the majority, Wi is able to receive
a message fee of value dR,i

2 B and get the guaranty
of value dWi

2 B back by broadcasting the transaction
TxMsgFeei as shown in Figure 11.

5.6 Claim Phase

Only in the case that msgi isn’t the majority or partial
messages aren’t revealed, PIAS comes to the Claim Phase.
We discuss these in different scenarios.

• Requester claim:
– All committed messages are revealed: When all witnesses

reveal their message, if the message msgi is not the
majority, R can claim the guarantee of value dWi

2 B
as a penalty and retrieve the message fee by broad-
casting the transaction TxCompensationi as depicted
in Figure 11. After claiming all penalties, R performs
CS.Open(R,Wi, d

R,i
2 + dWi

2 , t + 6max, rR) to reveal
the random value rR by broadcasting the transaction
TxOpenR

i to receive the deposit back before time
t+ 6max as shown in Figure 9.

– Partial Committed messages are revealed: In the event
that Wi discovers that his message is not in the
majority, he may choose to withhold payment to
R, resulting in msgi not being disclosed. In such
cases, R may recover Wi’s initial deposit made
during the Witness Commitment Phase. R performs
CS.Fine(Wi, R, d1, t+4max,msgi) to obtain Wi’s de-
posit by broadcasting the transaction TxFinei which
is shown in Figure 8. To ensure that Wi discloses
the witness message prior to a designated time, let
d1 ≥ n(dR,i

2 + dWi
2 ). Then R reveals rR by broadcast-

ing the transaction TxOpenR
i before time t+ 6max.

• Witness claim:
– All Committed messages are revealed: Honest witness
Wi earns the message fee of value dR,i

2 B and get the
guaranty of value dWi

2 B back by broadcasting the
transaction TxMsgFeei.

– Partial Committed messages are revealed: If Wi chooses
not to disclose their msgi with malicious intent, other
witness Wj who has revealed the msgj can earn the
participation fee of value dR,j

2 + d
Wj

2 B by broad-
casting the transaction TxParticipatej . Otherwise, if R
doesn’t reveal rR, the rest of witness Wj can redeem
R’s deposit by broadcasting the transaction TxFineR

j

as shown in Figure 9.
Figure 12 illustrates the interconnectedness of different

transactions in PIAS, taking into account all of its technical
aspects from a holistic perspective.
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TxCompensation
i
(in: TxCompute)

in-script:

sigR([TxCompensationi]);MSG;msgi

out-script(body, σ):verR(body;σ)

val: d
R;i
2

+ d
Wi

2
B

TxRSUFee(in:TxCompute)

in-script:sigRSUs([TxRSUFee]),

sigW1
([TxFine1]); · · · ; sigWn

([TxFinen])

out-script(body, σ):verRSUs(body;σ)

val: d0 B

d
R;i
2

+ d
Wi

2
B

d0 B

TxCompute(in: PutMoneyR
0
;PutMoneyR

1
; · · · ;PutMoneyRn ;PutMoneyW1 ; · · · ;PutMoneyWn )

int-scriptR,RSUs :
sigR([TxCompute])

out-script0(body, σ, σTxFine):

verRSUs(body;σ) ^ σTxFine

= (σ1

TxFine
= H(sigW1

([TxFine1]);
· · · ;σn

TxFine
= H(sigWn

([TxFinen]))

val: d0 B

· · ·

· · ·

· · ·

int-scriptR,i :
sigR([TxCompute])

out-scripti(body, σ1, σ2,MSG = (msg1; · · · ;msgn)):

(verWi
(body;σ1) ^H(msg1) = hmsg

1
^ · · · ^H(msgn) = hmsgn ^Majority(msgi;MSG) = true

(verR(body;σ2) ^H(msg1) = hmsg
1
^ · · · ^H(msgn) = hmsgn ^Majority(msgi;MSG) = false

(verWi
(body;σ1) ^H(msgi) = hmsgi ^H(x) = hR ^ Reveal(MSG) = false

val: dR,i
2

+ d
Wi

2
B

int � script Wi
:

sigWi
([TxCompute])

· · ·

· · ·

· · ·

d0 B

TxMsgFeei(in:TxCompute)

in-script:

sigWi
([TxMsgFeei]);MSG;msgi

out-script(body, σ):verWi
(body;σ)

val: d
R;i
2

+ d
Wi

2
B

TxParticipatei(in: TxCompute)

in-script:sigWi
([TxParticipatei]);

msgi; rR;MSG;

out-script(body, σ):verWi
(body;σ)

val: d
R;i
2

+ d
Wi

2
B

d
R;i
2

+ d
Wi

2
Bd

R;i
2

+ d
Wi

2
B

d
R;i
2

+ d
Wi

2
B d

R;i
2

+ d
Wi

2
B

d
R;i
2

+ d
Wi

2
B

Fig. 11: The details of transaction TxCompute

6 ANALYSIS AND EVALUATION OF PIAS
6.1 Security Analysis

The security results for PIAS are presented in compliance
with the security requirement.

1) Sybil-Resistance: Before sending the request to RSUs, R
needs to broadcast a transaction PutMoney. If a mali-
cious user forges many normal requesters to forward
requests, he needs to prepare many PutMoney transac-
tions, each of which requires a deposit.

2) Prevention of Denial of service attack: A malicious re-
quester may initiate a denial of service attack by con-
tinuously sending requests to RSUs. However, before
sending the request to RSUs, R needs to broadcast the
transaction PutMoney. The process efficiently prevents
the adversary from initiating an excessive number of
requests.

3) Prevention of Replay attack: An adversary can hinder
other participants by replaying existing legitimate mes-
sages eavesdropped from other requesters. However,
RSUs will check the transaction PutMoney to determine
if it has been redeemed and the deadline of the request.

4) Prevention of Forgery: The request is signed by R with his
private key. The signature is difficult to tamper with if
ECDSA is unforgeable. During the verification process,
the request for forgery is detected.

5) Prevention of Man-in-the-middle attack: If a valid signa-
ture cannot be forged on the tampered message, the
adversary attempting a man-in-the-middle attack on
the request sent from the requester to the RSUs will
not succeed, even if they modify the request contents
such as remuneration or destination.

6) Prevention of Eavesdropping attack: An adversary may
eavesdrop on the public channel to get the commitment
transaction of other witnesses. However, the witness
message is a hash value on the blockchain. The adver-
sary can not get the majority.

7) Prevention of Malleability attack: Adversaries can launch
malleability attacks by monitoring transactions on the
public channel. However, as the transactions used
in PIAS are published in an orderly fashion on the
blockchain, these attacks are insignificant.

For a detailed security analysis of the protocol, please
refer to the Supplemental Material A.

6.2 Performance Analysis
In this section, we evaluate the computation and communi-
cation overheads of PIAS and compare it with related work.

TABLE 2: The Notations of Performance

Notation Description
TKP the average computation time for ECDSA key pair
Tsig the average computation time for signature generation
Tver the average computation time for signature verification
THG The average computation time for hash to G
TM The average computation time for scalar multiplication
TP The average computation time for bilinear pairing
|Zp| The size of element in Zp

|G| The size of element in group G
|T | The size of timestamp
|M | The size of a message for announcement

6.2.1 Computation and Communication Overhead
We compare the performance of PIAS with a secure and
trustworthy announcement dissemination scheme intro-
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TxParticipatei(in: TxCompute)

TxMsgFeei(in: TxCompute)

TxCompute(in: PutMoneyR
0
,PutMoneyR

1
, · · · ,PutMoneyRn ,PutMoneyW1 , · · · ,PutMoneyWn )

TxRSUFee(in: TxCompute)

TxCompensationi(in: TxCompute)

d0 B

d
R,1
2

B

d0 B

PutMoneyR
0
(in: TxR

0
)

d0 B

σTxFine

TxCommiti(in: Tx
Wi

sig
)

CS.Open(Wi, R, d1, t+4max,msgi)

TxOpeni(in:TxCommit)i

CS.Fine(Wi, R, d1, t+4max,msgi)

TxFinei(in:TxCommiti)

d1 B
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+ d
Wi

2
, t+6max, rR)

CS.Open(R,Wi, d
R,i
2

+ d
Wi

2
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Fig. 12: Relationship of Transactions in Time Order

duced in [29], and evaluate their computational and com-
munication overheads.

TABLE 3: Comparison of Computation Overhead

Scheme Computation cost
Li et al. [29] n(2t+ 2)TP + n(1 + 5t)TM + ntTHG

Ours nTKP + (13n− 10)TS

t represents the threshold of threshold signatures.
n represents the number of participants, our scheme’s number

of participants is 1 requester and n− 1 witnesses.

We conduct a theoretical analysis of the computational
costs associated with the schemes outlined in Table 3.
Scheme [29] relies on public key encryption and utilizes
blockchain as an auxiliary. When assessing computational
costs, we exclude general hash algorithms and scalar addi-
tion due to their minimal impact. For initiating n announce-
ments and verifying them, scheme [29] requires n(2t + 2)
bilinear pairing calculations, n(1+5t) scalar multiplications,
and nt hash mappings to G. In contrast, PIAS is designed
based on blockchain protocol and only requires hash, signa-
ture, and verification calculations. During the initialization
phase of PIAS, n pairs of ECDSA keys are generated. In the

request phase, a single signature operation is performed.
During the announcement phase, 9n− 8 signing operations
occur. In the computation phase, 2n − 1 signings are per-
formed, and in the payment phase, 2(n − 1) signings are
executed. In total, nTKP + (13n − 10)TS operations are
required in PIAS.

TABLE 4: Comparison of Communication Overhead

Scheme Communication overhead
Li et al. [29] n(t+ 5)|G|+ n(5t+ 11)|Zp|+ n(t+ 3)|T |

Ours (17n− 5)|S|+ 5(n− 1)|H|+ 2|M |

We conduct a theoretical analysis and comparision of
the communication overhead in Table 4. The the primary
communication cost of scheme [29] is introduced by the al-
gorithms of public key encryption. On the contrary, PIAS is
entirely blockchain-based, with the communication cost be-
ing determined by the size of the blockchain data blocks. In
scheme [29], the communication cost encompasses n(t + 5)
elements of G, n(5t + 11) elements of Zp, and n(t + 3)
timestamps T , resulting in a total communication cost of
n(t+5)|G|+n(5t+11)|Zp|+n(t+3)|T |. In PIAS, the commu-
nication cost in the request initiation phase is 2 elements of
|S|, in the announcement phase is (14n−12)|S|+3(n−1)|H|,
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in the computation phase is (2n+3)|S|+2(n−1)|H|, and in
the payment phase is (n+2)|S|+2|M |. Therefore, the total
communication cost is (17n− 5)|S|+ 5(n− 1)|H|+ 2|M |.

We conduct experiments on a desktop computer run-
ning 64-bit Windows 10 operating system. The computer
is equipped with Intel(R) Core(TM) i7-9700 CPU @ 3.00
GHz and 16.00 GB RAM. We use ECDSA and Hashlib
libraries in Python 3.12, select the SECP256k1 curve, and
the Miracl library for integer and rational arithmetic to test
the performance of our scheme and scheme [29]. The order
of the group G in scheme [29] is represented by q. The bit
length of q is 256 bits, and the bit length of elements in G is
512 bits. We choose pairing e : G×G → GT to evaluate the
performance of scheme [29].

TABLE 5: Computational Cost of Vehicles (ms)

The Number of participants (n) 3 5 7 9
Li et al. [29] 140.505 234.175 327.845 421.515

Ours 66.540 118.072 169.603 221.135

Next, we analyze the computational efficiency. Table 5
presents a comparison of the computational costs for the
vehicles. In Table 3, we examined the computational costs
through theoretical analysis. Scheme [29] has computation
overhead of 140.505 ms for n = 3. When the number
n increased from 5 to 9, the time increases from 234.175
ms to 421.515 ms. Thus, in Table 5, the computation time
of Scheme [29] appears stable. In PIAS, the computation
time for n = 3 is 66.54 ms. With the witness number n
increasing from 5 to 9, the time increases from 118.072 ms
to 221.135 ms. In summary, our system maintains relatively
low computational costs.

TABLE 6: Transmission Cost of Vehicles (kb)

The Number of participants (n) 3 5 7 9
Li et al. [29] 26.719 44.531 62.344 80.156

Ours 27.438 48.001 68.563 89.125

The transmission costs of vehicles are detailed in Table 6.
Our comparison focuses on the total transmission overheads
of vehicles, considering varying reference participant num-
bers from 3 to 9. In scheme [29], the transmission overhead
is 26.719 kb for n = 3. As n increases from 5, 7, to 9, the
transmission costs of vehicles are 44.531 kb, 62.344 kb, and
80.156 kb, respectively. In PIAS, the transmission cost is
27.438 kb for n = 3. With n increasing from 5 to 9, the
incurred communication costs are 48.001 kb, 68.563 kb, and
89.125 kb, respectively. While our scheme relies entirely on
blockchain, resulting in higher communication loads com-
pared to the public-key based scheme [29], a comparative
analysis reveals that our solution’s communication costs are
only slightly higher, with both solutions showing similar
communication costs.

TABLE 7: The transmission speed of data

The Number of participants (n) 3 5 7 9
Data Size (kb) 27.438 48.001 68.563 89.125

Transmission Time (s) 0.004 0.008 0.011 0.015

Based on the 802.11p protocol [34], Table 7 calculates the
communication time of PIAS at a network speed of 6 Mbps.
For n = 3, the communication cost is 27.438 kb, and the

transmission time is 4 ms. When the participant number n
increases from 5 to 9, the transmission time increases from
8 ms to 15 ms. It can be seen that PIAS is suitable for the
actual VANETs environment.

6.2.2 Number Of Transactions

In the Request Phase of PIAS, only a single transaction,
PutMoneyR0 , is necessary. In the Announcement Phase, n
transactions TxCommiti, one transaction TxCommitR and
one transaction TxServiceSig are involved. In the Computa-
tion Phase, n transactions PutMoneyRi which can be replaced
with one transaction, n transactions PutMoneyWi and one
transaction TxCompute are involved. In the Payment Phase,
if all W are honest, n transactions TxOpeni are required.
One transaction TxRSUFee and n transactions TxMsgFeei

are involved. Then n transactions TxOpenR
i are involved

which can be replaced with one transaction because they
only need the same input. So if all participants are honest, it
needs 7 + 4n transactions in total.

If there is any malicious participant in the Claim Phase
when all announcement messages are revealed and there are
t messages of witnesses that are not in the majority,
then n − t transactions TxMsgFeei and t transactions
TxCompensationi are involved. It also requires a total of
7+4n transactions. Therefore, if all announcement messages
are revealed, the number of involved transactions is only
related to n. When partial announcement messages are revealed,
and t messages are not revealed, n− t transactions TxOpeni

and t transactions TxFinei are involved. If R reveals rR,
then n transactions TxOpenR

i are involved, which can be
replaced with one transaction because they have the same
input. Additionally, n − t transactions TxParticipatei are
involved, resulting in a total of 7 + 4n − t transactions. If
R doesn’t reveal rR, then n transactions TxFineR

i are in-
volved, necessitating a total of 6+4n transactions. The data
presented in Table 8 indicate a positive correlation between
the quantity of witnesses and the number of transactions
involved in PIAS.

TABLE 8: The number of transactions in PIAS

Witness

Scenario
Honest All revealed

Partial not revealed
1 3 5 7 rR not revealed

3 19 19 17 – – – 18
5 27 27 23 25 – – 26
7 35 35 29 31 33 – 34
9 43 43 35 37 39 41 42

6.2.3 Blockchain Cost

Based on the compatibility analysis, PIAS has been found
to be compatible with both the Bitcoin and Ethereum
blockchains. In blockchain technology, the block time sig-
nifies the average duration for an additional block to be
generated on the blockchain network. Bitcoin’s block time
has been set to 10 minutes, whereas Ethereum’s block time
ranges between 14 and 15 seconds. For PIAS, it requires a
minimum of 6 maximum delays to insert a transaction into
the Bitcoin blockchain after broadcasting it. So it needs more
than 60 minutes which isn’t efficient for the time overhead
for the Bitcoin blockchain.
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To assess the expenses of PIAS, we conducted a simula-
tion of the system scheme on the Ethereum official test net-
work Ropsten and analyzed it by deploying smart contracts.
Our implementation utilized the SHA-256 hash function
and was written in the Solidity programming language.
The smart contract is capable of recording the addresses
of participants and messages. Additionally, it stores the
deposit and triggers a payment after computation. In our
Ethereum experiment, we do not require R to commit a
random value. Furthermore, the transaction TxParticipatei

can be combined with the transaction TxMsgFee, and the
transaction TxFinei can be combined with the transaction
TxCompensation. Throughout the experiment, we set a gas
price of 15 Gwei and established that 1 Ether was equiv-
alent to 1367 USD, where 1Gwei = 109wei = 10−9ether.
Ethereum gas is a unit that measures the computational ef-
fort needed to execute specific operations. The gas overhead
of the smart contracts, as measured in the experiments, is
as follows. It is essential to acknowledge that the value
of cryptocurrency is highly volatile and should solely be
utilized as a reference value.

Remark: Due to the volatile nature of Ether and Bitcoin
prices, which are currently at relatively high levels, customers
might be more inclined to pay higher fees in emergency situations,
such as when facing danger on unfamiliar roads or requiring
urgent information in advance. When deploying the system, it’s
advisable to consider utilizing a consortium blockchain or other
blockchain systems with lower fees.

TABLE 9: The constant smart contract costs (gasprice=15
Gwei, 1 Ether=1367 USD)

Function Gas Used Actual Cost(ether) USD

Deployment 1071122 0.01606683 21.9634

TxCommit 70179 0.001052685 1.4390

TxRSUFee 35071 0.000526065 0.7191

TABLE 10: Smart contract costs under different number of
all honest witnesses(gasprice=15 Gwei, 1 Ether=1367 USD)

The number of W Function Gas Used Actual Cost(ether) USD

3
TxCompute 68904 0.00103356 1.4129

TxMsgFee 72064 0.00108096 1.4777

5
TxCompute 83074 0.00124611 1.7034

TxMsgFee 101650 0.00152475 2.0843

7
TxCompute 97244 0.00145866 1.9940

TxMsgFee 131236 0.00196854 2.6910

9
TxCompute 111414 0.00167121 2.2845

TxMsgFee 160822 0.00241233 3.2977

Table 9 displays the costs associated with deployment
of contract, performing TxCommit and TxRSUFee. The
expenses incurred for these operations remain relatively
constant. Deploying the matching contract only requires a
single execution of the create operation, which costs 1071122
gas = 21.9634 USD. Each witness must pay 70179 gas =
1.4390 USD to commit the message using TxCommit, and
35071 gas = 0.7191 USD is required for transferring the
service fee through TxRSUFee.

The cost of TxCompute, TxMsgFee, and
TxCompensation increases proportionally to the increase
in the number of witnesses. The process TxCompute,

TxRSUFee, TxMsgFee, TxCompensation only need to be
performed once. Then we build the contracts for four
different numbers of witnesses, respectively. As shown
in Table 10. Assuming the honesty of all witnesses, the
expenditure for TxCompute amounts to roughly 83074 gas
= 1.7034 USD with 5 witnesses. The cost of TxMsgFee is
approximately 101650 gas = 2.0843 USD with 5 witnesses.
Because there is no malicious witness, TxCompensation will
not be performed.

When there are malicious witnesses, the costs of
TxCompute, TxMsgFee, and TxCompensation are also cor-
related with the number of witnesses. As shown in Table
11, the cost of TxMsgFee is less when there are no mali-
cious witnesses. However, there is a cost associated with
TxCompensation. When there is only one malicious witness,
the cost of performing TxCompute is approximately 77149
gas = 1.5819 USD with 5 witnesses. The cost of TxMsgFee is
around 87908 gas = 1.8026 USD with 5 witnesses. Similarly,
the cost of TxCompensation is nearly 64275 gas = 1.3180
USD with five witnesses. In our experiment, the execution
of an operation that uses up to 160822 gas takes no more
than one second; therefore, Ethereum blockchain processing
time is more efficient and tolerable compared to the Bitcoin
blockchain.

TABLE 11: Smart contract costs under different number of
witnesses with one malicious witness(gasprice=15 Gwei,1
Ether=1367 USD)

The number of W Function Gas Used Actual Cost(ether) USD

3

TxCompute 62979 0.000944685 1.2914

TxMsgFee 85322 0.00127983 1.7495

TxCompensation 50355 0.000755325 1.0325

5

TxCompute 77149 0.001157235 1.5819

TxMsgFee 87908 0.00131862 1.8026

TxCompensation 64275 0.000964125 1.3180

7

TxCompute 91319 0.001369785 1.8725

TxMsgFee 117494 0.00176241 2.4092

TxCompensation 78195 0.001172925 1.6034

9

TxCompute 105489 0.001582335 2.1631

TxMsgFee 147080 0.0022062 3.0159

TxCompensation 92115 0.001381725 1.8888

7 CONCLUSION

This paper introduces PIAS, a blockchain-based privacy-
preserving incentive announcement system designed for the
Internet of Vehicles. The paper presents the system model,
definition, adversary model, and security requirements, as
well as the specific design details of PIAS. Witnesses are
required in our system to provide traffic information, and
they will be compensated with a valid message. Our system
guarantees that the witness either receives the compensation
or loses their deposit. Our security analysis indicates that
PIAS achieves privacy preservation and incentive as long
as the hash function is collision-resistant and ECDSA is
unforgeable. Through our experimental results, we demon-
strate that PIAS demonstrates efficiency with regard to
computation costs on the Ethereum blockchain.
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