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Healthcare and Medical Data are varied

https://www.learntek.org/



Benefits of using data in healthcare



Using patient healthcare data

Patient/Public Concerns

• Safety

• Privacy

• Autonomy

Ethical Concerns

• Transparency

• Reproducibility

• Accountability

• Bias, inequities, 
inequalities

Technology Concerns

• Cybersecurity

• Data Quality and Inter-operability

• Model explainability and interpretability



Safeguarding Approaches

• Trusted research environments or TREs 
– (very closed)

– E.g. MOH Trust

• Open consortias 
– very open

– E.g. UKBB, MIMIC, UKDRI

• Dynamic provenance and provisioning (hybrid)
– More relaxed than TREs

– But riskier and may not be validatable in various contexts



MOH Trust



How to ensure data safety

Data onboarding ensures adherence to 
privacy and safety standards

Data access is safeguarded by 
policy/regulatory, digital and physical 
safeguards
Anything to be taken out needs permission
Publications to be vetted before submission



MOH Trust is well received

Benefits to both accessor and contributor



Alternatives to closed systems
• Traditional legal agreements 

(DSA/MTA, RCAs)
– Cannot really enforce or control what 

people do with the data
– Cannot check or determine in real time if 

correct permissions and correct use are 
given

– Cannot update the data access 
permissions as circumstances change

– Cannot update the shared data easily
– Cannot embed governance principles for 

data and models

• Deploying a system for dynamic 
provision and provenance, with AI-
based governance tools in place

– Nascent area
– More relaxed than a pure TRE
– Cybersecurity issues are being tackled
– Real world evidence from use cases, 

disaster scenarios, useability and 
deployments needed

Ongoing…



Public and multi-stakeholder engagement is 
needed On 30 June 2020 OneLondon published a report 

setting out the recommendations and conditions 

formed by Londoners at the Citizens’ Summit, 

including how and why they reached these 

decisions.

The report gives recommendations and conditions 

on handling and using health and care data, which 

were established by Londoners through the 

deliberation.

Areas covered include:

•Consistency across London

•Access and control in health and care data

•Use of de-personalised data for proactive care

•Use of de-personalised data for research and 

development

•Governance and oversight

https://imperialcollegehealthpartners.com/portfolio/onelondon/



Catalyst@NL (To get a sense of public 
perception in Singapore)





Key Takeaways

• Health and medical data is highly multi-
dimensional. Its use for analytics and modelling is 
fraught with ethical, security and technological 
concerns

• Trusted research environments (TREs) are the 
mainstay for now. These enforce regulatory, 
physical and cyber security standards. Benefit to 
both contributors and users by means of data 
reuse and sharing. But slow..

• Alternatives to TREs may arrive in the near 
future. Using AI and automation to embed 
governance and safety while providing more 
relaxed access

• Multi-stakeholder engagement and with public 
can help inform on policies. Are we needlessly 
strict? What does the patients and public want? 
Do they want to be more actively engaged?
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