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Healthcare and Medical Data are varied

Information types in healthcare
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Machine-to- Scientific and research
. Data created by human
machine data data

https://www.learntek.org/




Benefits of using data in healthcare

Patient Healthcare Clinical Targeted BIG DATA IN HEALTHCARE
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Using patient healthcare data

Patient/Public Concerns Ethical Concerns
« Safety * Transparency
 Privacy * Reproducibility
* Autonomy  Accountability
Technology Concerns + Bias, inequities,
 Cybersecurity inequalities

 Data Quality and Inter-operability
* Model explainability and interpretability




Safeguarding Approaches

 Trusted research environments or TREs

— (very closed)
— E.g. MOH Trust

* Open consortias
— very open
— E.g. UKBB, MIMIC, UKDRI
* Dynamic provenance and provisioning (hybrid)

— More relaxed than TREs
— But riskier and may not be validatable in various contexts
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platform to facilitate secure data
linkage and analysis of anonymised
research and real-world data
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How TRUST ensures data is safe
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SAFE PURPOSE SAFE PEOPLE

All data request will be reviewed by TRUST users must have
TRUST Data Access Committee to ensure

that purpose of use fulfils public interest

appropriate credentials for access
to TRUST and the approved data

and social value. for research.
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SAFE SETTINGS SAFE DATA

TRUST is hosted in a secure
environment with government- anonymised to government
standard security measures, standard to reduce re-

identification risks.

All data accessed on TRUST are
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SAFE OUTPUT

Only verified aggregate data and
insights with low re-identification risk
can be output.




How to ensure data safety

Data Onboarding

Safe Data

<)

De-Identification
Research
and S
RealWorld [ +

Data
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Data Preparation

> Data Exploitation / Research

Safe Purpose

Data Access

Data Linkage

>
¥)  OfRequested

Data

Safe Settings

Safe User

» = s ©

Secure Virtual
Desktops

Sagemaker
Studio in TRUST
Lifebit in
TRUST

Researchers

Safe Output

Vetted
output of
aggregated
insights

Data onboarding ensures adherence to

privacy and safety standards
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Accessing TRUST platform

Portal Login

TRUST platform is accessed via a Virtual
Desktop Interface (VDI).

TRUST users can access TRUST with
Institution approved devices (e.g. work laptop)
at Institution approved location/settings (e.g.

office). TREST @ melio,
TRUST users cannot access TRUST at public
areas and setting of low physical privacy such 0 9 - @ .

as pantry, cafes, home etc.

For certain datasets that are classified as
sensitive by MOH (e.g. sensitive health ® o @
information), the access via TRUST platform is ; -
only allowed at MOH certified Micro-access
Lab (MAL).

Data access is safeguarded by
policy/regulatory, digital and physical
safeguards

Anything to be taken out needs permission
Publications to be vetted before submission



MOH Trust is well received

Enabling health-data analytics and research

*NEW* — Demographics, co-morbidities, *NEW* — Examining factors influencing COVID-19
« Since launched, TRUST has approved 8 data requests medications, healthcare service utilisation, health vaccine adoption through multivariate, time-series
an supported approximately 70 users on their research outcomes and healthcare cost of patients with and multi-country analysis
analytics respiratory diseases seen in the primary care
= Weare actwely engaging researchers to understand TREST

their research questions and to support their data
We stron ly encourage all researchers to reach out to e — b

TRUST Data Concierge for early review and advice for A %
data request to ensure timely review by DAC.

« TRUST Users are sT%ported with an onboardln ———
programme by t UST team, augmel
additional reSOUl'CGS available th"UUgh the TRUST portal ‘NEW‘ Studying the short and long-term impact of *NEW* — Population-based Observational Study on
« User guides and Onboarding sessions A DEE BE @E and climate change on infectious and chronic the Utilisation of Acute Hospital Beds Among
* Step-by-step video tutorials _ diseases Singapore Residents & Study the Utilisation of

== = PE A= Hospital-at-home (HaH)
A TRUST Data Concierge team supports users throughout

Learn More Learn More

Improve Data Quality And Interoperability -

Predicting the risk of systemic diseases using eye Long-term outcomes of heart failure cohort
images: Clinical and Cost-Effectiveness (ATTRaCT) and health services analysis

Gain Access To Real-World Data v

Retain Exclusive Use Of Their Data
During Exclusivity Period*

Benefits to both accessor and contributor

Expand Collaboration Network
After Exclusivity Period*

LEE KONG CHIAN SCHOOL OF MEDICINE



Alternatives to closed systems
g

Cannot really enforce or control what - Throughout the Am | following best

people do with the data WC\?hh? at::c-ess. project lifecycle, practices for data
—  Cannot check or determine in real time if atis being PP

correct permissions and correct use are done with the are ?ctors- modelling? Can |

given data? compliant with get approvals on
—  Cannot update the data access governance? i UL

Canm upiate te hared datacosly
—  Cannot update the shared data easily
—  Cannot embed governance principles for :
data and models
«  Deploying a system for dynamic
Erovision and provenance, with Al- i e e
ased governance tools in place OO — St B

Novel Biomarker |dentification ]

| Clinical Decision Support | Shared platforms and query systems ]

Personalized monitoring of therapy | Holistic view of population health
L‘ Consent management Care coordination

Common Data Model ] P d hospital i ‘ pulation health registries ]

Cohort Building

Clinical Trial Enablement

- Nascent area DATA INPUTS 5} [g MODEL INTEGRATION
—  More relaxed than a pure TRE - & -
—  Cybersecurity issues are being tackled . - 45 . e Lagane okt (0

Forecasting Demand

—  Real world evidence from use cases,
disaster scenarios, useability and
deployments needed

| Ontology ]

Recommendations and
Optimization

Capabilities

i e I B s B B s e » il
Ongoing...




Public and multi-stakeholder engagementis

ive summary

n e e d e d Use of de-personalised data for proactive care

Once the concept was explained, the use of de-personalised data to support proactive care was considered low-risk
and its preventative aspect was positively received. This issue proved uncontentious and therefore did not require further
deliberation on Day 4 of the Summit.

Xe

There was overall acceptance for de-personalised data to be used for proactive care, and this came with
ic conditions. These conditions aligned with those specified for other uses of de-p
planning and research

Data must not be shared with, or sold to, insurance companies or for marketing purposes

Data should not be used by policymakers for reasons which are not in the public's interest, and there need to be
severe punishments for misuse

There should be reassurance and information about the process for de-personalising data; who is involved and
how is this done

Use of de-personalised data for health and care planning and improvement

De-personalised health and care data must hared and used by relevant bodies to plan and improve
and demonstrably benefit health in London.

Public deliberation
in the use

of health and
care data

Ensure the data being shared is accur:

All parties must sign up to the ‘five safes™ in order to access/use data
Data is shared for an agreed purpose (not for general analysis)

Only data reles to the specific analysis are shared

Shared data must be held securely by all agreed recipients

Maintain the national ‘opt out’ option, but also provide an option to opt ‘back in’

There should be legal penalties for misuse of the data (e.g. selling on to ‘third parties’)

The organisations that are sharing/using the data should be stated and published somewhere for the
public to see

Dl

suponTEo By

S<ONE LONDON
# Conpon m Thejongs fund> 5D MAYOR OF LONDON There should be a defined process for sharing the data that is published somewhere for the public to see




Catalyst@NL (To get a sense of public
perception in Singapore)

STAGE 1 STAGE 2 STAGE 3 STAGE 4
Aug/Sept 24 2,9,16 Oct 24 Jan/Feb 25 Apr 25
* ' (evenings) ' (half day) .
Ground-Up Co-
Solutioning

Bootstrap
Conversations

Formed
Communities
Drive Actionable
Change

Panelist and participants co-
discussion of real-life case
scenarios in 3 key vertical
sectors

* Al x Healthcare

* Al x Education

+  AlxFinance
1x session per sector
Participants receive primer
resource packages specific
to the sector and case
scenario
Panelists present expert
knowledge and experience of
real-life scenarios
Participants offer ground
opinions through interactive
polling & Q&A
Post-session resource
packages to be released to
participants
Problem statements curated
post Stage 2

Co-solutioning
between participants
and industry partners
to solve case
scenarios discussed
in Stage 2

Via unconference
style, participants and
industry partners
unpack problem
statements together
and pitch solutions
that can solve the
real-world case
scenarios

Selected pitched
solutions become a
project that will be
worked on in Stage 4

Interest-Gathering

Participants sign up
to be part of project
communities led by a
project champion
Communities engage
in co-solutioning with
industry partner and
other knowledge
experts to develop
solution prototypes
for real-world
implementation

= Content released on
social media building

on premise of theme
“Trustin an Al-
Supercharged World”

JF MEDICINE




{1 CATALYST

TRUST IN AN

AI-SUPERCHARGED WOIRLD

Bootstrap Conversations: Al x Healthcare

Moderator:

/;

<»

Dr Jonty Heaversedge

Clinical Director

Population Health Office
National Healthcare

Group

Date & Time:
8 Jan 2025,

6 pm-9pm
Organising Partners

SHGASORE UNIVERSITY:
TECHMGLOGY.AND DE:

LEE KONG CHIAN SCHOOL OF MEDICINE

=Enlﬂli'llf|§|g~ AldGood.asia R e,

Panellists:

Dr Goh Wen Bin Wilson Dr Ng Yih Yng Ai Ling Sim-Devadas

Chief Data Scientist Director Deputy Director
Centre of Al in Medicine Digitaland Smart Health ~ Office of Patient
Nanyang Technological Office Engagement

University Ng Teng Fong Centre Lee Kong Chian
for Healthcare School of Medicine
Innovation

Venue:
National Library Building,
L5 Possibility &

Imagination Room
Supporting Partner

Centre of Al in Medicine
W7 UNVERSITY

2 SINGAPORE




Key Takeaways

Health and medical data is highly multi-
dimensional. Its use for analytics and modelling is
fraught with ethical, security and technological
concerns

Trusted research environments (TREs) are the
mainstay for now. These enforce regulatory,
physical and cyber security standards. Benefit to
both contributors and users by means of data
reuse and sharing. But slow..

Alternatives to TREs may arrive in the near
future. Using Al and automation to embed
governance and safety while providing more
relaxed access

Multi-stakeholder engagement and with public
can help inform on policies. Are we needlessly
strict? What does the patients and public want?
Do they want to be more actively engaged?

LEE KONG CHIAN SCHOOL OF MEDICINE

Q JMIR Publications 2‘:

Advancing Digital Health & Open Science

A IMIRAI

Articles ~ l

‘ ¥ Journal Information»  Browse Journal v

Published on 7.3.2024 in Vol 3 (2024)
X Preprints (earlier versions) of this paper are available at https:/preprints.jmir.org/preprint/50525, first published July 05, 2023.

g
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Risk Perception, Acceptance, and Trust of Using Al
in Gastroenterology Practice in the Asia-Pacific
Region: Web-Based Survey Study

Wilson WB Goh 1:2.3 @; Kendrick YA Chia 1:23

; Max FK Cheung ' ©; Kalya M Kee 4 @;

May O Lwin 4 @; Peter J Schulz -4 ®; Minhu Chen 5 @; Kaichun Wu ¢ ©; Simon SM Ng 7
Rashid Lui 8 @; Tiing Leong Ang ® @; Khay Guan Yeoh 1011 &; Han-mo Chiu 1213 ®;
Deng-chyang Wu 4 @; Joseph JY Sung !
Article Authors Cited by Tweetations (8) Metrics

Abstract

* Abstract

« Introduction Background:

« Methods The use of artificial intellig (Al) can rev ize health care, but this raises risk concerns. It is

« Results therefore crucial to understand how clinicians trust and accept Al technology. Gastroenterology, by
its nature of being an image-based and intervention-heavy specialty, is an area where Al-assisted

+ Discussion

* References

diagnosis and management can be applied extensively.
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