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Figure 1

group. Applying the operation to the first encrypted data and the second encrypted data to
obtain a fourth element in the second cyclic group, wherein the fourth element is equal to the
first element when the first data value is equal to the second data value.
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METHOD FOR MATCHING PROBABILISTIC ENCRYPTED DATA

- FIELD OF THE INVENTION

[0001] The present invention relates to a new method for matching probabilistic

encrypted data.
BACKGROUND

[0002] Typically in Information Technology (IT) outsourcing, a user may delegate the
data storage and query processing functions to an un-trusted third-party server. This gives rise
to the need to safeguard and ensure the privacy of the database as well as the user queries

being sent to the database.

[0003] A method of preserving data privacy is by applying a deterministic encryption
scheme to the data record values before storing them in the un-trusted servers. Therefore the
- un-trusted servers only see the encrypted data record values and never see the actual data
record values. However, this method of preserving data privacy is not secure. For example, it

allows other parties to deduce whether two data record values are the same.

[0004] Concerns over data control and protection may be mitigated if a probabilistic
encryption scheme is applied to the data record values before they are stored in the un-trusted
servers. In doing so, multiple encryptions of one data record value can produce different
encrypted values. However, the obvious challenge would then bé how to match probabilistic

encryption data when that very one data record can produce different encrypted values?

[0005] The obj ect of the invention is thus to overcome the above problems and provide

a new method for matching probabilistic encryption data.

SUMMARY OF INVENTION

[0006] According to a first aspect of the invention, a method for determining whether a
first encrypted data of a first data value is equal to a second encrypted data of a second data
value is described, the method comprising the steps of composing a first cyclic group, the first
cyclic group comprising a plurality of elements; and composing a second cyclic group, the

1
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second cyclic group comprising a plurality of elements including a first element. The method
further comprises the step of applying a mathematical operation to the first cyclic group to
map elements of the first cyclic gfoup to one of the elements in the second cyclic group. The
method further comprises the steps of randomly selecting a second element from the first
cyclic group; and producing the first encrypted data by mapping the second element and the
~ first data value into one or more elements of the first cyclic group. The method further
comprises the steps of randomly selecting a third element from the first cyclic group; and
producing the second encrypted data by mapping the third element and the second data value
into one or more elements of the first cyclic group. The method further comprises the step of
performing a test condition by applying the mathematical operation to the first encrypted data
and the second encrypted data to obtain a fourth element in the second cyclic group, wherein

the fourth element is equal to the first element when the first data value is equal to the second

data value.

- {0007] Preferably, the method further comprises the steps of randomly selecting
integers to form a secret key; and generating a token, the token being a function of the secret
key. Wherein the step of producing the first encrypted data comprises the step of mapping the
second element, the first data value and the secret key into one or more elements of the first
cyclic group. Wherein the step of producing the second encrypted data comprises the step of
mapping the third element, the second data value and the secret key into one or more elements
of the first cyclic group. Wherein the step of performing a test condition comprises the step of

applying the mathematical operation to the first encrypted data, the second encrypted data and
the token.

[0008] Preferably, the mathematical operation is a bilinear mapping Qperation.
[0009] Preferably, the first element is an identity element of the second cyclic group.
[0010] According to a second aspect of the invention, a method for determining which

probabilistically encrypted values in a first set is equal to the probabilistically ehcrypted values
in a second set is described, the method comprising the steps of extracting a first data value
from the first set; and_extracﬁng a second data value from the second set. The method further
comprises the step of determining whether a first encrypted data of the first da‘ta value is equal

to a second encrypted data of the second data value by using the method as described in the

first aspect of the invention.
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[0011] According to a third aspect of the invention, a method for determining which
probabilistically encrypted values in a first table is equal to the probabilistically encrypted
values in a second table is described, the method comprising the steps of extracting a first
record from the first table, the first record having a first attribute with a first data value; and
extracting a second record from the second table, the second record having a second attribute
with a second data value. The method further comprises the step of determining whether a first
encrypted data of the first data value is equal to a second encrypted data of the second data

value by using the method as described in the first aspect of the invention.

[0012] According to a fourth aspect of the invention, a system for determining whether
a first encrypted data of a first data value is equal to a second encrypted data of a second data
value is described, the system comprising a client machine. The client machine is configured
to compose a first cyclic group, the first cyclic group comprising a plurality of elements; and
compose a second cyclic group, the second cyclic group comprising a plurality of elements
including a first element. The client machine is further configured to apply a mathematical
operation to the first cyclic group to map elements of the first cyclic group to one of the
elements in the second cyclic group; randomly select a second element from the first cyclic
group; and produce the first encrypted data by mapping the second element and the first data
value into one or more elements of the first cyclic group. The client machine is further
configured to randomly select a third element from the first cyclic group; and produce the
second encrypted data by mapping the third element and the second data value into one or
more elements of the first cyclic group. The system further comprises a server, the server
configured to receive the first encrypted data and the second encrypted data from the client
machine; and perform a test condition by applying the mathematical operation to the first
~encrypted data and the second encrypted data to obtain a fourth element in the _second. cyclic

group, wherein the fourth element is equal to the first element when the first data value is

equal to the second data value.

[0013] Preferably, the client machine is further configured to randomly select integers
to form a secret key; and generate a token, the token being a function of the secret key; The
client machine is further conﬁgﬁred to produce the first encrypted data by mapping the second
element, the first data value and the secrét key into one or more elements of the first cyclic
group; and produce the second encrypted data by mapping the third element, the second data

value and the secret key into one or more elements of the first cyclic group.

3
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[0014] Preferably, the server is further configured to receive the token from the client
machine; and apply the mathematical operation to the first encrypted data, the second
encrypted data and the token to obtain a fourth element in the second cyclic group, wherein the

fourth element is equal to the first element when the first data value is equal to the second data

value.

{0015] Preferably, the mathematical operation is a bilinear mapping operation.

[0016] Preferably, the first element is an identity element of the second cyclic group.
[0017] The invention will now be described in detail with reference to the

accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The accompanying figures illustrate disclosed embodiment(s) and serve to
explain principles of the disclosed embodiment(s). It is to be understood, however, that these

drawings are presented for purposes of illustration only, and not for defining limits of the

~ application.

[0019] Figure 1 is a flow chart that depicts a method for determining whether two

probabilistically encrypted values are equal in accordance with a preferred embodiment of the

invention.

[0020] ‘.'Figure 2 is a flow chart that depicts a method for determining which
probabilistically encrypted values in a first set of values match with the probabilistically

encrypted values in a second set of values in accordance with a preferred embodiment of the

invention.

[0021] Figure 3 is a flow chart that depicts a equijoin method to discover pairs of
records from two-tables, whose attribute value in a record in the first table matches with an

attribute value in a record in the second table.

[0022] Figure 4 depicts a system for implementing the method in accordance with a

preferred embodiment of the invention.
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[0023] Exemplary, non-limiting embodiments of the present application will now be

described with references to the above-mentioned figures.
DETAILED DESCRIPTION

[0024] Figure 1 shows a method for determining whether two probabilistically

encrypted values are equal. '

[0025] Referring to step 101 in figure 1, two cyclic groups G and Gt with bilinear
“mapping e: G x G — Gr are composed. G is the first cyclic group and Gris the second cyclic

group. The bilinear mapping operation is applied to the first cyclic group G, so as to map

elements of the first cyclic group G to one of the elements in the second cyclic group Gr. The

group structure G has prime order p. The group structure G has a plurality of elements, among
. which is a generator g;. As g) is the generator, therefore G = {gi, gl g’ .., gfand gif =1,
where 1 is the identity element of G. The group structure Gt also has a plurality of elements

and 1 is also the identity element of Gr. For any integers a and b, e(g;?, glb) =e(gy, gl)ab.

[0026] - In step 102, a client machine chooses random integers o, 6; and o5 in the range
[1..p] and computes g, = g,°, where g, is an element of G. g, is ‘used to give a safeguarded
form of secret value ¢ to the server. The server needs g to compute the test condition. The

server cannot get the actual value of ¢ without doing a discrete log operation, which is a hard

computatiOnél problem.

[0027] ~ In step 103, the client machine stores o, o1 and o as a secret key, and releases

P, g1 and g; to the un-trusted server as a public key.

[0028] In step 104, the client machine randomly selects integers A, Az, xa andvTA in
the range [1...p], and randomly selects element x from the first cyclic group G. The client

machine adds xa and ta to the secret key.

[0029] - In step 105, for a first data value u, the client machine uses the secret key to
generate encrypted data A having eight components i.e. A = (Ay, Ay, As, A4, As, As, Az, Ag),

’ A MtA; ' A%
where A; = xM, 4; = gy, Az = xortor. 921+ 2, Ay = x, As = x°, Ag = x9%4, A; = 97 ,
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Ag = e(x,x)°"™°2_ One skilled in the art will appreciate that encrypted data A does not

necessarily need eight components and the eight components described here is used as an

illustration for the preferred embodiment.

[0030] In step 106, the client machine randomly selects integers p;, po, kg and T in the

range [1...p], and randomly selects element y from the first cyélic group G. The client

machine adds kg and tp to the secret key.

[0031] * In step 107, for a second data value v, the client machine uses the secret key to

generate encrypted data B having eight components i.e. B = (Bj, By, B3, Bs, Bs, B¢, By, Bs),

Myt

where Bl =y'u19 BZ :9525 B3 =y0‘1><17+0'2.gz > B4=y> BS =yo-7 B6=yo-/KBa B7 =

g’;lXTB ,Bg = e(y,)°7"2, One skilled in the art will appreciate that encrypted data B does

not necessarily need eight components and the eight components described here is used as an

illustration for the preferred embodiment.

[0032] In step 108, the client machine then deposits encrypted data A and encrypted

data B in un-trusted server.

[0033] » To test whether first data value # and second data value v are equal, in step 109,
the client machine generates a token 745 = (x5 /T4, —ka/T5), and sends token 745 to the un-
trusted server. The token is a function of the secret key (as the secret key comprises of

K4, KB’ Y TB).

[0034] In step 110, the un-trusted server then applies bilinear mappings to components
of encrypted data A and encrypted data B to result in the test condition
e(43B31A4B,)
AgByLe(AyBrLg,)e(Ay,B B "A)e(B,*ATB Ag)-e(A, By AsBs)

= 1 to determine whether first

data value u and second = data value v are equal.
e(Ag'Bé—l,A,;'B,;_)
— — xp/t —Kkp/t -
ABIBB 1'6(141'31 1,g2)-e(A7,BGB A)'e(B7 4 BJA6).e(A2.B2 1,A5'Bs)

1s an element in Gt and 1 is the

identity element of G1. The test condition involves applying bilinear mappings to components

of encrypted data A, components of encrypted data B, token 74zand go.
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e(A3'B3",A4°By)

0035 If - =1, then
[ . Ae‘Ba_l'e(A1'31_1.92)'3('47;36’;{3/%)'9(37 KA/TBvAs)'e(Az'Bz—llAs'Bs)
first data value u and second data value v are equal.

[0036] The components of the denominator of the test condition works out to be:-

AB . Bs_l — e(x’ x)Glxu+°z_ e(y’ y)—olxv—cz

e(4,-Bi',g2) = e(x)‘l -(y*)™h .92) = e(xh 'y_'ul'gz) = e(gz,x}‘l : y—#l)
= e(gy ") - e(g2,y ™) = e(gz, )" - (g2, ¥) ™

e (A7,BgB/TA) = e(giqu’ (yG‘/KB)KB/TA) = e(gihxu'yd/m) — e(gl’y)/‘LlXTAXO‘/TA
| = e(gL )" 7 = e(gf, )™ = e(ga )™

e (B;KA/TB’Aé) = e((gfleg)—KA/TB’xO'/KA) — e(gl_ﬂlxm'xa//qq) — e(gl’ x)—ylxxAxg-/KA

= e(g,x) 77 = e(g7,%) "1 = e(ga, X) ™

_ ) - o ’_
e(A, By, As " Bs) = e(giLZ -glﬂz,x"-y"') =e (912 h,(xy)”) = e(gl,xy)(/lz )
= (g9, xy) 7 = e(gp, xy) 272 = e(gy, )2 H2 - €(ga, y) 2 TH

[0037]" Therefore, the denominator of the test condition works out to be:-

e(x, )Tz - e(y,y) OV 02 - g(g,, X)M - e(ga, ) M - (g ¥)M - e(ga, X) TH
-e(ga, X)* 2 - e(gy, y) e

= e(x, X)W - ¢y, y) OV s e gy, )M - e (g, y) Hat MR
= e(x,x)°1*U*%2 . o(y,y) 1V Oz . e(gq, %)M+ 2 HHs . e(gq, y) ittt

[0038] The numerator of the test condition works out to be:-

e(4s - B3~1,A4 -B,) = e(xclxu+cz _g;~1+7»z . yTO1XV=02 ,gz‘l‘f/’z’x ; }1)

=e (xcrlxuﬂsz . y—clxv—cz . 921”‘2—/‘1_/‘2'36 ‘y

- — Ao —u, —u
= @(xC1XUF02 . =0T "z,x'y)'e(gzl 27 Hy Z,X'y) .
- - _ _ AqtHAy—u, —u :
= e(xO1XUt02 x) . o(y OV 02 x) . e(x01XU+02 5} . o(y~O1XV0z y) . ¢ (921 2 TH _y)

= e(x’ x)crlxu+csz . e(y, x)—clxv—cz . e(x’ y)clxu\+02 R e(y' y)—clxv—cyz e (g;1+)»z—ﬂ1’“/12’x)

AHhp—pt, —
e(gy " y) |
=e(x, x)clxu+cz ~e(x,y) o1V 0z - e(x, y)G1Xu+Gz -e(y, ) ~O1Xv0z . e(gz,x)"l“‘f/ﬁ‘#z
. e(gz’y))\.l“'}\.z—‘ul—-luz .
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= e(x, x)°1XU+o2 . o(x, y)cn(u—v) -e(y, y)—cl'XV—cz . E(gz,x))‘l“*rl‘l‘ﬂz ] e(gz,y)7‘1+"2‘#1‘#z

[0039] Therefore, the test condition works out to be:-

e (x’x)clxu+o‘2 _e(x’y)cl(u—v)_e(y'y) —01 XV—03 ,e(gz'x)k1+kz —Hy—Hy _e(gz'y)ll+lz'—/.11—,u2
e(x,x)01%XU+02.¢(y,3)~01XV—02 .e(gz,x)7~1+12 —Hy1—Hy -e(gz,y)'11+'12_'”1_”2

=g (x, y)o'l(u“v) R

[0040] When first data value « and second data value v are equal, e(x,y)°*®&¥) =
e(x,y)°1® = e(x,y)® =1, where 1 is the identity element of Gry. Therefore, if test
e(Ag'Bé-.l,A4'B4_)

condition ey "z
Ag'BgY-e(A1'ByL,g2)e(A7,B.B " A)e(B, "A"B As)-e(A,'B7 A5 Bs)

=1 holds, un-

trusted server determines that first data value u is equal to second data value v.

[0041] This encryption method is advantageous as it is probabilistic. This is because
integers A and A, as well as element x are randomly selected each time first data value u is’

encrypted, and integers p; and p, as well as element y are randomly selected each time second
data value v is encrypted. Therefore, for data value u or v,- encfypted at different times, the
encrypted data A and B will be different. Despite the fact that every encryption of first data
value u# and second data value v will generate different encrypted data A and B, the test
e(A3B31,44'By)

condition Py "z
AB.BB l.e(Al'Bl_llgz)'e(A7ﬂB6B A)'e(B7 4 BlAG)'e(AZ.BZ 1'A5'BS)

=1 will always

determine correctly whether first data value u is equal to second data value v. This is due to the
specific structure of the test condition, encrypted data A and B and token 7,5, which results in

the condition e(x,y)°1® ) =1, so that integer o, clement x and element y will be

neutralized when first data value u is equal to second data value v.

[0042] Another advantage of the encryption method is that the un-trusted server can

perform the test condition only after receiving token 74 ;; from the client machine.

[0043] Figure 2 shows a method for determining which probabilistically encrypted »
values in a first set of values U = {uy,u,, -*-, u,, }, match with the probabilistically encrypted

values in a second set of values V = {vy, vy, -+, v, }-

[0044] Referring to step 201 in figure 2, two cyclic groups G and Gr with bilinear

mapping e: G x G — Gt are composed. G is the first cyclic group and Gris the second cyclic

8
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group. The bilinear mapping operation is applied to the first cyclic group G, so‘ as to map
elements of the first cyclic group G to one of the elements in the second cyclic group Gr. The
group structure G has prime order p. The group structure G haé a plurality of elements, among
which is a generator g;. As g is the generator, therefore G, = {g), g.’, g/’ , g’} and g =1,
Where 1 is the identity element of G. The group structure Gy also has a plurality of elements

and 1 is also the identity element of Gr. For any integers a and b, e(g;", g1”) = e(g1, gl)ab.

[0045] In step 202, a client machine chooses random integers 6, o1 and o2 in the range
[1...p] and computes g, = g;°, where g, is an element of G. g is used to give a saferguarded
form of secret value o to the server. The server needs g; to compute the test condition. The

server cannot get the actual value of ¢ without doing a discrete log operation, which is a hard

computational problem.

[0046] In step 203, the client machine stores o, o) and o as a secret key, and releases

p, g1 and g; to the un-trusted server as a public key.

[0047] In step 204, for the first set of values U = {uy, u,, -+, U}, the client machine

randomly selects integers K and T in the range [1...p]. The client machine adds x and ta to

the secret key.

[0048] In step 205, for every value u; of U, the client machine randomly selects

integers Aij and A2 in the range [1...p], and randomly selects element x; from the first cyclic

group G.

[0049] In step 206, for every value u; of U, the client machine generates encrypted data

Mg
i H

— Aiz -
A= (A1, A2 43, A14, Ais, Aie A7, Aig) » where A = X Aiz=9," , Aiz=
o1 XUj+0C2 . li,1+7~i,2
i 9,

li'1x'CA

— — 2O — +O/xa —
> Ai,4 =X , Ai,S =X Ai,6 - xi . Ai,7 - 91 K

Aig = e(x;, %) ™2, One skilled in the art will appreciate that encrypted data A; does not
necessarily need eight components and the eight components described here is used as an

illustration for the preferred embodiment.

- [0050] In step 207, for the second set of values V = {vy,v,, -, v,}, the client machine

randomly selects integers kg and tgin the range [1...p]. The client machine adds xg and g to

the secret key.
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[0051] In step 208, for every value vjof V, the client machine randomly selects integers

w1 and p in the range [1...p], and randomly selects element y; from the first cyclic group G.

[0052] In step 209, for every value v;of V, the client machine generates encrypted datd

- — Pt — iz -
B] = (Bj,l'Bj,ZlBj,3'Bj,4-'Bj,5'Bj,GlBj,7'Bi,8) 5 Where B."l—y] , Bj,Z —g1 R Bj,3 =

a1XVj+0, _7 HiatH, o/xp Hj1XTB

y] 2 D B],4:y] 5 Bj,5:y]p—‘> Bj,6:y] > Bj,7:g1 s
Bjg = e(yj,yj)clxvfrcz. One skilled in the art will appreciate that encrypted data Bj does not

necessarily need eight components and the eight components described here is used as an

illustration for the preferred embodiment.

[0053] In step 210, the client machine then deposits encrypted data A; for U and

encrypted data B; for Vin the un-trusted server.

- [0054] To test whether u; of U and vj of V are equal, in step 211, the client machine .
generates a token 7,5 = (x5/T4, —ka/75), and sends token 745 to the un-trusted server. The

token is a function of the secret key (as the secret key comprises of &y, &5, T4, Tg)-

[0055] In step 212, the un-trusted server then applies bilinear mappings to components
of encrypted data A; and encrypted data B; to result in the test condition
-1 ’
e(4i3Bj3.A14B)4)
Ai'B-Bj_Ig'-'e(Aill-Bj_lll,gz)-e(Ail7,Bj’,ig/TA)-e(B]'._',’;A/TB,Ai,G)-e(Ai’Z-Bj_,zl,AiIS-Bj‘s)

=1, for every u; of U and v;

of v, to determine - whether Uj of U matches \% of V.

: -1
E(A i,3Bj3.414B j.4) ,
1 [, a1 = =)
Aig'Bjg 'e(Ai,1'B 109 2)'6(Ai,7,3;2/”‘)'€(3 j,;A "B A6y e(A;nB 24158 5)

is an element in Gt and 1 is

the identity element of Gy. The test condition involves applying bilinear mappings to
components of encrypted data A;, components of encrypted data Bj, token 74zand g,.
e(Ay3 B)—?:l ApaB j,4)

[0056] If — — — — - =1, then y;
Aig'Bjg 'B(Ai,rB i ,gz)'E(Ai,%B;Z/TA)'e(B j,;A/tBlAi,6)'e(Ai,2'B j,?il AisBjs) ’

matches v;.

[0057] The components of the denominator of the test condition works out to be:-

10
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Aig " Big = e(x;, x;) T M0 - ey, y;) TV

(o 02) = e (15 (077) ) = (3 ) = e (om )

=e(g21") e (929, ") = e(ga, 2 g, y) ™%

(Ai,7'B;%/TA) —e (gimxml (ijT/KB)KB/rA) —e (givmx'fA,ij'/‘fA) — e(gl,yj)killxrAxc/tA
= e(g1, ¥ = e(g7, ¥ = e(g2, yph

e (B;;A/IB,Aiﬁ) =e ((g:j'IXTB)—KA/TB' x;’/KA) = e (gl_uj'1XKA, xf;/KA)

l
= €(gs, %) I = e(gy, 1) M = e(gf, %) ™ = e(gp,x) M

- A —H;j Aiz—H; o
B(Ai,Z ‘ Bj,21iAi,5 ) Bj,S) =e (gil’Z 94 J,Z)xiO'_ yjo-) =e (gllz ]'2; (xlyj) )
- Aiz—Hi, )0
= 9(91,xi)’j)( 152)

Aio—11: Aio— 11+
= e(g7, xy;))"* 12 = e(gy, xiyy) 12
Aio—11s Qi =11
= e(g2, %) 792 - e(ga, yy) 92

[0058] Therefore, the denominator of the test condition works out to be
(i, X) U ey, )" - e(gy, k)M

e(92y;) " e(92,7;) " €(ga, %) 1. e(ga, %) 72 - e(gq, yi) 2 Hiz
— e(xi' xi)clxuiﬂsz ) e(}’j, yj)—-clxvj—cz . e(gz’xi)ki,1“llj_1+7»i,z—l.lj,2 ) 'e (gz'yj)—uj’1+7»i,1+k,~,2—pj.2
— e(xi‘ xi)o1xui+o'2 . e(yj'yj)—o'lxvj—cz . e(gz, xi))vi,1+7~i,z—llj,1_l-lj,z . e(gz'yj)xi,l“')\-i,z_llj_l_l-lj_z

[0059] The numerator of the test condition works out to be:-

B -1 - 1 XU;+06; Aiathiz  —O1XVj—02 THiaTH2
e(Ai,3-' B; Aia Bj,4) =e (xi g, Y "9, » Xi- Yj
_ o1Xuptoy . —C1XVj—0y  Mathiz=Hj M, ‘
=e\x; " Ty, g, s Xi-Yj

’ A
G4 XUi+G —01XVj—03 i,1+7~i,2“‘llj,1"/’j,2
_—_e(xi1 t Z-yj 1 ,xl-.y]-)-e(g2 , VX Yj
_ o1 XU;j+03 . —01XV;—0Cy . o1XU;+03 . —061XVj=0z
= e(x] %, x;) e(yj %) (a0 ) ey %))
A'i,1+7\'i,2_luj 1_/1]' 2 ‘ .
(gz » Xie yj)

_ YU+ . ~0'1X17j—o‘2 . O'lxui+0'2 ]
= e(x;, ;) oMoz < ey, x;) e(xwy;)

. \TOLXV 0, /1i,1+3i,2—#j,1—/1j,2 ﬂi,1+’1i.2_/1j,1_l“j,2
e(}’j;yj) o .e(gz W Xi)relY, ' Yj

— e(xi’xi)o'lxuﬁcz . e(xi’yj)—clxvj—cz . E(xi,yj)clxui+62 . e()’j; yj)ﬁclxvjfcz .

Mathiz=s5 =4, Mtz s, K
e(ga, x) " AT Rz e (g, )T T i T

11
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= e, XU - (ay, Y)Y - ey, ) TN - (g x) A
(g, yp) e
[0060] Therefore, the test condition works out to be:-

e(xi' xi)<51><ui+0'2 . e(xi' yj)Gl(ui"Vj) . e(yj: yj)—0‘1><vj—0'z . e(gz' xi)ki'1+ki'2_#j'1_#i'2 . e(gz, yj))\.i,1+ki'2—pj':

e (x;, x)PU*02 « e (y;,y)) OO « (g, %) AT T 2 - o(g,, yy) tin AR AT 2

= e(x;, y) "4

[0061] When u; is equal to v;, then e(x;, yj)"l(”i""f) = e(xi,yj)o =1, where 1 is the
identity element of Gr. Therefore, if test condition

-1
e(A;3Bj3.414°B)4)
) —1 - -1
Ai,a'Bj,B 'e(Ai,l'Bj,l ,gz)-e(Ai‘7,B;g/tA)-e(Bj’;A/TB,Ai,6)-e(Ai‘2'Bj’2 'Ai,S'B]',S)

=1 holds, un-trusted server

will determine that u; matches vj.

[0062] This encryption method is advantageous as it is probabilistic. This is because

integers A;; and A;, as well as element x; are randomly selected each time u; is encrypted, and

integers ;1 and pj, as well as element y; are randomly selected each time v; is encrypted.

Therefore, for »; and v;, encrypted at different times, the encrypted data A; and B; will be

different. Despite the fact that every encryption of u; and v; will result in different encrypted

data A and | B; the test condition
| | 6(1‘11',3'131_,3?L AiaBjs)

' =1 will always determine
—1 = = =1 v
Ai,BTBj,B 'e(Ai,l'Bj,l ,gz)-e(Ai,7,Bj'.ig/rA)-e(le—';A/TB,Ai,6)-e(Ai,2'lez ‘Ai,SIB]‘,S)

correcﬂy whether ; is equal to v;. This is due to the specific structure of the test condition,
encrypted data A; and B; and token 7,5, which results in the condition e(a&i, yj)"l(ui“"i) =1,

so that integer o, element x; and element y; will be neutralized when u; is equal to v.

[0063] Another advantage of the encryption method is that the un-trusted server can
perform the test condition only after receiving token 7,5 from the client machine. Further still,
token 745 can only be used for discovering matching values across U and V specifically, and

cannot be used for other sets of values. .

[0064] Figure 3 shows a method for performing an equality join (or equijoin) on two

tables. An equijoin is one of the most common operations in a relational Database

12
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Management System. An equijoin on two tables is able to determine if an attribute.in a record
in the first table is-equal in value to an attribute in a record in the second table. Assume first
table R = {ry,13,-*, T} and second table S = {s4,5,,,5,}. Each record in R (r;) has
attribute u with attribute value r;. u. Each record in S (s;) has attribute v with attribute value
sj.v. The equijoin method involves discovering pairs of R and S records, whose attribute value

u in a record in R matches with attribute value vin a rec_ord in S.

[0065] Referring to step 301 in figure 3, two cyclic groups G and Gp with bilinear
mapping e: G x G — Gr are composed. G is the first cyclic group and Gris the second cyclic
group. The bilinear mapping operation is applied to the first cyclic group G, so as to map
elements of the first cyclic group G to one of the elements in the second cyclic group Gr. The
group structure G has prime order p. The group structure G has a plurality of elements, among
which is a generator g;. As g is the generator, therefore G.I ={g1, glz, g13 ,....g’rand g’ =1,
where 1 is the identity element of G. The group structure Gr also has a plurality of elements

- and 1 is also the identity element of Gr. For any natural numbers a and b, e(g”, %) = e(gy,
b v
g

[0066] In step 302, a client machine chooses random integers ¢, 6; and o, in the range
[1...p] and computes g, = g1°, where g, is an element of G. g, is used to give a safeguarded
form of secret value o to the server. The server needs g to compute the test condition. The

server cannot get the actual value of ¢ without doing a discrete log operation, which is a hard

computational problem.

[0067] In step 303, the client machine stores ¢, oy and o, as a secret key, and releases p,

g and g, to the un-trusted server as a public key.

[0068] In step 304, for the first table of records R = {ry, 13, -+, i, }, the client machine

randomly selects integers ka and ta in the fange [1...p]. The client machine adds ks and ta to

the secret key.
[0069] In step 305, for attribute value r;.u in each record 7; of R, the client machine

randomly selects integers A;; and A; in the range [1...p], and randomly selects element x; from

the first cyclic group G.

13
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[0070] In step 306, for attribute value 7;.u in each record r; of R, the client machine

: N
generates encrypted data A; = (A;1,4:2 413, Ai4. Ais Aie Ai7, Aig) , Where Ay = x M

i

P y A1+A
Ai,Z = g11.2 > Ai,3 = xflxrl wrez gzlll v > Ai,4- =X, Ai,S = xf: Ai,6 = iO-/KA > Ai,7 =
A . o : .
gl"lxm, Aig = e(x;, %)V 2. One skilled in the art will appreciate that encrypted data A;

does not necessarily need eight components and the eight components described here is used

as an illustration for the preferred embodiment.

[0071] In step 307, for the second table of records S = {s;,5z,*+,8,}, the client

machine randomly selects integers kg and 1p in the range [1...p]. The client machine adds «p

and tp to the secret key.

[0072] In step 308, for attribute value s;.v in each record s; of S, the client machine

randomly selects integers p;; and ;» in the range [1...p], and randomly selects element y; from

the first cyclic group G.

[0073] In step 309, for attribute value s;.v in each record s; of S, the client machine

generates encrypted data B; = (lel,lez,B]-B,BM, Bj,s,Bj,G,BJ-J,Bj,B) , where B;; = Y; o

. 'lujlz . 0‘1>(Sj.'l7+02 ,uj,1+ﬂj,2 _ O _ o‘/KB _
Bj,Z_gl > Bj,3_yj 'gz 5> - BjA-_yj > Bj,S_yj ’Bj,6—yj 5 Bj,7_

/1]-’1X‘EB

94 D Bj,8: e(y],_'y])

0'1XSj

92 One skilled in the art will appréciate that encrypted data B;

does not necessarily need eight components and the eight components described here is used

as an illustration for the preferred embodiment.

[0074] In step 310, the client machine then deposits the encrypted data A; for each

record 7; of R and encrypted data B; for each record s; of S in the un-trusted server.

[0075] To perform an equijoin of R and S on their attributes » and v, in step 311, the
client machine generates a token 7,5 = (x5/74, —k4/T5), and sends token 75 to the un-
trusted server. The token is a function of the secret key (as the secret key comprises of

Ka, KB,TA,TB).

[0076] In sté'p'312, the un-trusted server then applies bilinear mappings to components

of encrypted data A; and encrypted data B; to result in the test condition

14
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e (Ai,3 3;31 AjaB j,4)

1 -1 —Ka/t —1
Ai,B'Bj,B 'e(Ai,l'Bj,l ,gz)‘e(Ai'7,B}ig/rA)'e(Bj'-'7(A/ B'Ai,G)'e(Ai,Z'Bj,Z 'Ai,S'Bj,S)

=1 for each record r; of R

and each record s; of S, to determine whether attribute value 7;. u matches attribute value s;. v.

-1
e(A;3Bj3 A4 Bja)
-1 -1 nT . -1
Ai,B'Bj,B 'e(Ai,l'Bj,l ,gz)-e(AiJ,B]'.(’g/tA)-e(Bj’-'/(A/TB,Ai’6)-e(Ai,2'Bj'2 ’Ai,S'Bj,S)

is an element in Gr and 1 is

the identity element of Gr. The test condition involves applying bilinear mappings to the

components of encrypted data A;, the components of encrypted data By, token z4pand 2.

-1
: e A'3'B' ,A'4'B-‘
[0077] If e—— - ( /3'3 " _;Asz — =1,
AigBjg 'E(Ai,1'3j,1 .gz)-e(Au,Bj"g A)e(Bj 7" " Aie)re(Aiz B2 AisBjs)

then attribute value 7;. u matches attribute value s;. v.

[0078] The components of the denominator of the test condition works out to be:-

 Aig - Big = e(x;, x;) M0z - ey, y;) OV

172,00 = (1 (7)) =02y 1) = (g5 =

e (92r x? “) e (gz'yj_#"'l) = (g x)M* - e(gp, y)) 12

e (4, B;BG/ ) = e (g™, eyela) = e (g3, v ) = e(gy, yyyhaxaxolia =

e(gy, y)M*° = e(gs, yDMr = e(gy, yj)Mn

1 1 Lt

— i -
e (Bj,;A/TB,Ai,G) = e( g/‘h TB)—-KA/TB’x;T/KA) e (g Hj1XKA x?'/KA) _
e(gl,xi)‘#j.lxmxc/m — e(gl'xi)wj,lxa _ e(gf, X)) M = e(gy, x)

Ai2 " Bj; iz o H Ai2=Hj, o
e(diz" Bjd Ais Bys) = e (91 A }’1'6) =e (91 © 7, (xay) )
' Aiz—H;, )0
= egaxiy) 2
Aty _ e
= e(g7, xy)) 72 = e(gz, x3)) 10"
= e(ga, %) 122 - e(gy, y;) 2 Mz

[0079] Therefore, the denominator of the test condition works out to be:-
e(x“ xi)(71xri-u+02 . e(yj’yj)_olxsj-v_cz « e(gz' xl))\.ill .
‘—}.1- . )"l', —1. ' i2— 1 Nio—LL s
e(92,7;) 1. e(92, 7)) " (g2 1) Mt e gz, %) 2 M - e(gg, yy) 2 TH2

= e(xi:xi)61xri-u+02 . e(Yj;J’j)’Glxsj.v—cz . e(gz,xl-)ki'l_“j,ﬁ?hi,z—pj’z -
e(g2 y]')_“inlﬂ‘i.l“”i,z—uj,z
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= e(xi: xi)01xri-u+52 . e(}’j.}’j)_clxsj'v—cz . e(gz'xi);”i,1+ki,2—”j,1_“j,2 . e(gz'yj)}ti,1+7\i,z‘ﬂj_1“uj,z

[0080] The numerator of the test condition works out to be:-
O1XTy Utay | Maithiz —O1XSjVv—02 —Hij1H2
e(A 3" ]3'Al4 ]4) ( " g, Y; 9, 1 Xi- Yj
_ _ R .
_ G1XTiu+c,  ~O1X5jV—0z Aiathiz HaHa S
=e€ (xl - ] gz i yj
_ Oy XTUtCy | —G1X$jV—Cy . }"i,1+}"i,2_#j,1d—/‘j,2
= e(xl. : Y X Vi) e\ g, yXi: Yj

_ e(x01Xrlu+o-2 ) (y—clxsjv c2 ) e(xclxrlu+02 y) e(y —01XS§j.V—03 y]) .
] ’ ] ’

A'i,1+7"i,2 /'l] 1 Julz
e (gz » Xi. yj)

= ey, x,)PTEO2 - ey, x;) TOVIVTO% - e (3, ) PUTENTO2 - ey, yy) U2
) (g;i'1+xi’2—,uj,1—ﬂj,2'xi) e (g;»i,1+7»i,z“ﬂj,1—ﬂj.z,yj)
= e(x;, %;)°TIH02 - e (x;, y;) OO - e (x, yy ) OTTHHTO2 < ey, )OI YO
- e(gz'xi)li,1+7‘i-2—ﬂi,1—”i'2 ] e(gz’yj)xi,1+7»i,z“ﬂj,1_!’j.z
= ey, X)L - p(x, ;)OS ek ey y) "I e(g 2 3) AT
-e(g2Y; )7‘*'1+7~i.2‘”i.1_”i-2 |

[0081] . Therefore, the test condition works out to be:-

. o1 (rjpu—s;.v —01 XS j.V—0C: A1 HtAjo—H5 11 i1 HAf oM 1K
e (xi) T E 20 i,y NTHTENS 0ysiy )TN0 (g xi) AT T2 (g y M T2 A2

ey x) VT ey 1y ) O (g ) 1 T I gy p A AT 2
o1 (riu—s; v)
e(x;, y;)°r e

[0082] When 7;. u is equal to s;. v, e(x;, ¥;)°* %) = e(x;, ;)° = 1 where 1 is the
identity . element of Gr. Therefore, if test condition

-1

(Ai3'B',3 ,Ai4'Bj.4) )

B deld Ay, Bl B 5478 A 6y e(Ai2 Bz ArsB
AigBjg e( i1'B 1:92) e(A;7,B )-e(B; Ae)re(Ai2Bjs,4;5Bjs)

= 1 holds, un-trusted server

will determine that ;. u matches s;. v

[0083] This encryption method is advantageous as it is probabilistic. This is because
. integers Ai1 and A2 as well as element x; are randomly selected each time r;.u is encrypted,
and integers pj; and pj> as well as element y; are randomly selected each time s;.v is
“encrypted. Therefore, for r;. u or s;. v encrypted at different times, the encrypted data A; and B;

will be different. Despite the fact that every encryption of ;. u and s;. v will result in different
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encrypted data A and B;, the test condition
-1
e(Az,z'B j.3Ai4B j,4)

=1 will always determine
-1 -1 —-K T =1
Ai,B'Bj,B 'e(Ai,l'Bj,l ,gz)'e(Aij,B]’:g/tA)'e(BjI;A/tB,Ai‘6)‘e(Ai‘2'Bj’2 'Ai,S'Bj,s)

correctly whether ;. u is equal to s;. v. This is due to the specific structure of the test condition,
encrypted data A; and B; and token 745, which results in the condition e(x;, yj)"l(rbu“si”’) =

1, so that integer o, element x; and element y; will be neutralized when 7;. u is equal to s;. v.

[0084] Another advantage of the encryption method is that the un-trusted server can
perform the equijoin only after receiving token 745 from the client machine. Further still,
token 7,5 can only be used for an equijoin of table R and table S on attribute u in R and
attribute v in S. The token cannot be used to join R and S on any other attributes, nor for

joining other tables.

[0085] - Figure 4 shows a system for implementing the method in accordahce with the
- preferred embodiment and‘ shows the data exchange between client machine ‘401 and un-
trusted server 402. As shown, client machine 401 sends p, g; and g, as a public key to un-
trusted sever 402. This public key is stored in un-trusted server 402. Un-trusted server 402
requires this public key to perform the test condition. Client machine 401 does the encryption
of data and stores encrypted data A and B in un-trusted server 402. To test whether two data
values are equal, the token 745 = (k5 /t4, — K4 /1) is sent to un-tfusted server 402 so that un-
trusted server 402 can perform the test condition. If the test condition holds, un-trusted server
402 would have determined that the two -data values are equal, all the while not being privy to

the actual values of the two data values.

[0086] - It will be apparent that various other modifications and adaptations of the
application will be apparent to the person skilled in the art after reading the foregoing
disclosure without departing from the spirit and scope of the application and it is intended that

all such modifications and adaptations come within the scope of the appended claims.

[0087] In the application, unless specified otherwise, the terms "comprising",
"comprise", and grammatical variants thereof, are intended to represent "open" or "inclusive"
language such that they include recited elements but also permit inclusion of additional, non-

explicitly recited elements.
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CLAIMS

1. A method for determining whether a first encrypted data of a first data value is equal to
a second encrypted data of a second data value, the method comprising the steps of :-
composing a first cyclic group, the first cyclic group comprising a plurality of elements;
composing a second cyclic group, the second cyclic group comprising a plurality of
elements including a first element; '
applying a mathematical operation to the first cyblic group to map elements of the first
cyclic group to one of the elements in the second cyclic group;
randomly selecting a second element from the first cyclic group;
producing the first encrypted data by mapping the second element and the first data
value into one or more elements of the first cyclic group;
randomly selecting a third element from the first cyclic group;
producing the second encrypted data by mapping the third element and the second data
~ value into one or more elements of the first cyclic group; and
performing a test condition by applying the mathematical operation to the first
encrypted data and the second encrypted data to obtain a fourth element in the second cyclic

group, wherein the fourth element is equal to the first element when the first data value is

equal to the second data value.

2. The method of claim 1 further comprising the steps of randomly seleéting integers to
form a secret key; and generating a token, the token being a function of the secret key; and
wherein the step of producing the first encrypted data comprises the step of mapping
the second element, the first data value and the secret key into one or more elements of the
first cyclic group; and
wherein the step of producing the second encrypted data comprises the step of mapping
the third element, the second data value and the secret key into one or more elements of the
first cyclic group; and
~ wherein the step of performing a test condition comprises the step of applying the

mathematical operation to the first encrypted data, the second encrypted data and the token.

3. The method of claim 1 or claim 2 wherein the mathematical operation is a bilinear

mapping operation.
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4, The method of any one of the preceding claims wherein the first element is an identity
element of the second cyclic group.
5. A method for determining which probabilistically encrypted values in a first set is

equal to the probabilistically encrypted values in a second set, the method comprising the steps
of :-

extracting a first data value from the first set;

extracting a second data value from the second sét; and

determining whether a first encrypted data of the first data value is equal to a second

encrypted data of the second data value by using the method as claimed in any one of

claims 1 to 4.

6. A method for determining which probabilistically encrypted values in a first table is
equal to the probabilistically encrypted values in a second table, the method compﬁsing the
~ steps of :- |

extracting a first record from the first table, the first record having a first attribute with
a first data value;

extracting a second record from the second table, the second record having a second
attribute with a second data value; and

determining whether a first encrypted data of the first data value is equal to a second

encrypted data of the second data value by using the method as claimed in any one of

claims 1 to 4.

7. - A system for determining whether a first encrypted data of a first data value is equal to
a second encrypted data of a second data value, the system comprising :-
a client machine, the client machine configured to :-
compose a first cyclic group, the first cyclic group comprising a plurality of
elements;
compose a second cyclic group, the second cyclic group comprising a plurality
of elements including a first element;
| apply a mathematical operatidn to the first cyclic group to map elements of the
first cyclic group to one of the elements in the second cyclic group;

randomly select a second element from the first cyclic group;
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produce the first encrypted data by mapping the second element énd the first
data value into one or more elements of the first cyclic group;

‘7ra'n‘(‘iromly select a third element from the first cyclic group; and

produce the second encrypted data by mapping the third element and the second
data value into one or more elements of the first cyclic group;
and a server, the server configured to :-

receive the first encrypted data and ‘the second encrypted data from the client
machine; and A |

perform a test condition by applying the mathematical operation to the first
encrypted data and the second encrypted data to obtain a fourth element in the second

cyclic group, wherein the fourth element is equal to the first element when the first data

value is equal to the second data value.

8. The system of claim 7 wherein the client machine is further configured to :-

randomly select integers to form a secret key;

generate a token, the token being a function of the secret key;

produce the first encrypted data by mapping the second element, the first data value
and the secret key into one or more elements of the first cyclic group; and

produce the second encrypted data by mapping the third element, the second data value

and the secret key into one or more elements of the first cyclic group.

9. The system of claim 8 wherein the"server is further configured to :- -
receive the token from the client machine;
- apply the mathematical operation to the first encrypted data, the second encrypted data
and the token to obtain a fourth element in the second cyclic group, wherein the fourth element

is equal to the first element when the first data value is equal to the second data value.

10.  The system of any one of claims 7 to 9 wherein the mathematical operation is a bilinear

mapping operation.

11.  The system of any one of claims 7 to 10 wherein the first element is an identity

element of the second cyclic group.
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Compose cyclic groups G and Grwith
bilinear mappinge: Gx G — Gr

A4

Client machine chooses random
integers o, 0, and o, in the range
[1...p] and computes g2 = g1°

A

Client machine stores ¢, and o, as
a secret key, and releases p, g1 and g2
to the un-trusted server as a public
. Trov

l\\.;j

X

Client machine randomly selects
integers A, A2, ka and 14 in the range
[1...p], and randomly selects element

x from first cyclic group G

X

For a first data value u, the client
machine generates encrypted data A
= (Ah A2; AB’ A4’ A57 Aé, A7> AS)

l

Client machine randomly selects
integers i, 2, kg and tp in the range
[1...p], and randomly selects element

y from first cyclic group G

X

For a second data value v, the client
machine generates encrypted data B
= (Bl’ B27 BB) B41 B5; B6: B7) BS)

Figure 1
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Client machine deposits encrypted
data A and encrypted data Binun- | <—— 108
. trusted server

A4

Client machine generates a token
Tug = (&g /T4, —#a/1g), and sends

token %as5 to the un-trusted server .

A

Un-trusted server applies bilinear mappings to components of encrypted data
A and encrypted data B to result in the test condition

e(d; "By, A, By)
Ag- Bg'-e(Ay- B, g,)- e(4,, B ™) e(B;*4/2,4,) - e(A, - By, A5 - Bg)

7+

= 1, to determine whether first data value u and second data value v are equal

< - 110

Figure 1
(continue)
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Compose cyclic groups G and Grwith
bilinear mappinge : Gx G — Gr

< 201

X

Client machine chooses random
integers ¢, 6, and o, in the range
[1...p] and computes g2 = g1°

) 202

Client machine stores ¢,0; and c. as
a secret key, and releases p, g1 and g2
to the un-trusted server as a public
key

+«—— 203

X

For the first set of values
U = {uy,ug, ", U, }, the client
machine randomly selects integers ka
and t4 in the range [1...p]

“— 204

N

For every value u;of U, the client
machine randomly selects integers
Aipand A, in the range [1...p], and

randomly selects element x; from first
cyclic group G

+— 205

A

For every value u;of U, the client
machine generates encrypted data A;
=(Ais, Aig, Az, Aig, Aigs, Ais, Ay, Aig)

+—— 206

v’

For the second set of values
V = {wy, vy, v, }, the client machine
randomly selects intégers ks and s
in the range [1...p]

“—— 207

'
' Figure 2
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For every value vjof V, the client :
machine randomly selects integers | «——
: : 208
i, and pj»in the range [1...p], and
randomly selects element y; from
. first cyclic group G

X
For every value vjof V, the client

machine generates encrypted data B;
= (Bjxl’ Bj,2, Bj:S) Bj:4’ Bj»S’ Bj»GJ Bj:7) Bj,B)

<« 209

A

Client machine deposits encrypted
data A; for U and encrypted data B;
for V'in the un-trusted server 210

A4
Client machine generates a token
Tag = (xg/Ta, —&1/15), and sends “«— o11
token 7, to the un-trusted server

\ 4

Un-trusted server applies bilinear mappings to components of encrypted data
A; and encrypted data B; to result in the test condition

-1 [—
e (AE-,S B3, A Bj.q) 212

—1 —_ Py - o —1
Aig-Bjg 'S(Az',l 'B,f,ilfgg)' G(Az',:hB:?m)‘ 8(3)’,’;@ % Are) oA B;2,4i5° Bjs)

= 1, for every u; of U and v; of V, to determine whether u; of U matches vj of V

Figure 2
(continue)
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Compose cyclic groups G and Grwith
bilinear mappinge: GxG — Gr

X

Client machine chooses random
integers o, o, and o in the range
[1...p] and computes g2 = g1°

A

Client machine stores 6,0, and o, as
a secret key, and releases p, g1 and g2
to the un-trusted server as a public
key

X

For the first table of records
R = {ry, 75, , 7, }, the client
machine randomly selects integers xa
and 4 in the range [1...p]

X

For attribute value 7;.u in each
record 7; of R, the client machine
randomly selects integers Ai;and A
in the range [1...p], and randomly
selects element x; from first cyclic
group G

PCT/SG2014/000590

“— 301

“— 302

' 303

“— 304

<+— 305

A

For attribute value ;.1 in each
record 7; of R, the client machine

generates encrypted data Ai=(Ai;,
Aiz, Aig, Aig, Ais, Aig, Aig, Aig)

A

<« 306

For the second table of records
S = {5,,5,,",5,}, the client
machine randomly selects integers xs
and g in the range [1...p]

«— 307

@ Figure 3
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For attribute value s;.v in each
record s; of S, the client machine
randomly selects integers pj; and pj»
in the range [1...p], and randomly
selects element y; from first cyclic
group G

l

For attribute value s;.+ in each
record s; of S, the client machine
generates encrypted data B; = (Bj,

Bj,27 BJ',3’ Bj»4’ Bj,S’ Bj,6> Bj,% Bj,g)

A

PCT/SG2014/000590

<+«— 308

“«— 309

Client machine deposits the
encrypted data A for each record r;
of R and encrypted data B; for each

record s; of S in the un-trusted server

+—— 310

A

Client machine generates a token
725 = (x5/74,— %1/ 75), and sends
token 75 to the un-trusted server

A

<+«+—— 311

Un-trusted server applies bilinear mappings to components of encrypted data

A; and encrypted data B; to result in the test condition

e (Agag : B;; ;Ai,—4 ° ij&)

—1 : 7 Kp/T4 — K4/, ) -1
Ais-Bjg ‘G(Ai,i - Bj,llgg).e(Ai,'])Bj; ) e(By7" LAY ellsa- Bz, dss Bys)

=1, for every u; of U and v; of V, to determine whether r;. u of ui matches s;.% of

Vi

6/, Figu.re 3
(continue)
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