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Abstract: Singapore is the first Asian country to accedetite UNCITRAL
Convention on the Use of Electronic Communicationkternational Contracts. Singapore
is not only the first Asian nation to accede to WEECIC but also the first nation to
implement some of its provisions locally. It is skeprovisions that are the subject of this
paper. The ETA is significantly wider in scope thaie Convention, as it deals not only
with electronic contracting but also with the u$electronic communications in the public
sector, the liability of network service providensd the remote authentication procedﬁres.
This paper examines how the provisions transplafread the Convention interface with
the principles of contract law. Do they create tlomg-awaited “certainty” in the
controversial field of e-commerce? As Singapor@stact law is predominantly based on
English common law, the problems discussed herdihbe encountered in any legal
system relying on similar principle

1. Introduction

“The more one looks at the legal issues, the less@we most of them appear, and the
less radical the measures needed to ensure thdatineloes not unnecessarily impede
e-commerce®

Singapore is the first Asian country to accedeht® WNCITRAL Convention on the Use of Electronic
Communications in International Contré‘ctS‘CUECIC" or “Convention”)f3 Upon accession, the
Singaporean Electronic Transactions 6A(CfETA" or “Act”) was re-pealed and re-enacted imdified
version, with effect from 1 July 2010The modified ETA retains the framework of the o1 ETA but
adds or amends certain provisions dealing withteda@c contracting to align domestic e-commerce
regulations with the Convention. Accordingly, Sipgee is not only the first Asian nation to accede t

!, Research on this paper was funded by the Singaganagement University Internal Research ProjechGithe
author remains indebted for the invaluable assigtasf Ms Lucia Scheidl-Kornis and Mr Luca Castellabithe
UNCITRAI Library in Vienna.

2 Joint IDA-AGC Review of the Electronic Transactiofist Proposed Amendments, 2009, (“Joint Review”) para
2.16.3.

3 J D Gregory, “Solving Legal Issues in Electronion@oerce” (1999) 32 Can. Bus. L.J. 84 at 85.

4 As adopted on 23 November 2005; the Conventidag@n the UNCITRAL Model Law on Electronic Commerce
g“MLEC”), an early e-commerce flagship project datiack to 1996.

Singapore acceded to the Convention on 7 July,,2010
see:www.uncitral.org/uncitral/en/uncitral_texts/eleatio_commerce/2005Convention_status.ht8#e generally: A
H Boss & W Killian, The United Nations Convention on the Use of Electr@@®mmunications in International
Contracts(Kluwer Law International, 2008) Boss & KilliarT).
® Electronic Transactions Act (ETA) (Cap 88, 1999 [Ee¥.

" www.ida.gov.sg/Policies%20and%20Regulation/2006062843.aspx
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the CUECIC but also the first nation to implemeoing of its provisions Iocall§/.lt is these provisions
that are the subject of this paper. The ETA isificantly wider in scope than the Conventidas it deals
not only with electronic contracting but also witte use of electronic communications in the public
sector, the liability of network service providemd the remote authentication procedd?eé’.his paper
examines how the provisions transplanted from tbav@ntion interface with the principles of contract
law. Do they create the long-awaited “certaintythe controversial field of e-commerce? As Singafsor
contract law is predominantly based on English comraw’* the problems discussed herein will be
encountered in any legal system relying on singtanciples.

The reader will encounter frequent references tas&c” or “traditional” contract law and “contract
law applying to electronic contracts.” This termigy is used with great reluctance. It is the very
creation of a division between the “old” and theri contract law that is criticized in this pap&he
division itself is by no means intuitive or selfgdanatory because the two regimes — one “classid’ a
one “pertaining to electronic contracts” — do ndsein parallel. Parallelism would imply the exiate of
a clear-cut choice as to which set of rules to yapfdk described below, this is not the case. W t
regimes may intersect and interfere with each othemdering it difficult to analyze the contracting
process whenever it involves an “electronic” metbbdommunication.

1.1 Roadmap

The discussion is divided into two parts: generad apecific. The general part criticizes the broade
assumptions of the Act and provides the concegtaaie for everything that follows. The specific fpar
zooms into the individual provisions and examires éxtent, if any, to which they facilitate or irieze

with the analytical framework provided by “classicbntract law. Quotes of explanatory notes or
legislative reports are kept to a minimum. Thosevigions of the ETA that are not directly related t
contract law and have not been copied from the €otien are out of scope. It must be remembered that
irrespective of the business model and the contahsubject matter, most legal questions in e-coroee
are questions of contract |l For present purposes, e-commerce is understotiteasse of Internet-
enabled methods of communication to form and perfcommercial transactiorts.

1.2 Scope: Everything Electronic

An analysis of the definitions in Section 2 shddhtlon the potentially wide application of the A¢he
term "electronic,” which lies at the heart of aitérconnected definitions, relates to technolog&gng
electrical, digital, magnetic, wireless, opticallearomagnetic or similar capabilities; "electronic
communication” means any communication made by seérielectronic records.” The latter indicate
records generated, communicated, received or stiy@diectronic means in an information system or fo
transmission from one such system to another; tinédion system" means a system for generating,
sending, receiving, storing or otherwise processiegtronic records. Interestingly, with the exc@pif
face-to-face dealings and exchanges of paperddttetraditional mailall communications at a distance
are ‘electronic’ as they involve the intermediation of an “inforioat system” or some form of
transmission or storage of an “electronic recoi¥ith the noted exceptions, all communications at-a-
distance fall under the ambit of the Act. As a leapart from “facilitating e-commerce,” the ETAan
affect transactions that would otherwise not besitered “electronic.” A good example is a fax mgssa

In Australia which enacted a slightly different sien of the ETA in 1999, a fax “falls within the

8 Singapore was also the first country to enactlantfonic Transaction Act in response to the 19961 Law.

® For a more detailed discussion about the differsriietween the Convention and the 1998 ETA see: CKahg
Wei, Chao Suling, “United Nations Convention on theeUof Electronic Communications in International
Contracts—a New Global Standard” (2006) 18 SAcLJ. 116

10 Joint IDA-AGC Review of the Electronic Transactiohst Proposed Amendments, 2009, (“Joint Review”) para
2.16.3.

11 Singapore follows the common law of contract, gemlication of English Law Act (Cap 7A, 1994, Rev)Ed

2E A Ccavazos, G MorinCyberspace and the Law: Your Rights and Duties inCthdine World (MIT Press 1994,
Cambridge) at p 34; John D. Gregosypran 1 at 86.
13 See generally: K C Laudon, C G Travefcommerce: Business, Technology, So¢Rtgntice Hall 2010)
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definition of “electronic communication” becauseésita message sent over phone lines as information.
The same approach would apply to telexes or teleghoThe ETA retrospectively subsumes older
methods of communication under its regime whenéwey involve an “electronic element.” It is unclear
whether such “inclusion” was intended or constiguda unplanned side-effect of the term “electrdnic.

Difficulties arise in the case of “mixed” interamtis, where the contracting process involves a
combination of traditonal and modern means of camication™ It is unclear whether a single
electronic message, or the use of an electronidgceewvould bring all preceding and subsequent
communications within the scope of the ETA, evethdy lack an electronic element, or whether the Ac
would apply to this single message only. If théclatvas the case, there could be transactions veoene
communications are governed by the new regime vaiseoéhers are governed by traditional rules. If the
former was the case, then the sending of a singkiler SMS during negotiations otherwise conducted
exclusively by non-electronic means, would triggee applicability of the ETA and subsume all
communications relating to the transaction under rtiodified regime. In sum, the broad definition of
“electronic record” produces one of two side-efetwo different sets of rules apply to communizasi
within the same transaction; or, traditional exdesmare absorbed by a regime tailored to modezn (i.
“electronic”) means of communication.

1.3 Technology Neutrality

Both the Act and the Convention rely on the conadpttechnology neutrality.” Despite its apparent
importance, the term seems ambigL} wd little more than a slogan used in argumerdsfying the
regulation of e-commerce. Technology neutrality means that the Conventiornec® “all factual
situations where information is generated, storelamsmitted in the form of electronic communioas,
irrespective of the technology or medium usttThe provisions of the Convention — and consequentl
all laws deriving from it - are supposed to be rauin that they “do not presuppose the use of any
technology in particular?’9 Technology neutrality is often difficult to disgoish from media neutrality.
Media neutrality may be regarded as a subset ¢intdogy neutrality as it relates to physical carie
onIy,20 whereas technology neutrality seems to be a broadacept encompassing storage and
transmission methods. Both refer to the allege@petidence of legal principles from the technologies
and media by means of which parties manifest aggaenBoth assume that legal principles should
withhold technological change and not lock the late a particular technology. They also prohibi¢ th
discrimination of electronic methods of communigatiin requiring that they be treated at par with
traditional methods.

It is beyond doubt that law should withhold teclogital change. In this sense, technology neutrality
constitutes a desirable feature of any regulatBome legal principles are, however, by their veature
not technology neutral. The offer and acceptancdeahitself has developed around a specific metHod o
communication: the post. Moreover, the frequergnazices to “adapt the law to paperless trade” ritade
the preparatory works leading to the Convention autbsequently the ETA, are an indirect
acknowledgement that contract law often reliesanmgible medig? Paper, while not a legal requirement
per se can be regarded as an implicit assumption uniterlgnany legal principles. Given that neither
technology nor media neutrality are inherent charétics of contract law, it can be debated whethe
they should constitute guiding principles in theiligation of electronic contracting. As discusdaslow,
many of the substantive provisions introduced th® ETA arenot technology neutral as they are either

1 See: www.ag.gov.au/ECommerce/Pages/Frequentlyaséstions.aspx
15 D HettenbachDas Ubereinkommen der Vereinten Nationen uber dievéfedung elektronischer Mitteilungen bei
internationalen Vertragn (Mohr Siebeck 2008) at p 41.
6 Ch Reed, “Online and Offline Equivalence: Aspiratiord Achievement” (2010) 1.J.L. & I.T. 18(3) at 249
1" For a detailed discussion of its many potentiahmiegs and legal implications see: Bert-Jaap Kotfsould
Regulation be Technology Neutral?” 8tarting Points for ICT Regulation, Deconstructinge¥alent Policy One-
Liners(ITeR 2006).
18 CUECICExplanatory Notgara 47.
19 CUECICExplanatory Noteara 47.
20 CUECICExplanatory Notgoara 48.
2L CUECICExplanatory Notgara 48;
22 J A Estrella Faria, “Online Contracting: Legal Gémty for Global Business—The New U.N. Conventiontioa
Use of Electronic Communications in International €acts” (2006) 39 No. 1 UCC L. J. ART 2 at 3
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tailored to a particular technology or presupposgain technological featuréd.In this sense, they
discriminate against modern communication techriebody treating them differently. Lastly: the very
existence of legislation dealing withlectronic contracting defies technology neutrality. Can ah a
designed to deal withkelectronic communications be technology neutral? As one aughat it,
“technology neutrality becomes relevant only af@r decision has been made that ‘electronic
communication services’ require special regulati SrContracts are usually regulated due to their siibje
matter or the weaker position of one contractingypa not because of the communication method used
in their formatior?

1.4 “Obstacles” and Formal Requirements

The Convention and the Act aim to “facilitate efecic contracting” and “remove obstacles to e-
commerce.” Statements like these must be approachatiously. While it cannot be said that the
electronic transacting environment does not craajetechnology-related problems, it is incorrecsttae
that contract law contains any inherent obstaategléctronic commerce. A simple illustration is the
process of contract formatiofihere are many ways of forming a contract: partiay negotiate orally, in
writing or engage in specific conduct. In commow Ilsystems, such as Singap&?@s long as there is
consideration, certainty and an intention to créegal relations, the promises made during the &bion
process are binding and enforcedBl@he new transacting environment changes nothirthisnregard.
Contract law generally disregards the manner thract is formed. It is the content of a statemant,
the manner of its expression or communication tledérmines its legal effect. Contract law focuses o
intention. And intention can be expressed in anypmea. Its existence is frequently established bygus
the tools of “offer and acceptance.” Whether aipaldr communication is an offer or an acceptarsce i
exclusivelya question of intention, which is determined oa Ilasis of construction rulé$As the offer
and acceptance model came into being with the adfethe posﬁ9 its application outside the realm of
paper documents and face-to-face communicationss,dbg definition, encounter problems. The
difficulties in applying this model are not indiba of its shortcomings but derive from the facatth
mapping “models” onto real-life situations is in@etly difficult. New methods of communication may
render the “offer and acceptance” analysis moreptexrbut can hardly be regarded as “obstacleshieo t
formation of valid and enforceable contracts. ke tords of one author:

“[T]he existing rules and principles need not beadged, let alone replaced or
abrogated... [t]he difficulty is one of applicatiomther than substantive content as
such. This is, perhaps, not wholly surprising ag their very nature, common law as
well as equitable rules and principles will tendlie stated at a very general level of
abstraction or universality, thus leaving much sedpr actual as well as potential
application to a large variety of contexts, inclndi one as ostensibly radical as
cyberspace.g'O

Another popular misapprehension is that many legglirements prescribe the use of traditional
paper-based documentation or signatures and thmerefonstitute a “significant obstacle to the
development of modern means of communicatiSrrst, it is difficult to find such “legal requineents”

2 See Art.8 and the definition of functional equérds of “signatures”
24 Diane Rowland, Uta Kohl, Andrew Charlesworttiformation Technology LagRoutledge # ed. 2012) at p 233.
25 Donnie, L. Kidd, Jr. & William Daughtrey, JrAdapting Contract Law to Accommodate Electronic Catra
(2000) 26 Rutgers Computer and Tech L J 215, 269;akme Ch. Reed, “How to make bad law: lessons from
Cyberspace” (2010) 73 MLR 6.
26 Singapore follows the common law of contract, gemlication of English Law Act (Cap 7A, 1994, Rev)Ed
27 M Furmston, ed.The Law of Contrac{Butterworths, ¥ ed, 2010) (The Law of Contrat} at p 255; A Phang,
Cheshire, Fifoot and Furmston’s Law of ContrgButterworths Asia, 2nd Singapore and Malaysian12®8) at pp
82-83; see also: Andrew Murraypformation Technology LavDUP 2010, p 414.
2 The Law of Contragbp 257-261
29The Law of Contragp 259
%0 A Phang, T M Yeo, “The Impact of Cyberspace on @mitLaw”in Impact of the Regulatory Framework on E-
Commerce in SingaporéD Seng ed) (Singapore Academy of Law 200Phang, Ye®) pp 39-58.
31 CUECICExplanatory Notgara 50.
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within contract law. Formalities, such as writing signatures, may be required by law (other than
contract Iaw‘?2 or by the contracting parties themselves. No fditirea whatsoeverare required for the
conclusion or performance of a contract. Absent@egal requirement for contracts to be in writternf
or be signed, formal requirements are an exceptitrihe rule’® After all, “[i]f an oral agreement should
suffice for the formation of a valid and bindingntiact, then surely an agreement reached with sheoti
electronic communications should be afforded thmesaecognition. Statements regarding the
“enabling” or “validating” purpose of the Act caherefore be questioned. ETA Section 11 is on the
point: the provision does not create a new rulecbafirms that for the avoidance of doulit is declared
that in the context of the formation of contraets,offer and the acceptance of an offer may beessed
by means of electronic communications.” [my empiaghis declaration would have sufficed to dispel
any remaining doubts regarding “electronic contract Any further regulation can be regarded as
redundant. The more so, that those few contraatsih require formalities are specifically excludiexin
ambit of ETA® It is also debatable whether any requirementsimittontract law could hinder the
development of modern communication technologieshhology and law develop independently. This
has been the very problem of the technological y@sg related to the Internet — technology has
progressed irrespective of any legal requirementgrohibitions. The best examples are the webfitsel
and file-sharing, which came into being despitegkistence of copyright. It can only be suspeched it
is not so much the development but the adoptioproliferation of certain technologies that could be
affected by legal requirements. To repeat: suchirements are generally absent in contract law.
Concessions must, however, be made to those whu tat electronic transacting triggers a need to
modernize law. Existing legislation may in factihadequate or outdated in that it does not contatapl
the use of dematerialized interacticfst may not always be possible to accommodate pegemeans
of communication by a creative interpretation oftam Iegislative provisions. New legislation or
amendments to existing provisions may thereforaehmssarﬁ. The need to modernize legislation must,
however, be distinguished from the need to moderoantract law. The latter is predominantly based o
common law — not statute. “Updating” individualtstas must therefore be distinguished from “updéting
contract law in general. No legislative “updategemed necessary to “accommodate” or “facilitate”
contract formed by means of telex or fax. Broadest@nts implying the need to change the to
accommodate electronic transactions should be wadalown to encompass the legislative framework
only. Accommodating developments in communicatechhologies may require a regulatory response —
but not a change in contract law.

1.5 Electronic, Heterogeneous, Diverse

The term ‘electronic’ permeates legal literatured déeatures in the titles of most Internet-related
regulations. Being “electronic” does not, howewetroduce anything new into the discussimifter all,
both the telephone and the telegraph involve thesmission of electronic impulses. Neither required
special enabling legislation to “facilitate electio contracting.” Most challenges in mapping cocitiaw
onto transactions concluded by novel means of comgation derive from the fact that most of these
communications rely on the Internet. In fact, althlo the use of the term ‘electronic’ has become a
convention, it is the Internet that provided thehiological “push” for those methods of interactibat

%2 See e.g. Law of Property Act 1925 (UK); Civil LavetXcap 43, 1985 Rev Ed) (Singapore).
%3 The Law of Contragb 559.
34 3 Eiselen, “The Interaction between the Electrofigmmunications Convention and the United Nations
Convention on the International Sale of GooiisBoss & Killian p 343.
35 Section 4 and First Schedule, exclude the appicadf the Act to, amongst others, “negotiable rimstents,
documents of title, bills of exchange, promissooyes, consignment notes, bills of lading, warehaeseipts or any
transferable document or instrument that entittes lhearer or beneficiary to claim the delivery obds or the
payment of a sum of money,” “any contract for taer other disposition of immovable propertyaay interest in
such property” as well as to
“The conveyance of immovable property or the transf any interest in immovable property.”
% Tana Pistorius, “Contract Formation: a Comparatieespective on the Model Law on Electronic Commerce”
52002) 15 The Comparative and International Law dalof South Africa at 129,130.
"H S K Tan, “The Impact of Singapore’s Electroni@fisactions Act on the Formation of E-contract£)0@) 9
Electronic Communication Law Review 85 at 85.
% See generally: E Mik, “The Unimportance of Beingdftonic — Or Popular Misconceptions About “Intérne
Contracting” (2011) 19 International Journal of Lamd Information Technology 324

164



Certainty at last? A “new” framework for electrongontracting in Singapore

are referred to as “modern.” Arguably, the mosttipent characteristic of the Internet is that itais
heterogeneous netwoik Or better: a heterogeneonstwork of networksThis heterogeneity manifests
itself at different technical levels. First anddorost, the Internet is a collection of multiple épeéndent
networks. The core protocol suite underlying thierinet, TCP/IP, ensures basic interoperability betw
different network environments, which otherwise Vdoniot be able to exchange data. If the Interneewe
homogenous, uniform and fully interoperable — itubdonot be called thénter-net. The prefix “inter-*
denotes “between” or “among.” Individual networkitea employ proprietary protocols that differ from
the transport environment of the Internet, i.e.heaetwork may retain some individual charactersstic
Traversing networks often involves a conversionwieen the “idiosyncrasies of the two original
networks.*’ The resulting problems are pertinent in corpoestgronments, which often deploy different
internal protocols and formatting conventions frewfly leading to situations where messages sent fro
one company cannot be received or displayed byhangbmpany.

Secondly, while the lower layers of the TCP/IP pool are essentially standardized, individual
communication services at the application layer. the layer closest to the user, which “contagmsail,
the web, twitter, blogs etc.) continue to dispIa’zl’?eubnces"f1 The application layer is characterized by a
multiplicity of competing protocols and standardgain, not all of them are interoperable. One email
application may not correctly display a messagea §em another email application; one browser may
not display a website in the same way as anottewder® On a practical level, the heterogeneity of the
component network(s) and the lack of full compéitipiat the application layer, translate into a ren
of novel communication risks. The challenges inlgipg contract law to novel contracting scenarios
pertain to the necessity of allocating these neWsrby means of the existing principles.

Lastly, heterogeneity can also relate to the dityersf communication methods enabled by the
Internet. The latter is nothing but a general pegp@pen transmission infrastructure underpinnimg a
practically unlimited number of different commurtioa technologies, which in turn enable a plethofra
interactions — from real-time communications, thglodile sharing, to unilateral data retriedalSome of
these “interactions” have no equivalent in the rgaild. The Internet is more than the world-widebwy
and email. It encompasses whole new communicatiatiopms, which in themselves provide separate
infrastructures for interaction. Facebook providegood example. From its interface, the sociafqiat
enables at least 3 different communication servitaassic” chatting or messaging (depending on the
availability of the other party) as well as wallgt® and status updates. The catch-all phrase refgct
communications” or the generic term “Internet” dat fully reflect the diversity of interactions erieth
by the network and the richness of the applicatayer. This wide range of communication methods
relies on multiple protocols and architectures,heatthem characterized by its own idiosyncraskes.
provision tailored to email, will not necessarilyrk for web-based interactions or instant messaging
and the other way round. It is questionable whettie Act appreciates the aforementioned compkiti
On a more general level, it is questionable wheithisrpossible to draft legislation to accommodéte.
provide certainty) all “electronic” methods of comnication without compromising clarity, length and
technology neutrality. Any of the technological céstions contained in this paper could be crigciZor
being too simplistic and superficial. All argumentsuld be embellished with further technical detéile
goal, however, is not to copy textbooks on datavaeks or digital communications. The goal is to
illustrate the difficulty ofdrafting provisions that can apply to multiple teologies and various
permutations of technologictdatures.

39 E Hall, Internet Core Protocols: The Definitive Gujdeambridge 2000, Chapter 1, An Introduction to TCPak
1.1.3; RFC 1594Answers to Commonly Asked “New Internet User” QuestiérMarine et al (1994)
40 3. Glenn Brookshea€omputer Science, An Overvié8l edn Pearson Addison Wesley, Boston 2004) p 138
41 For an excellent description of the differencesnmeen the individual layers, with particular emphasn the
diversity of the application layer, see: Craig Mc@ad, “A Layered Approach to Internet Legal Ana/s(2003)
McGill L.J. 571 at 578-580
42 See generally: E Mik, “Some Technological Implicas for Ascertaining the Contents of Contracts irbVidased
Transactions” (2011) 27 CLSR 368.
43 For a description of the “generative” propertiésh® Internet as a platform for new technologies: sJonathan
Zittrain, The Future of the Internet (Yale UnivéydPress 2008).
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2. Zooming in

The following sections discuss the four substanpir@risions of the modified ETA. The potential ingpa
of these provisions must not be underestimatedy thast be included in legal analyses of contract
formation whenever the intention of one or bothtiparis manifested by electronic means. The fownati
process determines the contents of the contracthendontract’s very existence. These initial stages
therefore particularly vulnerable to any interfaxenEven the smallest inconsistency in the formutadf

a provision or a minute change in the applicabliawderules will send ripple effects across the gho
transactional landscape of e-commerce and - glvebtoad reach of the Act - contract law as a whole

2.1 Section 13 - “Dispatch” and “Receipt”

Section 13 follows Article 10 of the CUECIC andadsishes when and where electronic communications
are deemed dispatched or received. The provisi@s dot deal with the legal effect of a message (e.g
whether it constitutes an acceptance or an ackmpelaent of receipt) but only with the mechanics of
dispatch and receiﬁf Neither does it address the question whether &ameeps communicated by
electronic means are subject to the principle ogipg or to the postal acceptance rule. Given ok bf
consensus and the difficulty of devising a singlle to govern all forms of electronic transactiahsyas
proposed not to include any provision stipulatihg substantive rules regarding contract formatiai.
was emphasized that the introduction of a defiaitivie regarding the effectiveness of acceptancesgdy
create a duality of regimé‘g.The absence of such rule, however, is unfortugaten the uncertainty in
this area and the ongoing academic debate regatimgime of formation of contracts concluded
eIectronicaIIy‘.17 It is also unclear why the drafters (of both thet And the Convention) founded their
argument on the “fear of creating a duality of negs” given that other provisions create such dualit

The classic rules on formation are clear: a cohtimcconcluded when an acceptance becomes
effective. Effectiveness may be tied to receipe (taceipt rule) or to dispatch (the exception,eththe
postal acceptance ruIé%.Dispatch is traditionally associated with postiAg. no distinction is made
between delivering a letter to the post office lacmg it in a mailbox in the street, the exceptmmdens
the addressee with the risk of all accidents duttiegtime letters remain in the sender’s mailbod teir
subsequent transfer. Acceptance is effective ehatetter is lost during these initial stagestHa case of
telegrams, dispatch occurs at the office wherenthehine is located. Receipt is generally associated
with the arrival of a message at the addresseechime In traditional communications courts devote
limited attention to determining the precise padftformation or defining the words “dispatch” and
“receipt”, as there is usually only one place oe anachine that must be taken into consideration. As
most electronic communications rely on the cliesnver architecture, e-commerce transactions may
involve (at least) two machines on each side oftthasmission channel and therefore two potential
points of contract formation. This picture may bertier complicated in the case of mobile
communications, which add another possible endptinthe picture. There is also the question of
communication risks. While the principle of recedpid the postal exception constitute basic tooldskf
distribution, the latter requires further refinerheim light of the increased risk in networked
communications. Transfers between different netwamkironments often require that messages — or
informational content in general — be processeaatdter to enable delivery and display. Whenevereamnt
is processed, there is a risk that it will be ifaerd with and/or rendered illegible. As one author
described it: “[i]n the electronic world there mg more intermediaries, and more addresses, angl mor

44\ Kilian, Comment on CUECIC Article 10 Boss & Killianat p 163.
45 Joint Review, para 2.12.3,
48 See generallyPhang, Seng, Yewho stated that it would be best for the Eledtdfransactions Act to establish
which rule should apply, at paras 15 & 42.
47 See e.g.: P Goodrich, “The Posthumous Life ofthstal Acceptance Rule’ (2005) Benjamin N Cardozo Glabio
Law, Working Paper No 127; J Hogan-Doran, “Jurigdit in Cyberspace: the When and Where of On-line
Contracts” (2003) 77 ALJ 377; S Hill, “Flogging A Beé Horse — The Postal Acceptance Rule and EmaiDi(pa7
JCL 2; P Fasciano, “Internet Electronic Mail: A L&ststion for the Mailbox Rule” (1997) 25 Hofstra L\R&71.
“8 Henthorn v Frasef1892] 2 Ch 27Dunlop v Higging1848) 1 HLC 381Adams v Lindsel(1818) B & Ald 681.
4 Henkel v Papg1870) LR 6 Exch 7Bruner v Moorg1904] 1 Ch 305Cowan v O’Conne(1888) 20 QBD 640 at
642;Brinkibon v Stahag und StahlwarenhandelsgesellschbF[1983] 2 AC 34 at 38.
%0 Tenax Steamship Co Ltd v Owners of the Motor Vé&8sBmes’ (The Brinmes{1974) 3 All ER 88 at 93.
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hazards to delivery than for papé?’.ConsequentIy, “dispatch” and “receipt” not onlytatenine the time
of formation but also allocate communication rigkghat they establish the point in the communarati
infrastructure at which risk is transferred frormder to addressee.

Section 13 states that “dispatch” occurs when actednic communicatioheaves an information
system under the control of the originatdReceipt” takes place when the communication beeD
capable of being retrieved by the addressekich is deemed to occur whénreaches the addressee’s
electronic address

The potential problems inherent in this wording aest illustrated by email. Email involves the
sender’s mail-client and outgoing mail-server adl a® the addressee’s incoming mail-server and-mail
client. The exact moment of formation depends opthwr it is the server or the client that is coaesid
relevant? There is nadirect transmission between mail-clients, i.e. from thenputer of the sender to
the computer of the addressee. Email is first t&@at mail-server “associated” with the sender, tteea
mail-server “associated” with the addressee, and fmally to the addressé%Only mail-clients are on
the parties’ computers and therefore under themtrob™ Mail-servers are often operated by Internet
Service Providers (“ISPs”) — hence the term “assied” instead of “owned” or “run.” How, then, do
ISPs fit into the analysis? Telecommunication easriand the post are generally regarded as independ
third parties, which provide the communication astructure. With effectiveness on dispatch,
‘transmission’ commences when letters are placethénmailbox, which constitutes part of the postal
system. The latter frequently enjoys the statug péiblic utility and is subject to strict regulatarervice
obligations. In other words, risk passes when arabsuming the postal acceptance rule applies — the
contract is formed when the letter is out of thadss’s hands: in the mailbox operated by the postal
service. Should ISPs be treated like the post aaitisarvers like mailboxes? Depending on the ansaver
this question, the time of formation will vary sificantly as there may be delays between the time
messages are transferred between mail-client ailesaraer. Also, mail-servers may “crash” and preve
messages from being dispatched or reaching theessiel’s client machine. Different problems wilkari
depending on whether one analyzes the sendingeaeteiving sequence in a transaction. The queistion
always: when does transfer of risk occur? Intultivehe answer is simple: mail-servers are not bwaiés
and ISPs are not independent third parties, corbpta the post. Each party chose its ISP and msnai
in a contractual relationship with it. Despite hayno actual, technical control over the mail-sereach
party must assume the perils of the ISPs bad padoce, including any malfunctioning of the mail-
server. To claim otherwise would produce an illagicesult: the addressee would bear the risks of
operation of thesendels outgoing mail-server and the sender would bbarrisk of operation of the
addressees mail-server. It must be remembered that ISPgigeca service that, from a purely technical
perspective, can be undertaken by the parties #lgass Only if Internet connectivity and mail-seiwe
werealways and exclusivelyrovided by a universal telecommunications proyidach ‘ISP’ would bear
similarity to the pos?.5 Entering the ISP’s mail-server would be synonymaeuth loss of control,
comparable to placing a letter into a mailbox. &ivhowever, that [many isp and can do oneself] the
client and the server must be regarded as a simifidor which each communicating party is respblesi
in its entirety. Message transfers between madiatt and mail-servers as well as the parties’ #atju
lack of actual control over the mail-server sholild disregarded. This approach can be further
strengthened by the fact that many companies dadh run their own mail-server(s). Introducing a
distinction based on control would differentiatee ttime of formation depending on whether a party
operates its own server or not. Although Sectiorad8 its accompanying literature seem to emphasize
actual control of the communication infrastructtitehe provision must be interpreted in light of the
above observations.

51 W Kilian, Comment on CUECIC Article 10 @oss & Killianat 177.

®2Technically, servers and clients gn@cessesnot discrete pieces of machinery. Frequentlyrtheparation is only

logical.

%3 David D. Clark, Marjory S. Blumenthal, “The End-tneeArgument and Application Design: the Role of Ttus

g2011) 63 Fed. Comm. L.J. 357 at 359.

| disregard whether the sender uses a shared ¢emgnd whether the mail-client takes the form of@wser, as

in the case of web-mail, or a dedicated email apfitin, such as Outlook.

% G B Delta, J H Matsuur&aw of the InternetAspen Publishers"2ed. 2005) online para 3-10

¢ A/CN.9/546, para. 64.; see also CUECIC ExplanatoryeNiit7; it must be noted that in a scenario where a

message is posted on a website or when messagesx@range within a single system (e.g.. gmail toaiggm
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“Receipt” is associated with ‘capability of beingtnieved’, which (in the case of email) indisputabl
points to the addressee’s msdrveras messages aretrieved from storage spaces on mail-servers.
Section 13 could be interpreted as separating #iesarver from the mail-client in the case of digh
but treating them as one unit for the purposesogipt: dispatch equals loss of control, receiptats)
ability to retrieve. In the case of email, giveratttihe mechanism is similar, the definition shohéd
mirrored on both sides of the communication chaondle more consistent with the actual functioroifg
this communication method. The discrepancy is Vikelbe the result of the fact that the provisipplas
to various methods of communication. The “capabilit being retrieved” seems, however, ill-fitted fo
web-sites. As the contents of every web-site astdibon a web-server and await retrieval, they-drg
their very nature - always capable of being ret&wvAccordingly, they are always “received.”
Furthermore, how does one “retrieve” a status ugpdatfacebook or anstant message on skype? In the
case of the aforementioned communication methodsjoee appropriate term would seem to be
“displayed.”

To complicate matters, when defining “dispatch” et 13(1)(a) refers to “parties who send
messages on behalf” of the originator and pointcdmmunication intermediarié&.In the case of
receipt, “persons acting on behalf” are not memthnSection 2 (1) defines “originators” of elecimon
communications as parties whar,on whose behalfin electronic communication has been sent and doe
not include a party acting as an intermediary. “Peddees” are described as parties who are intdmded
the originator to receive the electronic commundgt but do not include intermediarigs. The
explanatory notes emphasize that the “addresseé#tieisperson with whom the originator intends to
communicate, as opposed to any person who mightivesc forward or copy the message. The
“originator” is the person who generated the messaen if that message was transmitted by another
person?0 This implies that intermediaries belong to the esphof control of originators or addressees
respectively. While this seems to be the corregr@ach, it is not compatible with references maule t
‘control.’ It also misaligned with statements ingliing that Section 13 transposes traditional ratgs an
electronic environment. If the “control” test is applied verbatim and ibgtal communications are used
as a point of reference, then dispatch of an eotailirs when it leaves the mail-client.

One might ask: if “control” is not a correct termhat wording would be more adequate? It is not
“control” by itself that creates interpretive ddfilties. It is “control” combined with the vague
“information system.” The latter denotes the “emtimange of technical means used for transmitting,
receiving and storing informatioff” and does not distinguish between clients and server between
any elements of such systems. The broad defin{tiemtire range”) renders analysis even more difficu
as it points towards a further point in the netwerkot just the mail-server. The “information syste
provided by an ISP includes a network as ISPs peoviot only mail-servers but first and foremost
connectivity to the Internet. Technically, the netlwof the ISP “ends” at the router, which interneaots
its network to another network closer to the Ingrpackbone. Consequently, it can be said thatdbss
control occurs when the message leaves the netabtke ISP associated with the originator. The
discussion could be enriched with more technic#hijeaccounting for the fact that servers and et
operate at different levels (i.e. layers) of thenoaunication infrastructure. Given the lack of dhari
whether “information system” should be approacheninfa physical (hardware) or from a conceptual
(software protocols and functions) perspective,ntoa” and “information system” are ambiguous.
Notably, “information system” is used only in theopision concerning dispatch. When defining
“receipt,” it is replaced with “electronic addrés3he latter concept is significantly narrower théme
former and makes it easier to pinpoint the exawetof formation. In the case of email, it also @on$
that it is the mail-server that must be taken atoount when establishing receipt as it indicategezific

communications) — the message never leaves theotaftthe sender and receipt occurs when it izivex; see
Section 13 (1) (b).
57 with certain types of email accounts (gmail, hdtymatrieval is not necessary as messages areamugssed, not
downloaded on the client machine.
8 W Kilian, Comment on CUECIC Article 10 Boss & Killianat 170.
%9 CUECIC Explanatory Note 99.
0 CUECIC Explanatory Note 98.
1 CUECIC Explanatory Note 171.
62 CUECIC Explanatory Note 101.
8 Joint IDA-AGC Review of the Electronic TransactioAst Stage 1: Electronic Contracting Issues, 20@ntJ
Review Stage 1”) para 5.13.3.
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location within the information system. At the satimee, it is difficult to apply inveb-based interactions
as they usually do not involve an address.

Complications also arise from the division into Sdgated” and “non-designated” electronic
addresses. When messages are sent to “non-desigm@algresses, receipt occurs when the message
becomes retrievabland the addressee becomaware that the message waentto such address.
Allegedly, “awareness” is more “equitable than lddthe addressee bound by a message sent to an
address that the addressee could not reasonabdgtewpuld be used in the context of its dealingth wi
the originator or for the purpose for which theadatessage had been sefitAt the same time, it was
admitted that “awareness” gives power to the adeiedo effect receipt and places a heavy evidential
burden on sendef?. Awareness is a difficult-to-prove, subjective fagtwhich is bound to create
uncertainty in mass-market commercial transactams place originators at the mercy of addres¥ees.
Moreover, none of the traditional principles govegnthe time of contract formation refers to any
subjective factors on the side of the addressd® cbncept of “designation” does not form a compbne
of the principle of receipt or the postal exceptioboncerns associated with the sending of masgages
non-designated addres$ésyere justified in 1996 (when the MLEC, the predssoe of both the Act and
the Convention was drafted) as email and electrenimmunications were a novelty and “consumers
could not be expected to check their electronicl rregi;ularly.”68 It is questionable whether such
concerns remain valid in an era where pervasivaectvity and the proliferation mobile devices eleab
24/7 access to email and instant messaging accounts

Neither the Convention nor the Act clarifies hovsid@ation is to take place. While “it would not be
reasonable to expect that the addressee, e.g.dasjeess entities, should pay the same leveltehidn
to all the electronic addresses it owA%jt must also be assumed that once an addresddsobe or
disseminated, any communication send to it shoaléffective. With this default rule in mind, sitigats
where a commercial message, such as an offer ch@se order, is sent to an email address labeled
“complaints” or “feedback” should be lookediatcasu The current wording raises the broader question
whether a company maintaining a website with variemail addresses should be expected to monitor all
of them. Should messages sent to the “incorrectires$ be internally redirected to the correct
department? The concept of “designation” seem®ioplicate business communications on the Internet
and is not consumer friendly. Associating receipthwawareness” in the case of non-designated
addresses is a step back in comparison with theque version of the provision in ETA’98, whichdie
receipt in non-designated systems to actual rettievhe latter constituted an objective and easy-to
determine event. It appears questionable whetleedévelopment of special addressing rules provides
certainty in on-line contracting. “Designation” @ates senders to investigate the correct addritsew
imposing an equivalent obligation on addresseeddarly indicate the electronic address they can be
contacted at. If an address is held out to recedramunications, its designation should be impliEal.
achieve certainty, “designation” should be definedhe concept should be abandoned altogether.

The use of the verb “reach” instead of “enter” he tprovision concerning receipt is technically
incorrect. According to Section 13, messages asymned to be capable of retrieval when tteachthe
addressee’s electronic addré¥3his wording disregards the fact that messagesresgh the system, be
rejected by a protective measure (such as a éitdirewall) and not become retrievable. Receiptldo
occur despite such rejectiahSpam filters, virus checkers may be deployed atrdégeiving end point of
the mail transfer or “in the middle,” at one of thelay points7.2 Frequently, there may be a legal
obligation, express or implied, to keep the netwarkd the resources stored thereon secure. The
deployment of security measures is therefore assiige The only practical question is whether the
security settings in a given communication scena@e reasonable in light of the resources being

64 AJICN.9/528 para 143.
65 A/CN.9/528 para 144.
6 Joint Review Stage 1, para 5.7.
57 W Kilian, Comment on CUECIC Article 10 Boss & Killianat 169.
8 CUECIC Explanatory Note 72.
9 CUECIC Explanatory Note 188.
"9 CUECIC Art 10, see also CISG Art 18.
™ In A/ICN.9/528 para 80, concerns were expressed teenologies restricting receipt; for general dision see:
Ch H Martin, “The UNCITRAL Electronic Contracts Conviem: Will it be Used or Avoided?” (2005) 17 Pacw'll
L Rev 261 at 294.
2 David D. Clark, Marjory S. Blumenthal supra n »368.
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protected. Such issues must be decidezhsu The term “reach” — which is copied from CISG Akt 18

— does not fit this technical reality and effeclyvprecludes any analysis whether the security omess
were reasonable and the rejection of a messagddsheuregarded as justified. One might accuse the
drafters of not fully addressing all possible searsaregarding the deployment of security meas(iag.

the same time, it must be acknowledged that allgviam all scenariosis virtually impossible, given the
large number (and type) of possible configuratioRather than prescribing inflexible default rules,
situations in which messages have been rejectémsbmust be examined individually. At present,tsuc
individual examination is precluded by the termelth” in Section 13. The “capability of being reteel”
should be tied to “entry,” as messages must entystem - not just reach it - to become capable of
retrieval. Needless to say, the word “reach” igudally pointless in the case of interactions odogrr
through a web-interface. Generally — at least ftbenperspective of the person visiting the websttee
information must be displayed to be communicated.

Lastly, Section 13 ignores the problem of the pudénllegibility of messages due to system
incompatibility. Receipt occurs when a messageaisable of being retrieved. A technically correct
solution would associate receipt with the capapfiif being processed.” This was the original wogli
in the MLEC (Article 15) and the ETA’98. Both “pressability” and “legibility” seem closer to the
classic principle that acceptance must be commteadca a principle resting on the assumption that th
addressee will know of the acceptance of his offare remains sceptical whether Section 13 transpose
existing principles onto electronic scenarios. Given théfiadilty of its application to basic email
exchanges, it can be questioned whether it wilbamoodate more complex communication methods.
How would it apply where the “information systemasvdistributed, as in cloud computing architectares
The latter are characterized by the “informatiosteyn” being device- and location-independent. How
would it apply to Facebook interactions, which acicua closed communication platform but at the sam
time involve geographically dispersed clusters afdiware? In sum, the mechanism presented in Section
13 is limited assistance for email interactions] aill most likely fail on web-based transactionariess
the section is interpreted in a very creative maithat takes intaccount the actual functioning of the
communication method in question.

2.2 Section 14 — Offer and Invitation to Treat

Section 14, implementing CUECIC Article 11, proddehat a proposal to conclude a contract made
through electronic communications which is not added to one or more specific parties but is gépera
accessible to parties making use of informatiortesgs (including proposals that make use of intéract
applications for the placement of orders througbhssystems) is deemed to be an invitation to make
offers, unless it clearly indicates the intentidntlee party making the proposal to be bound in aase
acceptance. A presumption is created that websitestatements made thereon, are not binding.
Interestingly, such presumption does not existdntract law. Whether a statement is binding origot
solely a question of intention — not the manneregpression. It is not immediately apparent why a
statement made on a website should be subjectfépatit rules of interpretation than the same stets
made in a newspaper or verbally. It is demtentof a statement, not thmethodof its communication that
determines its legal effect. To recall the baswffers indicate a definite willingness to enteroira
contract without further negotiations. Invitations treat are non-binding indications of a general
willingness to contract® Offers can be accepted bysiagleact of acquiescence because they contain all
the required contents of the contract, i.e. they @artain and completé? Invitations lack the required
completeness and can be regarded as requestsmiit giffers. Being non-binding by nature, they give
the maker of the statement the ultimate choice léreb contract or ndf The distinction between offers
and invitations dependsclusivelyon the intention of the maker of the statementiandferred from the
words in the context in which they are udéd.

B W Kilian, Comment on CUECIC Article 10 Boss & Killianat 167.
"4 The Law of Contragp 2.193.
S May and Butcher Ltd v R934] 2 KB 17n.
"® Esso Petroleum Ltd v Customs and Excise Commissifi#fé] 1 WLR 1 at 11.
" Information Technology Lavat p 237
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Invitations shield the maker of the statement fritwa risk of ‘over-acceptance,’ i.e. the inability t
perform when the number of acceptances exceedsith@er of items on stock. Assumedly, the
recurring emphasis on this ‘protective’ functionin¥itations derives from a number of cases where a
website displayed incorrect pricing information atte vendor was obliged to sell its goods at the
incorrect, significantly lower price. The presungptiembodied in Section 14 can therefore be regaaded
a safeguard against computer errors, which are ratesirable but unavoidable side effect of the
increasing complexity of information systems. Aramewle of such error is provided liyhwee Kin
Ke0n7q v Digilandmall.com Pte Ltavhere a website offered professional printers6®I1S$ instead of S$
3000"° Proponents of the presumption disregard the Fedtthe protective function of invitations to treat
is not required in e-commerce transactions. Thk of over-exposure can easily be prevented by
technological means: applications can be programnoédo accept orders of goods low on stock and
dynamically change product information to reflde¢ humber of items available. With digital products
e.g. music and software, the risk of over-accemas@bsent altogether as the supply of such “mtstiu
is infinite. Lastly, the website operator can pobteimself by explicitly stating that the websitee$not
constitute an offer. A simple disclaimer is as efffee as a technological measure. In practice, e-
commerce is dominated by browse-wrap and click-va@aptracts, where the entire formation process is
confined by a rigid transacting interface. It mbetnoted that the last act in a transacting sequeeed
not necessarily constitute acceptance. In a tyd2C purchase, the customer must insert/select the
required amount or description of the goods/seriricguestion as well as provide delivery and paytmen
details. Quite often he or she must also expli@tlymplicitly agree to a set of standard termse Tatter
often determine the legal character of the resperpected from the other party or state who makes t
acceptanc&’

The discussion could end here. Given the largeraategenerated by the issue at hand, some
additional observations are apposite. Section Mhearegarded as an example of misplaced focus. It
cannot be denied that websites are comparable rtaakishop displays, mail-order catalogues or
traditional advertising in mass media, all of whielhe routinely regarded as invitatios Both
advertisements and shop displays, however, maytitdasoffers if they are sufficiently certain tticav
the inference of intentioff. There is no legal presumption that a shop displagn advertisement is
always an invitation. More importantly, websitesi@dso be compared to vending machines, which are
generally regarded as offéfs An intention to be bound is expressed by displgutine machine and
delivering the product or service éamyonewho inserts the coifft The resemblance to vending machines
is particularly strong, when the delivery of a thgi‘product’ or service occurs directly on or fraime
website®® In this sense, amazon.com or iTunes are nothinggiamt, sophisticated vending machines
with the user interface taking the form of the wadpp displayed in the browser window and the defiver
mechanisms taking the form of database serveratipgrin the background.

The legal effect of a statement does not depentth@mumber of addressees. It is trite law thatif a
offer is made to the public at large the offerocdmees liable to the person who accepts, not to
everyones.6 Although websites arpotentiallyavailable to anyone with an Internet connectibeytare a
pull medium, i.e. a website must be specificalljuested before it displays on the computer scrieen.
this sense, websites do not resemble publicly alysul billboards, which are virtually impossibleatoid
by anyone within their line of sight. A websiterist broadcast - it is requested. Its “reach” isitih to

8 Grainger & Son v Gough (Surveyor of Taxj96] AC 325 at 334Partridge v Crittenderj1968] 2 All ER 421;
Digilandmall at [94]-[96] per V K Rajah; see also: Joint Revicade 1, para 4.2.2.
912004] SGHC 71.
8 |nformation Technology Lavat p 236
8 The Law of Contragpara 2.196.
82 Carlill v Carbolic Smoke Ball C§1893] 1 QB 256 at 262,efkowitz v Great Minneapolis Surplus St8&NW 2d
689 (Minn 1957)Lexmead (Basingstoke) Ltd v Lei®82] AC 225; see also M A Eisenberg, “Expresdfutes in
Contract Law and Problems of Offer and Acceptand®94) 82 Cal L Rev 1127 at 1167, 1168, who criticites
counter-intuitive nature of the construction rutattshop displays are invitations, as such rul@aibe based on the
understanding of the reasonable addressee.
8 The Law of Contragpar 2.199Thornton v Shoe Lane Parking L{ttB71] 2 QB 163; see alsdigilandmallat 93.
8 p s Atiyah An Introduction to the Law of Contra¢Oxford University Press bed., 1995) at p 58.
8 A Endeshaw, “Web Services and the Law: A SketcthefPotential Issues” (2003) 11 IJT & IT 251.
8 Carlill v Carbolic Smoke Ball C§1893] 1 QB 256 at 268; but see: E Ozsunay, suiptad® who cryptically states
that absent evidence of contractual intention, laaot®nic communication addressed to the worlcaagd cannot be
an offer.
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those who specifically type in the URL or followetliequisite link. Otherwise it remains hidden from
view. One must therefore remain skeptical abouestants implying that the legal character of a wtebs

is (or should be) affected by its “unlimited react™unlimited number of addressees.” Skepticisrals®
warranted when analyzing the popular question tegbsite advertisements binding?” Not every website
is an advertisement. The starting point of any ysigalis the intention expressed by a statement. The
question should bés this statement intended to be bindiragfl notis this statement an advertisement, a
shop display or a vending machir%?\ccording to the principle of technology neutnglithe legal effect

of a statement should not depend on the mannés ekpression. Technology should not eclipse caonten
Contract law is only concerned with the questiorethbr the maker of a statement wanted to be bound —
not whether he addressed it to a specified numbaddressees or whether the resulting contractidoell
performed immediately. The ability to immediatelgrform the contract is not a prerequisite of arioff
and need not indicate an intention to be bodfid.The introduction of a presumption unnecessarily
prejudices the analysis and alters well-establisies. One author, who addressed the issue b#fere
new ETA was enacted, described the introductionaofdefault rule as an “unusual statutory
development.g’g

2.3 Section 15 — Automated Transactions

Following CUECIC Article 12, Section 15 assertstthantracts formed through the use of automated
systems are valid and enforceable, even thoughahoal person had reviewed the action of the system
or output of its operations. Allegedly, such peien is necessary to “give legal effect to the axdts
electronic agents, which are increasingly useddnramerce.® Notably, ETA’98 dealt with problems of
automation under “attribution.” According to Articll3, an electronic record was deemed to be thheof
originator if it was sent “by an information systggmogrammed by or on behalf of the originator to
operate automatically.” Given the continuing debate the topic, it is worthwhile discussing the
contractual aspects of “automation” in more defadspite the fact that web-based transactions haga

at the heart of e-commerce for more than a detadeijs frequently being implied that contracts
concluded with the assistance of compl?ferequire a theoretical framework justifying thelidity.
Multiple theories propose the “emancipation” of qmter@s, possibly as a response to their increasing
sophisticatior‘?.4 Once statements are not merely transmitted by atenpbut alsgeneratedoy them, it
becomes difficult to attribute these statementth&opersons operating such computers (“operatg?s”).
The main source of doctrinal discomfort is “autorydimthe old vending machine morphs into an
“intelligent” system that forms itewn decision®® and acts on the basis of isn experience§7 This
leads to the conclusion that “autonomous” (i.e.hsstjrated) computers should be separated from thei
operators and endowed with legal capacity. In otherds, automated transactions are “validated” by
emancipating the computer or comparing it to amtag@oth approaches serve to distinguish between
those ‘automated contracts’ that should bind theraor from those, which should r?gtSeparation
theories attribute computer-generated outpot the computerto protect the operator from the
consequences of unplanned or incorrect operatidasa result, it becomes necessary to grant legal

87 Andrew Murray p. 416
8 E Ozsunay, Comment on CUECIC Article 11Bioss & Killianat 182.
8 A Phang, “Contract Formation and Mistake in Cybersp&2005) 17 SAcLJ at 370
% Ter Kah Leng, “Towards Uniform Electronic ContragtiLaw” (2006) 18 SAcLJ 234 at 244
LW A Effross, “The Legal Architecture of Virtual @es: World Wide Web Sites and the Uniform Commércia
Code” (1997) 34 San Diego L Rev 1263; S T MiddlebradiMuller, “Thoughts on Bots: The Emerging Law of
Electronic Agents” (2000) 56 Bus Law 341; K C Laud@nG Travesupran 12, at paras 4-16 and 7-52.
92 For all intents and purposes the term “computart be used interchangeably with “information system
% G Finocchiaro, “Electronic Contracts and SoftwargeAts: The Conclusion of the Electronic Contracoulgh
“Software Agents” A False Legal Problem? Brief Coesadions” (2003) 19 CLSR 20.
% J Bongard, V Zykov, H Lipson, “Resilient Machinesrdingh Continuous Self-Modelling” (2006) 314 Science
1118; W Kilian, Comment on CUECIC Article 12 Boss & Killianat 187.
% T Allen, R Widdison, “Can Computers Make Contracts®96) 9 Harv J Law & Tech 25Aflen & Widdisori);
Ch C Nicoll, “Can Computers Make Contracts” (1998) JBL e also: Joint Review Stage 1, para 6.2.1.
% E Weitzenboeck, “Electronic Agents and the Foramatf Contracts” (2001) 9 Int JLIT 204; L E Wein, H&
Responsibility of Intelligent Artifacts: Towards aAditomation Jurisprudence” (1992) 6 Harv J Law &Rd.03
75 J Russell and P Norvigrtificial Intelligence: A Modern ApproactPrentice Hall, 1995) p 31.
%8 S Chopra, L White, “Artificial Agents and the Cortiag Problem: A Solution via an Agency Analysi€009) U.
lll. J.L.Tech. & Pol'y 363 at 393.
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capacity to the computer - otherwise there is nghtodbe held accountable. This approach, however,
renders it difficult to attribute theorrectoutput to the operator.

The above theories can be rejected on a numberoohds. As a starting poininplannedoutput is
not synonymous withincorrect output. Software is by nature unreliaBleaA corollary of technical
sophistication and self-learning algorithms is tt@atputers may produce transactions unfavorabileeto
operator, such as issuing a purchase order atce piniat exceeds an amount acceptable to him.
Unfavorable transactions may, however, be the mrodficorrect operations. The difference lies anly
the subjective perception of the operator. Objetyivfrom the perspective of the person transacting
“with” the computer the output produced by a matfimn may be identical to the output produced ley th
correct operation. Theories relying on “autonoﬁqgl’also ignore the fact that a computer is autonomous
because it waprogrammedto be autonomous. It did not self-acquire thigdea It is always a human
person whanstructsand controls a computer. There is no justification - theordtioaotherwise - for
technical sophistication to translate into legalamity. It is therefore not a question of estalitighwhat
computers must be able to do for the law to treairt as persorfz‘{‘).l Legal capacity is not a function of
technological advancement. Moreover, as computersotl “have” assets, it does not matter whethey the
have legal capacitﬁ}).2 The only asset susceptible of economic evaludtidhe software or hardware -
owned by the operator.

A parallel trend, based on the fact that computars be programmed to respond with a complexity
close to humah® compares computers to agentsThe term ‘electronic agent’ permeates both legal
literature and model regulations. Agency princi@pear to provide automation with a solid theoedti
framework: agents armstrumentsof the principal, intention and capacity belongthe latter, not the
former® As agency relationships may arise by operatiotawf the agent’s consent or the principal’s
willingness to have his position changed are nquilred.106 Authority, both actual and apparent, is
conferred by putting the computer into operafi?frAgency-based theories must, however, be discarded
as relaying on the incorrect premise that compueesseparate rights-and-duty bearing entitiesrérhe
being no two separatgersons there can be no agency relationship. Agency coctst lead back to
separation theories and the necessity to grank:ttggla the computer. It is also forgotten that gapent
authority” relies on the perception of third pasﬁ The more sophisticated the computer - the more
transparent its operations. Third parties haveeason to believe they are transacting with an adfeist
therefore counter-intuitive to assume that they amalysing websites in terms of authority. Absent a
perceived division into principal and agent, theae be nappearanceof authority. To protect operators
from unplanned or incorrect output, proponentsgerecy theories claim that operators are only lidbie
output, whichappearsto be within the scope of authority. Inadvertentlyis approach imposes the
burden of investigating back-office operations ba persoreast able to do se the person interacting
“with” the computer. The attribution aforrect output to the operator is further justified on thesis of
ratification%° This approach, however, invites abuse: the operedo decide whether the output is
advantageous in retrospect and selectively reﬂdfmetransaction%.lo Again, ratification requireswo
separate entities and that the principal’s existéa&nown to the third party.

9 ¢ Karnow, “Liability for Distributed Artificial Inelligences” (1996) 11 Berkeley Tech L J 147 at 161.
100) B Solum, “Legal Personhood for Artificial Intajiznces” (1992) 70 NCL Rev 1231.
101 M Bain, “E-commerce Oriented Software Agents: Lesjiad) Autonomous Shopping Agent Processes” (20083) 1
CLSR 5;Allen & Widdisonat 37.
102 3.F Lerouge, “Symposium: UCITA: The Use of Electoogents Questioned Under Contractual Law: Suggdeste
Solutions on a European and American Level” (1999J Marshall J Computer & Info 403 at 410.
103 R Kerr, M Bornfreund, “Buddy Bots: How Touring’s Ed&iends are Under-Mining Consumer Privacy” (2005)
14 Presence: Teleoperators and Virtual Environm@énts
104 3 P Fisher, “Computers as Agents: A Proposed AppraaRevised UCC Article 2” (1997) 72 Ind L J 54520,
D D Wong, “The Emerging Law of Electronic Agentsc&mmerce and Beyond” (1999) 33 Suffolk U L Rev 83 a
87; A J Bellia Jr, “Contracting with Electronic Agehi{2001) 50 Emory L J 1047; W Kilian, Comment on GLIE
Article 12 inBoss & Killianat 186.
15 G H L Fridman Fridman’s Law of AgencgSweet & Maxwell, 8 ed., 1990) at 50-51; F M B Reynold&gwstead
& Reynold’s on Agenc§Sweet & Maxwell, 18 ed, 1968) at pp 3-4.
108 G H L Fridmansupraat pp 98, 119.
07| R Kerr,supran 98 p 35
108 Bowstead & Reynoldsupran 100 p 8
109) R Kerr,supran 98 p 38
110Bowstead & Reynoldsupran 100 p 54
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Last but not least, the validity of automated teanti®ns is being questioned on the ground of lack
human intentiorat the timeof contract formation. It is forgotten thete parties’ minds need not meet in
perfect simultaneitf/.llA direct parallel can be drawn to vending machimetention persists as long as
the computer is held out. Computers do not maké tlesvn” decisions, but execute earlier human
decisions within the limits of pre-set paramel’é?sThe original expression of intention consists in
programming and deploying the computer. Once matgteby holding out the computer, intention need
not explicitly refer to all future transactions.gdments based on the remoteness of human involtemen
conflate “intention” and “awareness,” as they imthgt there is no intention if the operator is aatare
of a particular transaction taking pla]&é

Arguments justifying the necessity to “validate’t@mated transactions can be rebutted by a simple
contention: the complexity or correctness of thigioal programming is as irrelevant as the subjecti
state of mind. The provenance of a statement neeenapparent from its contents. Quite the opposit
sophisticated computers will most likely generatesnentsdentical to those made by humahé. The
only question is whether a reasonable person witirdk the other party intends to contract on thente
provided.115 The objective theory of contract disregards ttet fiaat a statement was not only manifested
but also generated by a computer. Both occurreacestransparent to the addressee and therefore
irrelevant. Persons visiting a website cannot seénfagine) the technological complexity of servansl
databases, which operate in the background. Thasoréng underlies the scarce case law on the
subject?16 In State Farm Mutual Insurance Co v Bockhpc&imputer errors were regarded as errors of its
human controller§’’ The court inThornton Shoe Lane ParkiHﬁ stated that the machine was only a
presenter of the defendant’'s offer. Law protectss¢hwho reasonably rely on the communications
emanating from the computer, the latter being aokiug clerk in disguise?‘;Lg By initiating the
computer, operators accept that contracts conclbgettie computer are binding on them - despite any
malfunctions or programming errofé’

The protection from unplanned or incorrect outpah de achieved by the classic principles of
unilateral mistak& or on the basis of lack of contractual intenttéhWhere the addressee should be
reasonably aware that a statement does not repithgemtention of its maker, he is in the bestifims
to reduce the costs of unexpected obligati%ﬁ@ne cannot take advantage of appearances when the
“actual reality of the situation is starkly obvist&' or “snap up” offers which cannot reasonably
represent the intention of their maké&fd Problems arise, however, when computer-generatigoub
remains within the bounds of commercial reasonadgni.e. the other party has no reason to knotv tha
the output wasot intended (i.e. incorrect). In such case, the datisurns on the questionvas the
mistake (malfunction) apparent to a reasonable m#h& balance must be struck between objectivity
and the imposition of a minimal investigative burdehen a deal is “too good to be true.” Despite its
unappealing simplicity, the analogy between websded vending machines is correct. Automation

111 Kennedy v Le&6 Eng Rep 170 (Ch 1817); J M Perillo, “The Origiisthe Objective Theory of Contract
Formation and Interpretation” 69 Fordham L Rev 40239, 440
1122 Nimmer,Contract Law in Electronic Commer¢2000) 587 PLI/Pat 1127
135 Chopra, L Whitsupran 93 at 366
14 Toh See Kiatl.aw of Telematic Data InterchangButterworths Asia, 1992) at p 32.
H15p Atiyah,Essays on Contra¢Oxford 1990) at p 21.
118 see e.g Child’s Dinning Hall Co v Swinglet97 A 105 (Md 1938)Bernstein v Northwestern National Bank in
Philadelphia4l A2d at 442Marsh v American Locker Ci2 A 2d 343 (NJ Super Ct 195@&)\ish v Airport Parking
Co of America845 NYS 2d 650 (NYAD 1973).
117 State Farm Mutual Automobile Insurance Co v Bockht#8 F 2d 533 (USCA 10Circuit 1972).
8 Thornton v Shoe Lane Parking Litb71] 2 QB 163.
19 Thornton v Shoe Lane Parking Ljt971] 2 QB 163 at 169.
120 Allen & Widdisonat 46; M J Radin, “Humans, Computers and Binding Ciament’ (2000) 75 Ind L J 1125 at
1128.
21 Hartog v Colin Shield§1939] 3 All ER 566 Smith v Hughe§1871) LR 6 QB 597.
122 Hartog v Colin Shield§1939] 3 All ER 566 at 568Faylor v Johnsorf1983) 151 CLR 422; see alddigilandmall
per V K Rajah at 136; Joint Review Stage 1 para 4.4.3
123 Allen & Widdisonat 46
124 Digilandmall at 105.
125 Tamplin v Jame$1880) 15 Ch D 215; Ter Kah Leng, “Legal Effectsimput Errors in eContracting” (2006) 22
CLSR 157.
126 Taylor v Johnsoif1983) 151 CLR 422; A Phang, “Contract Formation iistake in Cyberspace” (2005) 21 JCL
1 at 202.
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comports with the objective evaluation of contrattintention and with the possibility to expressisu
intention in any manner. Contract law is indifferémthe fact that a message was oy transmitted but
also generatedby a computer. From the addressees perspectivstébement is the same. Although
theoretically redundant, the introduction of Sectith into the ETA is praiseworthy as closing a long
legal debate.

2.4 Section 16 — Input Error

Section 16, which follows CUECIC Article 14, recazgs the difficulties brought about by novel
transacting interfaces in web-based transactidreantinues the protective theme from Section kit
from a different perspective. Whereas Section ltdilered to the needs of website operators aneldshi
them from overexposure, Section 16 is directedemsgns interacting with websites. It provides that
where a natural person makes an input error in lantrenic communication exchanged with the
automated message system of another party andsystdm does not provide an opportunity to correct
the error, that person has the right to withdraggbrtion of the electronic communication in whttle
input error was made. This right of (partial) witadial applies if the person who made the error:

(a) notifies the other party of the error as sosrpassible after having learned of the
error and indicates that he made an error in thetr@inic communication; and

(b) has not used or received any material benefiatue from the goods or services, if
any, received from the other party

The above mechanism can only be invoked by natpeatons interacting with automated
systems. It does not apply to errors in the fumitig of such systems. A clear dividing line must
therefore be drawn betweenmputererrors andnput errors. The most common example of a “Section
16 situation” is a person filling out an order foom a website and accidentally typing ‘11’ insteddl.’

The provision does not cover situations likgilandmall as in that case the problem was attributable to
an error on the side of the persoperatingthe automated system, not to an incorrect seledtiothe
personinteracting withthe system.

While the desirability of the mechanism containadSection 16 cannot be questioned in limited
circumstances, such as in consumer protectionlmirglils;,127 the principle established therein may be
difficult to apply and produce further complicat®rThe provision differs from the classic principlef
contract law: parties are generally bound by thwnifested intention and cannot retract previousiyle
statements. In limited circumstances, when thetexi® or “quality” of a party’s intention can be
questioned on the grounds of mistake, misrepreenfaindue influence or unconscionability, the Veho
contract may be subject to the right to rescintdewoidab initio. Contract law does not recognize a right
to retract a statement once a contract has beenetbrit must not be forgotten that in the scenario
addressed by Section 16 a valid and enforceabléraminmight have come into being. The right to
withdraw disregards the latter circumstance — thgement can be withdrawn before or after formation
The main weakness of Section 16, however, liehénabsence of any indication of the legal effefts o
withdrawal. Whether it would invalidate the contraepends on the nature of the retracted portion. |
many instances, even a partial withdrawal may depttie statement of its certainty and completeness
thereby annihilating the entire transaction. Iff fBxample, the item number or the item selection is
withdrawn — the contract cannot stand as it is dbwd the contractual subject matter. It has been
suggested that the right of “partial withdrawalrides from the desire to preserve the contracthto t
extent possible, by focusing only on the portiorthd message that contains the etfdThe ‘right to
withdraw’ the relevant portion was preferred taright to correct’ the original statement. Allegedtiie
right to correct would create an obligation on siee of the website operator to keep negotiatigreno
for a new contract”®

127 5ee, e.g. Joint Review Stage 1 para 6.5.5.
ﬁz John D. Gregory, Joan Remsu, Comment on CUECIC Attilie Boss & Killianat 206.
Ibid.
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It is difficult to categorize Section 16 within doact law and to anticipate the legal effects atiph
withdrawal. The mechanism does not fit the prirespbf rectification as the latter pertains to éufaito
correctly record the intention of both partfé%Rectification relates to existing contracts, wilasrpartial
withdrawal pertains to the antecedent question dred contract has been formed or whether it can
continue to exist. The absence of an opportunitgaect remotely resembles a vitiating factorias,
effect, it may prevent a contract from coming ib&ing or annihilate what seems to be a valid cohtra
Despite the intuitive association of ‘input errongth ‘mistake,’” the former do not easily fit undamy of
the popular scenarios relating to contractual rkest®Dnly in exceptional circumstances, e.g. when an
element of inducement or knowledge of the mistakqar'esenf?l can a mistaken belief of one party
produce legal consequences. Under the common Iaitigrg the contract would be allowed to stand
unless the mistake or error must have been obvmasreasonable person. Section 16 is not, however,
intended to interfere with or alter the rules oftake, especially regarding its consequences. agémi
the provision is designed fmeventmistakes, i.e. a discrepancy betweeal andexpressedntention. If
an opportunity to correct errors is provided, thghtr of withdrawal does not exist and any ‘erroagé
governed by traditional principlég? Section 16 precedes any discussions of mistake daed not
necessarily overlap with the said doctrine. Aftér mistake pertains to incorrect intention, wherea
Section 16 addresses a situation where the prolilssnonly in an incorrect manifestation of such
intention. The Jarovision also sidesteps the clasgierequisite of an operative mistake:
“fundamentality.'1 % The right to withdraw exists irrespectively of timportance of the erroneous
statement. Quite the opposite: absent an oppoyttmitorrect, the right to withdraw can be exerdise
the basis of the smallest triviality. In other wsyrdthe provision disregards both intention and
fundamentality.

As an aside, it can be mentioned that althadighandmallrelated to a scenario where the input error
(i.e. uploading the incorrect template to a welvsgrwas made by the party operating the automated
message system, some observations made thereiraasposable to situations where the error is made
by a natural person. Ultimately, the problem consethe broader question whether the error was or
should have been apparent to the other 63?09(5 in the case of computer error, recourse cahdokto
the objective theory of contract. The contract'sstence can be denied when the addressee of the
erroneous statement must have known that it didreptesent the true intention of its maker. The
objective test does not apply in favor of a persdo knows the truth® Irrespective of whether the
problem is discussed from the perspective of méstakon the basis of lack of contractual intentioa
practical result is similar: there is no agreemdinis approach is also buttressed by popular sttésn
guestioning the existence of the doctrine of mistakd treating the associated issues as part tbtiee
and acceptance modéf® Combining constructive knowledge and objectivitye presence of an input
error could easily translate into an absence ofsensus. The problem with this seemingly simple
solution lies in the fact that an evaluation of ttree intention” of a natural person cannot be emaken
by an automated system. Evaluating the objecti@earableness of a statement requirgmanreview...

The right of partial withdrawal is contingent oretabsence of an opportunity to correct the errmrt-
on the intention of the party who made the errdrsént such opportunity (assuming notice was pravide
and no benefit has been obtained), a natural persgnretract virtually any statement - even if asw
originally intended. In other words, the “error” ynaot have been an error. The provision was dedigne
to address situations where a natural person ingé41’ or ‘11’ instead of ‘1.” Unquestionably, vtould
be more difficult to imply constructive knowledge the side of the website operator when the inparre
takes the form of ‘11’ instead of ‘111." Much wikpend on the character of the transaction (comaterc
or consumer), the price and the contractual subjesiter. Section 16, however, permits withdrawal in
situations where the natural person typed in ‘Btéad of ‘1’ or selected item X from the scroll dow
menu and later changed her mind having found theestem cheaper elsewhere. In both instances, the

130| aw of Contract4.115, p 1029.
131 Hartog v Colin & Shield$1939] 3 All ER 566Taylor v Johnsorf1983) 151 CLR 422.
132 CUECIC Explanatory Note 233.
133 A Phang,Cheshire, Fifoot and Furmston’s Law of ContrgButterworths, 2nd Singapore and Malaysian Ed,
1998) at p 414.
134 pigilandmall at 149.
15E peel, Treitel, the Law of Contract, ((Sweet &Mell, 12" ed., 2007) at p 10.
138 For a detailed discussion s&Smith, P Atiyah, An Introduction to the Law of €art (Oxford University Press,
6" ed, 2006) pp 76, 77, who speak of mistakesimation;see also: A Phargupran 121 at 420.
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original intention reflected the expressed intemtim both instances, however, the shopper cardvéth
from the transaction as long as there was no oppityt to correct the input. Some practical
considerations enter the picture. First, the immegiof notice implies that the words “as soon as
possible” are practically synonymous with “beforey denefit has been obtained.” This may not cause
many problems where physical goods must be dispdtbit will be difficult in the case of virtual god®

The natural person may only have as much time ta&és to download the music, application or movie.
Having chosen the correct method of communicationefms of speed), the person trying to exerdise t
right to withdraw must also chose the corregsignatedaddress — as per Section 13. If the chosen
address was not designated, the effectivenesstimfenaill depend on the awareness of the operator o
the automated message system. Given that the neesgatem is automated, awareness of its human
operator may be delayed or absent altogether. etlzs separate indication of address for the pepos
notice of withdrawal, the provision is bound toateea cascade of practical and theoretical probléms
sum, Section 16 requires that whenever a web-axterfs not equipped with an opportunity to correct
input errors there must be a clear indication @esignation) of an address where the withdrawalbea
sent. The question arises: why would an operatar fatted to provide a corrective mechanism botler t
indicate an address for the exercise of the rightithdraw?

While Section 16 does not seem to directly interfeith principles of contract law, especially
with the doctrine of mistake, its legal effect iffidult to evaluate as it createssaii generisright that
does not fit easily within the existing legal franggk. It is not immediately apparent whether it lwil
facilitate electronic transactions or constituteaaditional theoretical hurdle in legal analysipaft from
its implications for contract formation in web-bdseommerce, the provision will directly affect the
design of transacting interfaces. Without judigialdance, the provision is bound to result in utzinty
after the right to withdraw has been exercised.

3. Conclusions:

Certainty at last? Do the new provisions facilitatectronic contracting and contribute to the reat@f
existing uncertainties? Even a superficial overvidvthe Act and a simple attempt to apply it to éma
communications or web-based transactions revedl ithanost instances, the amendments add an
additional layer of complexity to the traditionaladysis. This complexity derives from the diffidak in
interpreting the provisions in light of the actdahctioning of “electronic communications” and thei
interaction with the classic principles of contréetv. It can hardly be concluded that the Act pdes
certainty or facilitates e-commerce. Crafting argpécial” rules to address electronic methods of
communication inevitably creates a dual regime witbontract law: one for contracts formed by
traditional means and one for contracts formedctedmically.” It is unclear whether the existende o
such “duality” was intended or whether it consgwan undesired side-effect of the amendmentsunit ¢
even be questioned whether the new provisions caaxist with “classic” contract law without creagin
analytical bottlenecks and interpretative proble@isen the broad scope of the term “electronic reg¢o
the new provisions may affect transactions thanhateotherwise perceived as “electronic.”

The creation of default rules and presumptionsoited to specific technologies, such as those
introduced by Section 14 with regards to invitasida treat, unnecessarily strengthens the percefitat
electronic transactions require different treatmenthat contract law in its current state is upatd
accommodate them. Contrary to popular belief, @mtttaw contains a sufficient set of tools to absor
any developments in the way parties communicatntian. In accordance with classic contract doetrin
the intention of the parties remains paramountespective of the manner the contract is concludiad.
content of statement is more important than thehotktof its communication. In this sense, it is
questionable whether any regulation is necessatldrfirst place. The confirmation of the validiby
automated transactions in Section 15 closes aHgrajgument that has been permeating legal litexatu
for years. The admissibility of automated contragtilerives directly from the basic principles ohtract
law and, theoretically, does not require confirmatilrrespective of the foregoing, the practicdéef of
Section 15 will be beneficial or neutral. This, heser, cannot be said about Section 13. Supplengentin
the traditional rules of establishing the time ofrhation with provisions defining “dispatch” and
“receipt” does not enhance certainty in electranémsactions - especially given the broad meaning o
“information system” and the reference to “contrdlhe provision downplays the complexity of modern
communication technologies and fails to identife tieal problems created by modern, network-based
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communications. It simplistic approach to technglognders it difficult to apply in even most basic
commerce transactions. The division into “desigtfatand “non-designated” addresses further
complicates the question regarding the time of fdfom of contracts concluded electronically by
introducing a set of rules, which are absent iditi@nal contract law. The right to withdraw a port of
the statement in web-based transaction, as stgzllay Section 16, while providing an incentive for
clearer transacting interfaces, affects the cegtadh e-commerce by indirectly encouraging attempts
withdraw from the transaction. It also leaves aoth&ical gap after the right of partial withdrawas
been exercised and creates potential for abusesxiating contract can be annihilated on the bakes
mere technicality.

Sections 13, 14 and 16 set incorrect points of demafor examining the legal issues at hand. The
very existence of these provisions may inhibit tiewth of e-commerce by imposing an additional
analytical hurdle in evaluating transactions, whitbolve “electronic” methods of communication. €rh
proposed default rules must be regarded as eitierog@ssary or too simplistic to ensure certaiitgah
be suspected that the sheer multiplicity of teciineonfigurations renders it practically impossilbe
provide a one-size-fits-all regulation. The richse$ “electronic” interactions can only be accomiaed|
by a case-by-case analysis weighing the risks @teddsts of a given communication scenario.

Given the above uncertainties, contracting padiesadvised to include express provisions in their
agreements, which would be tailored to the spedifiecnmunication method deployed in a given
transaction and prescribe the time of formation/@nthe legal character of the individual acts. The
parties can also explicitly exclude the operatiérhe ETAX’ Otherwise, the default settings provided
by the Act are bound to introduce difficulties pesially when dealing with the establishment oftihee
of formation. This is a regrettable outcome. Aftdlr “inefficient defaults only raise transactionsts
unnecessarily” as the parties are compelled toraonbut of thent®

Legislation resembling the ETA should aim at modeng individual statutes that may contain
provisions incompatible with technological progre&pecific contractual issues should be left to
common law developments. After all, facilitatingyilglation was not necessary to accommodate the post
or telephone. The latter methods of communicatialthough revolutionary at the time of their
introduction, were slowly absorbed under the exgstiegimes. Some uncertainty is always present when
applying the principles of contract law to novedrtsacting scenarios — such as those encountered in
electronic transactions. Frequently, this uncetyaiis the result of a general discomfort with the
communication technology in question — not thetexise of any obstacles to its use.
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