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Getting the basics right

* “With regard to my factual reporting of events of the
war, | have made it a principle not to write down the
first story that came my way, and not even to be
guided by my own general impressions. Either | was
present myself at the events which | have described
or else | have heard of them from eye-witnesses
whose reports | have checked with as much
thoroughness as possible. Not that even so the truth
was easy to discover: different eye-witnesses give
different accounts of the same events, speaking out of
partiality for one side or the other, or else from
imperfect memories.”

- Thucydides, in History of the Peloponnesian War




Getting the basics right

Get to the original source as far as possible

Independently verify the accuracy of
information before posting/publishing it

Be vigilant: Investigate the source and assess
its credibility, as well as the credibility of
evidence

Check information against public records



Getting the basics right

Be transparent about methods/approaches
involved in getting the story

Strive to get all sides of the story

As social media increasingly becomes a source
of news, there’s a need to be more sceptical

If it’s too good to be true, it probably isn’t



Reporting on fake news — LKY hoax
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Reporting on fake news — LKY hoax

March 2015: The rumours began circulating after a
purported screenshot of a release from the PMO said Mr
Lee had died.

ST had our doubts: they were proven right
The image spread and PMO clarified it was not true.

Grassroots leader Roy Yeo told The Straits Times: “Some of
us got duped seeing the image passed around, trusting that
once you see a certain website, it is genuine.”

Prominent blogger mrbrown weighed in on Twitter, saying:
“Please stop posting the fake PMO screen. It says MRS Lee
in the URL.”

It turns out a student had doctored a 2010 PMO release
announcing Mrs Lee Kuan Yew’s passing



Reporting on fake news — LKY hoax
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Reporting on fake news — LKY hoax

 However, a number of foreign media outlets, including
American news network CNN and China’s CCTV, Sina and
Phoenix Chinese News, were taken in. They went ahead
and reported Mr Lee’s passing on Twitter and on TV news.

 The Chinese outlets later apologized and retracted the
information, but CNN posted on Twitter: “Reports emerge
guestioning purported government message about
Singapore founding father Lee Kuan Yew’s health.”

 The student was later given a stern warning. AGC said: “He
created the image because he was frustrated with the
frequent rumours about the demise of Mr Lee. He wanted
to demonstrate to his friends how easy it was for a hoax to
be perpetuated.”



Reporting on fake news — collapse?

dvertisement

* Nov 2016: Sociopolitical
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posts a photo of what
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Reporting on fake news — collapse?

* Civil Defence officers go to
the scene, and find no
evidence of a collapse

* All Singapore Stuff removes
post within 30 minutes, as
authorities conduct checks

e A forum user suggests the
roof appeared to have
collapsed due to an optical
illusion. HDB and developer
confirm the report is a hoax




Reporting on fake news — collapse?

How a fake story got called out
A photo of Bulld-To-Order project Waterway Tarracas in Punggol, showing the upper

wmmameszess o Editors of the site posted
1 SR an apology, saying they
. had no intention of
causing alarm

-~ | * Readers online criticise
S thesite for not checking
and wasting resources

Dec 2016: ST reports on
how a fake news story
gets called out




Reporting on fake news — KFC?

President Tan invites Thailand's new King to visit
Singapore to eat KFC

straitstimes.com

President Tan invites Thailand's new King to visit
Singapore to eat KFC

Best wishos to Thaland's King Maha Vajiralongkom Bodindradebayavarangkun on the
latter's ascension to the throne

UEPAV LS I

Did ST just report that President Tony Tan invites the
Thai King to Singapore... to eat KFC?

unscrambled.sg

11 shares

|‘ Like - Comment A Share

Han-Wei Lai
What does unscrambled and CNN have in common?

ﬁ

Both fooled by screenshots.

1 hour ago - Like - Reply

Han-Wei Lai

The picture in your thumbnail comes from here:
https://www.facebook.com/sureboh.sg/posts/
1297422590277943

1 hour ago - Like - Reply
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Reporting on fake news — KFC?

E—— * Dec 2016: Many
Dot Tanome b vis o Taisntsnevkingll - thought ST had put out
i the cheeky headline

e ST posted a note to say
the headline had been
modified by a Facebook
user, and that the paper
viewed this act of
mischief seriously

 But the damage had
been done




Educating readers about fake news

| THESTRAITSTIMES | MONDAY, DECEMEER 12 2016 |
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Weed out
fake news with
real scepticism

Contact information, sources, domain name and user
comments can provide clues on the veracity of a post

~

Daryl Chin
Social Media Editor

[¥id President Tony Tan Keng Yam
invite Thailand’s King Maha Vaji-
ralongkom Bodindradebayavarang-

King, Invites Him To Visit Singa-
pore — can be altered to look like
something else entirely with a dick
of the mouse and some editing.

‘While the satirical page has since
removed the post, it did not stopus-
ers from reacting strongly to what
they perceived to be a disrespectful
act towards a foreign head of state.
Despite several Facebook users
pointing out the ease with which
such headlines could have been
doctored, the post had already
Eoneviral.

kun to visit Singapore to eat fried “What headline was that? How  Asarule of thumb, it's their credit card details. )
chicken? could 5T do something like this? always wise to play it safeif The fake report has since been Gemng to the truth
That may have been the impres-  said one user. taken down.
sion some readers got if they had Another Facebook user called for there are doubts, rather The clear giveaway in this case, Some ways to determine if an cnline article is
checked their Facebook newsfeeds  thereporter to be sacked. thanrisk propagating false however, was the domain name, genuine ornot:
on Dec 3. After all, the sensational The users could haveverified the  jnfarmation orgiving up which was www.business news- re- = Ulsers can navigate through the site

headline was linked to an article in
The Straits Times, and “straits-
times.com” appeared prominenthy
under the text.

It turned out that the headline of
the Facebook post was entirely doc-
tored by a satirical page which took
advantage of a small koophole in the
social media platform's posting sys-

tem.

‘While Facebook does not allow
the average user to tweak headlines
‘when sharing posts put up on a per-
sonal account, changes can be
made to posts that appeared on a
Facebook Page - which is a public
profile specifically created for a
business or brand.

This means that entirely legiti-

veracity of the headline by simply
clicking the Facebook link through
to the article.

Not only was the headline to the
linked article different, the story
made no mention of fried chicken
o any invitation to consume it

The prank is the latest in a long
line of spoofed content and fake
news on social media, which has
come into the spotlight recently in
the wake of the United States presi-
dential election. Concerns have
been raised about this by leaders
from the US to Germamy.

Other imitations are more nefari-
ous. An article which made its
rounds on the Internet in October
copied $Ts lay out, inchiding the lo-

poris.net, instead of www.straits-
times.com.

Many Internet users may not
havenoticed the change in theweb-
site name in the address bar, and
could have been misled into giving
up vital information to unknown
SOUrCes.

As a rule of thumh, it's always
wise to play it safe if there are
doubts, rather than risk propagat-
ing false information or giving up
personal information. Afrer all, a
healthy dose of scepticism is re-
quired given the wide range of con-
tent incyberspace.

And if in doubt, there is always
the askST site (www.straits-
times.com/askst) to turn to for an-

personal information.
After all, a healthy dose of
scepticism isrequired
giventhe wide range of
contentincyberspace.

mate headlines, such as 5T's origi-  go. It had offered iPhone 7s for just SWETE.
nal one - President Tan Conveys  $1 The catch was that users needed
Best Wishes To Thailand’s New  to register at the site and provide darylc@sph.comsg

tocheck if the contact information provided
islegitimate.

- Theycan navigate around the site tosee if the

rest ofthe site works. Ifit leads tojust a bunch
of dead links, then that's a sign something is
not quite right.

= Theycan also do a simple look-up search

(https:/ /www.whois.net) to find out who
orwhich organisation the website is
registered to.

If theirinformation sourceisa Facebook
Page, they can check tosee if the entity
regularty posts real or satirical content.

= Another telltale sign: Check if the people

leaving comments on the posts have called it
out tobe fake.



Educating readers about fake news

e Local sites like TRS have posted false reports that
could spark racial or religious divisions

* Foreign sites could try to influence Singaporeans’
sentiments where relations with other countries
are concerned

e Such fake news tendencies have been around,
but are now more pronounced with social media

* These could seek to influence how local readers
see issues, and cast doubt on local media reports



Reporting on disinformation
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ne hot issue is Singapore-
hina relations

ne way to set out the facts
on issues is to flag false
claims/myths that are out
there, and give a fact-based
response
Myth 1: Singapore has
changed its stance and aligned
with the US

Fact: Singapore’s position is
consistent and has not
changed its foreign policy. It is
China’s perception — and
perhaps expectation — of
Singapore that has



Reporting on disinformation

Myth 2: As a Chinese society, it should be more sympathetic to
China

Fact: Singapore is a multiracial society with Singaporean instincts —
it stands up for its national interests, not that of any other society
that wants to claim kinship with it

Myth 3: China is out to punish Singapore. Singaporeans should feel
worried about this and pressure their Govt to be more
accommodating towards China

Fact: Singaporeans shouldn’t feel overly anxious. Other countries
big and small will periodically want Singapore to play ball, and it will
play ball when it is in its interests to do so. When it is not, Singapore
is free to play with others — it makes sure it has plenty of friends,
and that everyone plays by the accepted rules of the game



Going forward

How can we better deal with fake news?

Call out false/insidious reports and rumours
that might otherwise be downplayed

Debunk fake news and its agenda

Explain the facts to readers/viewers and
educate them on how to spot fake news

Readers have a role
askST

Send an e-mail to

@B ASKUSAQUESTION
g askST@sph.com.sg






